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1 Introduction

Thank you for subscribing to e-FOLLOW.cloud, the SaaS version of the well-known PrintManagement
solution e-FOLLOW Professional for Toshiba e-BRIDGE Next and TOSHIBA eSF multifunctional
printers providing features like

Authenticated printing, copying, scanning and faxing
Secure print release

Print-2-Me

End-to-end encrypted printing

color, print, copy, scan and fax quota management
accounting for print, copy, scan and fax

mobile printing

mobile print release

cooooOOD

The advantage of the SaaS approach is
o Avoid to install any server software on customer site
o Avoid to install any software on the user PCs
& Securely route all print jobs from any user device via the cloud to unlimited number of sites
O Support unlimited number of MFPs, users and sites per customer

This manual will guide the administrator through the setup of MFP devices, the onboarding to the
SaaS application and the custom configuration.

1.1 Symbols in this manual
In this manual, some important items are described with the symbols shown below. Be sure to read
these items before changing any configuration.

Hint:
Indicates information to which you should pay attention

Warning:
Indicates a situation where modification of the settings may have impact on correct operation.

Operator Manual Version 5.5.0
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2 General setup of e-FOLLOW.cloud

)
g - FOLLOW

A core element of e-FOLLOW.cloud are the embedded Applications
available for both, eBridge and eSF platform.

These once need to be installed on the device. The application will
connect to the corresponding tenant instance and self-register the device.

Y
-FOLLOW . .
E € tow For security and GDPR-compliance reasons each
il customer is running an isolated DataManager and
G commm task 2 DataStore instance.
Resources consuming common tasks will be shared
between the tenants and can - due to the cloud
Data Store technology - be scaled up and down depending the
customer1 || customer actual workload.
customer 1
load balancer

All printing traffic from any client is securely sent from anywhere inside or outside your local network
and securely held in e-FOLLOW.cloud until the jobs are requested by the user after authentication at

the MFP.

o

»- FOLLOW

% " Cloud

- —
m
——— e

"Home Office

Mobile

L T e L o .

B o B S BN W s s s ommow

LAN

Chromebook
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3 Concept of queues and devices

e-FOLLOW.cloud is designed to manage, track and route print jobs from the users clients (PCs,
mobile devices etc.) to Toshiba multifunctional printers (MFPs).

Thanks to its advanced design, e-FOLLOW.cloud does not need to install any additional local server-
and client software. Print jobs are sent via SSL secured IPPS protocol from the client workstations to
the e-FOLLOW.cloud virtual queues.

3.1 Virtual Queues

The concept of virtual Queues in e-FOLLOW.cloud is used to keep print jobs spooled on the server for
a later release to a MFP when the user is in front of it.

Virtual IPP queue

A virtual IPP queue is an URL offered by e-FOLLOW.cloud IPP server. HTTPS is used to securely
send jobs SSL encrypted from any clients to e-FOLLOW.cloud server. Print jobs that are sent to a
virtual IPP queue will be spooled encrypted on the e-FOLLOW.cloud server until they are requested
for printout at any device/printer or deleted (by user/admin intervention or due to a rule).

4 End-to-End encryption

e-FOLLOW.cloud offers highest security level by providing 100% end-to-end encryption of print job
data.

IPP client

IPP Server

The built in IPP Server allows clients to transmit print job data via secure socket connection
HTTPs/IPPs to the e-FOLLOW.cloud server. The jobs held in a virtual queue for a later release are
stored fully encrypted on the e-FOLLOW.cloud server’s storage.

The jobs requested by the MFPs for printout are also sent SSL/TLS encrypted.

Operator Manual Version 5.5.0
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5 Requirements

Internet connection

Toshiba e-BRDIGE Next MFP (Embedded Platform Framework Version 2.1.2 or higher)
eSF-based MFP (V4.x or higher)

Supported printer drivers:

o Toshiba V4 Printer Driver

Toshiba Universal 2

Toshiba Universal PS3

Toshiba Generic PS3

Toshiba Generic XL

OO0

o O O O

5.1 Supported MFPs

e Supported Toshiba e-BRIDGE eSF devices

A4 Monochrome A4 Color
e-STUDIOA448S, e-STUDIO478S, e-STUDIO528P e-STUDIO338CS, e-STUDIO388CS/CP
e-STUDIO389CS, e-STUDIO479CS

e Supported Toshiba e-BRIDGE Next devices

A3 Monochrome MFP

e-STUDIO2508A/3008A/3508A/4508A/5008A e-STUDIO5508A/6508A/7508A/8508A
e-STUDIO2518A/3018A/3518A/4518A/5018A e-STUDIO5518A/6518A/7518A/8518A
e-STUDIO2528A/3028A/3528A/4528A/5528A/ e-STUDIO6529A/7529A/9029A

6528A

A3 Eco Hybrid MFP - Monochrome
e-STUDIO3508LP/4508LP/5008LP

A3 Full Color MFP e-STUDIO5506AC/6506AC/7506AC
e-STUDIO2000AC/2500AC e-STUDIO2515AC/3015AC/3515AC/4515AC/
e-STUDIO2010AC/2510AC 5015AC
e-STUDIO2505AC/3005AC/3505AC/4505AC/ e-STUDIO5516AC/6516AC/7516AC

5005AC e-STUDIO2525AC/3025AC/3525AC/4525AC/
e-STUDIO2020AC /2520AC 5525AC/6525AC

e-STUDIO6526AC/6527AC/7527AC

A4 Full Color MFP
e-STUDIO330/400AC

Version 5.5.0 Operator Manual
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6 Prepare e-Bridge Next devices

Before the e-Bridge device can connect to e-FOLLOW.cloud some preparations have to be done.

Make sure you have access to the following files and data

& Your Client-ID
& One-Time-Password

Hint

You find the embedded App and Server-URL in e-FOLLOW.cloud management
- SETTINGS - General - Instructions & Configuration

During the onboarding process your reseller creates an account for you in e-FOLLOW.cloud. This will

generate some custom specific data

& Client-ID
O Client specific ports
& One-time password

On behalf of your client-ID the custom specific URLs hostnames (and ports) are created.

Customer

Customer name

Client ID

xxxx-yyyy your custom specific Client-ID

One Time Password

1234567890abc — a one-time password for your first
login

for MANAGEMENT https://management-xxxx-yyyy.e-follow.cloud
for USERPORTAL https://userportal-xxxx-yyyy.e-follow.cloud
for IPP printing https://ipp- xxxx-yyyy.e-follow.cloud

for EWB2 https://ewb2-xxxx-yyyy.e-follow.cloud

for ESF https://esf- xxxx-yyyy.e-follow.cloud

for Client https://client-xxxx-yyyy.e-follow.cloud

for LDAP-SSL

xxxx-yyyy.e-follow.cloud:aaaaa

Your client specific port for LDAP-SSL

adaaaa

for MOBILE

mobile-xxxx-yyyy.e-follow.cloud:443

Operator Manual
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6.1 Instructions & Configuration

To ease the setup procedures for your MFPs e-FOLLOW.coud provides a page giving all required

Instructions, downloads, etc..

Instructions &
Configuration

Application

Auto configuration

Data protection

SMTP f E-mail

Download:
e-FOLLOW. cloud-Operator_Manual_EN.pdf (version: 5.5.0)
e-FOLLOW. cloud-Operator_Manual_FR.pdf (version: 5.5.0)

Instruction to set up Tash:ba e-BRIDGE Next devices

1. Install Application
1. Open installation window
II. Upload e-FOLLOW cloud archive

Download:
e-FOLLOW cloud.zip (version: 2.2.1)

1I1. Confirm License Agreement

IV, Wait for successful instalation for 20-30 seconds. Otherwise, refresh the page in
Tophccess.

2. Set up the Application
1. Open e-FOLLOW doud setup page

II. Enter appropriate values

e-FOLLOW cloud Configurations

https://ewb2-cs-test.test.e-

e-FOLLOW URL: e e [copy]

LDAP password EEEEHEEEE Ted

For manual LDAP configuration
LDAP SSL/TLS Port Number: 2002

111, Check Autoconfig settings

V. Click on the "Apply settings and configure” button
. Wait for the finish of configuration

V1. Start the Application if it wasn't done sutomatically

Pls. follow the instructions step by step.

Version 5.5.0
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6.2 Install the embedded App

The e-FOLLOW Instructions & Configuration page offers the latest version of the e-FOLLOW
embedded App.

Download:
e-FOLLOW cloud.zip (version: 2.1.0)

To install login to TopAccess of the desired device.
Change to 2 Administration - Application and click to Install Application

Device Job Status Logs Registration Counter User Management Administration

Application
[roication s JRERE

Installing or using application(s) constitutes your acceptance of terms and condifions. If you do not accept those terms and conditions, you may not install or use application(s), and
'you must promptly uninstall the application(s). Terms and conditions for each application is available through application details link.

Application Name Version Manusl Operstion Start Type Urinsial Liense Special Function Details
i’ | DeveloperiodeSwit hingAge 100 o Uninstall \slid -

Install Application

Select the e-FOLLOW application package
file (e-FOLLOW cloud x.y.z.zip) and click to 192.168.1.112 says

' Application Install Succeeded!
After confirming the EULA the package will

be transferred and installed. “

The e-FOLLOW.cloud application now appears in the application list.
Application
| Settings = User Extended Information

Embedded Application

Installing or using application(s) constitutes your acceptance of terms and conditions. If you do not accept those terms and conditions, you may not install or use application(s), and

you must promptly uninstall the icati Terms and i for each i is available through application details link_
Application Name Version Manual Operation Start Type Uninstall License Special Funclion Details
‘l‘c.- DeveloperiodeSwitchingAnp 300 Auto Valid -
{E:wn £-FOLLOWY cloud 210 - -

Click to the Application Name to access the e-FOLLOW application settings.

Operator Manual Version 5.5.0
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6.2.1  General settings

Enter the required information into the General Settings page.

e-FOLLOW Settings
General setlings | Log setfings | Autoconfiguration | Update settings

| Reset | | Apply settings and configure |

e-FOLLOW cloud Settings

» e-FOLLOW URL hitps:/fewb2-1D.test.e-follow.cloud ‘

« LDAP password cesssnenes ‘

Local Settings

= MFP admin password sessse ‘

= ODCA Port 49629

e-FOLLOW Workability

Test Workability

e-FOLLOW URL.: the custom specific URL according the client-ID provided by TOSHIBA
4y Attention
' This URL is custom specific and must not be mixed with URLs from other customers.

o LDAP-Password: the LDAP-Password generated by e-FOLLOW.cloud.

ODCA Port: make sure to use the correct port for ODCA as configured in TopAccess

Setup
Setup
General | Network | Copier | Save as a file | E-mail | InfemnetFax | Drucker/e-Filing | Drucker | Druckdienste | 1CC Profil | PDL Filter | EWE | Version
Off Device Customization Architecture Einstellunﬂ
Network
Enable Port Aktiviert v
Port 49629
SSL/TLS Port akfivieren Aktiviert v
SSL/TLS Portnummer 49630
Configuration

assion TimenutfN-999991 90 acon:

MFP-Admin password: the MFP-Admin password.

You can leave it blank in case the default password for TopAccess is used

Version 5.5.0 Operator Manual
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6.2.2 Run Auto-configuration
Clicking [ Apply settings and configure ] to save all settings and start the Auto-configuration.

e-FOLLOW Settings
[EEETETNe | Log settings | Autoconfiquration | Counters | Update settings

| Reset | ‘ Apply settings and configure ‘

e-FOLLOW cloud Settings

= e-FOLLOW URL https://fewb2-cs-prod.e-follow.cloud |

« LDAP password ssssss |

Local Settings

« MFP admin password cesass |
= ODCA Port 49629
» Use HTTPS for ODCA communication O

e FOLLOW Workability

Test Workability

e-FOLLOW.cloud App is now fetching the current settings from e-FOLLOW and pushes the
configuration

<> TopAcces Settings
<> LDAP client

<> LDAP Settings

<> User Roles

to the MFP.

e-FOLLOW Settings
[N | Log cetfings | Autoconfiguration | Counters | Update settings

| Reset | | Apply settings and configure | App was completely configured!

When finished, above success message will be displayed.

Operator Manual Version 5.5.0
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6.2.3  Autoconfiguration settings

Here you can check the configuration settings, which are fetch from e-FOLLOW.cloud server.

e-FOLLOW Settings
General seffings | Log settings | [t nGicy | Counters | Update seftings

| Reset | | Apply settings and configure |

Fetch Settings

| Apply settings to TopAccess

TopAccess Settings

= Auto change login user
« Enable guidance screen O
* Enable PIN code authentication

Minimum PIN code length _

Authentication failed print job/Raw Print Job m

Default screen after login e-FOLLOW  w
Assign function key 1 with e-FOLLOW hd
Assign function key 2 with Job Status A

Auto clear time Don't change v

LDAP Settings

If required you can modify settings and apply these individually to this specific device.

6.2.4  Update settings

The e-FOLLOW.cloud app will update itself when a new version is available on the server.

e-FOLLOW Settings
General setfings | Log settings | Autoconfiguration | Counters | [T ECE et E

‘ Reset | | Apply settings and configure |

« Ignore outdated app version

<]

= Try to perform self-update

= Count of consecutive failed updates 0

Manual Update

Update App
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6.2.5 Self-Registration

After startup of the application, the device will self-register to the e-FOLLOW.cloud by its serial
number.

The serial number is automatically entered as Name for Reports. For a better identification it is
recommended to enter a name here.

Q, search device... v 1‘;‘ (CNLH59919) =
0 A Low paper level for drawers: Large Capacity Feeder
Activated : ‘
Resolved IP address: [resclve]
[ serial number: cnrsesis i
Description: [change]
[l 1ame for reports: @ cnLrsesis i [change]
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7 Prepare eSF devices
Before the eSF device can connect to e-FOLLOW.cloud some preparations have to be done.
Make sure you have access to the following files and data
& Client-ID
& One-Time-Password
o Embedded eSF-Application
7.1 Install the embedded App

The e-FOLLOW Instructions & Configuration page offers the latest version of the e-FOLLOW
embedded App.

efollow.fls (version: 2.4.8)

Download: ‘ |

To install login to the embedded Webserver of the desired device and change to
> Apps
TOSHIBA Embedded Web Server @ Language ~ Welcome admin | Log out

TOSHIBA e-STUDIO448S
IP Address : 192.168.1.101

Contact Name :
Location : Control Systems dev

Status : Ready
Messages : Beta application Fake ID Device installed (More...)

: Import Configuration Export Configuration

Apps

Select Option Apps

Status

Settings
Device
Print
Paper
Copy
Fax
E-mail
FTP

Fast HTTPS Example Keyboard Emulation

y 4
Example covering both Reader Driver
EnhancedFastHttpsService and Driver to support card reader that
FastHttpsService{deprecated) emulates a keyboard
USB Drive

Network/Ports State: Running State: Running
Security
Reports
Address Book
Shortcuts AT BETA -Fake ID Device BETA -Debug

y 4
Bookmarks A card device emulator for use Application
Al with automated testing Enables remote debugging
PRS
support and shows memory and
P service information. For any
Site Map changes to the application

ftings {0 ake eflect the printer

Click to [IiSellEliETele] and select the efollow.fls file just downloaded from e-FOLLOW.cloud.

Once it is successfully installed, change to the application’s configuration.

IL,'|sp|ay LUsSIomizaton
e-FOLLOW

. Confi View L
tston s, D e

Version 245
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Enter the customer URL provided by Toshiba and click to Apply.

e.-FOLLOW

[=

Server URL (has priority) I|Inlps_-’-'ssl-c. 5. e-follow. cloud |I0
Development Mode )

Deprecated Settings: '@

Server Hostname/IP | | (7]
f
Server Port 443 |
Import | Export | Restore Defaults Apply

Status Click Apply to save settings

Make sure to enter the Server URL as indicated in the Configuration Instructions.

e-FOLLOW Configurations

Server URL: https://esf-c: “t.e-follow.cloud [copy]

The Server Port 443 (SSL) must not be changed!

The login screen will appear on the device’s panel.

If the version number does not end with _C (like 2.4.8 C) the app must be renewed by logging out or
MFP restart.

e-FOLLOW
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7.1.1  Self-Registration

After startup of the application, the device will self-register to the e-FOLLOW.cloud by its serial
number.

The serial number is automatically entered as Name for Reports. For a better identification it is
recommended to enter a name here.

Q search device.. v l‘;‘ (7017821101YKD) =
o
Activated : ‘
Resolved IP address: [resolve]
N serial number: 7017821101vKD |
Description: [change]
Name for reports: (%) 7017821101YKD [change]
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8 e-FOLLOW.cloud — Quick start

Before you can start using e-FOLLOW.cloud some minimum configuration needs to be done.

8.1  First login to e. FOLLOW.cloud Management

Enter the Management URL (HTTPS://management-custom-ID.e-follow.cloud) provided by Toshiba in
any web-browser.

P |

E, FOLLOW

First login
Please enter your One Time Password:

Set your Operator password:
Password (at least 8 characters):

Repeat password:

You will be prompted with e-FOLLOW.cloud first-login page.

Enter the One-Time-Password provided by Toshiba and select an Operator-password of your choice.

This new Operator password must not be lost. If you forget your password ask your Support to reset
the password.

8.2  Virtual queue(s)

Generally, all print jobs are sent to one or several virtual queue(s) provided by the e-FOLLOW.cloud
instance. The jobs are held until they are requested to be printed by the e-FOLLOW.cloud APP
installed on each MFP.

=
/——|> e FOLLOW

)

Internet

Once a job is requested to be printed it will ~ | tan
be downloaded by the App from e-
FOLLOW.cloud storage.

o All communication, data storage and data
transfers are SSL encrypted.

To create a virtual queue login to your instance of e-FOLLOW.cloud using:
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https://management-YOUR_CUSTOM_ID.e-follow.cloud

8.2.1 Adding virtual IPP queue

To add a virtual queue, click to ADD and select the virtual queue type you wish to add.

- FOLLOW
é — cloud

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES

Virtual Queues

& [ & Logout
@EE  revove SELECT
Add IPP queue Virtual IPP queue  [IFP URLs]
Auto-delete jobs that have not been printed | after 3 days V|
% e-follow.cloud . MOD
a SELECT REFRESH: ON FILTER: OFF MODIFY
ipp_cs_test
IPP-Queue
O we (0 _M,Qs) No print jobs available
ipp
g @ (0 Jabs)
PropTEST
o @ (0 Jobs)

To add a virtual IPP queue simply enter a name for the queue.
The URL prefix is fix and cannot be changed.

Queus name | e-follow.ipp |

Clicking to [ IPP URL ] will show the IPPS URL for this virtual queue.

0\ Search queus ... @ Virtual IPP quewe  [1F7 LfLs]

Ak dolobe ol lons b shebataal printed | after 24 hours b

-~ F;f‘f:lﬁlf.w'd"”d setecT (Sl  FILTER: OFF MODIFY

== T=1=

IPP URLs for selected queus

m https://ipp-cs-3nmy. test. e-foll ow. cloud/e-follow. doud [copy url] [

Share the full URL [ 2 ] to the users so they can create an IPP port on their clients that points to this e-
FOLLOW virtual IPP queue.

A Make sure the Internet printing client is installed on the client PC. Else users cannot connect to the

URL.

windows client PCs

o Use the Ipplinstaller-package for a more convenient way to install a IPPS printer queue on the

Version 5.5.0
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8.3 Users
. ,'} FOLLOW
8.3.1  ADD (internal user) & [ on ELECT  FILTER: OFF
Click to Add to adding a new internal user. —
Login name, Username and password are MANAGEMENT Q search user. "z
mandatory. W= L N—
Departments
Permissions Lagin name polare *
PI’G]'EC:S Username Peter Clark *
. . Domains (Fore- and surname)
If available, select a department the user is )

. . . P; v [TTTTY) *
belonging to and enter his/her email address chmde .
and home directory.

Department -
The user’s email address is registered to the Toshiba device when the E”‘a”:_”d;e“ peerEdeman con
. . . . omedirectory
user logs in and can be used according the email address settings.
Cancel | add |

If you allow 'unknown users to print' (= SETTINGS - General >

Application = Print)

e-FOLLOW.cloud will automatically add users to it’s internal-user database when they send their first

print job to the server.

8.3.2

LDAP Import /Synch

e-FOLLOW can synchronize users from multiple LDAP Servers. Clicking to [ ADD ] will allow entering
the hostname/IP and credentials for an additional Server.
e-FOLLOW also supports Active Directory and Microsoft Entra ID (Azure Active Directory) for user
synchronization. This will be explained later.

Add an additional domain

Name

Hostname/IP Address

Port
S5L

Base DN

Admin DN

Password

my LDAP
my.ldapserver.domain.com
636

Example: DC=domain,DC=local

CN=admin,DC=domain, DC=local

Example: CN=admin,DC=domain,DC=local
Active Directory: CN=Administrator,CN=Users, DC=domain,DC=local

[Cancel]

o LDAP import can only be performed if the LDAP Server supports SSL and paged search.

Operator Manual
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8.3.2.1 Domains — User import

Here the synchronization options are configured.

Idap.forumsys.com (LDAP)
LISe po

Hostname: |dap.forumsys.com
Attribute names [/ Test
Ou filter
Default user
Projects [+]
Replace internal users

Delete unknown users - else they (%
get deactivated -

Generate random PIN
PIN length

Send PIN by email to user

5]

OuU filter This allows you to import users only from specific OUs. Enter any
part of the distiguishedName of the OUs you will like to import.
This will also import users of any sub-OUs of the selected OUs.

OU=users,OU=branch-north,DC=domain,DC=com
OU=users,OU=branch-south,DC=domain,DC=com
OU=users,OU=branch-west,DC=domain,DC=com
In this case you do not need to enter 3 filters but only
OU=users or
OU=users,OU=branch
to avoid to import users from the common OU "users"

e-FOLLOW allows to deal with filters containing only the relevant part of the OU/group
name. e.g. your domain structure contains sub-OUs "users" in each "branch"-OU like:

Replace internal users

Delete unknown users

Generate random PIN
PIN length

Send PIN by email to user

Version 5.5.0

If enabled, internal users will be replaces by the domain users in
case of identical user names (Login name / samAccountName)

Domain users that are present in the e-FOLLOW database will be
removed if the corresponding account in Active Directory does
not exist anymore.

If enabled this will assign a random PIN to each user account
Defines the number of digits for new PINs

Each user will receive an email containing the new PIN

Operator Manual
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8.3.2.2 Domains - Attribute names

The database fields in e-FOLLOW are retrieved from specific attributes in AD. By default, the attribute
names are set to common values. Here you can change/ add the attribute names holding the data for
the specific database fields.

User import

| frbuenames

Default user

Hostname: cs-del.csve.local

Display name: displayMame
Alizs: displayMame

Projects Remove spaces from Alias:

Remove existing aliases before Import:
Email address: mai
Home directory: homeDirectory
Custom home directory
Will be used if no home directory is found.
{Wildcard for username is ::username):
Department: department
H Card 1D:
Login-PIN:

Company:

The 'custom home directory’ can be used to define a user’s homeDirectory even if it can’t be
o retrieved from the directory service. Enter the SERVER & PATH and if required "::username” as a
wildcard for the user login name (sAMAccountName)

8.3.2.3 Domains - Default user

Here you can define the user T T Resvated =
settings for newly imported users Attribute names R — B
from this domain. ] .
Papup profile Project selecticn [=]
Projects
Print settings
Force duples T
Quotas -
Force mono
Force erasable blus [ @
EWE settings
Shaow print job list immediately @
Sart job list by Date (new = ald) =]
Deactivated New users can be imported in 'deactivated' mode. In this case they cannot
print or login to any device.
Accounting Select the accounting mode for new users.
Popup profile Select a popup profile for new users
Print settings Select the print settings for new users
EWB settings Select if the print job list shall be shown immediately and the sort order of
the job list.

o As your e-FOLLOW.cloud instance is not a domain-member you will see a message "No domains
available".

Click to ADD and enter the hostname of the LDAP server and the credentials of an administrative user
as described above.
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8.3.3  Self-register @ User Portal

If enabled in Management Allow self-
registration

If enabled users can self-register an
internal account to e-FOLLOW. An
appropriate link will be shown on the
User Portal login page.

Username:

Password:

— |

Version: 2.3.4 test

Attention

Make sure the SMTP settings are correct, as e-FOLLOW.cloud will send out a confirmation email to

the user.

8.3.4 USER-CSV Import

User data can be easily added or modified via .csv file. This function allows to add ne
to the e-FOLLOW database and to modify or add data to existing user accounts.

w (internal) users

C5V IMPORT

SELECT FILTER: OFF MODIFY

Import users from CSV file

CSV import file: [1 ]
Upload new CSV import file
CSV import file syntax: [2]

User name,Full name,Password,Pin,Alias, Card ID,Email Address, Department,HomeDirectory, Accounting type|
(valid values for Accounting type: Mone, Protocol, Balance, Quota, QuotadndBalance)

If the user already exists new values for Alias, Card ID and Email Address will be added.
All other values will be overwritten. In general, empty values from the CSV file are ignored.

Separator: Comma hd [3]
Check during impaort, if pin, alias, card ID or e-mail address ‘ 4
are already assigned to an existing user.; [ ]

Check dashboard for import errors.

[Cancel impaort]

Start import

Version 5.5.0
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[1] Import file:
Here you can upload a .csv file containing user data.

Valid values for Accounting type are

e None
e Protocol
e Quota

You can easily upload/replace the user_import.csv file by pressing the button Upload new CSV file.

[2] Syntax
Make sure the structure of the .csv file is correct. The first line will be imported too.

[3] Separators
Here you can define the field separators (comma, semicolon or tab stop).

[4] Check during import

Here you can define if all fields should be imported as they are or if pin, alias, card-id and e-mail
address should be only imported if not used by any existing user.

If the user already exists new values for Alias, Card ID and Email Address will be added.
All other values will be overwritten. In general, empty values from the CSV file are ignored.
All informations about import status and errors can be found in the dashboard.

8.4 Windows Client setup

For security reasons e-FOLLOW.cloud does only accept print jobs sent via IPPS.

8.4.1 Adding a Windows IPP printer

In the add-printer dialog select "a shared printer by name"

=0 Add Printer

Find a printer by other options

Enter the IPPS-printer URL (0} My printer is & ltte older. Help me find it.
generated by e-FOLLOW_ClOUd (") Find a printer in the directory, based on location or feature

(®) Select a shared printer by name

Browse...

Example: Lo PUTEINAITELpnITEmanme or
hitpe//computername printers/printername printer

(C) Add a printer using a TCP/IP address or hastname
() Add a Bluetooth, wireless or network discoverable printer

() Add a local printer or netwark printer with manual settings

Cancel

You'll find the URL for a given virtual queue in Management.
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- ] # € Logout

i ¢ - FOLLOW -

(L:j“sll(- t]o [ wr = oIRNe ADD REMOVE SELECE
MANAGEMENT X Saeioh cutlis | ‘}‘ Virtual IPP queue  [IPP URLs] ~
User list — — & Auto-delete jobs that have not been printed | afjer 24 hours hd
COpy the URL Departments _ - bf“"“*‘-""ﬂ_d_ Ve EFFRESH: O M)
and enter into Permissions A
n Pri 1

above "select D::_:ﬂg https:/fipp-cs-3nmytest.e-follow.cloud/e-follow.cloud  [copy url]
printer by
name' field. .

Finish the add-printer dialog by selecting the desired printer-driver (TOSHIBA V4 Printer Driver is
recommended).

8.4.2 IPP printer Installer

e-FOLLOW provides a convenient Installer to easily setup IPP-Queues on any Windows-Client.

& e-FOLLOW IPP Printer Installer v2.0.0 *
Printer name: |
IPP server URL: hitps.//ipptoge-woaw test.efollow cloud:44
Priter driver. | TOSHIBA V4 Printer |

Install cedificate

Install printer driver

Install Printer

Users can download a Ipplnstaller package with configuration at the user-portal. At the Userportal

configuration in Management you can choose the type of package, silent installation, printer driver and
printer configuration.

@ Type Name Installer 5§ Details

Ingo Pfeiffer

Ippinstaller.exe Archive Windows
';:.:’ e-follow.cloud (preconfigured) [.zip) Installer Show details
PRINT (.msi)

History

Print jobs
Upload

TOOLS

Install Printers
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Ipplnstaller.exe must be executed as Administrator.

It is also possible to create an individual IppInstaller-packages, suitable for your current requirements.
Therefore you can download Ipplnstaller.zip from the Instructions & Configuration page at e-
FOLLOW.cloud Management.

8.4.3 e-FOLLOW client PopUp

The Windows clients in your network can be configured to have a window pop up after each print job,
allowing the user to add additional information to the print job. e-FOLLOW provides different PopUp
types according the custom requirements.

PopUp type

purpose

Confirmation

Provides a PopUp message containing the current print job information
(number of pages, document name, etc.)

Username

This allows the user to enter / change the username (owner) of the
current print job. (delegate job)

Username & Password

This type is intended for 'anonymous' workstations running under a
guest account and requests to enter the username and password for
assigning the current print job to a specific user.

Project selection

This PopUp provides a list of project codes to the user for assigning the
print job to a specific project / sub-project.

Project selection &
User credentials

This is a combination of the project selection PopUp and the Username
& Password PopUp.

Peter Clark (pc)

Tast user
best

pe@damain.com

Department: Softwaresuppart |:|
Homedirectory:
Popup profile: None IE

None

Confirmation

Usermame

Ussrname with p SWI

Project selection

Froject selection with credentials

Permissions]

The PopUp type can be selected individually for each user.

The Client PopUp does not need to be restarted if the PopUp type has changed.
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8.4.4 Default PopUp type

e-FOLLOW allows to define a default PopUp type that will be assigned to the user accounts while they
are imported from the domain.

Attribute names / Test

Projects

Activated .
Accounting Log hd
Popup profile Confirmation w
Mone
Confirmation
Print settings Username
Username with password
Force duplex Project selection

- Project selection with credentials
I arce nnonc

8.4.5 Executing the e-FOLLOW client PopUp

The e-FOLLOW PopUp executable can be downloaded from e-FOLLOW.cloud Management >
SETTINGS - General > Popup.

Popup

Download:
e-FOLLOW PopUp.exe (version: 2.6.0)

e-FOLLOW PopUp Configuration
(from version 2.6.0 this configuration will automatically be integrated into to file e-FOLLOW
PopUp.exe. For more configuration options, see the documentation.)

Configuration:
-ip=popup-cs-test.test. e-follow.cloud -port=443

A good way to distribute e-FOLLOW PopUp would be to copy the executable to a shared network
folder and copy it to the workstations via login or startup script.

o If you download e-FOLLOW PopUp.exe from the management the .exe file will contain its

configuration.

Configuration options can be overwritten by command line or via e-FOLLOW PopUp.ini file.

allow_closing | This option allows to quit e-FOLLOW PopUp by right clicking to the tray icon
lang= This option forces e-FOLLOW PopUp to use the language specified. (e.g. lang=nl)
ip= Enter the URL provided by Toshiba- This setting is mandatory!
port= Enter the Port number provided by Toshiba. This setting is mandatory!
debug This option will create debug messages in case of connection issues. The
messages can be seen when right clicking to the tray icon -> INFO
Version 5.5.0 Operator Manual
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To run e-FOLLOW PopUp automatically when a user logs on, create a shortcut in Startup menu or
add e-FOLLOW PopUp.exe to a login script.

Above options can also be used as command line options. In this case they need to be started with a
dash '-'. e.g.

\e-FOLLOW PopUp.exe -allow_closing -ip=cutomer.e-follow.cloud -port=12345 -lang=nl

e-FOLLOW PopUp will place a icon to the system tray.
Right clicking the icon will give you the Info option and - if enabled - the
option to exit the e-FOLLOW PopUp.

8.5 e-FOLLOW Web-PopUp

Beside the Windows-PopUp executable, e-FOLLOW provides a platform independent PopUp based
on Web-Browser technologies.
To enable it, first you have to activate the PopUp for the UserPortal.

Popup activated for Userportal .

Unknown users

Unknown users's profile Username ~
Create unknown users automatically, when they log in by Poplp .
for the first time

Download:
e-FOLLOW PopUp.exe (version: 2.6.0)

e-FOLLOW PopUp Cenfiguration
(from version 2.6.0 this configuration will automatically be integrated into to file e-FOLLOW
PopUp.exe. For more configuration options, see the documentation.)

Configuration:
-ip=popup-cs-test.test.e-follow.cloud -port=443

Popup

Then you will see the green Web-PopUp if you start e-FOLLOW UserPortal with your URL:

https://userportal-custom-ID.e-follow.cloud

e rorow

Benutzername: urn

Passwort: 0

[Honto erstellen] ) Angerneldet bleiben

Version: 4.6.1

o You probably need to accept browser popups/natifications for this specific URL.

Operator Manual Version 5.5.0
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For each print job the PopUp will now show up with the PopUp-type according the user’s
configuration.

(& about-blank
Microsoft Word - e-FOLLOW-Operator_Manual_EM_4.6.docx - )

- FOLLOW
9 Pages c

[_| Skip popup for the next print jobs.
["] Skip popup for the next minutes.

Cancel || Confirm

8.6 IPP printing from MAC
e-FOLLOW.cloud can not only receive print jobs from Windows clients but also from Mac and Linux.
To print to a virtual queue configure your Mac as follows.

Visit http://business.toshiba.com/support/index.jsp to download an appropriate driver for your MFP.

dieser Softwane erforderich sind,

® ' TOSHIBA 6-STUDIO Color MFP" instalieren &
Follow the installation instructions of the driver | TOSHIBA Wilkemrman bei: TOSHIBA e-STUDIO Colar MFP
package... o Einflhrung Sie werden durch alle Schritte gefdhre, die fir die Installation

Zusammentassing

I=:stupio
Fartfahren
Add and Configure New Printer Troaeom |
Open ‘System Preferences’ — ‘Print & Fax’
15:.15-!.|.::th o=
' - — Dnscier-Warteliste &ffnon ...
* leaite - QOptionan & Flllstinda ..

ol Simiung CLX-1300 5.
- = Offine

ot
Arte ASgemeleer Boatheripl-Brucker

Sestus: krslcth

Diesan Dinacker im

P i f b Systemeinstotung _Fregaben

Klick ‘+’ Sign to add a new printer N2 —

Stndaridncken: | Zuletrt verwendeter Orucker [

Standsni-Fapierformat: | DIN Ad B

Customize the view of the "Add" dialog to access the "Advanced" entry. Right-click on the toolbar and
enter "Customize toolbar..."
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g. @ i OJIconand Text

lcon Only
Text Only

Use Small Size
Address:

Enter host

| Customize Toolbar... I

<

Protocol: Internet Printing Protocol - ﬁ

Queue:

Name:

Location:

Drag the Advanced button to the { - -
toolbar. J | 9 @ -

Drag your favorite items into the t
- 1 \ 1
- @ 8 N [ | -
.. or drag the default set into the toolbar.

‘9@-‘:

Then click to the "advanced"

option
Show | Iconand Text < Use small size Done
‘ Type Name Printer URL (3) Copy
s & e _iﬂd'“l ®
History Add

| NON ]
Print jobs g @ - Q

Upload Default P Windows Advanced Search

I Type: | Internet Printing Protocol (https)
Device: | Another Device

Type: select Internet
Printing Protocol

Confirmation

(https) Popup
ACCOUNT URL: |https:/fipp o e-follow.cloud:443}e-follow.cloy
URL entel’ the URL Settings RBEC)...2YLMhr93GX254V37w
for the virtual queue Logaut
copied from E
Management or
UserPortal. — Name: | e-follow.cloud p——
Location:
Name: ..the printer Use: | TOSHIBA ColorMFP =

Use: select the printer
driver previously
installed.

Click Add to finish the installation of the virtual queue on your MAC.
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8.7  Printing from Chromebooks

With the e-FOLLOW Print Chrome Extension you can easily distribute e-FOLLOW queue to users
which are using Google Chrome browser or working on a Chrome Book.

It can be retrieved from the Chrome Web Store or directly from this URL:
https://chromewebstore.google.com/detail/e-follow-print/fipnapffembidnjnpnicglbfadococcp
Or click on the link at SETTINGS—->User portal & User tools->Chrome Extension.

£~ chrome web store Q, Erweiterungen und Designs suchen
Discover Erweiterungen Designs
.
- &-FOLLOW Print
Erweiterung Workflow & Planung 7 Nutzer

After installing the extension it will show it's options dialog. When you are using it outside a Google
Workspace or the admin hasn’t set the policy for the extension you have to enter the UID (for e-
FOLLOW.cloud) or Hostname (for e-FOLLOW).

At the Main page of the extension you can access you PIN-Code for login at Toshiba devices.

o e 03 h* g “ e D
: N 8.9.3 . 9.9.3
( e-FOLLOW Print Options " (. e-FOLLOW Print"
ingo.pfffr@googlemail.com
UID/Hostname [es-test |
|m‘ - PIN-Code for login at Toshiba's device EE @
Send notifications? Oplions
Reload extension (can fix some issues) \ Reload \

Main page

The e-FOLLOW queues then will be shown additional to the other available printers when the user
selects a printer.

e-FOLLOW Print - pp Print on virtual queus e-FOLLOW Print (“'

e-FOLLOW Print - chrome_ipp  Print on virtual queue e-FOLLOW Brint

Version 5.5.0 Operator Manual
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8.8  Printing from mobile devices

e-FOLLOW provides a mobile application for iOS and Android that allows users to upload documents

to the e-FOLLOW.cloud server.

The Apps are already prepared to also perform release of print jobs. Therefore, the e-

FOLLOW.gateway service is required that is currently not available.

Get the App from iTunes or Playstore by searching for "e-FOLLOW" or simply scanning below QR-

code:

To connect the app enter the correct server settings provided by
Toshiba.

Server: mobile-customID.e-follow.coud
Port: 443

Make sure to enter the Server Hostname without https://
The Server Port 443 (SSL) must not be changed!

Clicking to 'Test connection' to make sure the App is properly
connected and online.

Operator Manual
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Pass:

ADDrechen

Zugangsdaten merken

Anmelden

12 3 4 5 6 7 8 9 0

-/ ) € & @ "
#a= . . ? ! ! <)
ABC Leerzeichen «J
g

Online

Erfolgreich verbunden

OK
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9 e-FOLLOW.cloud reference

This chapter describes the sequence of menus, functions, parameters and it’s dependencies.

9.1 MANAGEMENT
The user menu contains all data and settings related to users. The e-FOLLOW.cloud database can

hold user data imported from the local domain (Active Directory) as well as 'internal’ users (users that
do not have an AD-account)

9.1.1 User list

The user list table shows all users (domain & internal) stored in the e-FOLLOW.cloud database.

- FOLLOW
é — cloud

MANAGEMENT
Departments
Permissions
Projects

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba eSF
Maobile print

REPORT
Reports

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

& € Logout
ADD SELECT FILTER: ON csv mporT  [2]
EXPORT USERDATA
Q, search user.. \ |Il_':j\| Robert Boyle (boyle) = [1 ]
Gt Bovc
boyle
0 Marie Curie Login name: boyle
cune DistinguishedName: uid=boyle dc=example, dc=com
a Albert Einstein
einszein Login type: LDAP (Idap.forumsys.com)
O E:‘I;E.d Activated: .
O Lelonhard Euler Login-PIN:
euler
Galileo Galilei Aliases: RobertBoyle
D galieleo
Carl Friedrich Gauss
U e 1
O i-::f:ﬂ”ewmn || Card IDs: [+]
O Alfred Nobel
O Mo Group i
nogrous Email address: boyle@ldap.forumsys.com
Louis Pasteur
U e
Bernhard Riemann [+] -1
4l e
O Mikola Tesla

resla

Department:

Homedirectory:

Page:

Popup profile:

Mone

The List shows the users Username and Login name.

[1] On the right you see the user details sections to modify the
e User’s Authentication settings

Advanced settings
User role
Accounting settings
EWB/Print settings
User’s Projects
Teamprint

[2] Above the list you find the options to

Add internal users

[ ]

e Select users

[ ]

[ ]

]

e CSVIimport

e Export userdata

Version 5.5.0

Setting filters for the user list
Manage user accounts
Modify user accounts
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9.1.1.1 Search user

To search for a specific user e-FOLLOW.cloud provides a convenient search engine.

ADD SELECT FILTER: OFF
CL Search uzer... L i. freter Clark (pc)
. Avithantication
=) 1
Login name;
O _ip
Fassword:
O Artiom Carabag
= g Activated:

Enter any phrase into the search window. e-FOLLOW.cloud will query all relevant fields
Alias

Login Name

Full Name

Card- ID

PIN

for that phrase.

The search can be narrowed down by selecting a specific field to be searched.

ADD SELECT FILTER: OFF MANMMAGE MODIFY C5Y
« af =n i Dorothy Williams (dw)
--ALL-- Aurthentication
Alias
Login name: dw
Login name: Pasaward: Ll [t madfy]
F
L name Activated: [
Card [D
Login-FIi: 341
Fin
- Alhpses: dava =
[+1 [-1
Card IDs: T54fac =
[+ I-1

Use the 2. symbol to change the sort order of the search results.
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9.1.1.2 ADD (internal user)

Click to Add to adding a new internal user.
Login name, Username and password are mandatory.

If available, select a department the user is belonging to and

enter his/her email address and home directory.

The user’s email address is registered to the Toshiba device
when the user logs in and can be used according the email

address settings.

9.1.1.3 SELECT (users)

Using this option will help you to select/unselect

multiple users.

[1] checking [ v ] will move the user to the selected

users box [2]

Clicking to x will unselect the user and remove him

from the selected user box

9.1.1.4 FILTER

ADD SELECT

Login name

Username

Password

Confirm password sseses =

Department
Email address

Homedirectory

pelarc *
Peter Clark

(Fore- and surname)

*

sssses -

pelarc@domain .com

Cancel

add

o [1]

Dorothi
b g

o Peter

pe

F Wilkams

ark

The filter option allows setting a filter to the list of users by different criteria.

Q, search user...

=__Dinrotha williame

Filter all users according the following criteria:

Ganeral
Lagin type
User status
Aliases

Login-PIN
Accounting

Accounting made

Page:

I E: Selected users:

with aliases only

Domain

Department

Card IDs

Furer: ou  ERYPATYE,

[2]

Selected users:

“ Peter Clark

% Darothy Wiliams

When a filter is active (set) this is indicated by a highlighted IJ|MIS38eI\} in the function bar.

Version 5.5.0
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9.1.1.5 MANAGE

Use the manage function to disable/enable or delete a single or a number of selected users.

ADD SELECT FILTER: OFF
Disable selected users
, Search user Enable selected users
[ S , . General
i [#] Peter Clark : ——  Delete selected users
[ Ce= | N E Login by

Before the execution of a management function,
you are requested to confirm this action.

9.1.1.6 MODIFY

ply] SELECT FILTER: OFF

Disable selected users

of 4 selected

ogin name

Administrator

Enable selected users

Delete selected users

Username

Delete selected users

ment
®

You have selected 2 users. Are you sure to delete them?

Cancel

The modify function allows a couple of modifications to the accounts of the selected users.

ADD SELECT FILTER: ON MANAGE
Q) Search user.. L Selected users:
(=] E:rnl:l'rg.r Willlams ¥ pobart Waber
u b e % Bty Wilkams
Robert Weber
& |

Change department
Change popup profile
Change accounting mode
change balance >
Change pnnt settings
Change project settings

Set quotas

Change department
Assign a department to the selected user/s.

Operator Manual

Change department ®

Change department for the selected user

Department name Logistics -
Cancel apph_.(
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Change accounting mode
Select the accounting mode for the selected user/s.

Attention

If you change the accounting mode to "Use quotas" you must
make sure that quotas are set correctly. Else the users may
not perform any printouts or copies.

Change print settings

Use this accounting mode for 2 selected users:

) No accourting
O Al activities are logged only
Ouse quotas

F,

Here you can change the general print setting used on Toshiba devices for the selected users.

The settings can be

Change print settings for 2 selected users

o [Eolx enabled, overwriting any o ’

settings done for departments or AT ‘igi
. Force black & white printin ' x|
deV|CeS Force erasable blue :nnti": ::EE,
Do met print if the device displays the warning “Low Paper”™. |«mx.

o ~Ex unchanged. Settings will be T .
taken as defined by departments or Sy EEE
devices Prink all jobs immediately after logging in (Quickpring) »Ex

Automatic deletion of jobs

o [~I2E3 disabled, overwriting any At logaut “Ex
settings done for departments or Crceio ke IvEx
devices Delete an error after |~ Bl seconds

Set project settings _ )
Her you can change the project settings for the Change project settings for 2 selected users
selected users.
Enable project selechon at device Iuﬂxl
The settings can be Frojects are mandatary 09 < B
. . Skip blank praject list w5 x|
o [Holx getting will be set to enabled _
o ~Elx yunchanged. Settings will be taken as AR L L P T ~Elx
defined previously Allow manual entry of sub-project names v [ElX|
e [¥2E Setting will be set to disabled Add manually entered projects to project list | [E]%]
[Canced] Save

Version 5.5.0
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Horohion o
Here you can set quotas for the selected users. If you do .

not wish to use quotas for a certain function - e.g. faxing,
. . s Set quotas for the selected user

scanning - you can disable the use of quotas by clicking to

[dlsable]' . i Total quota: disable 5000 Pages

The page quota field gets grayed out and the link changes

’[O [enable]- Color quota: disable 350 Pages
Print quota: disable Pages

This will make the selected function 'unlimited'. Copy quota:  [dizable] Pages
Scan quota: disable Pages
Fax quota: disable Pages

Cancel safe

Change User Roles

Here you can modify the Roles assigned to the selected users.

. Change oles for selected departments %
The settings for roles can be

° Eol= role will be enabled Change user roles for the selected user
<% |eft unchanged. Settings will be taken as
defined previously Use user role o O b
o [¥I2E role will be disabled Cashier vElx
User list v[Ex
User role manager ~v[Ex
Departments e b4
Permissions Vs X
Projects ~v[Elx
Domains b © B3

Virtual Queues

Toshiba

Toshiba eSF

Mabile print

Reports

General

User portal & User tools
Encryption for records
Dashboard

Schedules

Rules

13
#

Reader profiles

[Close]
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9.1.1.7 USER - CSV Import

User data can be easily added or modified via .csv file. This function allows to add new (internal) users

to the e-FOLLOW database and to modify or add data to existing user accounts.

ADD SELECT FILTER: OFF CSV IMPORT

(valid values for Accounting type: Mone, Protocol, Balance, Quota, QuotafdndBalance)

If the user already exists new values for Alias, Card ID and Email Address will be added.
All other values will be overwritten. In general, empty values from the CSV file are ignored.

CSV import file: [1]
Upload new CSV import file
CSV import file syntax: [2]

User name,Full name, Password,Pin, Alias, Card ID,Email Address,Department,HomeDirectory, Accounting type,

=

Separator: Comma b [3]
Check during impaort, if pin, alias, card ID or e-mail address . 4
are already assigned to an existing user.; [4]

Check dashboard for import errors.

[1] Import file:
Here you can upload a .csv file containing user data.

[Cancel import] Start import

o o o o e

You can easily upload/replace the user_import.csv file by pressing the button Upload new CSV file.

[2] Syntax

Make sure the structure of the .csv file is correct. The first line will be imported too.

Valid values for Accounting type are

e None
e Protocol
e Quota

[3] Separators
Here you can define the field separators (comma, semicolon or tab stop).

[4] Check during import

Here you can define if all fields should be imported as they are or if pin, alias, card-id and e-mail

address should be only imported if not used by any existing user.

If the user already exists new values for Alias, Card ID and Email Address will be added.
All other values will be overwritten. In general, empty values from the CSV file are ignored.

All informations about import status and errors can be found in the dashboard.

Version 5.5.0
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9.1.1.8 User details / Authentication

To view or modify the user details just click to the name of the desired user.

% ingo v lrét Ingo Pfeiffer (ingo.pfeiffer@control-systems.de) =
Ingo Pfeiffer Authentication A
inge._pieiffer@control-systems. de

Login name: ingc-.pfeiffer@control—systems.:[e,l ]
Login type: Azure Active Directory (C5_AAD)
Activated: ‘2 1
Login-PIN: 31[31
aliases: ip
. 4
IngoPfeiffer [41
[+] [-1
|| Card IDs: 31 [5]
[+] [-]

Advanced Settings

User role
Accounting

EWB/Print settings

Projects

. . Aczigned projects:
Enable project selection o

Projects are mandatory

[1] user details
& Login name: This is also known as 'User Principal Name' It needs to be entered when logging
in with username and password
& Login type: Here you can see from which type of directory the user was imported and what its
name is.

o Domain user’s passwords are always authenticated against the domain controller

[2] use this switch to disable/enable the user account.

[3] Login-PIN: If the login type "PIN Code" is enabled at the MFP, the user’s PIN can be
assigned here

[4] Aliases: here you can enter additional login names for the user. This can be useful, if e.g. the
Login names are complex or very long. Aliases can also be used to map print jobs from other
environments (e.g. SAP), where they use different user names. Users may have multiple
(unlimited) aliases.

[5] Card IDs: If the users are allowed to login by card the card IDs can be entered here. Users
may have multiple (unlimited) card IDs.
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9.1.1.9 User Details / Advanced

Here you can define add advances user settings.

/.ﬁ # € Logout
-FOLLOW
cloud T MODTEY
é/ ADD SELECT FILTER: OFF MANAGE MODIFY C5V IMPORT
EXPORT USERDATA
MANAGEMENT
Q, search user... v multi@control-systems.dev (multi@control-systems.dev) =
Departments a Kersten Schmieder Authentication K7
fect leersten.schmieder@control-systems.de
Permissions y S ) Adva Settings
) uca.Marcucci
Projects D Luea. Marcucci .
. - - Email address: multi@control-systems.dev
Domains O mailer-daemon@goeglemail.c...
mailer-daemon@googlemail.com
Marie-Jeanne CACCIATORE
+ -
DEVICES D Marie-Jeznne. CACCIATORE @control-s... +1 -
Virtual Queues mfaz2
Toshiba D mia2@centrol-systems. de [ 2
Department: Demo hd
hib O mfa3 "
z erol
Toshiba eSF mfa3@control-systems. de Homedirectory:
Mobile print T i
miz@control-systems. de
michael.mueller7730@gmail.c... Popup profile: Mone v [3
REPORT a michael. mueller7730@gmail.com pap R
Reports O mL;IEL@conEro'l—syf‘tjms.dev
muti@eontrosystems.cev Allow PIN login in Mobile App: [ 4
O multi@control-systems.dev .
SETTINGS multi@control-systems.dev_r7I855 [Permissions]
General O multi@control-systems.dev
multi@centrol-systems.dev_zn237g [ 5
User portal & 0 Isaac Newton Is @ Multi-User template for Chrome
User tools newton Extension:
2 Users
Dashboard O no-reply@accounts.google.com
no-reply@accounts.google.com
Schedules O Alfred Nobel User rofe
bal
Rules e Accounting
Reader profiles
p [«] [<1 [>1 [»] EWB/Print settings
. o Page: | 3 ¥ Projects

(1]

[2]

[3]

(4]
(5]

Email addresses: here you can enter one or more email-addresses for this user.

Multiple Email-addresses may be useful for Email-to-print when sending jobs from different
accounts.

Department/Home directory: select a department from the list the user is belonging to

By default, these values are synchronized from a directory service. If these items are not

available or in case of internal (non-domain) users you can add this here.

Popup profile: in case PopUps are required you can select the popup type for the
specific user. In case the Mandatory flag is enabled all jobs must be processed by the popup,
else they are refused by the server.

If enabled the user can login to the mobile App by just entering his PIN.
Sets this users as Multi-User template for Chrome Extension. If there already copies of this

Multi-User template you can access the copies by clicking on the link. (See 9.4.2.4 Chrome
Extension)
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9.1.1.10 User Details / User role

e-FOLLOW.cloud provides a user role concept, allowing individual users to get access to certain

management options.

ﬂ # € Logout
- FOLLOW
é/ cloud ADD SELECT FILTER: ON MANAGE MODIFY CSV IMPORT
EXPORT USERDATA
MANAGEMENT
Q search user.. v Robert Boyle (boyle) =
— 0 — -
Permissions bayle I
c 2 Use user role
. Marie Curie
Projects O | e
Domains [ Albert Einstein Cashier [2
einstein .
= User list ‘
Eucli
'
DEVICES Ul Gz User role manager L ]
Virtual Queues
o Q O Ie_sa::whard Euler Departments
oshiba
. O Galileo Galilei Permissions
Toshiba eSF galicleo _
Mobile print O Carl Friedrich Gauss Projects
LEEE Domains
O Isaac Newton i
REPORT newton Virtual Queues
Reports O :‘l‘:;:d Nobel Toshiba
0 No Group Toshiba eSF
SETTINGS negroup : )
- Mobile print
General O Louis Pasteur
pasteur Reports L ]
User portal & Bernhard Riemann
User tools O e General
Dashboard O Nikola Tesla User portal & User tools
res)
Schedules Encryption for records
Rules Dashboard
Reader profiles [«] [<1 1 [»] Schedules
Page: Rules
ersion: 5.5.0 R

(1]
[2]

selected individually.

After login, the user can only see the options enabled for his role.

Operator Manual

Use user role: If enabled the user can login to e-FOLLOW.cloud management

Here you can select the user’s access permissions. All e-FOLLOW.cloud menu items can be
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E,_- FOLLOW

FANAGEMENT

User list

Configuration help Logout

FILTER: OMN CHAMNGE BALANCE

Q, search user.. v |4 Guest User (guest)
-

O e

aa Charge the user's balance
D aa
O aea Current balance: 50.00| €
| AlexandenWagner@control... Add balanca [+] Charga balanca [-]

Algoander. WagnerBoonoed:syss .
O Anonymous pring

ARaApTeuE
1 Derothy Willams

9.1.1.11 User Details / Accounting

Here you can define the accounting type of the user.

Q, Search user...

0z
D a3
a8
D ds
g Change accounting mode
illiams
e enly [<hange)
- ; (2 ho accounting 2e]
o iﬂentm csvBa () &1 activities are logged only
Georg C5V Maller () Use quotas
D gerym
Heinnch C5V Eym
O hesve [Cancel] change
1l Hermine C5V Henl .

- @| Darothy Williams (dw)

To select a new accounting type, click to [change] and select the desired accounting mode.

No accounting:

Only log activities:

Use Quotas:

Version 5.5.0

nothing will be tracked and logged for this user

All activities (print, copy, scan, fax) are logged in the e-FOLLOW.cloud
transaction database. But the user is not restricted/limited.

The user account is limited by quotas.
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parothy Willlams (dwilliams)

General +
Accaunting =
Use gustas  [changa]

Total quota: =l = 5:1:]I:II:I. Fages

Color quota: ol = 1000| Fages

Print quota: =f 7 e | Fages

Copy guata: o * Fages

Scan quaota: = 7 e | Fages

Fax guaka; & - Pages
Print s=ttings +

Beside a total 'over all' quota you can define additional quotas for color usage, prints, copies, scans
and faxes.

Attention

Quotas can also be set for Departments and Devices. So it might happen that even if the user still has
e.g. color quota available he can’t do color prints or copies if the color quota of his department or the
color quota of the device is used up.
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9.1.1.12 User details / EWB/Print settings

Here you can define basic EWS and prn

settings on i _
e-BRIDGE for this user. Force duplex printing
Force black & white printing
Force erasahle blue printing @
Do not print if the device displays the warning
Low Paper”
Print job list sorted by Date (new -= old) W
Show print job list immediately
Print all jobs immediately after logging in
(Quickprint)
Automatic deletion of jobs (This will activate single print)
At logout @
Cancel running jobs
Delete on error after 120
seconds
Force Duplex printing: all printouts on e-BRIDGE devices will be converted to
duplex
Force black & white printing: all printouts will be done in B&W
Force erasable blue printing: all printouts will be done in erasable blue (ECO device only)
Do not print on .."Low Paper": If enabled printing cannot be started if the device has low
paper or no paper warning
Print job list sorted by: Select the default sort order for the print job list
Show print job list immediately: if enabled, the welcome screen will be skipped
Print all jobs immediately after If enabled all pending jobs for this user will be released
logging in (QuickPrint): immediately after login (print selection screen is n

Automatic deletion of jobs

The Automatic deletion of pending jobs on Toshiba / Toshiba eSF devices settings defines the
treatment of jobs that have already been selected for printing in case of an error, user log out or
user login.

This will ensure that documents will only be retrieved by the authorized user.

At Logout As soon as the user is pressing the logout button, e-
FOLLOW.cloud removes all jobs form the device’s job list.

To prevent removing the current job list due to auto-logout it is recommended to set the Autoclear
function on the device to 'No limit’
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Cancel running jobs If enabled the currently running job is stopped and removed

additionally. Else the running job will be finished.

Delete on error after .. This will delete the current job that caused an error (e.g.
paper jam) and the pending job list after xx seconds. If the
error gets fixed in between the xx seconds, the device will
continue to print and to process the user’s current job list.

single-print-mode. This means that a next job of a selected list of jobs will not be sent to the device

o Once, one of the 'Automatic deletion of jobs' option is enabled, the printing system will change to
before the prior job has been completely finished.

9.1.1.13 User details / Projects

Assigned projects:

Click to [+] to add one or multiple Enable project selection @)
rojects to the list of user assigned
P J 9 Projects are mandatory @
prOJects. [] 7sos2/villingen-Schwenn

Skip blank project list
Global project can’t be assigned to i o
. Allow manual entry o
a user as they are available by project names
default. .

Allow manual entry of
sub-project names

Add manually entered
projects to project list [+1

You can define the handling of Project Codes in e-FOLLOW.cloud.

Enable project selection. This enables the project selection for jobs on
e-BRIDGE devices (EWB client) for the current user.
Project are mandatory If enabled the selection of a project code is mandatory. Jobs

without a project code will be cancelled.

Skip blank project list If a user does not have any project codes assigned (and there
are no global projects available) the user will not be prompted
to select a project code when this option is enabled.

Allow manual entry of project In addition to select project codes from a list, the user can be
names allowed to manually enter a project code.

Allow manual entry of sub- ..same for sub-project codes.
project names

Add manually entered projects If enabled, the manually entered project code will be added to
to list the user’s project code list.

o Global projects (projects that are available to all users) cannot be added to the list.
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9.1.1.14 User details / TeamPrint

Here you can allow this user to release jobs originally printed/owned by other users.

[ * ingd v ] Ingo Pfeiffer (ingo.pfeiffer@control-systems.de) =

Authentication

O Ingo Pfeiffer

ingo. pfaiffer@control-sys

Advanced Settings
User role
Accounting
EWB/Print settings
Projects
The user has access to print jobs of following users, departments and
security groups
Users Departments
h.ts trol-syst d Verwal
[+] -1 [+] [-1
User can create jobs, which don't appear in teamprint ‘ [2]

[1] Select individual users or departments.

[2] Privacy setting

This option allows the user to flag individual print jobs as 'private' jobs. These jobs will not be seen in
the print job list on the MFP or mobile device by any other users, even if they have been granted the
right to release his jobs.

A To flag print jobs being private the client PopUp must be executed on the users Workstation.

& Trvoice-3324-03-2014 11 == FoE |

Invoice 3324-03-2014 I —
e = FoLLow

Hite: popup far the next jobs.

| Hide papup for the nast minutes.

ke o e |
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9.1.2 Departments

Departments are organizational units. Each user may belong to only one department. Usually the
association of users to departments is done in Active Directory.
When synchronizing the domain e-FOLLOW.cloud automatically imports all departments and the

association of users.

/ﬁ # € Logout
- FOLLOW (
é/ eloud ADD SELECT
MANAGEMENT Q, search department... v |1 :| Description: created during synchronisation  [change]
User list = T T
crested during synchrenistion [ 4 Force black & white printing: [ 4 ]
i Entwicklung
Permissions my ST T Force erasable blue @
Projects O oF printing:
Domains created during synchronisation Use quotas: @
[ Test 5000
created during synchrenisation Use user role
DEVICES O Vertrieb
Virtual Queues created during synchronisation List of users:
) O Verwaltung
Toshiba created during synchronisation
Toshiba eSF [J Denis Staritin [ 2 ]
Mobile print [ Ingo Pfeiffer
REPORT
Reports
SETTINGS
General
User portal &
User toals
Dashboard
Schedules
Rules
Reader profiles 3
w3l
Page:

1. List of departments

2. List of users belonging to the selected department
3. press ADD to manually add a department

press [+] to manually add users to the selected department

4. enable/disable 'force duplex printing', ‘'force black & white printing', 'force erasable blue
printing’ and quotas for the selected department

9.1.2.1 Use Quotas

Similar to user’s quotas you can define quotas
for departments as well.

Beside a total 'over all' quota you can define
additional quotas for color usage, prints, copies,
scans and faxes.

Attention

Quotas can also be set for Users and Devices.
So it might occur that even if the Department
still has color quota available a user can’t do
color prints or copies if his personal color quota
or the color quota of the device is used up.

Operator Manual

ADD SELECT

Logistics

Marketing

Public Relatiens

Sales Department
Strategy and Innevation

Tax Management

MODIFY

Financial Accounting and Auditing

Management Accounting and Control

Description

changa]
Use quotas o '

Total quota: o

Color quota: ol )e 2000
Print quota: o
Copy quota: o
Scan quota: o

Fax quota: o

List of users

[ Derethy Williams

[ steve Walker

Pages

Pages
Pages
Pages
Pages

Pages

[Refresh]

[+
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9.1.2.2 Use userrole

e-FOLLOW.cloud user roles can also be assigned by department. This means that a specific role can
easily be assigned (or revoked) to all users belonging to the same department.

Q) Search department... Y| |%4

gl ~bteidung Afoben
mll Angalegs wikrend der Symchronisat
‘o abteilung Einkauf

Angelagt wakrand der Synchronizac
o B LT T R b
= Angalagr wikrand dar Synchronisac
= Buchhaltung
= Angalest wikrend dér Symehraniiat
1 Entwicklung
Angelag: wabrend clar Symchronisac
—  Gesch&ftsfahrung
Angalagr wikrand dar Synchronisath
Hardwaresupport
Angelazt wirkrand der Synchronizats
—  Logistics
- Angeleg: wabrend der Synchronisach
—  Marksting & Kommunakat...
= Angalasr wileaad dar Synehanisar
Marketing & Vetrieh
Angelag: watrend gar Symchronman
— Softwaresntwicklung
= Angefegr witrand dar Symchronisac

—  Testuser
Angalest wikrand der Synchraniat:

Fage:

Descnption: Angelegt wahrend der [changs]
Force duplex printing: D
Farce black & white printing: (7)
e quotas: @
I Lise user role D

List of userss
7] ashmed Moller
7] Andre Zimmermann
—I &l Rachber
[C] Bastian Kenig
I”| Bernd Ganter
7] Christaph Maier

] sepp

[Permizsions]

I+l

Use user role: If enabled, user roles get enabled for all users belonging to the selected department

and you now can assign the desired roles

to all users. B
Attention
Disabling a user role will revoke the role g

from all users of that department.

Version 5.5.0

Description:

Force duplex pnnting:

Force black & white printing:

Force erasable blue
pnnting:

Use quotas: @
Use user role
Cashier
User list
User role manager
Departments
Permissions
Projects
Domains
Virtual Queues
Toshiba
Toshiba eSF
Mobile print
Reports
General
User portal & User tools
Encryption for records

Dashboard

created during synchronisation  [change]

®
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9.1.2.3 Search for departments

To search for a specific department e-FOLLOW.cloud provides a convenient search engine.

ADD SELECT

¥ ent Y |

0 Entwicklung
created during synchronisation

Enter any phrase into the search window. e-FOLLOW.cloud will query all relevant fields
e Name
e Description

o=
[l 3=

for that phrase.

The search can be narrowed down by selecting a specific field to be searched or by departments that
are configured with Quota in use or with Quota disabled.

ADD SELECT

Q, search department... (1z)

--ALL--
MName
Description
Quota in use Use the (4 | symbol to change the sort order of the search

Quota disabled results.
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9.1.3 Permissions

The concept of permissions in e-FOLLOW.cloud describes what functions & features users are
allowed or denied when printing to a direct queue or using a Toshiba e-BRIDGE X device.

-~ , # € Logout
- FOLLOW —
(Sl | (1]
Devices: Users: Applies to: device "CNLH5991%"
MANAGEMENT [2] [3] reer ‘Robert Bovle’ [4]
. All e-BRIDGE devi... All users v
User list
Permissions Copy jobs I"Bx\
Projects Print jobs I"B x|
Domains Print management |va‘
Scan funktions
DEVICES RemoteScan/WSScan (Pull) [ B X
Virtual Queues Print functions
Toshiba Internetfax sending («Ex
Toshiba eSF Fax transmission I"E x|
Maobile print Fax received I"B %
I| |I Output settings
REPORT Color L] x|
Reports Local share
Store to local storage (B x
SETTINGS Store to USB device I"Bx\
General Remote
User portal & Send email [ Elx
User tools Store to remote server ,vax‘
Dashboard WS Scan(Push) |"wa
Schedules e-filing
Rules e-filing access I"Bx\
Reader profiles
=T ] 21 O

1. Permission settings are set for Toshiba or eSF devices.

2. Device list: First of all permissions are globally set for All devices. By default all features are

'allowed'. - |x| To deny a feature change its status to 'denied' |v|c[H

By pressing [ + ] you can add single Toshiba devices (or direct queues). By default
permissions are derived from the global settings for all devices.

This is indicated by the status |« [&] x|

3. The list of users shows whom the permissions are applied to. By default the settings are

applied to All users. Similar to the devices you can add individual users and departments by

pressing the corresponding icon
[user - department] 121 &

This allows to individually apply permissions for each combination of user, department and

devices.

4. To adjust permissions e-FOLLOW.cloud offers a tri-state setting switch for each feature.
[ 1%/ This feature is allowed
~[Elx| The permission for this feature is passed through
|«/oEd This feature is denied

The Priority of permissions is organized hierarchically:

1. Toshiba device / direct queue
2. User
3. Department
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9.1.4 Projects

In e-FOLLOW.cloud print and copy transactions can - in addition to user and departments - optionally
be assigned to a Project code. Projects can be used. e.g. to charge back cost to projects or clients.

Each project can have an unlimited number of sub-projects allowing the administrator to realize a fine
grained accounting structure.

D

-FOLLOW
=

‘ - cloud

MANAGEMENT
User list
Departments
Permissions

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba eSF
Maobile print

REPORT
Reports

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

€ Logout

ADD

SELECT

IMPORT

ISy (St WIS TSy Sty y)siy NIy isig oisyy Nisiy gisiy JiSiy §jsiy gisy

Q search project... |}E

78048

Villingen-Schwenningen

78052
Villingen-Schwenningen
78054
Villingen-Schwenningen
78056
Villingen-Schwenningen
78073

Bad Diirrheim

78078

Niedereschach

78083

Dauchingern

78086

Brigachtal

78087

Ménchweiler

78089

Unterkirnach

78098

Triberg

78112

Sankt Georgen im Schwarzwald

78120

Furtwangen im Schwarzwald

[« [<] L] [>»1

Page: | 392 W

78050

Description:

Villingen-Schwenningen

[Change]

I Available for all users:

78050
Villingen-Schwenningen

Assigned users:

[J Robert Boyle

Subprojects:

|| [0 General

[ School

e-FOLLOW.cloud knows two types of projects:

global projects

these projects (and sub-projects) are available to all users.

personal assigned projects
these projects must be assigned to specific users. Only the assignees are able to select these projects

and their sub-projects.

Each project code can be specified as a 'personal’ project or 'global' project by enabling or disabling
the Available for all users option.

Projects can either be selected at the e-BRIDGE embedded client, the workstation client popup or the

mobile print release App.

Operator Manual
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9.1.4.1 Import Projects from .csv

ADD SELECT IMPORT

Q 4

Import file: 1\Program Files\e-FOLLOW project,_imiport.cee [1 ]

| Uplasd rew Project Tmpart Fils

Structure of the C5V file:

project,subproject usemame
[l Subproject and ussrname are optional, Ussrmame must ahvays be in third pﬁ
8

'DROP_TABLE st the first line will delete all projects and user assign 'r\f4:]

LyLaK for g Pr; LH
=g,

project] subprojecti

projectl subproject2

project2

projectd subprojeckl

Syntax for user assigned projects:;
P -
.
b | project] subprojectl, usernamel
4 projectl subproject?, usernamel
(= projectl. usernamal
projectl . usermame?

Diescriptions for project and subproject can be added with brackets;
projectl{description ), subproject description)

Far mare information and examples sss docwmenatian.

- Separakor; Comma hd [3]

- Brackets for dascriptions = Found brackets {Description) W

CEW Import of 14316 lines finished ak 16:02:14.

— [Cancel import] Start import i

The list of projects, sub-projects and user assignment in e-FOLLOW.cloud can be imported via a .csv
file.

[1] Import file:
Here You can easily upload / replace the project-csv file by pressing the button Upload new Project
Import File.

[2] Syntax
Make sure the structure / syntax of the .csv file is correct. Please refer to the examples for global and
user assigned projects.

Global: project-name
project-name, sub-project-name*

user assigned: project-name,,username
project-name,sub-project-name*,username

*) sub-project name is optional. Make sure, that in case of user assigned projects the username is

placed as third field.

[3] Separators
Here you can define the field separators (comma, semicolon or tab stop) and the type of brackets
containing the descriptions.
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[4] !DROP_TABLE
If you add the expression ''DROP_TABLE' at the first line of the .csv file all project codes and user
assignments will be deleted before importing the data from .csv. Else new data will be appended.

9.1.5 Domains

e-FOLLOW.cloud supports the synchronization of users from the any directory service supporting a
secure LDAP connection. Additionally, e-FOLLOW.cloud supports the synchronization of Microsoft
Entra ID (Azure Active Directory (AAD)) and Windows Active Directory (not recommended for e-

FOLLOW.cloud).
03 € Logout
- FOLLOW
é ~  cloud
ERLEEN REMOVE USER IMPORT
MANAGEMENT Active Directory
User list LDAP sys.com (LDAP)
Departments forumsys.com
Permiissions Microsoft Entra ID (Azure Active Directory) .
Projects Default user
Projects Accounting Log w
DEVICES Popup profile MNone hd
Virtual Queues
Toshiba Print settings
Toshiba eSF Force duplex
Mobile print =
orce monao
REPORT Force erasable blue @
Reports Do not print if the
P device displays the
warning "Low Paper”.
SETTINGS
General EWB settings
User portal & Show print job list
User tools immediately
Dashboard Print all jobs
schedules :;szg'aif‘y after
Rules {Quickprint)

Reader profiles

Sort job list by Date (new -= old)

Automatic deletion of jobs

Synchronization will be performed immediately by clicking to [ USER IMPORT ]
Users can also be synchronized automatically. Pease refer to the chapter Schedules.

Operator Manual
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9.1.5.1 Domains - ADD LDAP Domain

e-FOLLOW.cloud Professional can synchronize users from multiple directory services (AAD or LDAP
Servers). Clicking to [ ADD ] and selecting LDAP will allow entering the hostname/IP and credentials
for an additional Server.

Name
Hostname/IP Address
Port 389
ssL
Base DN
Example: DC=domain, DC=local
Admin DN

Example: CN=admin,DC=domain,DC=local
Active Directory: CN=Administrator,CN=Users,DC=domain,DC=local

Password

[Cancel]

LDAP import can only be performed if the LDAP Server supports SSL & paged search.

Attention
When "Write new Cad-IDs to A.D." is enabled, the user specified here must have write-permission.

9.1.6 Domains — ADD Microsoft Entra ID (Azure Active Directory)

To synchronize your Microsoft Entra ID users with e-FOLLOW.cloud, you need to prepare it to
obtain/generate the following data:

1. Your Tenant ID
2. An application (client) ID
3. Secret Key

The Secret Key will expire after a certain time. Be sure to recreate it regulary or some feature of the
Azure Active Directory like synchronization will fail.

9.1.6.1  Finding the Tenant-ID

Start the Azure portal and login with an Administrator account. Then select Microsoft Entra ID in Azure
services.
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= Microsoft Azure P Search resources, services, and docs (G+/)

Home >

(i ) Control Systems GmbH & Co. KG | Overview

Microsoft Entra ID

+ Add !J.:r Manage tenants What's new 2 Preview features Rj Got feedback? ~
@ oveniew

@ Azure Active Directory is now Microsoft Entra ID. Learn more [

= Preview features

X Diagnose and solve problems Overview Monitoring Properties Recommendations Tutorials
Manage
9 £ search your tenant
ﬂ Users
Basic information
& Groups
UE External Identities Name Cantrol Systems GmbH & Co. KG Users 5,075
ik Roles and administrators N
Tenant ID m Groups 15
& Administrative units
Primary domain control-systems.de Applications 7

B Del | admin partners

You will find your Tenant-ID in the basic information.

9.1.6.2 Create an application in Microsoft Entra ID (Azure Active Directory)

Start the Azure portal (https://portal.azure.com) and sign in with your Microsoft account and select
"Microsoft Entra ID" in Azure services

Select "App registration” on the left and then click on “New registration”

e e e e

Home > Control Systems GmbH & Co. KG

Control Systems GmbH & Co. KG | App registrations =

Microsoft Entra ID

Mew registration & Endpoints &2 Troubleshooting () mefresh ¥+ Download [ preview

@ overview

I Preview features
o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Libr;

# Diagnose and solve problems need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
Manage
All applications Owned applications Deleted applications
& users B
&8 Groups

) o If deleted for more than 30 days, app registrations cannot be restored and may be automatically permanent
B85 External Identities

& Roles and administrators +
| 2 Start typing a display name or application (client) ID to filter these r... 5 Add filters

& Administrative units

& Delegated admin partners —

i Enterprise applications 0 applications found

L Deviges Display name T

s App registrations No results.

! ldentity Governance
i Application proxy

E Custom security attributes
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Give a name, select a Supported Account Type and click "Register"

L search resources, services, and docs (G+/)

Home > Control Systems GmbH & Co. KG | App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

ingo.pfeiffer@control-

CONTROL SYSTEMS GMBH & CO.

Supported account types

Who can use this application or access this API?

Xbox)

O Personal Microsoft accounts only

@ Accounts in this organizational directory only (Control Systems GmbH & Co. KG only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra 1D tenant - Multitenant) and personal Microsoft accounts (2.g. Skype,

Help me choose...

Redirect URI (optional)

we'll return the authentication respense to this URI after successfully authenticating the user. Providing this now is optional and it can be

changed later, but 2 value is required for most authentication scenarios.

Select a platform

~ | | e.g. hitps://fexample.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies =

Copy the Application (client) ID, you'll need it for agent configuration

= Microsoft Azure P Search resources, services, and docs (G+/)

Home > Control Systems GmbH & Co. KG | App registrations »

i e-F-App #

|f0 Search | «

B overview
& Quickstart

F Integration assistant

Manage

& Branding & properties

43 Authentication
Certificates & secrets

Il Token configuration

j Delete @ Endpoints & Preview features

o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

. Essentials

Display name

eF-App

I Application (client) ID

: 3337ef05-f400-4c6c-8a23-d1a1295c27d7 I

Object ID
Directory (tenant) 1D

Supported account types

: f18c7566-Te06-4819-9b11-36d2%addc36¢C
: 013eb5f2-62e9-4228-a8¢2-f41dde7c262a

1 My organization only
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Select "certificates and secrets" on the left and click on "New client secret"”

Enter a Description and an expiration date

= Microsoft Azure AR Search resources, serv,

Home > Control Systems GmbH & Co. KG | App registrations > e-F-App

e-F-App | Certificates & secrets =

|/'-7 Search | & & Got feedback?

B overview

£ Quickstart Credentizls enable confidential applications to identify themselves to the al
scheme). For a higher level of assurance, we recommend using a certificate
# Integration assistant

Manage
o Application registration certificates, secrets and federated credentials can

&2 Branding & properties

—:’) Authentication

Certificates (0) Client secrets (5) Federated credentials (0)
Certificates & secrets

A secret string that the application uses to prove its identity when request

!l Token configuration

-2 AP permissions T MNew client secret

..and click "Add"

Copy the value of the client secret that you just added.

Attention
This is only shown once here. If you forget it, you can create another one

The Secret Key will expire after a certain time. Be sure to recreate it regulary or some feature of the

Microsoft Entra ID (Azure Active Directory) like synchronization will fail.

Select "API permissions" on the left
You must add the following rights

S Application-type API

Therefore click +Add a permission

Microsoft Azure

Show portal menu

Home > Control Systems GmbH & Co. KG | App registrations > e-F-App

L Search resources, s¢

- e-F-App | APl permissions =

|/"-_J Search | « ':_) Refresh R'j Got feedback?

B Overview

& Quickstart
o The "Admin consent required” column shows the default value for an ol
#" Integration assistant

Manage Configured permissions

Applications are authorized to call APIs when they are granted permissio

B Branding & properties ; o L
g s prop all the permissions the application needs. Learn more about permissions

—:)) Authentication

+ Add a permission |~ Grant admin consent for Control Systems G

Certificates & secrets

m APl { Permissions name Type Description

Token configuration

- ~ Micrs G h (8)
= APl permissions Microsoft Graph (8)

Operator Manual
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Then select "Microsoft Graph"

Microsoft Azure 2 Search resources, services, and docs (G+/) L 7 ingo.pfeiffer@contro|
CONTROL SYSTEMS GMBH &

Home » Control Systems GmbH & Co. KG | App r Request API permissions
= e-F-App | APl permissiont

Select an API

|j7 Search | « O e

Microsoft APls  APls my organization uses My APls

B Overview R
Commonly used Microsaft APIs

& Quickstart o

' Integration assistant Microsoft Graph

4
Manage Confic Q

= eranding & properties

Teke advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10,
Access Microsoft Entra ID, Excel, Intune, Qutlook/Exchange, OneDrive, OneNote, SharePaint, Planner, and more
through a single endpoint.

2

Applica
permiss

3 Authentication

Select 'Application permissions'

Microsoft Azure P Search resources, services, and docs (G+/) 7 h ? a ‘
CONTROL SYSTEMS GMEH & CO....

Home » Control Systems GmbH & Co. KG | App r Request API permissions x|
—=- e-F-App | API permission:

C Al APIs

|;J Search ‘ « O @ Microsoft Graph
https://graph.microsoft.com/ Docs

18 Ovensiew What type of permissions does your application require?

& Quickstart
(i Delegated permissions Application permissions
#7 Integration assistant Your application needs ta access the AP| as the signed-in user. Yaur aplication runs as a background service or daemen withofjt a
signed-in user.
Manage 5

Select the following API permissions
AccessReview.Read.All

Directory.Read.All

Group.Read.All

GroupMember.Read.All

User.Read.All

User.ReadBasic.All (Delegated Permissions)

oooOOD

Click "Add Permissions"

Microsoft Azure P search resources, services, and docs (G+/) A 7 go.pfeiffer@control
CONTROL SYSTEMS GMBH & C

Home » Control Systems GmbH & Co. KG | App r Request API permissions X
- e-F-App | APl permission:

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemen without a
‘,D Search ‘ « [OR: signed-in user.
# Overview
Select permissions expand all

& Quickstart

# Integration assistant L] | 0 Start typing a permission to filter these results

Permission Admin consent required
Manage |
Confic
= ~/ AccessReview (1)
B2 Branding & properties Applica
-:’) Authentication permiz AccessReview Read.All &) -
v
Read all access reviews
Certificates & secrets + A
" \:‘ AccessReview Readwrite.all (O "
as
Il Token configuration APL/ Manzge all access reviews
& APl permissions VM ] AccessReview.ReadWrite.Membership @ .
es

& Expose an API Manage access reviews for group and app memberships
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go.pfeiffer@control
CONTROL SYSTEMS GMBH & CO.__.

P search resources, services, and docs (G+/)

Home > Control Systems GmbH & Co. KG | App registrations > e-F-App

= e-F-App | APl permissions  #

‘)’3 Search | & O Refresh Q? Got feedback?

B overview

& Quickstart %
0 The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or
s Integration assistant app. This column may not reflect the value in your organization, or in organizations where this app will be used. Leam more

Manage . L.
Configured permissions
= Branding & properties Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured

2 Authentication permissiens should include a1l the permissions the application needs. Learn more about permissions and consent

Certificates & secrets t Add a permission ~ Grant admin consent for Control Systems GmbH & Co. KG

w
1l Token configuratian API / Permissions name  Type Description Admin consent req... Status

%7 G T T “Microsoft Graph (8)

& Expose an API AccessReview.Read All  Application Read all access reviews Yes @ Granted for Control Syst,, *=*
B App roles DirectoryRead. All Application  Read directory data Yes @ Granted for Control Syst, =+
dr Owners Directory ReadWrite. Al Application Read and write directory data Yes @ Granted for Control Syst,, =+
d. Roles and administrators Group Read.All Application  Read all groups Yes @ Granted for Control Syst,, =
[ Menifest GroupMember.Read.Al Application Read all group memberships Yes @ Granted for Control Syst,, *++
Support + Troubleshooting User Read Delegated  Sign in and read user profile No @ Granted for Control Syst, »++
&2 Troubleshooting User.Read.All Application  Read all users' full profiles Yes @ Granted for Control Syst,, *++
2 New support request User.ReadWrite. All Application  Read and write all users’ full profiles Yes @ Granted for Control Syst,, *=-

If you are not an administrator, you must ask your administrator for consent. He must then go to this
page with his account and click on the button "grant administrator consent for YOUR.DOMAIN".

The status of all permissions should be green now.

Select "Manifest" on the left

Microsoft Azure P Search resources, services, and docs (G+/)

Home > Control Systems GmbH & Co. KG | App registrations > e-F-App

i e-F-App | Manifest =

|P Search ‘ « Save X Discard T Upload ¥ Download QT*‘ Got feedback?
B overview The editor below allows you to update this application by directly modifying its JSON representation.
Microsoft Entra ID application manifest.
& Quickstart
, o 1
# Integration assistant 2 "id": "F18c7566-7e86-4319-0b11-36d20a4dc36c ",
3 "acceptMappedClaims”: null,
Manage a4 "accessTokenAcceptedversion™: null,
S R
= Branding & properties Lxs
- g seprop 6 "allowPublicClien true,
3 Authentication 7 = c-92aa-d1a1295c27d7",
8 "appRoles": [],
Certificates & secrets 9 "oauth2AllowUrlPathMatching”: false,
m 16 “createdDateTime": "2822-03-087T14:46:291",
Il Token configuration " foes
11 description™: null,
= APl permissions 12 “certification™: null,
13 "disabledByMicrosoftStatus”: null,
& Expose an API 14 "groupMembershipClaims™: null,
. 15 "identifieruris”: [
=4 Approles P -
16 api://32a7ef@5-1480-4coc-Caza-d1al205c27d7
M Owners 17 1.
18 "informationalurls”: {
ik Roles and administrators 18 "termsOfservice”: null,
28 "support”: null,

21 "privacy”: null,

lentinnts 11

Set "allowPublicClient" to 'true' and click save
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In case e-FOLLOW.cloud shall be allowed to write back Card-ID or PINs to the AAD you need to grant
write-permission to the registered App

+ Add a permission  ~/ Grant admin consent for Contral Systems GmbH & Co. KG

APl / Permissions name Type Description Admin consent requ... Status

~ Microsoft Graph (8] wee
AccessReview.ReadWrite.Al Application Manage all access reviews Yes @ Granted for Control Syst,,. =*=
Directory.ReadWrite. A Application  Read and write directory data Yes @ Granted for Control Syst,, »+»
GroupReadWrite Al Application  Read and write all groups Yas @ Granted for Control Syst, »+»
Grouphember.ReadWrite.A Application  Read and write all group memberships Yes @ Granted for Control Syst,,, »e»
User.Read Delegated  Sign in and read user profile No @ Granted for Control Syst,, »+=
UserReadBasic A Delegated  Read all users' basic profiles No @ Granted for Control Syst,,. =*+
UserReadWrits A Delegated ~ Read and write all users' full profiles Yes @ Granted for Control Syst,,, =*+
User ReadWrite. Al Application  Read and write all users' full profiles Yes @ Granted for Control Syst,,. =*+

In order to get the permissions effective, it is recommended to create a new App and apply above
permissions instead of modifying an existing app.
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9.1.6.3 Configuring e-FOLLOW.cloud domain Microsoft Entra ID (Azure Active Directory)
synchronization

Click to ADD — Microsoft Entra ID (Azure Active Directory)

Name

Tenant ID

Client
Client Secret .
(o be e o the username at pinting a lgin f not present) | 2YoUr-azure-ad-domain-name.com )
User self-enrollment
[Cancel]
Name Enter a name of your choice for the directory service
Tenant ID Enter the Tenant ID of your AAD
Client ID Enter the Client ID of the service you just created
Client Secret Enter the Client Secret for the service you just created
@domain To simplify the login, this domain-addon will be added automatically to
the username at login, so the users do not necessarily need to enter their
full login name e.g. username.surname@my_domain.xxx
User self-enroliment This option disables automatic synchronization with Microsoft Entra ID
(Azure Active Directory)
(Explained in chapter 9.1.7 Domains — ADD Microsoft Entra ID (Azure
Active Directory) with User self-enroliment)
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9.1.7 Domains — ADD Microsoft Entra ID (Azure Active Directory) with User self-enroliment

If you need a more secure and limited access to Microsoft Entra ID (Azure Active Directory) users then
use the User selt-enroliment feature.

There you also have to register an API for Microsoft Entra ID (Azure Active Directory) but without the
rights to read all user informations.

Because of this synchronization of all users is no longer possible. Users have to add themselves

manually at the e-FOLLOW user portal by entering their email address. Then they will be redirected to
the Microsoft login page.

9.1.7.1  Create an application in Microsoft Entra ID (Azure Active Directory) with User self-enroliment

Start the Azure portal (https://portal.azure.com) and sign in with your Microsoft account and select
"Microsoft Entra ID" in Azure services

Select "App registration” on the left and then click on “New registration”

e e e

Home > Control Systems GmbH & Co. KG

g2 Control Systems GmbH & Co. KG | App registrations =
Microsoft Entra ID

MNew registration @ Endpoints //‘a Troubleshooting 'C' Refrash & Download [ Preview

@ overview

= Preview features
o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Librg

# Diagnose and solve problems need to be upgraded to Microsoft Authentication Library (M5AL) and Microsoft Graph. Learn more
Manage
All applications Owned applications Deleted applications
fn Users _—
&8 Groups

o If deleted for more than 30 days, app registrations cannot be restored and may be automatically permanent]
8B External Identities

ai» Roles and administrators

B Start typing a display name or application (client) ID to filter these r... +v Add filters
B Administrative units
% Delegated admin partners
# Enterprise applications 0 applications found
L Devices Display name T
i App registrations No results.

{8 1dentity Governance
i Application proxy

E custom security attributes
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Give a name and select a Supported Account Type.

Choose at Redirect URI “Web” and enter the URL of the e-FOLLOW user portal:
https://userportal-XXXX-YYYY'.e-follow.cloud (Replace XXXX-YYYY with your Cloud-UID. You can
also find the URL for the user portal in the e-FOLLOW Management at SETTINGS->User portal &
User tools—>User portal)

AL Search resources, services, and docs (G+/)

Home > Control Systems GmbH & Co. KG | App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

e-FOLLOW App ~

Supported account types

Who can use this application or access this API7
@ Agccounts in this organizational directory only (Control Systems GrmbH & Co. KG only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra 1D tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (cptional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

I | Web ~ | | https:jjuserpor‘tal-XXXX—YYYY.E-foIIow.EIoud /|I

Copy the Application (client) ID, you'll need it for agent configuration

= Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Control Systems GmbH & Co. KG | App registrations >

i e-F-App <

|)9 Search | “ i Delete @ Endpoints [z Preview features

B overview o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

& Quickstart
#" Integration assistant 4 Essentials
Manage Display name : e-F-App
_ _ | spplication (client) D : 33a7ef05-f400-4c6c-0aza-d1a1295¢27d7 |
52 Branding & properties
Object ID : 118c7566-7e06-4319-0b11-36d2%a4dc36¢
3 Authentication
Directory (tenant) ID 1 013eh5f2-6229-4228-a38¢2-f41dd67c262a

Certificates & secrets —
Supported account types : My organization only

ill Token configuration
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Select "certificates and secrets" on the left and click on "New client secret"”

Enter a Description and an expiration date

= Microsoft Azure AR Search resources, serv,

Home > Control Systems GmbH & Co. KG | App registrations > e-F-App

e-F-App | Certificates & secrets =

|;J Search | « &7 Got feedback?

B overview

£ Quickstart Credentizls enable confidential applications to identify themselves to the al
scheme). For a higher level of assurance, we recommend using a certificate

# Integration assistant

Manage
o Application registration certificates, secrets and federated credentials can

&2 Branding & properties

—:’) Authentication

Certificates (0) Client secrets (5) Federated credentials (0)
Certificates & secrets

A secret string that the application uses to prove its identity when request

Il Token configuration

-2 AP permissions T MNew client secret

..and click "Add"

Copy the value of the client secret that you just added.

Attention
This is only shown once here. If you forget it, you can create another one

The Secret Key will expire after a certain time. Be sure to recreate it regulary or some feature of the

Microsoft Entra ID (Azure Active Directory) like synchronization will fail.

Version 5.5.0
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Permissions:

e Remove User.Read permission
e Add Delegated permissions:
& profile (View users’ basic profile)

& offline_access

Microsoft Azure

£ Search resources, services, and docs (G+/)

denis.staritin@control-s.
CONTROL SYSTEMS GMBH & CO.

Home > e-FOLLOW App

| L search

|<<

B overview
& Quickstart

# Integration assistant

Manage

= eranding & properties

3 Authentication
Certificates & secrets

Il Token configuration

-2 AP| permissions

& Expose an AP

i App roles

- e-FOLLOW App | API permissions = - X

O Refresh R'_f‘ Got feedback?

Configured permissions
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list

of configured permissions should include all the permissions the application needs. Learn more about permissions and consent

Add a permission  ~ Grant admin consent for Control Systems GmbH & Co. KG

API / Permissions n... Type Description Admin consent req...  Status
“~ Microsoft Graph (1) b
User.Read Delegated  Sign in and read user profile No B

Remove permission

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

Then click +Add a permission

Microsoft Azure A~ Search resources, services, and docs (G+/)

Home > Control Systems GmbH & Co. KG | App registrations » e-FOLLOW Self-Enroliment@VI

- e-FOLLOW Self-Enrollment@VI | AP| permissions =

| £ Search

| @ O Refresh R'j Got feedback?

B overview

& Quickstart

Manage

3 Authentication

# Integration assistant

B2 eranding & properties

Certificates & secrets

Il Token configuration

o The "Admin consent required” column shows the default value for an ¢
your organization, or in organizations where this app will be used. Leas

Configured permissicns

Applications are authorized to call APIs when they are granted permissio
all the permissions the application needs. Learn more about permissions

Add a permission |~ Granta

APl / Permissions name

2= API permissions

Mo permissions added

Operator Manual
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Then select "Microsoft Graph"

£ search resources, services, and docs (G+/) & ingo.pfeiffer@contro
CONTROL SYSTEMS GMBH &

Home > Control Systems GmbH & Co. KG | App r Request API permissions
= e-F-App | APl permission:

Select an APl

|/7 Search | < O re

Microsoft APls ~ APls my organization uses My APls

B overview

Commonly used Microsaft APls

Quickstart o
7 Integration assistant Microsoft Graph
/ 1 remendous amount of data in Office 365, E Mobility + Security, and Windows 10,
Manage > < ID, Excel, Intune, Outlock/Exchange, OneDrive, OneNote, SharePoint, Planner, and more
Confic \ 4 it
= ding & ies | e
Branding & properties Applica
permiss

3 Authentication

And then select delegated permissions
Request APl permissions X

CAll APl
¥ H i~
—, Microsoft Graph
E https://graph.microsoft.comy Docs

What type of permissions doas your application require?

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user, Your application runs as a background service or daemon without a
signed-in user,

e-FOLLOW.cloud will only see this information about users (see screenshot below)

https://graph.microsoft.com/oidc/userinfo

https://graph.microsoft.com/oidc/userinfo

Body

none form-data K-www-form-urlencoded binary GraphQL

"email”:
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In Azure portal there is a possibility to track account logins.

Therefore click in your Microsoft Azure portal on Microsoft Entra ID->Enterprise applications.
Then select your created App in the list.
At Activity you can then see the Sign-in logs:

= Microsoft Azure P Search resources, services, and docs (G+/)

Home » Control Systems GmbH & Co. KG | Enterprise applications > Enterprise applications | All applications > e-FOLLOW App

5) e-FOLLOW App | Sign-in logs =

Enterprise Application
+ Download ~ @ Export Data Settings K Troubleshoot 'U Refresh Columns ﬁ? Got feedback?
H Overview

o ‘Want to switch back to the default sign-ins experience? Click here to leave the preview. =
Deployment Plan

# Diagnose and solve problems

Date : Last 7 days Show dates as : Local Application contains 7¢3378a4-f80e-dacf-870c-0b6éd3fadb93e +v Add filters

Manage User sign-ins (interactive)  User sign-ins (non-interactive) Service principal sign-ins Managed identity sign-ins

il Properties

B Owners Date 4 RequestID T4 User T Application Ty Status IP address
9/6/2023, 1:25:49 PM db23ff1d-f588-42e3-baf5-f... Denis Staritin e-FOLLOW App Success 2.207.230.34

&b, Roles and administrators
&8 Users and groups

D single sign-on

& Provisioning

E! Application proxy

C  self-service

Security
% Conditional Access
2 permissions
© Token encryption
Activity
I D sign-in logs I

fil Usage & insights

B Audit logs
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You can also filter users which can perform self-enroliment.

Therefore select Microsoft Entra ID->Enterprise applications.Then select your created App in the list.

Then select Conditional Access and create a new policy.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > e-F-App

@ e-F-App | Conditional Access

Enterprise Application

« + New policy + New policy from template T Upload policy file 2 whatif =
# Overview =
Deployment Plan What is Conditional Access?
# Diagnose and solve problems Conditional Access gives you the ability to enforce access requirements when specific conditions o

Learn more &
Manage
Il Properties Conditions Controls
&8 Owners When any user is outside the company network They're required to sign in with
Reles and administrators
When users in the '‘Managers’ group sign-in They are reqguired be on an Intu

2
&% Users and groups
3 single sign-on Get Started

@ Provisioning

1. Create your first policy by clicking "+ Create new policy”
1 Application proxy 2, Specify policy Conditions and Contrals

3. When you are done, don't forget to Enable policy and Create
C  self-service

Interested in comman scenarios? &

Security

I ¥ Conditional Access I

P Search resources, services, and docs {G+/)

Home > Control Systems GmbH & Co. KG | Enterprise applications > Enterprise applications | All applications » e-FOLLOW App | Conditional Access »

Block Login

Conditional Access policy

Caontrol access based on Conditional Access Control access based on who the policy will
policy to bring signals together, to make apply to, such as users and groups, workload
decisions, and enforce organizational policies. identities, directory roles, or external guests.
Learn more Learn more
*

Name Include  Exclude

Block Login \/|

O MNone

Assignments O Al users
Users (D @ Select users and groups

Specific users included [] Guest or external users ©
Target resources (D) [] birectory roles @

1 app included
PP Users and groups

Conditions ©

0 conditions selected Select

1 user

Access controls
- Test Deactivate s
Grant (O test_deactivate@control-syste...

Block access

Session ©

0 contrals selected

Enable pelicy

(Reporony QD o )
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9.1.7.2 Configuring e-FOLLOW.cloud domain Microsoft Entra ID (Azure Active Directory)
synchronization with User self-enroliment

Click to ADD — Microsoft Entra ID (Azure Active Directory)

Name
Tenant ID
Client ID
Client Secret

@Domain

(will be added to the username at printing at login if not present) @vour-azure-ad-domain-name.com

| user seff-enroliment 3 ._l
[Cancel]
Name Enter a name of your choice for the directory service
Tenant ID Enter the Tenant ID of your AAD
Client ID Enter the Client ID of the service you just created
Client Secret Enter the Client Secret for the service you just created
@domain To simplify the login, this domain-addon will be added automatically to

the username at login, so the users do not necessarily need to enter their

full login name e.g. username.surname@my_domain.xxx

User self-enroliment Switch on User self-enroliment
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9.1.7.3 Domain - REMOVE

This will allow to remove a domain from e-FOLLOW.cloud.

Attention

When removing a domain all users, user settings and the jobs pending for these users will be deleted

accordingly.

9.1.7.4 Domains — User import

Here the synchronization options are configured.

Attribute names [/ Test
Default user
Projects

Quotas

Group filter

Ignore disabled AD accounts

Ignore guest user accounts

Replace internal users

Delete unknown users

Generate random PIN

PIN length

Send PIN by email to user

Version 5.5.0

CSAAD (Microsoft Entra ID)

Mame: Control Systems GmbH & Co. KG (CSAAD)

Order (with multiple domains) 2

Group filter
(if at least one group is set only users
from that groups will be imported)

All Company
mfa

Ignore disabled AD user accounts .
Ignore guest user accounts .
Replace internal users

Delete unknown users - else they (7' .
get deactivated -

Generate random PIN

PINM length

wn

Send PIN by email to user

This allows you to import users
only from specific Groups. Click
to [*] to select a Group from
your AAD .

Add additional filker: | All Company hd

[Cancel]

If enabled, accounts that are disabled in the domain will not be
imported to the e-FOLLOW.cloud database.

If enabled, only 'Member' type user accounts will be
imported/synchronized to the e-FOLLOW.cloud database.

If enabled, internal users will be replaced by the domain users in
case of identical user names (Login name / UserPrinzipalName)

Domain users that are present in the e-FOLLOW.cloud database
will be removed if the corresponding account in Azure Active
Directory does not exist anymore.

If enabled this will assign a random PIN to each user account
Defines the number of digits for new PINs

Each user will receive an email containing the new PIN
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9.1.7.5 Domains - Attribute names

The database fields in e-FOLLOW.cloud are retrieved from specific attributes in AAD. By default, the
attribute names are set to common values. Here you can change/ add the attribute names holding the
data for the specific database fields.

csvs.local (Active Directory)
User import
Hostname: cs-del.csvslocs

Display name: displayName

Default user

Alizs: displayName

Projects Remaove spaces from Alias:

Remaove existing alizses before Import:

Emnail address: ma

Home directory: homeDirectory
Custom home directory

Will be used if no home directory is found.
{Wildcard for username is tiusername):

Department: department
H Card ID: maobilePhone
Login-PIN:

Company: companyName

The Alias filed is mandatory and essential for assigning print jobs. Opposite to local AD’s
samAccountName, Azure is generating the environment variable for USERNAME not according the
user’s Azure UPN but according the AAD displayName. This will be used in the print jobs PJL
USERNAME-=. To properly assign the print jobs the Alias must be set accordingly.

In case the displayName contains blank characters they must be removed.
e.g. displayName in AAD = John Smith
Windows/PJL USERNAME = JohnSmith

The 'custom home directory' can be used to define a user’'s homeDirectory even if it can’t be
retrieved from the directory service. Enter the SERVER & PATH and if required "::username” as a
wildcard for the user login name (sAMAccountName)
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9.1.7.6 Domains - Default user

CSAAD (Microsoft Entra ID)

Here you can define the User import
user Settin s for ner Mame: Control Systems GmbH & Co. KG (CSAAD)
. g y Attribute names / Test
imported users from this Activated @
domain.
Projects Accounting Quotas ~
Quotas Popup profile | None v
Print settings
Force duplex
Force mono
|| Force erasable blue ?
Do not print if the
device displays the
warning “Low Paper”,
EWB settings
Show print job list
mmediately
Print all jobs
rr.me-:lla_:el'-; after
ogging in
{Quickprint)
Sort job list by Date (new -= old) v
Automatic deletion of jobs
Activated New users can be imported in 'deactivated' mode. In this case
they cannot print or login to any device.
Accounting Select the accounting mode for new users. Depending the
selected mode Quota setting are getting active.
Popup profile Select a popup profile for new users
Print settings Select the print settings for new users
EWB settings Select if the print job list shall be shown immediately and the sort

order of the job list.

Automatic deletion of jobs This defines the treatment of jobs that have already been
selected for printing in case of an error, user log out or user login.
This will ensure that documents will only be retrieved by the
authorized user.
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CSAAD (Microsoft Entra ID)

Select the default user User import
settings for Projects Attribute names / Test

Mame: Control Systems GmbH & Co. KG (CSAAD)

Enable project selection
Default user

Projects are mandatory
Quotas Allow manual entry of project names

Allow manual entry of sub-project
names

Add manually entered projects to
project list

CSAAD (Mi ft Entra ID)

The Default User - User import s e

. Mame: Control Systems GmbH & Co. KG (CSAAD)

QUOtas 0pt|0ns Only gets Attribute names / Test

available if the accounting Total quots: Pages

mode for the default user Selut e Color quota: - 250 | Pages

|S Set tO 'QUOtaS' Projects Print quota: Pages
Scan quota: Pages
Fax quota: Pages
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9.2 DEVICES

The devices menu contains all data and settings related to printing hardware (Toshiba e-BRIDGE Next
and e-BRIDGE eSF devices) and the settings for mobile printing.

9.2.1 Virtual IPP-Queues

A virtual IPP-Queue in e-FOLLOW.cloud is used to receive print jobs from Client PCs or mobile
devices and store these jobs for a later release.

There is No hardware (printer or MFP) assigned to a virtual queue.
If a client is printing to a virtual IPP-Queue
& The print jobs are held in e-FOLLOW.cloud internal spooling system

& The spool files are transferred and stored encrypted
& Jobs can be released at any MFP

@ This icon indicates a virtual IPP queue in e-FOLLOW.cloud

9.2.1.1  Adding virtual IPP-Queues

To add a virtual IPP queue simply enter a name for the
queue. The URL prefix is fix and cannot be changed.

Queue nama: | VIPP

[Cancel] | add

ks

[ 1] Clicking to [ IPP URLs ] will show the IPPS URL for this virtual queue.

Q, search quee ... |E] Virtual IPP queus  [1PPURLs] [ 1 ] |
e _— after 24 hours w

0 A e-follow.cloud SELECT _ REFRESH: ON FILTER: OFF

(& Jobs)

2008 _LITA 11 _S3HRMN0T 48037

IPP URLs for selected queuse x

External TPPS UL https:ffpp-c- T follow. cloud/e-follow. doud ooy url] [ 2 1

Share the full URL [ 2 ] to the users so they can create an IPP port on their clients that points to this e-
FOLLOW.cloud virtual IPP queue.
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Make sure the Internet printing client is installed on the client PC. Else users cannot connect to the

URL.

For Windows clients e-FOLLOW.cloud provides a convinient Ippinstaller that allows users to simply
install the IPP printer on their client — or Administrators to roll out the IPP printer to all clients.

9.2.1.2 Virtual queue properties

Virtual queues in e-FOLLOW.cloud are used to perform 'pull printing' or 'secure print release'. So
instead of forwarding the job to the destination printer e-FOLLOW.cloud moves the jobs to an internal

spooler and keeps the jobs until they are

e released by a user, or

e deleted due to a rule, by the user himself or by the administrator

Q Search queue ... ”-

0 A e-follow.cloud
. (5 Jobs)

2I00O8 LA

FILTER: OFF

11 _FHRIOAT 4 BT

-

The Auto-delete option will remove jobs that have not been released after the time defined by the

administrator.

The virtual queue view shows all
jobs that are currently spooled.
Clicking to the job’s row will show
it’s details.

Operator Manual

Document name
Job ID

User

Associated project
Paper-size

Pages

Monochrome [ color
Copies

Color job

Duplex

File size

PopUp state

Print Job Language (PIL)
Printer driver

IPPS

Encrypted

Created by

Microsoft Word - e-FOLLOW. doud-Operator_Manual_EN_5.5.0.docx

NBGOODO1

Ingo Pfeiffer (ingo.pfeiffer@control-systems.de)

yes (AUTO)

ves (DuplexBook)
30,323,387 bytes
None

PCLXL

TOSHIBA V4 Printer
Yes

Yes

Windows Spooler

Sent from "\\10.240.0.146' on 11/16/2023 at 12:02:16 PM
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The REFRESH option will update the list every 10 seconds if enabled.

Use FILTER to only show jobs of one or multiple user/s.

A In case the PopUp status is different from 'None' or 'Closed' the job cannot be released because e-
FOLLOW.cloud is waiting for the client PopUp to be confirmed.

Q, search GUELE ... 1'; Virtual IPF queue  [1P2 URLS]
bl Buto-delete jobs that have not been printed | after 24 haurs A
ul ‘f;fﬂ!ﬁ""ﬂ““'j SELECT REFRESH: 0N FILTER: OFF MODIFY
{7 Jobs)

Testseite um

i

3/18/2022 3:36:07
Testseite I18/2022 3:35:43

220208 _LGA_. 3/18/2022 1:52:37 _.

ATTDOOOZ.Ext . 3F1B/2022 1:40:41

220208 LGA .. um 11 3/1Bf2022 1:40:41 _.

i, S | | aslleials oo ione 4067 ka1

21T A ADRE

If you have selected one or multiple print job/s, the MODIFY option gets available. You can now

S move the selected jobs to another virtual queue

& change the user (job owner) for the selected print jobs
& delete the selected print jobs
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9.2.2 Toshiba

This menu shows the list of all Toshiba e-BRIDGE Next devices.

Add Toshiba devices here for secure print release or for pull printing from a central virtual queue and /
or if you want to track— and control user activities for copying, scanning and faxing.

A #t € Logout
«- FOLLOW
é/ cloud ADD SELECT MANAGE MODIFY
MANAGEMENT Q, search device... v (15 {CNLH59919) =
User list pE— ”
9 era)
A— 0
A TOSHIBA e-STUDIO2515AC
Permissions O g;ﬁgg%oa ¢ € )
) Activated : [ ]
Projects [] CRuoi017 A
Domains CRLI0I017 Serial number: CMLH55919
O EEB?‘:;Z;;S a Description: [change]
DEVICES D CFFG33116 o Mame for reports: @ eS103@dev [change]
. CFFG33116
Virtual Queues Location: [change]
|
App version: 2.2.2
Toshiba eSF
. B Last login: 10/15/2023 2:44:41 PM
Maobile print
|| Locked until:
REPORT Last transaction: 10/19/2023 4:58:46 PM
Reports Virtual queues: client_test
e-follow.cloud
SETTINGS e
[+1 [-1
General
User portal & [Instructions to configure device for Cloud Made] [Autoconfig settings]
User tools [Permissions]
Dashboard Quotas w
Schedules
Rules
-
Reader profiles [« [<] 1 [»]
Print settings A~
Page:
Versien: 5.5.0 RCOT o com T

9.2.2.1 ADD Toshiba device

By default, Toshiba devices add themselves to the list after the embedded Application has properly

been installed and started on the MFP.

Add a new Toshiba device

Any way you can add devices manually (e.g. to prepare
a customer setup and apply specific configuration)

To add a new e-BRIDGE Next device to the list click to
ADD .

Enter the serial number and a unique name for report
for the device

Select a virtual queue(s) for pull printing.

You can add a description to easily identify the device in
the device list.

Select the Display mode — dark or bright

Operator Manual

Serial number: CMLH59919

MName for report: 103_a

Mame for reports has to be unique.
With each change, all records for the reports are a
changed.

Virtual queues:

M efollow-cs-test-0\e-follow.cloud

|

efollow-cs-test-O\ipp_cs_test

[Select all] [Cancel selection]

Description:

Display mode (only e-

BRIDGE Next): dark

lso

Version 5.5.0



page 82 e-FOLLOW.cloud

9.2.2.2 Edit Toshiba e-BRIDGE X/Next device
To edit the settings for a Toshiba device click to the corresponding row in the device list.

Q, search device... v[[14]  (cNiHs9919) =
General A
a
O CFLED2008 .
CFLED2008 Activated : .
Serial number: CHLH5991%
Description: [change]
Mame for reports: @ 103_a [change]
Location: [change]
App version: 2.0.28
Last login: 5/25/2023 1:19:48 PM
|| Locked until:
oo C/oC/ 2092 19,4 -T‘ODN
\firtual queues: e-follow.cloud [ 1 ]
ipp_cs_test
L] ]
[Instructions to configure devica for Cloud Mads] [Autoconfig settings]
[Permissions]
Quotas w
Card login v
EWB selfings -~

Page:

9.2.2.2.1 General Settings
The settings in the General-Tab allow modifying the description and the virtual queue settings.

[ 1] Virtual queues:

Here you can add / remove virtual queues for that
device.

When a user is logging in to that MFP e-
FOLLOW.cloud will check these virtual queues for
print jobs for that user and add them to the print
release list.

[Permissions]
This lead you to the permission settings page as described above. (see Permissions)

Hint
o Checking the Last Login / Last transaction entries shows if the app and the subscriptions are
working properly.

9.2.2.2.2 Quotas

e-FOLLOW.cloud allows to control the usage of devices by setting quotas for color, prints, copies,
scans and faxes.
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Q, search device... v|[1%4]  (cNLHs9919) =
Wl cuLHso919 A ALERD o
CFLEO2008 Use quotas (2
D CFLEQ2008 O .
Total quota: . 1000 | Pages
Color quota: (0] 200 | Pages
Print quota: Pages
Copy quota: . 500 | Pages
Scan quota: Pages
|| Fax quota: Pages |

To enable device quotas, check the "Use quotas" button.
You now can individually enable the different quotas and enter the appropriate page numbers. Quotas

that are unchecked allow unlimited use.

Attention

Quotas can also be set for Departments and Users. So it might happen that even if the user still has
e.g. color quota available he can’t do color prints or copies if the color quota of his department or the
color quota of the device is used up.

9.2.2.2.3 Card login

Here you can modify the settings that are related to card reader usage.

Card fogin -~
Card reader profile: Card ender orafil prafins [3]
. ArQ reasder prafie rahlal

reader profiles are used to convert the o
strings read from a card. Reader Profiles Ao card self sssociation @«
can be created in Zisa e et el pres
-> SETTINGS -> Reader prof"es Allow card seIf association after lagin - (7

Shaw PIN field first [ &

Show unknown card IDs on panel:
this defines if the IDs of unknown cards are shown in clear on the device panel.

Allow card self-association:
if enabled this function will allow users to assign unknown card IDs to their account by entering their
user credentials (username & password)

Allow card self-association after login
This will enable the option to self-associate a card from the Selection screen or print job list after the
user has logged in.

Show PIN filed first

If enabled the user will be prompted with the PIN-Authentication first (instead of username &
password) when associating a new card to his account.

9.2.2.24 EWB settings
Here you can modify the EWB appearance.
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EWB mode e-BRIDGE N (1024x600)

IDisp ay mode (only e-BRIDGE Mext) dark W I

e~ ]

EWB mode

Here you can check in which mode the websites for the device EWB is displayed.

Display mode

For e-BRIDGE Next device the display mode of the e-FOLLOW.cloud application can be switched
between dark-mode (default) and bright-mode.

FOLLOW oo bright-mode

Welcome Ulrich Maier! Total: €0.00
Balance: €13.97

Document name 4 | Date £ | User Pages

Cost | Details
Microsoft Word - e-FOLLOW-Operator_Manu- 2022-02-08 um 2 | €0.00 A_] e
*Unbenannt - Editor 2022-01-25, um 1 €0.00 J 1
1

FOLLOW

e Ulrich Maier!

dark-mode

Select all Delete

Blra |=a3 l=las l=lasr Document name 4 Date & User |Pages| Cost | Details
Microsoft Word - e-FOLLOW-Operator_Manu-  10:42:56 um 2 | €0.00 I

*Unbenannt - Editor 2 > 1

Select all Delete Print all
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9.2.2.2.5 Print settings

The settings in this section will have impact on the handling and release of print jobs.

QuickPrint
If this function is enabled all print jobs of

. . . P 3 1 S. = g n ("0 ': n :
the user (also TeamPrint jobs) will be rint all jobs immediately after login ("QuickPrint’)

sent to the device immediately after Notify user if "QuickPrint” failed
IOgm- Keep print jobs after printing for reprint .
Attention Show “Keep print jobs™ option in job list .
Users are not able to individually select Show print and keep button
jobs for printing when QuickPrint is Force duplex printing
enabled. Enable duplex printing by default .
Force black & white printing
Enable black & white printing by default .
NOt'fy user if Qu:ckf'rmt fails: Show staple (Top left, 2 staples |eft). (Is set automatically)
In case one or more jobs could not be o
printed — e.g. due to missing permission Hide color jobs if no color rights
or quota — the user will be notified by Log Data Privacy Setting Store
email.

Keep print jobs after printing for reprint:
If enabled print jobs will not be deleted after printing. They will be kept in the virtual queue so they can
be reprinted at a later time.

Show "Keep print jobs" option in job list:
If this option is enabled, the user can select for each job if it shall be kept for reprinting or immediately
deleted after printing. A flag in the job list is accessible for each job.

Show print and keep button

If this option is enabled an additional button will be shown below the print job list.
Releasing jobs by pressing this button will force the keep job for reprint option — independent of the
individual print job settings.

Force duplex printing / black & white printing / erasable blue printing:
These options allow the administrator to force printing of each job in duplex and/or black & white /
erasable blue.

Attention
If enabled it is impossible for users to print documents in simplex mode or in color on this device.

Enable duplex / black & white printing by default

In case the Force duplex, Force black & white is set to off, you can configure if as default these
settings (duplex, b&w / erasable blue) are enabled when the user is logging in.

In contrast to the "Force" -settings, these can be changed by the users

Show staple
When the device is equipped with a staple unit, stapling options (top left & 2 staples left) are added to
the job details settings in EWB.

This is only an information and cannot be switched on/off.

If none of the options is selected in job details, the original stapling settings as set via printer driver are
valid.
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Hide color jobs if no color rights
If enabled, color jobs will not appear in the job list if the user has no permission to print color on this
device. Else color jobs will be printed in BW.

Log Data Privacy Setting

Here you can see the setting, which was set by the auto configuration (Settings> General>Auto
configuration). It controlls if job data from the MFP should be stored for accounting or not.
Beside from this there are additional settings at Settings—=> General->Data protection.

These settings are possible:
e Use MFPs’ setting
The setting from TopAccess—>Administration—> Setup—> General-> Confidentiality Setting is
read and set at auto configuration.

e Store
The confidentiality settings from TopAccess are ignored and all job data is stored.

¢ Not to Store
The confidentiality settings from TopAccess are ignored and no job data is stored.

9.2.2.2.6 Consumables

Here you can see the status of the device’s toner and paper level.

Last update: 25.10.2015 10:41:20

Toner levels
ellow [ | 100%%
Magents (Y 100
Cyan 100% Consumabiles
Black _ 100% Last update: 13.11.2015 13:57:00
Paper drawers Toner levels
Drawer 1 i | 259 Yallow _ | 7am
Drawer 2 - | 5% Magenta _ | 79%
Drawer 3 - | 25% Cyan | 77%
prawer 4 (| 100% Black L
Paper drawears
prawer 1 [ | 25

Drawer 2 _—l 50%
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9.2.2.3 MANAGE Toshiba devices

When selecting one or multiple Toshiba devices the MANAGE option gets available.

ADD SELECT | MANAGE | MODIFY

Delete selected devices F

Q Search device...

You now have the possibility to
& remove the selected devices from the list
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e-FOLLOW.cloud

9.2.2.4 MODIFY Toshiba devices

When selecting one or multiple Toshiba
devices the MODIFY option gets ADD SELECT
available. These options are very helpful
to perform modifications for multiple
devices in one single step.

Change queues
You now have the possibility to assign
virtual queues to the selected devices or

v|[| & Change queues
Set quo

Change card settings

Change EWB settings

Change print settings

to remove all assigned virtual queues from the selected devices.

Assign virtual queues

This option allows assigning one or multiple virtual queue/s to the

selected Toshiba devices in one step.

Attention
this action will replace existing assignments of virtual queues.

Remove assigned virtual queues
This option will remove all assigned virtual
queues from the selected Toshiba devices.

Set virtual queueus for 2selected devices
(Existing assignments will be replaced)

[ undefined\virtual Queue

DEV8_550.firma.intra\Virtual Queue

[Select all] [Cancel selection]

Cancel assign

Are you sure to remove the assignment of virtual queues from 2 selected devices?

[Cancell remove

Attention

Make sure to assign at least one virtual queue to each Toshiba device. Else it will not be possible to

release print jobs.

Set quotas

Here you can set quotas for the selected Toshiba devices. If
you do not wish to use quotas for a certain function - e.g.
faxing, scanning - you can disable the use of quotas by
clicking to [disable].

This will make the selected function 'unlimited'.

Change settings

Version 5.5.0

Set quotas for 2 selected devices
| Total quota: [enable] Pages
| Color quota: [disable] 5000 Pages
Print quota: [enable] Pages
| Copy quota: [enable] Pages
Scan quota: [enable] Pages
Fax quota: [enable] Pages
[Don 't use quotas]
Cancel save
i
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This is a powerful method to change the settings for multiple Toshiba devices.

You have quick access to all settings as per individual device

e Card login settings
e EWB settings
e Print settings

Generally, the pull downs offer three options:
e do not change - the current status keeps
valid
e enable - enables the function
¢ disable - disables the function

Change device settings o

Change settings for 2 selected devices

Display mode (only e-BRIDGE MNext) | do not change g

[Cancel]

Operator Manual

Change device sattings
Change setbngs for 2 selected davices
do nat change -

do nat change -
Show unknown card [0 on panel W

(Canceal SaAVE

Card reader profile

Enable card self assodation

Change device sattings

Change setbings for the selacted dewice

"QuickPrint™ do nat change El
Matify user if "QuickPrint” failed do nat change [~

| do not change El
Show “Keep print jabs..” option m job list | do nat change |~
do nat change [« |

Kaap print jobs after printing

Foroe duplex printing

Foroe erasable blue printing do nat change |~
Forca black B white printing | do nat change Z|
Print in BW by default do nat change |«

Hide color jobs if no calar rights | do nat change El

=
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9.2.3 Toshiba eSF

This menu shows the list of all Toshiba eSF.

Add Toshiba eSF devices here for secure print release or for pull printing from a central virtual queue
and / or if you want to track and control user activities for copying, scanning and faxing.

# € Logout
- FOLLOW
@ cloud ADD SELECT MANAGE MODIFY
MANAGEMENT Q, search device.. v (15 (7017821101YKD) =
User list pE— A
2 < N
Permissions Activated | =Y
Projects Serial number: 7017821101YKD
Domains .
Description: [change]
DEVICES Name for reports: (7)  eS4485@dev_neu [change]
Virtual Queues Location: [change]
Toshiba Sender email: [change]
Toshiba eSF App version: 2.4.10_C
Mabile print Last login: 10/26/2023 10:47:37 AM
|| Locked until:
REPORT
Last transaction: 10/26/2023 10:48:14 AM
Reports
\firtual queues: chrome_ipp .
e-follow.cloud
SETTINGS iep
General [+1 [-1
User portal & Anonymous print: ‘
User tools
Dashboard [Permissions]
Schedules
Quotas
Rules
Read fil Card login
eader proties [«] [<1 [ [»] - ,
Guest fogin
Page: -
Version: 5.5.0 RCO1 S

9.2.3.1 ADD Toshiba eSF device

o By default, Toshiba devices add themselves to the list after the embedded Application has properly be

installed and started on the MFP.

Serial number: =

Any way you can add devices manually (e.g. to prepare a
customer setup and apply specific configuration)

Name for report: =

Name for reports has to be unigue.

With each change, all records for the reports are also
changed.

To add a new Toshiba eSF device to the list click to ADD o] e

|
Enter the serial number and the name for report of the
device

[Select all] [Cancel selection]

Description:

Select a virtual queue for pull printing.
You may add a description for the new device (e.g. place
of location).

add
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9.2.3.2 Edit Toshiba eSF device
To edit the settings for a Toshiba eSF device click to the corresponding row in the device list.

Q, search device.. v (1% (7017821101YKD) =
BY 017521 100
Activated : .
Serial number: 7017821101YKD
Description: [change]
Name for reports: (7) e54485@dev_neu [change]
Location: [change]
Sender email: [change] [ 1 1
App version: 2.4.7 C
|| Last login: 3/14/2023 4:11:21 PM
Locked until:
Last transaction: 12/15/2022 3:46:07 PM
Virtual queues: e-follow. cloud
ipp_c=s_test [ 2 ]
[+] [-]
Anonymous print: aP [31]
[Permissions)
[«] [<] [»] [»] rEss =

9.2.3.2.1 General Settings

The settings in the General-Tab allow modifying the description, name for reports, location, sender
email and the virtual queue settings.

[ 1] Sender email:
Here you can define a sender email-address for this device. If left blank the current user’s email
address will be set as from-address.

[ 2 ] Virtual queues:
Here you can add / remove virtual queues for that device.

[ 3] Anonymous print:

This option allows printing of jobs that do not have a PJL header referring to the job owner. The printer
will see this job as 'anonymous' and therefore cannot be accounted for the real job owner. By default,
e-FOLLOW.cloud will deny printing these kind of jobs.

Attention
If you allow Anonymous print the jobs will not be accounted / charged to a user.

[Permissions]
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This leads you to the permission settings page as described above. (see Permissions)

9.2.3.2.2 Quotas

e-FOLLOW.cloud allows to control the usage of devices by setting quotas for color, prints, copies,
scans and faxes.

Q search device... *|(15)  (cniusesis)

0
CFLE02008 I Use quatas (3) .I

D CFLEQ2008

Total quota: (0] 1000 | Pages
Color quota: . 200  Pages
Print quota: Pages
Copy quota: . 500 | Pages
Scan quota: Pages
|| Fax quota: Pages |

To enable device quotas, check the "Use quotas" button.

You now can individually enable the different quotas and enter the appropriate page numbers. Quotas
that are unchecked allow unlimited use.

Attention

Quotas can also be set for Departments and Users. So it might happen that even if the user still has
e.g. color quota available he can’t do color prints or copies if the color quota of his department or the
color quota of the device is used up.

9.2.3.2.3 Card login

Here you can modify the settings that are related to card reader usage.

Card reader profile: Sl s
reader profiles are used to convert the Card reader profile default [2]

strings read from a card. Reader Profiles .

can be created in

-> SETTINGS -> Reader profiles

allow card s=If association [ @]
Show unknown card ID2 on tha panal @)

Show PIN fiald first [ &

Allow card self-association
if enabled this function will allow users to assign unknown card IDs to their account by entering their
user credentials (e.g. username & password)

Show unknown card IDs in the panel

If enabled the card ID of a new unknown card is show in clear on the panel during the card self-
association process. Else the card IDs are starred out.

Show PIN filed first
If enabled the user will be prompted with the PIN-Authentication first (instead of username &
password) when associating a new card to his account.

9.2.3.2.4 Guest login
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e-FOLLOW.cloud allows users that do not have an account to use the eSF devices. Therefore, a
special Guest Login can be enabled.

Enable guest login: here you can

eneable / disable the guest login option e =
Enable guest lagin: )
User for guest login: Guest  [change]

User for guest login: select a user that is Guest screen first: @D

used when a guest is logging in. Guest button text:  Guest  [shange]

To assign transaction and apply [Copy settings to all printers]

permission or quotas a specific user must
be selected as ‘guest user’.

It is recommended to create an internal user (e.g. ‘guest’) that is used when logging in as guest. If
required, you can assign individual guest users to each eSF device.

Guest screen first: if enabled a large ‘guest button’ is B o roLLow
shown at the login screen.

If users need/want to login to their account they simply
swipe their card or press “LOGIN” to switch to the login
screen,

Free Access
By e-FOLLOW
Guest button text. here you can modify the
text for the guest button (e.g. Free Access)

Free Access

ID/Pass

[ Copy settings to all printers ]
Pressing this link will copy the current guest LOGIN
login settings to all Toshiba eSF devices.

9.2.3.2.5 Print settings
The settings in this section will have impact on the handling and release of print jobs.

QuickPrint
If this function is enabled all print jobs of _
the user (also TeamPerint jobs) will be sent

to the device immediately after login.

Print all jobs immediately after login ["QuickPrint®] (1
Motify user if "QuickPrint” failed

Shkip blank: joblist

Attention Keep print jobs after grinting far reprint N
Users are not able to individually select Show “Keep print jobs” aption in job list -
jobs for printing when QuickPrint is Farca duplas: printing T
enabled. Farce black & white printing I

Enable black & white printing by default

Hide calar jobs of no color rights

Notify user if QuickPrint fails:
In case one or more jobs could not be printed — e.g. due to missing permission or quota — the user will
be notified by email.

Skip blank job list
If enabled, the joblist will not be shown after login if there are not print jobs pending on the server. The
user will be directly lead to the device home screen instead.

Keep print jobs after printing for reprint:
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If enabled print jobs will not be deleted after printing. They will be kept in the virtual queue so they can
be reprinted at a later time.

Show "Keep print jobs" option in job list:
If this option is enabled, the user can select for each job if it shall be kept for reprinting or immediately
deleted after printing. A flag in the job list is accessible for each job.

Force duplex printing / black & white printing:
These options allow the administrator to force printing of each job in duplex and/or black & white /
erasable blue.

Attention
If enabled it is impossible for users to print documents in simplex mode or in color on this device.

Enable black & white printing by default

In case the Force black & white option is set to off, you can configure if as default setting. So B&W is
enabled when the user is logging in.

In contrast to the "Force.." setting, this can be changed back to color by the users.

Hide color jobs if no color rights
If enabled, color jobs will not appear in the job list if the user has no permission to print color on this
device. Else color jobs will be printed in BW.

9.2.3.2.6 Consumables

Here you can see the status of the device’s toner and consumables level.

(Consumables
Last update: 09.07.2020 11:17:56

Black Fre

Maintenance Kit 100
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9.2.3.3 MANAGE Toshiba eSF devices

When selecting one or multiple Toshiba devices the MANAGE option gets available.

ADD SELECT MODIFY

Q. search device.. Delete selected devices

You now have the possibility to
& remove the selected devices from the list

9.2.3.4 MODIFY Toshiba eSF devices

When selecting one or multiple
Toshiba devices the MODIFY option ADD

gets available. These options are very
helpful to perform modifications for
multiple devices in one single step.

Change queues
You now have the possibility to assign
virtual queues to the selected devices

or to remove all assigned virtual queues from the selected devices.

Assign virtual queues
This option allows assigning one or multiple virtual queue/s to the
selected Toshiba devices in one step.

Attention
this action will replace existing assignments of virtual queues.

Remove assigned virtual queues
This option will remove all assigned virtual
queues from the selected Toshiba devices.

Change print settings

Set virtual queueus for 2selected devices
(Existing assignments will be replacad

[E undefined\Virtual Queue

DEV8_sS0.firma.intra\Virtual Queus

Cancel assign

Are you sure to remove the assignment of virtual queues from 2 selected devices?

Cancel] remove

Attention

Make sure to assign at least one virtual queue to each Toshiba device. Else it will not be possible to

release print jobs.
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Set quotas Set prices for 3 selacted deivices

Here you can set quotas for the selected Toshiba devices. If

you do not wish to use quotas for a certain function - e.g. ans color page (smalll 05| €

faxing, scanning - you can disable the use of quotas by ana color page (larga) 0,23 ©

clicking to [disable]. One dusl-calar page (small) 010 €
Ane dual-calar page (large): 0,15/ €

This will make the selected function 'unlimited'. MG e || <
Ona black & whits page (large): 0,08 &
One erassble blue page {small): 0,02 €
ane erasable blue page (large): 0,08 ©
Qne scan page in color: 0,03 €
One scan page in black B white: 0,02 €

Cancel] Sdve

Modify settings
This is a powerful method to change the settings for multiple Toshiba devices.

You have quick access to all settings as per individual device

e Card login settings

e Print settings
Change setbngs for 2 selected devices
Generally, the pull downs offer three €ard reader profile do et change - I
OptionSZ Enable card s2If assaciation do naf change -
L4 do not change - the current Shaw unknown card (05 on panel | denot change -
status keeps valid bo nt change [v]
e enable - enables the ; !
. Cancal | SAVE o mot change EI
function b n—
. . FEST T OO ST BTN do ro:
o disable - disables the ! =6 nat change [v|
fu nctlon Show "Keep print jobs..” aption mn job list | do not change l]
Farce duplex printsng do not change ﬂ
Farce erazable blue grinbing do not change _ﬂ
Faree black B whike printing do not change EI
[Cancel] SAVE
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9.2.3.5 Updating eSF — App

By default, the e-FOLLOW.cloud instance contains the latest eSF-App in = Settings > General >
Instructions & Configuration

e-FOLLOW

The current version of the installed App
is shown on the login screen.

If the version number does not end with _C (like 2.4.8_C) the app must be renewed by logging out or
MFP restart.

To guarantee unrestricted functionality it is mandatory that the latest eSF App version is installed on
the devices. If a deprecated version of the e-FOLLOW.cloud eSF App is installed on the MFP the
users are not allowed to login.

ER e-roLLow
A corresponding message is shown on
the device when trying to login.

LOGIM

Event Log

info @ ir i | Errar @)

Davice warnings - Device with IP (192.168.1.101) has cutdated app version., P
Plegse update it manually.

FANOELPLE T LIRDY Synchronisation was suceessful, Newly created ar updated

»

In the e-FOLLOW.cloud Event Log you will also find a corresponding Warning.
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9.2.4 Mobile print

e-FOLLOW.cloud allows users to send documents for printing via email from any (mobile) device.
Most common office file formats, images and PDF are supported.

9.2.4.1 E-Mail printing

E-mail printing is very convenient way to send documents for printing as almost every device with an
internet or WLAN connection is capable to send out emails.

& € Llogout
-FOLLOW | |
Q/ cloud ADD REMOVE
MANAGEMENT Mail printing
User list print  [change]
exchange
Enabled

e ——————————
Permissions 0385 Protocol IMAP v

Projects -
Domains

- L Password | sssssssssssssss
print_gmail_imap

DEVICES Hostname webmail. control-systems.de
. rint_gmail_pop3
Virtual Queues prm_gmai_pop Port 143
Toshiba public_pop Use S5L .
Toshiba eSF -
[Test]
Mobile print
Last error message
REPORT ||
Reports Print to queue e-follow.cloud  [change]
Min. size for images 5| KB
SETTINGS Max. mail size 20| MB
General
Validation token (3) 1234
User portal &
User tools Additionally print mail text .
Dashboard E-mail Notification .
Schedules Send PIN with notification ®
Rules
Reader profiles Anonymous printing
Enabled .

Therefore, e-FOLLOW.cloud can constantly check one or more email accounts of different type
(IMAP, POP3, Exchange or Office 365).

e-FOLLOW.cloud separates the attachments and processes them into a print job. All common file
formats are supported.

PDF PDF

Words: DOC, DOCX, XML, RTF, HTML, XHTML, MHTML, ODT, XPS, SWF, TXT, EPUB
Cells: XLS, XLSX, XLSM, XLSB, ODS, CSV

Slides: PPT, POT, PPS, PPTX, POTX, PPSX, ODP, PPTM

Images: GIF, JPG, JPEG, PNG, TIFF, TIF, BMP, EMF, EXIF, ICO, ICON, WMF

If Anonymous mode is disabled e-FOLLOW.cloud accepts only emails from known senders. So the
sender’s email address must be identical to one of the email addresses stored in the user database.
If a sender address is unknown the email will not be processed and deleted.
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Click to ADD to add a new email account to be monitored

by e-FOLLOW.cloud.

Enter a name for this account and d select the account type Name: | mail_print

(IMAP, POP3, EXChange or Ofﬂce 365) Protocol: IMAP L¥
POP3
Exchange

[Cancel]l | gffice 365

Depending the account type you need to enter the account credentials:

[1]- IMAP/POP3

User
Password
Hostname
Port

Use SSL

[ 3] - Exchange

Operator Manual

IMAPF  [charcs)
Enabled 0 [ 1 ]
Fratacal IMAP v
Lser print2test@gmail.com
Passward SRR
Hostnarre imnap.googlemail oo
Fort 993
se 551 T
[Test]
Prnt to queues TOEH EBX [changa] [ 2 ]
Min, size for images 3 KB
Max. mail size 20 MEB
Wahdation token i’j
addisianally prink mail text 70
E-rnail Motification &
Send PIN with nobfication i)
Anomy mous printing
Use =xisting user account (7 )
Creals new user @ &
FItd Length 4
Accountng type Ealance ¥
Start balancs £

Enter the username for this email account

Enter the password to login to the account

Enter the hostname or IP address of the email server

Port number of the server (the default values for IMAP and POP3
usually work fine)

Enable to connect via secure SSL connection
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The settings for an exchange account are different from the above.

shs [C 1
- [(Change] [ 3 ]
Protocol Exchange IE'
pop3
EN. | oo '
Fassword "ee
URL https:/4 |fews/exchange.asmx
Daomain name damain.local
[Test]
User Enter the username for this email account
Password Enter the password to login to the account
URL Enter the correct URL for the web access of your Exchange server
Domain Enter the name of your exchange’s domain

To determine the correct URL for the Exchange Web Service (EWS) of your server you may logon
to your exchange server and enter below power-shell command.

Get-WebServicesVirtualDirectory |Select name, *url* | fl
[ 2] - The following settings determine the processing and routing of the mails.

Print to queue This is the queue the processed document will be sent to. By
default the (first) virtual queue is pre-selected

Min. size for images This value avoids print out of small images like logos or icons

Max. mail size As processing of jobs needs some resources the size of emails
can be limited.

Validation token This is a security feature to avoid SPAM. If you enter any string
here all emails” subject must begin with this string.

Additionally print text If enabled not only the attachment will be processed but also the

email (body) itself.

E-Mail notification If enabled the sender will receive a confirmation email with the

status of the transmitted job.

Send PIN with notification If enabled the mail sent will contain the user’s login PIN

o Changing the output queue from a virtual queue to a direct queue will lead to an immediate printout of
the documents.
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9.2.4.2 Office 365 (modern Auth.)

e-FOLLOW.cloud supports fetching mails from an Office365 account. The high Office365 security
level (modern Auth.) requires some additional configuration.

Enabled
exchange

Pratacal Orifice 385 w
prink Chient 1D/ App 1D [21] SE7bLC.T ¢ 4] halid rANE= = 530
print_gmail_smap v [3] <y Bcontrol-r;stanss. de

Password FEREE R R
public_pop - -

Mgl LURD https:/foutlook. office 365, com/EWS/Exchange.a:

[Tast]
—

[ 1] Finding the Tenant-ID

Start the Azure portal and login with an Administrator account. Then select Azure Active Directory in
Azure services.

e e e e

Home >

0 control-systems.de | Overview

Azure Active Directory

«

|- Add ~ &5 Managetenants [7] What's new [5 Preview features £ Got feedback?
O Overview

- Overview  Monitoring Tutorials
K3 Preview features =

¥ Diagnose and solve problems —
A Search your tenant

Manage

Basic information
& Users
& Groups sonfrolsystamede Users 19
8% External Identities Tenant ID iz [ | Groups 5
ais Roles and administrators

Primary domain control-systems.de Applications 6
& Administrative units
B . License Azure AD Free Devices 16
B Enterprise applications
W Devices Alerts
B App registrations
(&} Identity Governance A Upcoming TLS 1.0, 1.1 and 3DES deprecation

£ Apolicat Please enable support for TLS 1.2 on
© Applieation progy clients{applications/platform) to avoid any service
- impact.

Learn more O

4 Licenses

You will find your Tenant-ID in the basic information of your AAD service.
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[ 2] Client ID/App ID

As Office365 does not allow direct access to a user mailbox, a specific client application needs to be
defined granting the required permissions.

Create an application in Azure Active Directory

Start the Azure portal (https://portal.azure.com) and sign in with your Microsoft account and select

"Azure Active Directory" in Azure services

Select "App registration” on the left

# Search resources, services, and docs (G+/)

Home >

0 control-systems.de | Overview

e Directory

Azure Activ
«

@ Overview
=

& Groups

BE External ldentities

ai, Roles and admini

& Administrative units

£§ Enterprise applications

L L

I App registrations

&) ldentity Governance

% Application proxy

4 Licenses

| Add ~

QOverview

Manage tenants

Maonitoring

Tutorials

new

(3] What's

[E Preview features

Oy Got feedback?

Basic information

Name
Tenant ID
Primary domain

License

Alerts

A

o e

control

Azure AD Free

Please enable support for TLS 1.2 on

Upcoming TLS 1.0, 1.1 and 3DES deprecation

clients{applications/platform) to avoid any service

impact.

Learn more @

Click on "New registration"

s > control-systems.de

e Directory

Manage

& Users

2 Groups

External Identities

Licenses

Azure AD Connect

Version 5.5.0

[

Groups
Applications

Devices

t New registration

@ sioring ure

longer provide

All applications

Owned applications

ntrol-systems.de | App registrations =

Endpeints  /? Troubleshooting )

Refresh & Download

new features to Azure Active Directory Authentication Library
eed 1o be upgraded to Microsort Authentication Library (MSA|

Deleted applications

P Start typing a display name to filter these results

Application (client) ID starts with X

1 applications found

Display name T

. [

166424da-f0

o Add filters

Application (client) ID

493-7bb-57ebg7612283

Created on Ty

1/11/2022

uliichmaier@control-sy...

CONTROL-SYSTEMS.DE (CONTR..

®

il continue to provide technical support and security updates but we will no.

Certificates & secrets

@ Current
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Give a name, select a Supported Account Type and click "Register"

Register an application X

* Name

The

ser-facing display name for this application (this can be changed later),

Supported account types

Whe can use this application or access this API?

Accounts in this organizational directory only (contral-systems.de only - Single tenant)
QO Accountsin
O Accountsinany
(O Personal Microsoft ac

ganizational directory (Any Azure AD directory - Multitenant)

(Any Azure AD direc

ry - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Redirect URI (optional)

We'll retum the authentication respon:
changed later, but a value is required for most

is UR after successfully authenticating the user. Providing this now is optional and it can be
authenticatio

] (e rpsiicam -

Register an app you're working on here. Integrate gallery 3pps an

agree to the Microsoft Platform Pol

Copy the Application (client) ID, you'll need and enter it to the mobile print account configuration [ 2 ].

rosoft Azu 2 Search resources, services, and docs (G+/. ulrichmaier@control
M i e Z (CONTROL-SYSTEMS.DE (CONTR..

« [l Delete & Endpoints Preview features

Overview

@ ot secona? e wouc loveyour fescback on Microsot ety patfor (previousy Azure AD forceveloper), -
Quickstart

A Integrat ~ Essentials
Manage Display name Client credentials
- Application (client) ID ef05-f400-4c6c-Oaaa-d1al a7 Redirect URIs
B Branding & praperties
Thee T T o Application ID URI

D _Authenti

n

Directory (tenant) ID 013eb572-62e5-4228-28c2-141ddETc262a Managed application in ...

Supported account types

Token configuration

and improved App registrations. Looking 1o learn how it's changed from App registrations (Lega

= APl permi

ns

@ Expose an API
%

@ Starting June 30th, 2020 we willno longer add any new features to Azure Active Directory Authentication Library

d Azur

A oles continue to provide technical support and security updates but we.
App roles no longer provide feature updates. Applications vi to be upgraded to Microsoft Authentication Library (MSAL) and M; n more

& Owners.

a and administrators Getstarted  Documentation

W Manifest

Support + Troubleshooting Build your application with the Microsoft identity platform

& Troudleshooting The Micrasoft identity platform is an authentication service, open-source libraries, and application management & u can create modem,

standards-based authe:

your users and customers.

- nmore?
& New support request o

Select "API permissions" on the left
You must add the following permission

& EWS.AccessAsUser.All
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Therefore click +Add a permission

control-systems.de > e-F-App

- e-F-App | API permissions = x

« () Refresh A’ Got feedback?

& Overview

Quickstart

@ The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app, This column may not refiect the value in your crganization, or in
stant organizations where this app will be used. o

A Integration 2

Manage
Configured permissions
B Branding & rties. .
randing & propertie Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

D Authentication e ceiiasiona e coplcation needs. Le ermissions and
Certificat t Add s permission Grant admin consent for control-systems.de
" g Type Description Admin consent requ... Status
- APl permissions et G
Delegated  Sign in and read user prafile No
HL Approles
& Owners

To view and manage permis

terprise applica

4. Foles and administrators

B Manifest

Support + Troubleshooting
& Troubleshoating

& New support request

Then select "Microsoft Graph"

ervices > control-systems.de > e-F-App

Request APl permissions b
e-F-App | APl permissions =

Select an AP|

« O Refresh | &7 Got feedback?

Microsoft APls  APIs my organization uses My APIs

I Overview

Commonly used Microsoft APls
Quickstart

@ The Acmin consent required™ calumn shews the default value for an organiza
organizations where this app will be useel. Learn more

# Integration 2 Microsoft Graph

—
’ Access Azure AD, Excel, Intune, Outiook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a
b<|

Manage

Configured permissions

single endpoint.

= Branding & properties Applications are authorized to call APIs when they are granted permissions by t

all the permissions the application needs.

n mos

o missions

2D Authenticat

Certificates & secrets { Add apermission ~/ Grant admin consent for control-systems.de

Azure Communication { -

m - Azure Cosmos DB Azure Data Explorer
I} Token configuration API/ Permissions name Type Description B services . Al

A o Rich communication experiences with Fast NoSQL database with open APIs Perform ad-hot queries on terabytes of
< APl permissions ;

v Microsoft Graph (1 the same s for any scale. data to bui ime an
. oy Moo Tesms complex anaiytics soutions
@ Exposean 471 d v
o Delegated  Sign in and read user profi

Bpp roles

& Owners

To view and manage permissions and user consent, try

B2 raure oata Loke l:l Azure DevOps O Azure Key Vault

Access o storage and Integrate with Azure DevOps and Azure  Manage your key vaults as well 3 the
B Manifest data analytic scenarios DevOps server ey, secrets, and certficates within
vour Key Vauts

&. Roles and administrators

ompute

Support + Troubleshooting

& Troubleshaoting

2 New support request () Aaure maps 2 ::::E:g"b Management A\, Aaure service Management
Creste locztion-aware web 2nd mobile Allow valiczted users to resg ang Programmatic access fo much of the

Select "Delegated permissions'

msde > eF-App Request APl permissions X
e-F-App | APl permissions 2 -

<Al APIs

« () Refresh | & Got feedback? QS‘ Microsoft Graph
httpsi/graphmicrosoft.com/ Docs !

I8 Overview

Quickstart
@ The “Admin consent required” column sh
organizations where this 2pp will be us:

Delegated permissions Application permissions

#  Integration a

Your application nesds to access the AP a5 the signs

Your 3pp:
signed-in user,

tion rur or dsemon without a

Manage

Configured permissions

B Branding & properties Applications are authorized to call APls w

D Authentication al the permissions the application needs, Leam mare about permissions and et

Certificates & sacrets + Add a permission  ~/ Grant admin consent for control

1l Token configuration AP/ Permi

ons name Type Desari

= APl permissions
~ Microsoft Grap!

@ Eiposean APl
" Userezd Delegated  Sign in and read user profi

App roles

& Owners
To view and manage permissions and user consent, try

&, Roles and administrators

Search/Select the following API permission
& EWS.AccessAsUser. All
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Click "Add Permissions"

R e e

&

- 0365 | AP| permissions  # - b

his calurnn mey nat refied

Manage
= Branding & erties . : - . "

3 P APls imins as part of the consent process. The list of configured permissions should indude
D Authentication need

Certificates & 5

+ Add a permission " Grant adr t for Contn ms GmbH & Co.

AP { Permissions name Type Diescription Admin consent requ... Status

= API permissi

@ pose an AP
Erposea Mo © Granted for G

App reles

To view and manage permissions and

If you are not an administrator, you must ask your administrator for consent. He must then go to this
page with his account and click on the button "grant administrator consent for YOUR.DOMAIN".

The status of all permissions should be green now.

Select "Manifest" on the left

Discard T Upload A7 Got feedback?

B Overview
on manifest.

odifying its JSON ation. For more details, see: Un he Azure Ac

Quickstart

. i
Integration assistant F18c7566- 519-9b11-36d29addc36c”,
lappedClaims”: null,
Manage Tokenacceptedversion”: null,

Branding & properties
true,

aaa-d1a1295c27d7",

9 Authentication

Certificates & secrets

e — 1@
It Token configuration

ching": false,
2022-93-07T14:46

20 “"marketing”:

22 "keyCredentials”
Support + Troubleshooting 23 "knownClientAppl

2 Troubleshocting

& New support request 26

28 “oauth2AllowIdTokenImplicitFlow": false,

Set "allowPublicClient" to 'true' and click save
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The Manifest setting can also be modified via:
= Authentication
= Advanced Settings
=> Allow public client flows..

= Micrasoft Azure O Search resources, services, and docs G+

Home » Control Sy

) 0365 | Authentic

0365

ation =

['.’. Search (Ciris/) | A7 Got feadback?
Flatrorm conngurations
B Overview 9
& Ouickstort Depending on the platform or device this application is targeting, additional configuration may be required such as

redirect URls, specific authentication settings, or fields specific to the platform.

# Integration assistant
+ Add a platform

Manage

EX Branding & properties
Supported account types
s Authentication
Wha can use this appheation or access this ABIY
Certificates & sacrets
| G} Accounts in this onganizational directory only [Controd Systems GmiH & Co. KG ondy - Single tenant)
I Token configuration . - . - .
! "gurati D Accounts in any organizational directory (Any Azure AD directory - Multitenant)
AP permissions
Help me decide
< Expose an AFI

B Approles

28 Ownere A Due to temporary differences in supported functionality, we don't recommend enabiiing persanal Micrasoft
aocounts for an existing registration. If you nead to anable personal accounts, You €an 60 50 USIng the manifest
editor. Leam more about these frictions.

il Roles and administrators

Bl Manifest
Advanced settings

Support + Troubleshooting
Allow public client flows
A2 Troublechaating
Enable the fallowing mobile and dasktep flows:

& MNew support request

* App collects plaintext password (Resoun
* Mo keyboard (Device Code Flow) Leam
« 550 for domain-joined Windows (Windows Integrated Auth Flow) Learn more[s!

ner Password Credential Flow) Leam more

[ 3] User Account & Mailbox URI

User Enter the username for this 0365 email account
Password Enter the password to login to the account
Mailbox URI https://outlook.office365.com/EWS/Exchange.asmx

Enabled
exchange

Pratacal Orifice 385 w
prink Chient 1D/ App 1D SE7bLC.T ¢ 4] halid rANE= = 530
print_gmail_smap Uiser cypBcontrol-o whens.de

Password FEREE R R
public_pop - -

Mgl LURD https:/foutlook. office 365, com/EWS/Exchange.a:

[Tast]

Make sure the Email-Account is licensed
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9.2.4.3 Anonymous printing

By default, e-FOLLOW.cloud discards emails from unknown senders.
To allow emails from anonymous users being sent to this email account, e-FOLLOW.cloud offers two
different methods of handling emails from unknown senders.

Use a common user account

All emails from unknown senders will be assigned to a specific account.

A D0 REMONVE i
Mhobile release fail g, qu
Available users: Selected users:
csshs
efprint & Guest User < guest
new -
[Aesat]
[Cancel] changa || ®
B L L L L T e T
ANBNYNOUS printing [ &

Account for anonymous printing  guest

[changs]

If the jobs will be held in a virtual queue, print jobs from anonymous senders need to be assigned to a

user account for a later release.

It is recommended to create a specific account for anonymous guest prints. This allows to disclose it’s
login credentials / PIN to guests and set a (daily?) limit to it.

Of course, any other user account can be selected as well.
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Create new user account

This option will create a new 'internal' user account for each email received from an unknown sender.

Create new ussr [ & @
PIM Length a

Agsounting bype Quatas ¥

Total quota 18 | Pages

Delote users automatically @ after | I [days| O hours

The account name (login name) and full name will be set to the email address.
The account password and login PIN will be generated by e-FOLLOW.cloud according the PIN length
setting.

You can also define the accounting mode for these new accounts and a limit or total quota.
This might be useful to avoid unlimited use of your printers for guests.

The user will be informed about the creation of his new account be email.

MNotification

von e-FOLLOW

Betrgff:Tickets 1234 [ 1]

E-mail was successiully received from your E-Mail address: u Aom
and is assigned to your new account; ull m

It will be processed immediately and sent to this virtual gueue: PO0S

The following PIM is assigned to your account for print release: 7745

Sent by Toshiba e-FOLLOW

Here the user can find his
e Username/login: email address
e Password / Login PIN: randomly created by e-FOLLOW.cloud
e Queue / Printer to where the job will be processed.

[ 1] Itis recommended to secure the email account for anonymous users by using a validation token.
This will ensure that e-FOLLOW.cloud will only accept emails when the subject contains this token.

Vabdation token 1234 @

P T T | D S [Py 8

To avoid uncontrolled number of 'anonymous' user
accounts an expiry period can be defined for these
accounts. Once expired the account and pending print
jobs will be deleted automatically.

Delete users automatically i after, 0|days 1 | houwrs
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9.3 REPORT

e-FOLLOW.cloud provides a numerous number of standard reports. By simply selecting the desired
report and it’s parameters the Operator has quick access to all transaction data stored in the e-
FOLLOW.cloud database.

9.3.1 Reports

This menu contains the powerful built in report generator. e-FOLLOW.cloud offers a row of predefined
report templates for user-, department- and printer-based reports [ 1 ].

D)
- FOLLOW
é — cloud

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba eSF
Mobile print

REPORT

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

#

&

Logout

ADD REMOVE

P21

User reports [ 1
Department reports
Printer reports

Summary

Details

by user - summary

by department - summary
by department - details
by project - summary

by project - details

by job type - summary

by job type - details

by color usage - summary

by color usage - details
Project reports
Protocol reports

Eco report

Description

Details (transaction list) of the printer/device activities per user

[4]

Group by

Sort by

o)

—

Time ~

JFilter

[31]

Period This quarter: 10/1/2023 - 12/21/2022

[change] freset]
|ICreate now: [ 5 ]
[-html] [-pdf] [.esv]

Enter password if encryption is enabled
Password1

Password2

[2] The ADD — REMOVE — COPY options allow to manage customized Reports.

Template narme
Setailed [

Enter a name for the new template

[Cancel]

} Filter

by user - details
Period
by department - suMMany Department Logistcs

by department - details [change] [resst]

by project - summary

Copy report template

by project - details

by job type - summary Enter a name for the new template
by jab type - datails

Template name
by color usage - summal

Las=t month; 01.04.2015 - 30.04,2015

" ! - il
by color usage - details [Cancel]

Prajecl reporls

You can ADD a new template and configure it’s settings or COPY the current 'active’ template with all

it’s settings into a customized report template.
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[ 3] Filter

When you have selected the
template you can specify the time

period for the report, specific users,
Departments, printers, projects etc.

to filter the data for the report.

You can also filter on paper size (e.g.
only jobs that contain A3) or on color-

/duplex-usage, or job type.

Columns allows to select / deselect the
data/columns that are taken to create

the reports.

[ 4] Grouped by / Sort order

User
Department
Printer/device
Praject
Farmat

Job type

Color usage

[ User nams

[] User login
Sanding host

5 Frinter

[ Decurnsnt nams

[ Sub-preject

[ Totad pages

& Color pages

B Iob detais

& Domuain

BJ Departmant

g User Email

g Job type

B Project

[ Cest

) Black & white

[ Erasable blue

) Recording time

Template

Last quarter
From

o

According the selected template data can be grouped and the sort field and order can be selected.
Click to T2 to select the sort order ascending or descending.

[ 5] Create now:

Confirm the template you have selected by clicking to one if the [ .html ] [ .pdf ] or [ .csv ] buttons.
The report will be generated according your selection, filters, etc.

Grouped by Department and User name.

Period from 01.10,2013 to 31.10.2013. Created on 31.10.2013.

user Job Document Total EEe Color Job Recording
Department & :
name type name pages — pages details time

Department: ‘Financial Accounting and Auditing’ - Dorothy Williams

Financial Accounting . 24.10.2013
and Auditing 192.168.1.102 Copy. 1 1xA4, Pty
Financial Accounting . 24.10.2012
and Auditing TR Copy 2 Bl 16:43:52

4

Department: 'Marketing’ - Peter Clark

. 24.10.2013
Marketing 192.168.1.102 Copy. s 5xpd Pty

Reports can also be exported to a PDF file by clicking to [ .pdf ] or to a comma separated file by

clicking to [ .csv ].
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In case usernames / document names are encrypted, you’ll need to enter the _
passwords (1 + 2) to create the reports decrypted. Else the report will replace e e
usernames and document names with the phrase 'encrypted'.

“nter passward iF encryption is enabled

Passwordl | essssssssssssss

Grouped by Department.
Passwordz

Period from 12.03.2018 1o 13.0:

Support ancryptod 021 At enos

12.03.2018
Support encrypted 192f58.1.122 12:16:58

12.03.2018

9.3.1.1 Ecoreports

e-FOLLOW.cloud is not just tracking the number of pages printed, but also the sheets of paper that
have been saved due to jobs not being printed or converted to duplex.

Reasons for 'saved' paper may be:

Job deleted by user User don’t need the job anymore and deletes it from the job list at
the MFP

Job deleted by system Job is timed out and automatically deleted from the virtual queue

Job deleted by rule The job is deleted due to a rule set in e-FOLLOW.cloud — e.g. no
jobs > 100 pages on this device..

Job converted to duplex Jobs that are converted to duplex by a rule or policy will save 50% of
the sheets

Additionally, e-FOLLOW.cloud is also tracking the number of sheets of paper that have been recycled
(erased) for re-use by e-STUDIO3508LP/4508LP/5008 devices.
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The report gives a brief overview of the pages printed,

User reports

- Dapartmenk reports
b PAnter peports
Project reports

¢ Pratocel reports
Custom reports

= Fea reports

not printed, converted to duplex and recycled.

[changs] (raxst]

Craata nave:
Lpdf]  [eaw]

Total Dversicw

Prirtad [25)

Mot Printed (6]

Reomycled (10])

n

Output details

Printad BYW [L4)
Prirted Seolor (3]

Erazable Blus (B)

Hot Printed (€]

Conwerted o duplex (3]

i _ .

By clicking to the [.pdf] link a PDF file is generated containing the detailed eco-statistics and graphs.

Eco report

Periad from 01.07 2017 to 30.09.2047. Created on O7.07. 2017,

SJohis
Total printed

Printed BW 6%
Frinted Color 12%
Pririted Erasable blue | 32%
Nat prinbed BW 2%
Mot printied Colar 19%
Mot Printed EB L]
Duglex BW o
%
2%
19%

= 0,000 Traefs)

= 0,191 kg CO2

Taotal Bvcrvicw

Pronted (25]
IEEAY Mot Printod (&)
FAREU Eacycled [10)

Fried S (14 )

Owlput dedaike

Printed Telor {2)
Erasable Blue (5)
Mst Printed (&)

Conreried W duplax (3)

#rinted Eaued

Besides the paper saving it also shows the savings for wood, water, electricity and CO2.
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The calculation is based on below parameters and can easily be adjusted in SETTINGS - General
- Expert Settings in terms the basic input values are different in your region.

DirectPrintingCheckDeviceErrorCodas )

Expert settings DirectFrintingCheckDaviceSnmp (falsa) )
EbsLargeFormats (AZ,Tabloid, AnsiC,AnsiD, AnsiE) A, Tablaid, AngiC,AnsiD, An
EbxOnlyPrintDirectly (false) L
EbxSessionUifetimeHours (48) 43
EbxSessianTimeout { 3800000) 300000
EcoValusElectricity {0,063) 0,054
EcoValuekGC02 (0,0059) a,5%9
EcoValuaWater (0,21) 0,21
EcevaluaWood (0,017) Q,017
name ‘ default ‘ description
EcoValueWood 0,017 Kg wood used to produce 1 sheet of paper (80g/sq.m. - size A4)
EcoValueWater 0,21 liter of water used to produce 1 sheet of paper (80g/sq.m. - size A4)
EcoValueElectricity 0,054 Kw/h electricity used to produce 1 sheet of paper (80g/sq.m. - size A4)
EcoValueKGC02 0,0059 Kg CO; emitted to produce 1 sheet of paper (80g/sq.m. - size A4)
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9.4 SETTINGS

In the settings section you have access to all global configuration settings in e-FOLLOW.cloud.

- FOLLOW
é — cloud

MANAGEMENT

User list

€ Logout

Departments
Permissions
Projects

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba eSF
Mobile print

REPORT
Reports

SETTINGS

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

General

Instructions &
Configuration

Application

Auto configuration

Data protection

SMTP / E-mail

Download:

e-FOLLOW. cloud-Operator_Manual_EN.pdf (version: 5.5.0)
e-FOLLOW. cloud-Operator_Manual_FR.pdf (version: 5.4.1)

1. Open installation window

II. Upload e-FOLLOW cloud archive

Instruction to set up Toshiba e-BRIDGE Next devices ~

1. Install Application

Download:

e-FOLLOW cloud.zip (version: 2.2.1)

II1. Confirm License Agreement

IV, Wait for successful instalation for 20-30 seconds. Otherwise, refresh the page in

Tophccess.

2. Set up the Application
1. Open e-FOLLOW doud setup page

II. Enter appropriate values

e-FOLLOW cloud Configurations

e-FOLLOW URL:

LDAP password

https://ewb2-cs-test.test.e-
follow. cloud

wEEEHEEEE

[copy]

[copy]

For manual LDAP configuration

LDAP SSL/TLS Port Number: 2002

II1. Check Autoconfig settings

IV. Click on the "Apply settings and configure™ button

. Wait for the finish of configuration

VI. Start the Application if it wasn't done automatically

9.4.1 General

Here you find all configurations related to the application itself.

9.4.1.1 Instructions & Configuration

Here you find all relevant data, settings and files to successfully connect your e-BRIDGE and eSF-
devices to e-FOLLOW.cloud.

9.4.1.1.1 Instruction to set up Toshiba e-BRIDGE Next devices
This section leads you step by step setting up your e-BRIDGE based devices. Screenshots will help

you to find the menus in TopAccess

e-FOLLOW cloud Configurations

e-FOLLOW URL:

LDAP password

https://ewb2-cs-test.test.e-
follow. cloud

FEEEREEEE

[copy]

[copy]

The e-FOLLOW cloud Configurations box shows your specific custom data required to configure the

App in TopAccess.
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9.4.1.1.2 Instruction to set up Toshiba eSF devices

This section leads you step by step setting up your eSF-based Toshiba devices. Screenshots will help
you to find the menus in the device Web-Management.

[rsncton oo i crdoncss ]
e-FOLLOW.cloud provides the latest 1. Install e-FOLLOW App

version of the embedded eSF-application b open netalaten dieles

II. Upload e-FOLLOW installation file

Download:
efollow.fls (version: 2.4.8)

and your custom specific server URL that
is required to connect the devices to e- 3. Configure e-FOLLOW App
FOLLOWCIOUd I. Open App configuration page

II. Set up Application

e-FOLLOW Configurations

https://esf-cs-test.test.e-

Server LRL: follow. cloud

[copy] ‘

9.4.1.1.3 Instruction to set up Windows PopUp
Here you will find the download and configurations for the e-FOLLOW PopUp for Windows clients.

Download:
e-FOLLOW PopUp.exe (version: 2.6.0)

Windows PopUp configuration

The executable e-FOLLOW PopUp.exe comes with an integrated configuration. More configuration for
the PopUp can be fould at the General=>Popup section.

9.4.1.2 Database / Support

Here you have access to the basics of your e-FOLLOW.cloud instance database.

[ Backup database ]

Will create a backup archive. By default,
the filename is e-FOLLOW _TIMESTAMP.
You can modify the filename before

executlng the backup. Plzase select a name for the database backup.

Click to OK to start the backup process.

Filename: e-follow_2022-03-21-07-18

[Concel] “
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[Restore database]

Here you can restore a backup of your
choice. You have access to all backup files

- auto-generated by a backup-task or Hint:

manualy generated backups.

Select the backup to be restored and klick to File:

OK.

[Download backup]
[Upload backup]

Here you can download a backup from
e-FOLLOW.cloud to your local PC or upload File: dbbackup_2022-03-21-03-00 (1,67 M) -
a backup file that you have previously

e
Upload database backup ®

Please select the backup file to upload.

downloaded.

[Delete backup]

Please select the restora backup.

In thiz process, all unsaved data will be lost. To prevent data loss be sure
that you don't need the current content or create a database backup.

dbbackup_2022-03-21-023-00 (1.67 MB) hi

[Cancel]) ok

Download database backup x

File to Upload:
(- T

[Cancel]

Please select the backup file to download.

Upload

This menu allows you to remove a backup file from your e-FOLLOW.cloud instance.

Remove records older than:

This allows to clean up your

Database

[Backup database]

[Aestare database]

transaction database by removing Remove records older than:

records 'older than...'

Directory service

Mame [e-FOLLOW]

Search base [dc=e-follow]

User name [uid=admin,dc=c-follow]
Fort [11383]

SSL-Port [11636]

2018-12-31 L [remawva]

1] December 2018 [+]

Mo Tu We Th Fr Sa Su

1 2

i 4 5 6 7 8 9
10 11 12 13 14 13 16
17 18 19 20 21 22 123
24 25 26 27 28 29 30

It is recommended to perform a
backup of the data before removing them from the database.
Once the deletion is executed the data are gone.
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Remove old records

Are you sure you want to remove records?

In this process, all unsaved data will be lost.
To prevent data loss be sure that you don’t need the current content or create a database backup.

Depending the number of records that will be deleted the execution of this task may take some
seconds or even minutes.

When finished a message showing the

number of records deleted is shown. R e L T a]

9.4.1.2.1 Support service

Support service

Activate support account @ - |

Enable this setting to allow the support-team access to your management. Else the support-team
would need your operator password for accessing the management.
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9.4.1.3 License Information

Under the license tab you will find the current license status of your e-FOLLOW.cloud server.

EE, FOLLOW
cloud

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba esSF
Mobile print

REPORT
Reports

SETTINGS

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

& € Logout
Instructions & e-FOLLOW Cloud
Configuration .
Version 5.5.0
License Yearly Subscription license until

Maximum number of Toshiba/Toshiba eSF device
licenses

License Available Toshiba/Toshiba eSF device licenses

information

Application

Auto configuration

Data protection

SMTP f E-mail

01.11.2024

5

4]

Version

e-FOLLOW.cloud version that is currently installed

License

Your current license status

device license

Maximum number of
Toshiba/Toshiba eSF

Number of supported Toshiba device licenses

Available Toshiba/Toshiba

eSF device license

Number of available Toshiba devices licenses

Version 5.5.0

Operator Manual



e-FOLLOW.cloud page 119
9.4.1.4 Application
The application tab allows changing some basic configuration.

#t € Logout

Y

e - FOLLOW
‘ " cloud
Log file ew tab] [Download current] [Download all]
| SEMENT Log file PrinterManager [Open in new tab] [Download current]
AMNAGE
User list Log file IppServer [Open in new tab] [Download current]
Departments General
Permissions New GUI (frameless design)
Projects
i Administrator user name: "Operator” [Change password]
Domains
Time Zone @ (UTC+01:00) Amste ~
DEVICES
. Language English v
Wirtual Queues
Toshiba [2dd or customise languaga]
Toshiba eSF Login
trobile print Add new domain users to database .
automatically
REPORT Check user in domain at every login
Reports Synchronise department on user login .
R Ignore MFA for Microsoft Entra [D (Azure .
SETTINGS Active Directory)
ST Card assign
User portal &
User tools Card self assignment overwrites existing Card
1Ds
Dashboard . .
Write new assigned Card IDs to Active .
Schedules Directory/LDAP
Rules Write Card ID's now to the
. directories
Reader profiles e
Pin
9.4.1.4.1 Lodfile

Here you can [ Show ] (live mode) the
current log file, open it in a new window , [
Download current ] or

[ Download all ] Lodfiles.

Use the pause/play button to stop / start the
live viewing.

The [ Download ] options will allow to
download the current or all available log files.

Additional you can also Open/Download the
log files from PrinterManager and IppServer.

9.4.1.4.2 General

New GUI

@ https:/f192.168.1.55:1 1080, Tpage =satting . =

Here you can switch the appearance of e-FOLLOW.cloud management between 'classic' and a newer

frameless design.

'Operator' password

Click to [Change password] to change the password for the user 'Operator'. Enter the current and the

new password.

Operator Manual
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Time Zone

Here you can select your current time zone. This has impact on the time stamp of print jobs,
transactions and log files.

Time Zone @ [UTCH01:00) Amste
| anauEnes Fnalish bl
Language

Select the language from the pull-down.

e-FOLLOW.cloud is designed to support up to 36 languages. Use the link [add or customize
language] to modify the text or add new language.

To add or customize a language, a language file must be created.
This language file can then be downloaded, edited and uploaded again.

1. Select language | norsk - Nerwegian Create new language file

2. Download language file:

lang_en.txt [delete]

lang_no.txt [delete]

3. Upload edited language file

Steps to create a new language file:
1. Select your prefered language and click on [Create new language file]

2. Then you can download the language file template and modify it. Make sure to
remove the leading #-signs — else the modified string will not get effective.

) lang_no.txt - Editor - ] X

Datei Bearbeiten Format  Ansicht  Hilfe

h## Norwegian ~
### If you want to change a message remove # at the start of the line.

### Please use backslash to escape a special character:

##H# \t Insert a tab in the text at this point.

##H# \b Insert a backspace in the text at this point.

## \n Insert a newline in the text at this point.

#H# \r Insert a carriage return in the text at this point.

## \f Insert a2 formfeed in the text at this point.

### The number between brackets (if set) represents the max. possible length of

##HF EVENT LOGGER ##

#event.cardserver.start.failed=Starting card server failed. {8}
#event.card_server.unknown=Can't find NetCardReader with ip address {B} in datal
#event.card_server.unknown.user=NetCardReader ({@}). Couldn't find user for car

#avant rand camien anintinazilcan *fA1° laaoad in kv rand 11 Sakhc will ha nala ¥

Zeile 1, Spalte 1 100% Windows (CRLF) UTF-8 mit BOM

3. Finally click on [Upload edited language file] and upload your new language file.
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9.4.1.4.3 Login settings

Add new domain users to database automatically

If enabled, users will be added immediately to the e-FOLLOW.cloud user database after successful
authentication when printing or logging on to a Toshiba device. Else, new users will only be added
while synchronizing.

Check user in domain at every login
If enabled and login is performed by card or PIN, e-FOLLOW.cloud checks if the user is still
available/valid in the domain.

Synchronize department on user login
If enabled e-FOLLOW.cloud will check the user’s department at each login. In case the user’s
department has changed it will be updated immediately in the e-FOLLOW.cloud database.

Ignore MFA for Azure Active Directory

If enabled Multi Factory Authentication will ignored for Azure Active Directory. Else you have to add
your public IP address range of your e-FOLLOW server to the trusted Ips at your Azure Active
Directory (Microsoft Azure - Azure Active Directory - Security > Conditional Access - Named
locations - Configure multifactor authentication trusted IPs > Skip multi-factor authentication for
requests from federated users on my intranet).

9.4.1.4.4 Card assign

Card self-association overwrites existing Card Ids
If enabled the user can associate a new card ID to his account. Any existing ID will be replaced by the
new card ID.

Attention
In case '"Write new Card-IDs to A.D'. is enabled, e-FOLLOW.cloud will not only replace existing Card-
IDs in its own database, but also in the user’s account in the directory service (A.D.).

Write new Card-IDs to A.D.
If enabled, e-FOLLOW.cloud can write new card ID’s that are self-assigned by users back to the
user’s account in the directory service.

e The attribute for Card-ID is specified in domain settings

e The user specified in domain settings has the permission to write

e The user’s Card-ID is not set in directory service (is blank)
or

e the Above parameter "Card self-association overwrites existing Card IDs" must be
switched ON.

o This presupposes following conditions

Write Card-IDs now to the directories

Card assign
Card =elf assignment overwrites existing Card IDs {j}

Write new assigned Card IDs to Active Directory/LDAP @

Clicking to this link/button will immediately start writing the current card-IDs to the corresponding
directory services of each user.
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Make sure writing card-IDs to directories is enabled.

9.41.45 PIN

Write generated Pin to Active Directory/LDAP

Here you can define that if a new PIN is generated for a user (by Import, Synch., UserPortal or
Administrator), the PIN is written to the directory service attribute defined in ‘domains’.

When writing the generated Pin to Active Directory/LDAP, overwrite existing pin
If enabled, e-FOLLOW will overwrite an existing PIN in the corresponding attribute when a new PIN is
generated. Else an existing PIN in the directory service will be kept unchanged.

Attention
In case overwriting is disabled, the user’s PIN in e-FOLLOW and the PIN stored in the directory
service may not match.

This presupposes following conditions
e The attribute for PIN is specified in domain settings
e The user specified in domain settings has the permission to write
e The user’s PIN is not set in directory service (is blank)
or
e the Above parameter "... overwrites existing PIN" must be switched ON.

Write PIN now to the directories
Pin

Write generated Pin to Active Directory/LDAP @

When writing the generated Pin to Active Directory/LDAF, overwrite existing pin

Clicking to this link/button will immediately start writing the current PIN to the corresponding directory
services of each user.

Make sure writing PINs to directories is enabled.

9.4.1.4.6 Print

Allow unknown users to print
IF enabled, users that do not exist in the domain or in the e-FOLLOW.cloud database can print
anyway.

PJL user name has priority

This will force e-FOLLOW.cloud to check the print job’s PJL header to extract the username (or alias)
to map the job to the correct user account. This may be helpful if the printer is mapped under a
different username or in SAP environments.

Show printed jobs which are waiting for accounting in the virtual queue job list
(these jobs are displayed in blue)
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If enabled jobs that are already printed will stay visible in the virtual queue list until e-FOLLOW.cloud
receives the accounting information from the MFP

Don't create preview of print jobs
If enabled the preview images of the print jobs will not be created and cannot be viewed on the MFP
panel or in Mobile App.

9.4.1.4.7 Notifications

Send Notifications by email
if enabled e-FOLLOW.cloud will send naotifications to users via email.

Show notifications via PopUp
If enabled e-FOLLOW.cloud will use the PopUp to show natifications to the user.

9.4.1.4.8 Toshiba

LDAP Password
Here you can modify the auto generated password for LDAP connections of the e-BRIDGE devices.

When changing the password, the LDAP settings at all e-BRIDGE MFPs needs to be updated
acordingly.

Default display mode for new devices
Here you can select the display mode (dark or bright) that will be assigned to e-BRIDGE Next devices
that are newly added to the device list.

User for accounting of system jobs / User for accounting of incoming faxes

Usually these types of jobs cannot be associated to a specific user and therefore do not appear in any
reports.

If required, create an internal "system" user for assigning these job types.

Detect user from "Printope" print jobs and do accounting
In case the user is unknown (e.g. by an internal device error) the job will be printed as user 'Printope’'.
If 'Detect user..."is enabled these jobs can be accounted properly if the job’s ID is known.

9.4.1.4.9 Perinter drivers

e-FOLLOW.cloud provides a convenient Printer Drivers
method to deploy Virtual Queues to the Printer drivers list TOSHIBA V4 Printer Driver v10.70 x54
client PCs via UserPortal. Therefore, a TOSHIBA Universal Printer Driver 2 47
personalized IPPinstaller package is T e e oer 27
created for each user containing
[+1 =1

< IPP URL

< Certificate

<> Driver

<> Driver properties
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To provide different drivers that can be assigned to virtual queues, driver packages can be managed
here. Clicking to [ + ] will open
the driver upload window.

Choose printer driver and enter its name. If it there is already one with the same namae; it will be replaced.

Enter the driver’s name and
optionally a ‘simple name’ ey
displayed to the users.

zs [.inf-fila should be in the rocc) ™ Dl supvdhien | Kaine Dasi susgsedhle

Select the driver package (.zip
file) containing all driver files and —
.inf file and press [[]:

e-FOLLOW.cloud will check the archive and add the driver to the list.

9.4.1.4.10 Mobile App

Allow PIN login
If enabled the option to login to the mobile app by using only the user’s PIN is generally enabled. A
switch to enable PIN login will appear on the mobile app login screen.

10:30 all T - 10:30 ol T -

E FOLLOW
dz FOLLOW 2%

PIN en @

User PIN Numiber
Password

Remember credentials Remember credentials

Login Log in

This feature then can be set individually for each user.

9.4.1.4.11 Other settings

Reset all Azure Active Directory tokens

Certain changes to Azure Active Directory will not take effect until a new token is issued. By default,
tokens are automatically regenerated after 60 minutes. With the manual deletion of the token, you no
longer have to wait for it.

Also reduce Total Quota for scan and fax jobs

By default (enabled) e-FOLLOW.cloud will reduce the total quota for scan and fax jobs. In case the
total quota shall stay untouched for these types of jobs it can be switched off here. (Scan- and Fax-
quotas will still be reduced)

Custom Home Directory
Here you can enter / define the user’s HomeDirectory. If — for example - scans shall be stored in a
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folder like \\server\userData\scans\USERNAME you can enter the path here. The wildcard
'::username’ will replace the actual user name logged in at the MFP.

In any case this Custom HomeDirectory will be used — even if it has been imported from A.D., LDAP
or it has been entered manually.

Web session timeout
The operator will be auto logged out after this time of inactivity.

Log level

Here you can define the level of details stored in the e-FOLLOW.cloud log file.
e Verbose: log will contain detailed information
e Error: only errors will be logged

Log Filter

Here expressions can be entered to filter the log content.

A separate log file e-FOLLOW.cloud-DATE.filter.log will be created containing only messages
matching the filter.

This should only be set on request by support.

9.4.1.5 Use Radius Authentication

e-FOLLOW.cloud supports user authentication against a RADIUS server.

RADIUS authentication typically is used in environments where several domains or authentication
servers shall be merged to one single point of authentication.

If enabled in General — Application the RADIUS Use RADIUS Authenticabion o
authentication options get available.
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it € Logout
- FOLLOW
é —~ cloud
e Use RADIUS Authentication -
Configuration B
MANAGEMENT 1P address of primary server |
User list IP address of secondary server \—|
Departments Authentication Port [1812] 1812
Permissions ———
Shared Secret |
Projects
. Attribute (NAS Identifier) ‘ |
Domains
[test RADIUS Login]
DEVICES Application
Virtual Queues Convert all domain names in RADIUS name
Toshiba Auto configuration [Add Damain alias]
Toshiba eSF
Maobile print Data protection
REPORT
Reports
SETTINGS SMTP / E-mail

General

User portal &
User tools

Dashboard
Schedules

RADIUS Server

Rules

Reader profiles

Version: 5.5.0 RCO1

Please request your administrator to obtain the details for the configuration of the RADIUS
authentication service.

Version 5.5.0 Operator Manual



e-FOLLOW.cloud page 127

9.4.1.6 Auto configuration

At the auto configuration settings you can set up the configuration, which is downloaded and used at
the e-FOLLOW.cloud App for e-BRIDGE devices.

/ﬁ # C Logout
-FOLLOW |
é —~~ cloud
PIN Code Authentication .
. . . Minimum PIN Code Length 1
MANAGEMENT
User list Assign function key 1 with e-FOLLOW ~
Departments . . -
Assign function key 2 with e-FOLLOW -
Permissions
. Default screen after login e-FOLLOW ~
Projects
Domains Auto clear time Don't change v
Authentication failed print job/Raw Print Job Delete ~
DEVICES
Virtual Queues Card Authentication
Toshiba Auto Change Login User .
Toshiba eSF Enable Guidance Screen
Mobile print
Use EWE language settings .
REPORT
N Confidential Settings
Reports Auto configuration
Log Data Privacy Setting Store ~
SETTINGS "Not to Stere” means that no data for jobs for e-BRIDGE devices will be stored,
Dashboard
Schedules
Rules
Reader profiles

PIN Code Authentication
If enabled, the default login screen at the Toshiba e-BRIDGE device will be the PIN code entry screen.

Minimum PIN Code Length
The minimum length for a valid PIN code.

Assign function key 1/2 with
Here you can define, which MFP function should be called when the corresponding hardware key is
pressed.

Auto clear time

Here you can set the time for the automatic user logout.

If you enable the feature at

User list > EWB/Print settings = Automatic deletion of jobs (This will activate single print) > At logout
then the auto clear time should be changed to No Limit

Authentication failed print job/Raw Print Job
This option defines, what the MFP should do with print jobs from an unknown user and domain
name/LDAP server.

Set this setting to “Print” if users should be allowed to print directly to the device. But this setting is not
recommended because these jobs won’t be accounted correctly. The MFP will assign jobs for
unknown user to “printope”, which are not accounted by default.

With the setting

General - Application - Toshiba - User for accounting of system jobs
you can set one user, to which these unknown jobs are assigned.
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Card Authentication - Auto Change Login User
If activated, a card login can be carried out even if a user is currently logged in.

Card Authentication - Enable Guidance Screen
If enabled, at guidance screen is shown for card login.

Use EWB language settings
If enabled, the language of the EWB is used.

Confidential Settings - Log Data Privacy Setting

Here you can see the setting, which was set by the auto configuration (Settings > General-> Auto
configuration). It controlls if job data from the MFP should be stored for accounting or not.
Beside from this there are additional settings at Settings—=> General->Data protection.

These settings are possible:
e Use MFPs’ setting
The setting from TopAccess—>Administration—> Setup—> General-> Confidentiality Setting is
read and set at auto configuration.

e Store
The confidentiality settings from TopAccess are ignored and all job data is stored.

¢ Not to Store
The confidentiality settings from TopAccess are ignored and no job data is stored.

9.4.1.7 Data protection

e-FOLLOW.cloud provides some unique functions to ensure a maximum level of data protection and
privacy of user data.

€ Logout

B
=FOLLOW |
é — cloud

MANAGEMENT

Data protection and privacy settings I

Don't record document names
User list
Don't record user names
Departments

- Encrypt document names in records
Permissions e

PrDjECtS Encrypt user names in records

Domains Password1 for decryption: [Change password]
Password? for decryption: [Change passwiord]
DEVICES
. Lock device
Virtual Queues
Toshiba

Toshiba eSF

Mumber of attempts 3
Lock time {in minutes) 1

Maobile print

REPORT

Auto configuration

Reports

SETTINGS Data protection
Dashboard
Schedules
Rules

Reader profiles
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Don’t record document names
If enabled the document names will not be recorded in the transaction database.

Don’t record usernames

If enabled the usernames will not be recorded in the transaction database

Encrypt document names in records

If enabled, the document names will be stored encrypted in the transaction database
Encrypt user names in records

If enabled, the user names will be stored encrypted in the transaction database
Password1 for decryption:

Password 1 for the decryption of document names and user names when creating reports.
Password2 for decryption:

Password 2 for the decryption of document names and user names when creating reports.

Password 2 may be left blank.
The usage of two passwords allows performing a 2 factor authentication for the decryption of user
names and document names.

Lock device
This will enable a security option against trying out credentials. If a user enters multiple invalid user

credentials (username, username & password, PIN) reaching the Number of attempts, the device
gets locked for the Lock time.

FOLLOW

e-FOLLOW

Device is locked.

Due to wrong logon attempts, this device will be locked for 0 min 52

Device is locked for next
3:03 minute(s)

Locking of a device is also indicated in the device’s General settings.

192.168.1.101 [TOSHIBA e-STUDIOGH4ES)

License: [ &

Serial numbser: F017E21100YKD [change]
Drescription: lchange]
Lacation: Control Systems dav ichange]
ADP Version: 1.3.0

1 ot L 18 "& =898 "Ell:ﬂl'l"

Lochoad until: 18.09.2019 09:43:32

= ) o e THEYE

Tictiial oioion
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9.4.1.8 Custom formats

e-FOLLOW.cloud allows to customize the time and currency formats to your specific requirements.

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba eSF
Mobile print

REPORT
Reports

SETTINGS

Dashboard
Schedules
Rules

Reader profiles

FOLLOW
é, - cloud

General

#

€ Lozout

Date/Time
Instructions &

Configuration Date

Time
Report delimiter

Csv report
delimiter

Application

Auto configuration

Data protection

Custom formats

SMTP / E-mail

Pattern
M/d/yyyy

h:mm:ss tt

Preview Template

/15/2023

2:49:46 PM

-

Date & Time

The Date/Time Pattern allows to specify your individual appearance of date and time inside
e-FOLLOW.cloud and the reports. The most common patterns are available from the Template pull-

down.

Report delimiter
Here you can select the field delimiter that shall be used for the .csv export of reports.
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9.4.19 SMTP/E-mail

Enter the Hostname and port of your SMTP server.

/A # € Logout
- FOLLOW
é — cloud
Instructions & SMTP settings
Configuration Hostname / IP -

MANAGEMENT address: mail.control-systems.de
User list SMTP port: 25
Departments sl -
Permissions

SMTF authentication [changs credentials] (@)
Projects
Domains E-mail settings
Admin e-mail:
DEVICES Application

Virtual Queues

From address:

SMTP / E-mail
Reader profiles

If the user doasn't have an e-mail address, it will be created from login name and this domain.

Toshiba Subject:
Toshiba eSF Signature:
Mobile print default e-mail
address domain:
REPORT
Reports Auto configuration
SETTINGS Data protection E-Mail Template-Editor
E-Mail Template:
Dashboard
Schedules
Rules

admin@control-systems.de
Notification from cs-3nmy

Sent by Teshiba e-FOLLOW

@control-systems.de

[test the SMTP and e-mail settings]

In case SMTP authentication is required, enter the credentials of an account that is allowed to send

emails via this server.

Use the E-mail settings to enter a From address: a Subject: an a signature.

Enter an Admin e-mail address that will receive administrator notifications e.g. in case of

Maintenance is going to expire

The default E-mail address domain will be used if the user has no e-mail address assigned.
e-FOLLOW.cloud will then try to send notifications to 'username'@'default_E-

mail_address_domain’

[test the SMTP and e-mail settings]
Enter the sender and recipient and press
test e-mail. e-FOLLOW.cloud
embedded will try to send a test email.

Check the in-box of the recipient to make
sure, settings are correct.

Operator Manual

Test the SMTP and e-mail settings

Recipient address | me@domain.com

Example text

This is a test e-mail.

[Cancel] - sénd —
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9.4.1.10 Sending mails via Microsoft 365

You can use Microsoft 365 as an SMTP server to send out mails to users.

o It is recommended to add a specific user that is used for authenticating against MS365.

Login to Microsoft 365 admin center and select Active Users.

Microsoft 365 admin center 2 Suchen
= Start > Aktive Benutzer J) Dunkler Modus
& ctoo .
Aktive Benutzer
R Benutzer ~
| Axtive Benutzer
—— Empfohlene Aktionen (1) L%
Gastbenutzer
Geldschte Benutzer a = — -
. £, Benutzer hinzufiigen [ Benutzervorlagen i Mehrere Benutzer hinzufiigen -+ T Filter O Durchsuchen der Liste der akti..
% Teams und Gruppen ~
B Abrechnung ~ O anzeigename 1 Lizenzen 5 Spalten auswahle
& sewp O o ilerd Nicht lizenziert
* Alle anzeigen O Al 3} Nicht lizenziert
O  Acicews s Micrasoft Teams Exploratary
O  CloudPrint : cp@controlsysterns de Microsot Teams Exploratary
0 commemewste : O S A RGP ER T+ U [ Gisystemsde.cr  Nicht lizenziert

Add a new user for your domain.

o It will take some minutes to create the user’s mailbox.

Open the user settings and change to E-Mail — manage e-Mail apps.

Aktive Benutzer
no reply_2

<, Kennwort zuriicksetzen () Anmeldung sperren

Empfohlene Aktionen (1)
Foto dndern

A, Benutzer hinzufiigen [ Mehrstufige Authentifizierung () Aktualisieren = Konto Gerite Lizenzen und Afps E-Mail Onelrfys
O  Anzeigename T Benutzername
Mailbox storage 0% (9. 764 KB/50G8)
[
d no reply : noreply@control-systems.de

Learn more about mailbox storage quotas
no reply_2 Q no_reply@controlsystemsde.anm
Postfachberechtigungen

“Lesen und Verwalten®-Berechtigungen Alle Apps zulassig

E-Mail-Apps verwalten

. . o .
In globaler 9
la Keine

Sichtbarkeit von globalen Adresslisten E-Mail-Weiterleitung verwalten
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Make sure ‘authenticated SMTP’ is
checked. < ®

E-Mail-Apps verwalten

Wahlen Sie die Apps. in denen no reply_2 auf Microsoft 365 E-Mail zugreifen kann.

u QOutlook im Web

B outiook Desktop MARY)
Exchange-Webdienste

B 1obil (Exchange ActiveSyne)

B e

g

Authentifiziertas SMTP

You can now enter/edit the SMTP settings in e-FOLLOW

Hostname smtp.office365.com
SMTP Port 587
SSL ON

SMTP authentication enter the username & password

SMTFP scttings
Hostname / IP address: smip.office365. cam
SMTP port: SB7
551 ]
SMTFP authenbcation [chang= credentials) .
E-mail settings
Admin e-mail:
From address: na_reply @ controlsystemsde. onmicroseft. com
Subject: Motification from e-FOLLOW. doud
Signature: Sent by Toshiba e-FOLLOW
default e-mail address domain: @control-gystems. de
If the yssr dosan't have an e-mail address, it will be created from login name and this domain,

[b=st the SMTR and &-mail settings]

E-Mail Template-Editor

E-Mail Template: -- bl

Attention
Make sure the ‘From address’ is identical to the user credentials for logging in to MS365.
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9.4.1.11 E-Mail Template-Editor

e-FOLLOW.cloud provides a convenient e-mail template editor that allows you to modify the e-mail
content sent out to the users according your specific requirements.

Select the desired Template from the list.

Mail print: Mail received and moved to queue (existing account)
Mail print: Mail received and sent to printer (existing account)
*] Mail print: Mail received and moved to virtual queue {existing account)
1 Mail print: Mail received and sent to Toshiba device {existing account)
[ 1 Mail print: Mail received and sent to Toshiba-eSF device (existing account)
[ 1 Mail print: Mail received and moved to queue {new account + PIN)
[ 1 Mail print: Mail received and sent to printer (new account + PIN)
[*] Mail print: Mail received and moved to virtual gueue {new account + PIN)

ﬂ #t C Logout
- FOLLOW
é ~~ cloud
Instructions & SMTP seltings
Configuration Hostname / IP -

MANAGEMENT address: mail.control-systems.de
User list SMTP port: 25
Departments sl -
Permissions

. SMTP authentication [change cradentizis] (@)
Projects
Domains E-mail settings
Admin e-mail:
DEVICES i -
Application From address: admin@control-systems.de
Virtual Queues
; Subject: Notification from cs-3nmy
Toshiba
Toshiba eSF Signature: Sent by Toshiba e-FOLLOW
Mobile print default e-mail -
P 2ddress domain: @control-systems.de

REPORT If the user dossn't have an e-mail address, it will be created from login name and this domain.

Reports [test the SMTP and &-mail settings]
SETTINGS NI E-Mail Template-Editor
Dashboard 0 ormats [*] User sync: PIN Notification
Schedules [*] Userportal: Complete registral.:ion
[*] Userportal: Changed user for job
* .

Rules SMTP / E-mail *1 Us_erp\_)rtal. Reset password

d fil [ 1 Mail print: Mail too large

Reader profiles [*] Mail print: Validation Token is missing in Subject

[*] Mail print: Mail received and moved to queue
pe etting [ 1 Mail print: Mail received and sent to printer

[*] Mail print: Mail received and moved to virtual queue

W [ 1 Mail print: Mail received and sent to Toshiba device

i [ 1 Mail print: Mail received and sent to Toshiba-eSF device
[1
[1
[
[
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You can now edit the default email Placeholder: [1]
content by using placeholders, images, sicurrent_date = Current Date ['dd. MMM yyyy")
. sscurrent_time = Current Time (T )
Ilnks etC siusername_defaull = Login name of the récenver

ssfullname = First and last name of the recener

efilename = Filename/s
[ 1] Placeholders s BlU BN-@alszl =@ |
here you find the : : -

“fm

placeholders/variables that can be
used for this template.

[ 2 ] Delete template

This will delete the current content of
the template and the default content
will be used.

[ 3 ] Enable/Disable template

If enabled the modified template will be
used. Enabled templates are indicated
by [].

Else the default content will be used.

Operator Manual

Hala =tullog me: default.

wanir il jai - flename defadl has been maved 12 gesus - auswsname Sefal
ke a0 CRIEASE 1S bl Dy heaied i a1 any dedes and selact e lob Tom i anok ok s
Thae o will augtomatizaly be deihed afler 72 hows

TASHIRA

15 ug at veew hos hibatec-igis com

[2] roeiete e :-_-=-.=I_E--='.-=L=-.p=-.=_ [31

[Canced] Save
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9.4.1.12 Expert settings

This menu lists all advanced parameters of the e-FOLLOW.cloud system.

ATTENTION!

These parameters MUST only be modified under the control of software support / development.

Any change may lead to malfunction or make your site not working anymore.

Warranty may end at this point.

A # € Logout
- FOLLOW
‘g - cloud - N
Expert settings. Change of values at your own risk!
Instructions &
Configuration The default value is always in parentheses.
MAMAGEMENT
User list DataManager efollow-cs-test-0 (127.0.0.1) ~
Departments
L AdminName (Operator) Operator
Permissions
Projects AllowRedirectToDirectOrEbx (false)
Domains AsposeModuleExtralogging (false)
AutoConfigExtralogging (false)
DEVICES p— AzureAdExtralogging (false) D
virtual Queues AzureAdGraphApiMaxResults (339) 399
Toshiba - =
} Auto configuration BalanceOverhead (0) o
Toshiba esF
Mobile print . CardServerTimeout (1500) 1500
Data protection . .
ClientExtralegging (false) ‘
REPORT DbWatchdog (false) ‘
Reports Debugldap (false)
Debugldapss| (false)
SETTINGS
DebugOutputManagement (false)
DebugOutputManagementTimeout (300000 300000
User portal & Expert settings guutp d ( )
User tools DebugPrintPreview (falss)
Dashboard DebugPrintSelect (false)
Schedules DebugProcessWorkflows (false)
Rules
DefaultLanguageEnglish (false)
Reader profiles
DefaultPaperFormat (A4) A4
Version: 5.5.0 RCOT o
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9.4.2

9.4.2.1

User portal & User tools

User Portal

e-FOLLOW.cloud provides an enhanced user portal. This allows users to maintain their account or
upload documents. Here you have access to the settings that are related to the e-FOLLOW.cloud user

portal.

- FOLLOW
é — cloud

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba eSF
Maobile print

REPORT
Reports

SETTINGS
General
User tools
Dashboard
Schedules
Rules

Reader profiles

Update Startuplnfa

Get Client Server Stats 4

C Logout

User portal

User portal settings

Use User portal

Mew GUI (frameless design)
Address

Allow file upload

Upload queues:

Connection

Session timeout

PIN self assignment
Allow PIN self assignment

PIN length

IPP queues
Show personalized IPP-Printers

Show details of queues

https://userportal-cs-test.test.e-follow.cloud

IPP-Queus

Installation helper as Ipplnstaller.exe with

integrated configuration
Installation helper as ZIP archive
Installation helper as MSI installer
Installation helper silent mode

Default printer driver

Printer driver for particular queue

[+]

6 hours

TOSHIBA V4 Printer Driver v10.70 x64

9.4.2.11

Use User portal

User portal settings

This will enable/disable the general availability of the portal to the users

New GUI (framless)
This will enable/disable the new frameless design for the UserPortal.

Address

This shows the URL to access the UserPortal of your e-FOLLOW.cloud instance. Share this URL to all
users that shall have access to the UserPortal.

Allow file upload

IF enabled the upload option gets available for the users.

Operator Manual
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Upload queues

Add one (or multiple) upload queues the users can
select as destination. This can be virtual queues (for a
later release) or direct queues (for instant print job
release) (+1 ]

e-follow. cloud

9.4.2.1.2 Connection

Session Timeout
This defines the time after a user session is close automatically when there is no activity.

9.4.2.1.3 PIN self-assignment

Allow PIN self-assignment
If enabled the option to self-assign a PIN is available to the users.

PIN length
Defines the number of digits for the new PINs

Due to security reasons (trying/finding other user’s PINs) the user cannot select a new PIN by himself.
Instead the system will randomly create an available new PIN.

94.2.1.4 |IPP queues

Type Name Installer 58 Details
ppinstaller.exe \rchive Window
. 4 e-follow.cloud (preconfigured) m Installer Show details
(-msi)

Use personalized URLs below te add IPP printers to your
system.

Mame e-follow.cloud

Printer URL https:/ /ipp-cs-test. test.e-follow. @

r

Show personalized IPP-Printers
This option enables the download for personalized IPP-Installer package that contains the certificate,
the personalized URL and the driver files.

Show details
If enabled the option to display the personalized URL for manual installation.

Installation helper as Ipplnstaller.exe with integrated configuration

If enabled the button with Ipplnstaller.exe (preconfigured) will be show. When this executable is
started it will automatically download all necessary files and install the IPP printer.
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Installation helper as ZIP archive
If enabled the button with Archive (.zip) will be show. This archive will contain all necessary files to
install the IPP printer.

Installation helper as MSI installer
If enabled the button with Windows Installer (.msi) will be show. This installer contains all necessary
files and will install the IPP printer. When the user uninstalls it, also the IPP printer will be uninstalled.

Installation helper silent mode
This option will turn on silent mode for all installation helpers.

Default Printer driver
Here you can select the default printer driver that will be chosen for building the Ippinstaller packages.

Installation helper silent made

Userportal

Default printer driver TOSHIBA W4 Printer Driver v10.70 x64 v
Printer driver for particular queue

Select IPP queues: e-follow.cloud

To assign a different driver to an IPP queue, simply select the queue in the list and assign the
Printer driver for particular queue

Select IPP queues
Click to [ +] to add IPP queues that shall be published as personalized IPP-Installer packages via the
user portal.

9.4.2.1.5 Include printer properties template with Ipplnstaller package
This is a powerful method of configuring the capabilities and equipment of a virtual IPP queue.

This works only for Toshiba V4 printer driver!

Click to [ change ] to start the procedure for creating a printer property template.

How to export printer's properties
Setup printer's properties. Enter printer's name in the field below. Copy the resulting command and execute it in powershell.

$(cet-PrinterProperty -Printerdame " Printer's Name I' -PropertyMame "ToshibaPrinterProperties”).value » printer_properties.txt

[copy to clipboard]

Upload printer's properties file

Datei auswahlen | Keine ausgewshlt

Download current printer’s properties template file

[Download]

Delete current printer's properties template file

[Deleta]

Close
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On your workstation install a printer using the Toshiba V4 driver and modify it’s configuration. All the
settings stored at Device Settings will be included to the property file.

& IntuneDistribut Print Preferences

Quality Watermark  Overlay Others About

Preview User name (Alias)

ds

Device Settings

& Toshiba Device Console - IntuneDistribut

Device Drawer  Custom Paper Size SNMP Accoun > Q ?

Model Selection Drawers

Universal W Drawer 1,2 & LCF

I

. Toner Save

External LCF
. Do not Print Blank Pages
Extenal LCF v
SNMP Communication in Printing

Automatic Duplexing Unit

Installed

I

Finisher
Update Automatically

Update Now

Saddle Stitch Finisher (2 Trays & 1Fi

Hole Punch Unit
2/3 Holes

I

Inserter Unit

Restore Defaults

Not Installed

I

Harddisk

I

Installed

Restore Defaults

Then enter the printer name into the corresponding filed in the Manage printer properties template
dialogue.This will generate the PS command line. Copy the PS command line to clipboard, run Power
Shell and execute the command.

How to export printer’s properties

Setup printer's properties. Enter printer’s name in the field below. Copy the resulting command and execute it in powershell.

${Get-PrinterProperty -Printertame IPrr:srs MName I -PropertyName “ToshibaPrinterProperties”).Value » printer_properties.txt
[copy to dlipboard]

This will now generate the file printer_properties.txt.
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You can now upload this file to e-FOLLOW

"ZuccDuplexingUnit™: "True",
"BlackFreeMode™: "False”,
"BoldValus "0.017",

"Bypass_Attribute": "None",

How to export printer's properties "Bypass_PaperSize™: "Rutomatic”,
. . - . - "Bypa PaperType™: "Flain™
Setup printer's properties. Enter printer's name in the field below. Copy the resulting command and execute it in powershel ,,,%'1:23;321: £ E‘T atns,
CakePassID B
¢({Get-PrinterProperty -Printerdame * Printer's Name " -PropertyMame "ToshibaPrinterProperties™).value > "Caspiank "Hone",
[copy to clipboard] "CoinController™: "False™,
"CompressBitmap": "False™,
"ConfigureTabSupport™: "False™,
Upload printer's properties file 1_Enable": "False",
"CustomD 1_PaperSize™: "",
Datei auswahlen | Keine ausgewshlt "CustomDr 1_PaperSizeHeight™: "1",
"CustomDr 1_PaperSizeWidth™: "1",
"CustomD;
Download current printer's properties template file "Custom
"CustomDr

Download - -
[ty "CustomDr

"CuatonDraue

Delete current printer's properties template file

[Delete]

Close

Include personalized token in URL
Use this option to add a user-specific token to the IPP-printer URLSs.

o It should only be disabled if multiple users are using the same PC and if you can make sure that the
username of the currently logged in user is added correctly to the print job PJL-header.

9.4.2.1.6 Self-assignment / registration

- FoLLow #we
[\ — cloud
Username: ‘ ‘
Password:
[Microsoft login] [Create account] [J Remember login m
Version: 5.5.0 RCO1 e -
ersion ;'; EN

Allow self-registration
If enabled users can self-register an internal account to e-FOLLOW.cloud. An appropriate link will be
shown on the User Portal login page.

Allow E-Mail self-assignment
If enabled the users may add additional E-Mails to their account. This will allow the user to send print
jobs by from other mail accounts.

Allow Alias self-assignment

If enabled the users may add additional Aliases to their account. This will allow the user to send print
jobs under another user context (e.g. from SAP)
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e-FOLLOW.cloud

Accounting-Mode
Here you can define the accounting
mode for users, that have self-

Self assignment

Allaw galf-registration

X Allow email self assignment
registered to e-FOLLOW.cloud. LI
Accounting Quatas =
dllow passward resat for inbarnal users L
validiby e of the password reset

amail (in minutes)

Allow to change password for internal users
If enabled internal users (not synchronized with a directory service) are allowed to change their
password.

This can also be important for users that have been created automatically — e.g. by sending a job via

email. In this case the password is initially blank and can be set by the user themselves.

Allow password reset for internal users
If enabled internal users will see a [Forgot Password?] link in case the password they entered was
wrong.

An email to reset the password is sent to the user. The reset Link in this mail must be used before the
Validity time of the password reset time expires.

9.4.2.1.7 Print Job List

This option will enable/disable the print job list in the user portal.

Currently the user will have the eona
option to preview the job, to delete
the job or to reassign it to another

user. ) T— Fages 5
Copies
History. — —
S . - FoLLaw
| printjobs | ®
L] Operator Manual

Allow users to reassign their jobs to other users
If enabled users will see the option to change the ownership of their own jobs in the print job list.

To assign a job to another user the 'recipient' needs to allow that users can assign jobs to him.
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If disabled he will not be selectable for other users.
) # e
- FOLLOW
é ~  cloud
Ingo Pfeiffer
I Other users can assign their print jobs to me: L] I
. PRINT
Once ajob has — Quota:
been aSSIgned Print jobs Total quota 981
tO another user Upload Color quota 100
the 'Or|g|na|' TOOLS Print quota Unlimited
user has no nstall Frinters Copy quota Unlimited
access to thls Lo Scan quota Unlimited
ob
Jo anymore D Fax quota Unlimited
Logout
Print all jobs immediately after logging in (Quickprint)
Current language: $ EN -
9.4.2.1.8 Show permissions menu
This option will enable / disable the user’s permission table in the UserPortal
] # mC
- FOLLOW
é — cloud
| Pfeiffi
e Teer Print jobs Store to local storage v 0
PRINT Print management Store to USE device
:::::'hs RemoteScan/WsScan (Pull) Send email
Upload Internetfax sending v O Store to remote server v
TOOLS
N - Fax transmission WS Scan(Push)
ACCOUNT Fax received e-filing access
Settings
Logout
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9.4.2.2 PopUp settings

,A Update Startupinfo  Get Client Server Stats 8¢ € Llogout
- FOLLOW
‘g - cloud
Popup activated for User portal
MANAGEMENT Unknown users
User list Unknown users's profile None b
Departments Create un_kncwn users automatically, when they log in by PopUp for
Permissions IppInstaller the first time
Projects (
. Download:
Domains e-FOLLOW PopUp.exe (version: 2.6.1)
e-FOLLOW PopUp Configuration
DEVICES (from wersion 2.6.0 this configuration will automatically be integrated into to file e-FOLLOW

PopUp.exe. For more configuration options, see the documentation.)

Virtual Queues
Toshiba
Toshiba eSF
Mobile print

Configuration:
-ip=popup-cs-test.test.e-follow.cloud -port=443

REPORT
Reports

SETTINGS
General
User tools
Dashboard
Schedules

Rules

Reader profiles

Unknown users
Here you can define the behaviour of PopUp if a job from an unknown user is received by e-
FOLLOW.cloud

Unknown users’ profile
Here you can define what type of PopUp shall be used for unknown users.

Create unknown users automatically when they login by PopUp for the first time

If enabled an unknown user that authenticates himself via e-FOLLOW.cloud PopUp will be
automatically added to the e-FOLLOW.cloud database.

Download

At the download section you can download the e-FOLLOW PopUp.exe with integrated configuration.
You can also see and modify the configuration. Every time when you download e-FOLLOW
PopUp.exe the current configuration will be integrated.

More information about the configuration option can be fould at chapter:

8.4.5 Executing the e-FOLLOW client PopUp
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9.4.2.3 Ipplnstaller

Here you can generated preconfigured Ipplnstallers for all Virtual queues.

/‘ﬂ Update Startuplnfo Get Client Server Stats [ & Logout
«FOLLOW
cloud . -
é/ To build Microseft Intune app see Operator Manual's chapter Roll out IPP printer with Intune.
For manual creation of IppInstaller see Operator Manual's chapter Manual creation of IPP
Printer-Installer.
MANAGEMENT
n Download:
User list Ipplnstaller.zip (version: 2.0.2)
Departments
Permissions Configure and download queue specific IPP-Printers
Projects
J e I ==
Domains
Installer type EXE with configuration  +
DEVICES .
Install mode Silent hd
Virtual Queues
. e- _ :
Toshiba T Printer driver UP2 w64 hd [Download]
Toshiba eSF Printer properties MNo W
Mobile print User (for personalized [change]
installer) =
REPORT
Reports Installer type EXE with configuration  w
Install mode Silent hd
SETTINGS
General ipp_cs._test Printer driver TOSHIBA V4 Printer Drive v [Dawnload]
User portal & Printer properties Mo
User tools
User (for personalized [change]
Dashboard installer) R
Schedules
Rules Installer type EXE with configuration +
Reader profiles Install mode Silent i
.......... Printer driver TOSHTRA V4 Printer Drive % -

Installation type EXE with configuration
If selected Ipplnstaller.exe with included configuration (metadata info of the file) can be downloaded.
When this executable is started it will automatically download all necessary files and install the IPP

printer.

Installation helper as ZIP archive

If selected a Archive (.zip) can be downloaded. This archive will contain all necessary files to install

the IPP printer.

Installation helper as MSI installer

If selected a Windows Installer (.msi) can be downloaded. This installer contains all necessary files
and will install the IPP printer. When the user uninstalls it, also the IPP printer will be uninstalled.

Installation helper silent mode
This option will turn on silent mode for all installation helpers.

Printer driver
Here you can select the default printer driver that will be chosen for building the Ippinstaller packages.

Printer properties

Here you can select if the printer properties file should be included to the Ipplnstaller package. More
informations about the printer properties can be found here:

9.4.2.1.5 Include printer properties template with Ipplnstaller package

User (for personalized installer)

If a user is selected, a personalized Ipplnstaller package for this user can be downloaded. In this case
the IPP Url will contain informations about the user. When the field is empty the Ipplnstaller package
with default IPP Url can be downloaded.
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It is also possible to create an Ipplnstaller package mHere you will find an Ipplnstaller ZIP archive to
create your own installer.

Download:
IppInstaller.zip {version: 2.0.0)

More informations about the Ippinstaller can be found in this chapter:
8.4.2 IPP printer Installer
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9.4.2.4 Chrome Extension

With the e-FOLLOW Print Chrome Extension you can easily distribute e-FOLLOW queue to users
which are using Google Chrome browser or working on a Chrome Book.

It can be retrieved from the Chrome Web Store or directly from this URL:
https://chromewebstore.google.com/detail/e-follow-print/fipnapffembidnjnpnicglbfadococcp
Or click on the link at SETTINGS->User portal & User tools->Chrome Extension.

£~ chrome web store Q, Erweiterungen und Designs suchen

Discover Erweiterungen Designs

(. e-FOLLOW Print

Erweiterung Workflow & Planung 7 Nutzer

After installing the extension it will show it's options dialog. When you are using it outside a Google
Workspace or the admin hasn’t set the policy for the extension you have to enter the UID (for e-
FOLLOW.cloud) or Hostname (for e-FOLLOW).

At the Main page of the extension you can access you PIN-Code for login at Toshiba devices.

% (e O w (e D
[ —
e e-FOLLOW Print Options 122 e e-FOLLOW Print ¥1+2:2
@googlemail.com

UID/Hostname | cs-test |

- PIN-Code for login at Toshiba devices **x @ -
Send notifications? Options
Reload extension {can fix some issues)

Main page

The e-FOLLOW queues then will be shown additional to the other available printers when the user
selects a printer.

e-FOLLOW Print - ipp  Print on virtual queue e-FOLLOW Print (&2

1

n |

e-FOLLOW Print - chrome_ipp  Print on virtual queue e-FOLLOW Brint {2

n |

r
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e-FOLLOW.cloud

Configuration:

FOLLOW
é, ~~ cloud

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba eSF
tobile print

REPORT
Reports

SETTINGS

General

Dashboard
Schedules
Rules

Reader profiles

#

€ Logout

User portal &
User tools

User portal

IppInstaller

Chrome Extension

URL to e-FOLLOW Print Extension:
https://chrome.google.com/webstore/detail/fjpnapffembidnjnpnicglbfadococcp

Confi ion without gle Workspace

1. Install the extension
2. Enter next value to "UID/Hostname" field:

cs-test

Configuration for Google Workspace

Sign in to your Google Workspace Admin Console

From the Admin console Home page, go to Devices > Chrome
Click Apps & extension, then Users & browsers

If the extension e-FOLLOW Print is not installed, then install it
Extension ID:

PN

fipnapffembidnjnpnicglbfadococcp

[copy]

5. Choose e-FOLLOW Print extension

6. The following permissions must be allowed: "Identity”, "Notifications”, "Printers”, "Storage”,

"Web requests”
7. Enter this 150N string as policy:

Policy for extension:

{"token":{"value":"aaaaaans-0888-1111-2222-
bbbbbbbbbbbb"}, "uid": {"value": "cs-test"}}

[save to file]

[save a5 registry valus]

[copy]

1PP-Queues, which will be installed as printers:
ipp

chrome_ipp
Default color mode: Color
Default duplex mode: Book

Additional print settings and restrictions are available in Google
Workspace:

e-follow.cloud

[+1

Google Workspace

[-1
~

-~

Configuration without Google Workspace
First the users have to install the extension and then they have to enter the shown value at
UID/Hostname at the Options screen of the Chrome Extension.

Adminstrators in a Window Domain can also deploy the registry value from the ,Policy for extension®
to the users. Then they don’t have to enter UID/Hostname at the Options screen of the Chrome

Extension.
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Configuration for Google Workspace

When the users are organized in a Google Workspace the e-FOLLOW Print Chrome Extension can be
installed and configured automatically.

When you want to distribute the Extension to the users for your Google Workspace you need to
execute the following steps.

Login to you Google Workspace Admin Console and go to Devices->Chrome—->Apps &
extensions—>Users and Browsers

= o Admin Q, Search for users, groups or settings

Devices » Chrome > Apps & extensions
PINNED

Printers

Apps & Extensions

Print servers

AR A <

Qverview

Iil Home

EE Dashboard

Users v

» & Directory Organizational Units A

+~ [0 Devices

Search for organizational units

Overview
+ Control Systems
= Chrome

Setup guide

Devices

Managed browsers

Settings

Apps & extensions

Connectors

Printers

s Donosrio
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Then search for the Extension in the Google Web Store by name ,,e-FOLLOW Print*

oradd it by ID: fjpnapffembidnjnpnicglbfadococcp

Add Chrome app or extension by ID

Chrome apps and extensions can also be added by specifying the ID. If it is outside the
Chrome Web Store, you must also specify the URL where the extension is hosted

Extension ID

fjpnapffembidnjnpnicglbfadococcp

From the Chrome Web Store ¥

CANCEL SAVE

Add Chrame app or extension by ID
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After adding the e-FOLLOW Print extension click on Customize permissions for this app/extension

= o Admin Q,  Search for users, groups or settings a 8 ®

Devices » Chrome > Apps & extensions
PINNED

Printers =1 Overview Users & browsers Kiosks Requests

Apps & Extensions

Print servers 2 Play Store  Chrome : B
R Y ADDITIONAL e-FOLLOW Print TR X
Allow all Web Store * SETTINGS
Qverview N apps. Allow all
Users v admin apps, Installation policy
(@ Home manages admin
o= Groups ~ blocklist manages Force install + pin to browser toolbar
=m0 Dashboard blocklist
Locally added
-] i Qrganizational Units ~
» = Directory g + Search or add a filter
+ [0 Dpevices ) B Version pinning
Search for organizational units
- s - App Installation’ £ e version pinning is not supported for this Chrome app or
Overview .
~ Control Systems . extension
e e-FOLLOW Print Force insta
~ Chrome & fipnapffembidnjnpnicglbfadococcp
Chrome Web Store options
Setup guide
Include in Chrome Web Store collection )
Devices Inherited from Google default

Managed browsers
Permissions and URL access

Settings

C i issions for this app. ion v CUSTOMIZE

ADns &

Then select ,If the extension uses a permission that is not selected, block users from installing or
using it.“ and check Identity, Storage, Web requests, Notifications and Printers.

If the extension uses one of the selected permissions, block users from installing or using it.

If the extension uses a permission that is not selected, block users from installing or using it.

O alarms [0 Audio capture [ certificate provider [] Clipboard read O clipboard write [0 context menus
O cookies [ Desktop capture [ Document scan [ Eenterprise device [ Experimental aAPIs  [] Fullscreen apps
attributes
[ Filebrowser handler [] File system [ File system provider [] HID [ override fullscreen  [] Detectidle
escape

Identity D Google Cloud D Geo location D Media galleries D Native messaging D Captive portal

Messaging authenticator

—

O Power Notifications Printers O serial O setproxy O Pplatform keys
Storage Sync file system CPU metadata [ Memory metadata  [] Metworkmetadata [] Display metadata

a
a

O

Storage metadata Text to speech Unlimited storage UsB Video capture VPN provider

O o 0O

Web requests Block web requests

DONE
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Then select the extension e-FOLLOW Print and set the Installation policy (e.g.: Force install + pin to
browser toolbar). Also set the Policy for the extension with the JSON value from the e-FOLLOW

management.

The token from the Policy will e-FOLLOW allow to detect, if the user is from the Google Workspace or
not. The uid is used to select the correct e-FOLLOW.cloud instance.

Overview

Play Store Chrome Web Store
Block all apps, admin manages allowlist

add a filter

+ Sear

App Installation policy

() e-FOLLOW Print
© fipnapffembidnjnpnicglbfadococcp

Version 5.5.0

Allow all apps, admin manages blocklist

Force install + pin to browser toolbar

Users & browsers

a ADDITIONAL SETTINGS

Version pinning

Kiosks Requests

e-FOLLOW Print B A X

Installation policy

Force install + pin to browser toclbar +

Locally added

Version pinning

The version pinning is not supported for this Chrome app or extension

Chrome Web Store options

Include in Chrome Web Store collection
Inherited from Geogle default

Permissions and URL access

Customize permissions for this app/extension « CUSTOMIZE

Blocked hosts

One per line. Maximum of 100 URLs

Allowed hosts

One per line; allowed hosts override blocked hosts. Maximum of 100 URLS

Locally applied w

Policy for extensions

{"uid"{"Value""cs-ds00.test"}, token"{"Value™"16e2b24c-
dlad-4db1-a020-ebdcfe51d43e"}}
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e-FOLLOW Management Settings:

IPP-Queue, which will be installed as printers
Select here the queues, which should appear as printers in Google Chrome.

Default color mode
Choose here if ,Color” or ,Black and White“ should be the default color mode.

Default duplex mode
Choose here the default duplex mode for printing.

Additional print settings and restrictions are available in Google Workspace

If you are using the Google Workspace you can set here additional settings and restrictions. For
example you can here restrict color printing or restrict duplex mode. Just click on the setting to change
it.

Default paper format

Default paper format for the printers

Create users automatically from Google Workspace as internal user
Create users automatically from outside Google Workspace as internal user
Here you can allow or deny the automatical user creation for Google Workspace users or users

= o Admin Q_  Search for users, groups or settings 0 E @ i o
Devices » Chrome > Settings
EE User & browser settings Device settings Managed guest session settings
° Settings
Category: "Printing" + Searchor add a filter CLEAR FILTERS YD Recent changes
Lo
Organizational Units ~
B G printing  (7)
e Search for organizational units ) ) )
Setting Configuration Inheritance Supported on
ih ~ Control Systems
Printing Enable printing Google default O & & s
B8
. Allow using print
Print preview Google default J
@ P preview ¢ ©
Deprgcaled privet D|§ab|e Qe;recated Google default ] @
[a) printing privet printing
Print preview default 4 sub settings Google default Ooe
Allow to add new
Printer management A_CM users toadd new Google default ]
printers
Default color printin
P g Color Google default |
mode
Restrict color printing D? n.ot restrict color Google default ]
mode printing made
Default page sides One-sided Google default ]
Do not restrict duplex
Restrict page sides l Google default |
printing mode

outside the Google Workspace.

At the Default user settings or Default user settings outside Google Workspace you can set the default
values for new users.

For more details about the default user values see:

9.1.7.6 Domains - Default user
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Delete users automatically:
Additionally you can setup that users will be automatically deleted, when they have no print jobs in a
virtual queue.

Delete users automatically even if they have jobs:
Use this setting ff the users should be deleted even when they still have jobs in a virtual queue.

If the Google e-mail address of the user is not know at e-FOLLOW, printing with the Chrome
Extension is not possible. Therefore the users autocreation has to be enabled or a user with
the Google e-mail address as login name or e-mail address must already exist in e-FOLLOW.

Multi-Users
Here you can set up users, which are usually used by many individuals like ,guest or student®.

When you now login with a Multi-User account on new Chromebook or Chrome browser a copy of the
original Multi-User will be created. The copy of the Multi-User account will have ,_xxxxx* added to the
login name, where ,xxxxx“ stands for random characters. Also the copied user will get a new random
PIN.

At the user list these users are shown in this way:

/"-j #t [ Logout
() - FOLLOW
-~ - cloud — — . o
&_.—-’ ADD SELECT FILTER: OFF CSV IMPORT
EXPORT USERDATA
MANAGEMENT [ —
< mult v |Il "\| multi@control-systems.dev {multi@control-systems.dev_r71855) copy of
== multi@control-systems.dev (multi@control-systems.dev)

Departments

O multi@control-systems.dev

Permissions multi@control-systems.dev
Projects m“, T e s;‘;s Login name: multi@control-systems.dev_r71855
Domains O multi@control-systems.dev Password: #EE [set/modify]
multi@control-systems.dev_zn237g ) . .
Login type: Chrome Extension {Internal Multi-User)
DEVICES
Activated: (0]
Virtual Queues
. Login-PIN: 611645
Toshiba

A = - +
Toshiba e5F Aliases: [+1

When you delete the original Multi-User account also the copied Multi-User accounts will be
deleted.

PIN length:
Set here the length of the PIN fir copied Multi-Users.

Account jobs of the copied Multi-Users to the Multi-User template account:
Use this setting if the job accounting should be assigned to the Multi-User template instead of the
Mulit-User copy.

Delete users automatically:
Additionally you can setup that Multi-Users copies will be automatically deleted, when they have no
print jobs in a virtual queue.

Delete users automatically even if they have jobs:

Use this setting ff the Multi-Users copies should be deleted even when they still have jobs in a virtual
queue.
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9.4.3 Dashboard

The e-FOLLOW.cloud Dashboard is the central point of information.

9.4.3.1 Event Log

The Event Log shows the current status of activities by showing a list of messages.

#t € Llogout

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba eSF
tobile print

REPORT
Reports

SETTINGS
General

User portal &
User taols

Schedules
Rules

Reader profiles

D)
~-FOLLOW
é — cloud

Event Log

Device warnings

Info . Warning . Error -

SWA G pli R By B 0 2N New App version was installed on "CRL101017" {old: 2.1.0, new: 2.2.1)
EEVECYE LS B ESEN ) Device "CRLI01017" has outdated app version (v2.1.0).
EEVETYEL PR B ER N 1) Device "CRLI01017" has outdated app version (v2.1.0).
EEVETYEL PR R ERS Y] Device "CRLI01017" has outdated app version (v2.1.0).

EEVETYEL PR PR L) Device "CRLI01017" has outdated app version (v2.1.0).

FEVETYEL PR FR BT AU ) Device "CFFG33116" has outdated app version (v2.0.0).

SEVAT YL PR FE RN ) Device "CSBNG62375" has outdated app version (v2.1.0).

SEVALY LB FE AN Y Device "CRLID1017" has outdated app version (v2.1.0).

VAT E LD B EE VT Tl Device "CFFG33116" has outdated app version (v2.0.0).

EENE LR LR B Al 82 0 Synchronisation was successful. Newly created or updated users: 13
B EVE LR D e B BN D Tl Synchronisation was successful. Newly created or updated users: 14
SEVALT ] PR B E B A WL ] Couldn't process print job. Username . Exception UserMotFound
sEVELTE P B L ETN ) Device "CFFG33116" has outdated app version (v2.0.0).

B VAR PR B LR T Device "CSBN62375" has outdated app version (v2.1.0).
SEVEETEL PRSI T) Device "CRLI01017" has outdated app version (v2.1.0).

FEWAEYFL W Ao B PN ) Synchronisation was successful. Newly created or updated users: 14

SEVEE YL PR BN ) Device "CRLI01017" has outdated app version (v2.1.0).

EEVEC YL PR R E TN ) Device "CRLI01017" has outdated app version (v2.1.0).

[Refresh: Off] [remove all logs]

Auto-delete old event Iogs| after 1 week v

Use the buttons on the top of the list to filter the list by message types [info], [warning] or [error].

If [Refresh:0n] is active, the list will be auto-updated by new events.

[Clear log] will clear the current list.
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9.4.3.2 Device Warnings

Here an overview of the devices that at current are unavailable (offline) or that show any errors or

warnings.
= & € Logout
- FOLLOW
e ~ cloud
CFLE02008 © CRU01017 A

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba eSF
Mobile print

REPORT
Reports

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

Device warnings

Low paper level for drawers: Drawer 2,Drawer 3 Cyan toner is low

Clicking to one device will directly switch to the corresponding device showing more details regarding

the warning/errors.
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9.4.4 Schedules

A lot of tasks In e-FOLLOW.cloud can be performed automatically. e-FOLLOW.cloud provides a
powerful schedule tool for defining and planning the execution of these tasks.

FOLLOW |
é/ cloud ADD REMOVE

dbbackup [ 1 ] synch_aad [ 2 ]

Departments remlID Description: [change]

# € Llogout

MANAGEMENT

User list

issi Activated:
Permissions e rvate .

: synch_aad
Domains Repeat every:
pEVICES [ years | momths | dars | hous |
0 o 1 0

Virtual Queues

Toshiba [Execute now]
Toshiba eSF
Maobile print |I Task type: "Synchronization” [ 3 ]
REPORT Domain: [show domain CSAAD A
settings]
Reports
Add new user .
SETTINGS
Generate random PIN for
General new Users
User portal & PIN length 3
User tools
Send generated PIN to user
Dashboard by email
m Synchronize user's alias
Rules

3 Remove spaces from alias
Reader profiles i

move existing aliases

(A ,

[1] Task list
The task list can hold an unlimited number of scheduled tasks. Click to ADD to create a new task or
click to DELETE to remove an existing task from the list.

When adding a new task, you need to enter a task name and the type of the task. It is also
recommended to enter a short description.
ew scheduler task x|

Enter a name and choose the bype for the task

[2] Schedule

The schedule section defines when a task is executed. P ’
Select the date and time for the next (fist) execution. Then Dinciion |
select the repetition options. Task type | Feport creation v

Expart transactions to SQL

Usar guata changs
[3] Task details = ;:ﬁ:::[feﬂ:::::mﬂ |
This section describes the details of the scheduled task. |'Tr Rernove Card 1ds
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9.4.4.1 Synchronization

This will automatically synchronize the e-
FOLLOW.cloud user database and the domain.

Task type: "Synchronization™

[show domain

Domain: ] CS_AAD
You can select if new users shall be added and/or s ®
what data shall be updated if they have changed in
the domaln Generate random PIN for new users
’ PIM length 3
If new users are added to the database a random SEnd Generaied FIllto user by emel
Login PIN can be created and sent to the new users Synchronize user’s alias @
email address_ Remove spaces from alias .
Remove existing aliases before
Import
Synchronize user's display name .
Synchronize user's e-mail address .
Synchronize user's home directory .
Synchronize user's department .
Synchronize user's card 1D
Synchronize user's login-PIN .
9.4.4.2 Report creation
This task will automatically create a
report and send it as an attachment via RS LS
e_mall' Racipient e-mail address  dwilamsEdomain com [ahaw datailz]
Here you can select the type of the — T o e
report that shall be scheduled. Select the oo b ; o '
sorting order and the file type. soredy et - 1
File type [ pdf 0 esv

If you like to automatically receive
reports like "last month device summary"

[creats Filters]

or "Ytd total of department X" it is recommended to create a custom report first and have this

scheduled here.

Version 5.5.0
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9.4.4.3 Export transactions to MS SQL

This task will export the transaction data
(user’s copy-, print-, scan- and fax- £l
activities) to an external SQL database.

Degscription: [ehanga]
Activated: [ 8
. . ool ET T =
[ 1] Enter the database details and et run 10.03.2017 | |15 [w]: |17 []
credentials. Repeat every:

If allowed by SQL Server, you can also
use Windows Authentication.

I I T T T
n ] o] 1 a

[Exmeuts naw ]

[ Execute now ] will run the task

immediately. Task type: "Export transactions bo SQLY
Hastname 1P 192 168.1.234 [ 1 ]
Fort 1433
. . Windows duthentication 7
Use the [ Test connection ] link to check
if e-FOLLOW.cloud can establish a Hserneme =
connect to the selected SQL-database. Password P
Diatabhass tampdb E
Schama dba
[Test connedion]
Tahla e-FOLLOW _records [ 2 ]
[ 2 ] The table e- [Creste table]
FOLLOW.cloud_records will be created Last axport 10.03,2017 15:07: 21
by clicking to the [Rasat |ask acpart]

[ Create table ] link.

If the table already exists
it will be deleted

(dropped) and created Drop table 'e-FOLLOW _records’ and create new tabls?
new.

This must b= done bafors the first run, of table wasn't slresdy crested by snother e-FOLLOW server.

[Cancel] K

e-FOLLOW.cloud remembers the records already exported to the MS SQL database. In case you
need to export again all data — e.g. after recreating the table — you can reset the last export by
clicking to

[ Reset last export ]

In addition to the default reports the device’s serial number, Model, Location and description are
exported to the SQL database.

l At current no other SQL databases than MS SQL are supported.
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9.4.4.4 Change quota (user, department, device)

This task will automatically add or set

Ignore missad tasks: cifif 1w

quotas. Depending the task type quotas
will be set for users, departments or
e-BRIDGE X devices.

Select the type of quota (total, color,
copy, print, fax, etc.), if it shall be set to

Add color gucta w

B For all usars

Task bype: "Quola change'™

500 Pages

2 For uzers From list:

an amount of pages or added to the
current quota and finally the amount of
pages.

Then select if this task shall be applied
to all users or to individual users /

departments / devices.

If you enable the switch Ignore missed tasks e-FOLLOW.cloud will not retry to execute tasks that
could not be run at the scheduled time due to any reason.

9.4.4.5 Remove Card IDs

This task will remove the association of card IDs to
user accounts. This may make sense if a set of 'one
day' cards is emitted to users that have forgotten
their personal card or if cards are replaced every X
months/years.

Select if all card ID associations shall be removed or
if only the card IDs from the below list shall be
removed.

Use [+] and [ -] to add or remove card IDs to /
from the list.

Version 5.5.0

DellDs

Description: [change]

Activated: L &
Mext run: 29.01,201% | [ 00 [=] : [ 00 [=]

Repeat every:
o o 1 a o

Ignore missed tasks: Lo

Task type: "Remove Card Tds™

D remeove all card Tds

'@ Card Ids from [ist:

pE )

[+1 -1
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9.4.5 Rules
e-FOLLOW.cloud provides a very convenient and powerful tool to apply rules for routing and
converting of print jobs.
A # € Logout
-FOLLOW
é/ cloud ADD REMOVE FINALIZE CHANGES (&)
MANAGEMENT Q, search... force BW  [changs]
User list D v A Condition: Document name contains [ch N
Departments SIEs ' ey [change]
Permissions [0 move large Action: Convert to blackBwhite  [changs]
Projects Notification: -
Domains
Applies to:
DEVICES
virtual Queues Users: Departments:
Toshiba AL &
Toshiba eSF
Mobile print
[+1 [-1 [+1 [-1
REPORT
Reports Queues/Printers:
e-follow.cloud
SETTINGS
General

User portal &
User tools

Dashboard
Schedules

Reader profiles

[«] [<] [>]

Page:

[+1 [-1

[Switch to editor]

This enables you to setup a very sophisticated rule based print management system.

Based on several conditions

Conditions

Document name | Contains..
Ends with..
Starts with..

Pages # Greater than..
Less than..

File size Greater than..
Less than..

Paper format Unknown, A3, A4, A5, ....

Color print Y/N

Duplex Y/N

Application

A specific action can be executed.

Actions

Delete -

Convert to Black & White
Duplex
B&W + Duplex

Move to queue

[virtual queue]

Change user

[ username ]

Operator Manual

Pages#
File size
Paper format

greater than

ancel]

oK

Color print
Duplex
Application

If the condition was met, following action will be invokad for the jeb:

Move to queus -
Dealete

Convert to
Mave to queus
Available qucucs:

+ voTest

Selected queves:

flone
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You can define as many rules as you like. Use the arrows behind the rule

; ADD ACTIVH
name to change the order of execution. '

O force BW

If enabled a Notification is sent to the user if the

. g . Action: Convert to black@white  [change
job has been processed / modified due to this — —
rule INotlfcaton: . I
Applies to:
For each rule you can define if it is a 'general’ rule
. g Users: Departments:
or if It shall apply to specific users, departments ol -
or groups.
[+] [-1 [+] [-1
Queues/Printars:
e-follow.cloud
[+1 [-1
To n_otdiSfturb current ADD FinaLIZE cHanGes ©
printing of users you can
switch off the Q, search... (17)  forceBw rohange
e-FtOLL(SW.I(_:Ici)(gd r’:m?(h O [ || — Document name cortains .
system by clicking to the
AyCTIVA-IyED buttgon [0 move large Y A Action: Convert to black&white  [change]
Notification: .
Once it’s Off you can add Applics to:
or modify rules without
taking effect on current ”*’SL‘L — Departments:

printing.

When you have done any
modifications on rules the
FINALIZE CHANGES e Printers
status changes to o cloud

FINALIZE CHANGES )

[+1 -1 [+1 [-1

[+1 [-1

Page:

. [Switch to editor]
Clicking to FIMALIZE CHAMNGES i: will generate the script and save it to the database.
The FINALIZE CHANGES status is changing to .@. .

e-FOLLOW.cloud is using the Python script language. By clicking to the [ Switch to editor ] link on
the bottom you have direct access to the script editor.
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Attention

ACTIVATED: ON SAVE SCRIPT

Python script:

# coding=UTF-8
def runscript(job):

#Rule 1: force BW
if "az22" in job.DocumentMame.lower()

in ["e-follow.cloud"]:
job.ConvertToBW("force BW", True)

#Rule 2: move large
if job.Pages » 1@@:

return job

and job.Department in ["GF"] and job.QueueName

job.MoveTo("efollow-cs-test-@\\e-follow.cloud", "move large", False)

[Switch back to assistant]

any changes done inside the editor may lead to malfunction of the rules system. This editor is
intended for administrators only being very familiar with the Python syntax.

o Make sure to activate the rules system by clicking to the ACTIVATED button before leaving this page.

Operator Manual
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9.4.6

Reader Profiles

Card reader profiles are used to modify the string read by a card reader.

~ )
« FOLLOW
é — cloud

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES
virtual Queues
Toshiba
Toshiba esSF
Mobile print

REPORT
Reports

SETTINGS
General

User portal &
User tools

Dashboard
Schedules

Rules

Reader profiles

# € Llogout

ADD REMOVE

test

Test string
Skip at front o
Skip at end 1]
Characters to use 3
Revert byte-by-byte
Convert i v
Format to UPPER W

Default profile for new devices

This can be required if the UIDs of your cards are already stored in active directory. Depending how
the IDs are read by the reader the IDs might need to be converted or reversed so they match.

To add a new profile click to [ + ].
You can enter a test string to directly check the impact of the current settings to the string.

You can use the Test string field to insert data and check if the conversion is working properly
according the data that are required.

Version 5.5.0
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10 Using Ipplnstaller packages

From the UserPortal users have access to the Installer-packages of IPP queues.

- FOLLOW
e " cloud

@ Type Name Installer &8 Details

Ingo Pfeiffer

. Ippinstaller.exe Archive
e-follow.cloud (preconfigured) (.zip) Show details

PRINT

History
Print jobs
Upload
TOOLS
ACCOUNT
Settings
Permissions.

Logout

o Any kind of Ipplnstaller must be run as administrator.

10.1 lIpplnstaller.exe (preconfigured)

After executing Ipplnstaller.exe (preconfigured) it will download all necessary files to a directory with
the same name as the executable. Also a log file is generated, which can be sent to the support in
case of problems.

¥ = | Downlaads
m Start Freigeben Ansicht

« = ~ 4 ¥ > DieserPC > Downloads

A Name Anderungsdatum Tp Groke
3t Schnellzugriff
I Desktop + ~ Heute (3)
3 Downloads . @ Ippinstaller_ingo pfeiffer@control-systems.de IPP-Queue TOSHIBA V4 Printer Driver v10.70x64.og  15.06.2023 18:00 LOG-Datei 1KB
Dok " + € Ippinstaller_ingo pfeiffer@control-systems.de_IPP-Queue TOSHIBA V4 Printer Driver v10.70 x64.exe | 23 18:09 Anwendung 100 KB
ckumente
Ippinstaller_ingo. pfeiffer@centrol-systems.de_IPP-Queue_TOSHIBA V4 Printer Driver v10.70 x64 15.06.2023 12:09 Dateiordner
[&=] Bilder 2
€ e-FOLLOW IPP Printer Installer v2.0.1 X
Printer name |PP-Queue
IPP server URL: https://ipp-cstest test efollow cloud:443/1P
Printer driver [TOSHIBA V4 Printer |
Install cerificate
JERlTE s e-FOLLOW IPP Printer Installer v2.0.1 X
Install Print
o Printer with name “IPP-Queue” already exists.
Please choose another printer name.

It will also check if the printer name already exists and will force the user to user another printer name.
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10.2 Ipplnstaller ZIP archive

The Ipplnstaller ZIP archive contains all files which are needed. The configuration is included as the
file config.cfg. The user has to extract the ZIP archive and run the Ippinstaller.exe.

GroBe Gepackte GroBe

38873729 18932419

165 170

[ IppInstaller.exe 101 376 36485
PP

@printer,pmpemes.mt 14270 24990

The Ipplnstaller is the same as mentioned above. It will also check for existing printer name and will
also write a log file.

10.3 Ipplnstaller MSl installer

The MSI installer will install the Ipplnstaller to the desired location and will then execute the same
Ipplnstaller as mentioned abve.

ﬁ e-FOLLOW IPP Printer installer (e-follow.cloud) Setup = x

- ) ATl o ib

COLLAAL TOD Dicin k.

W
(') - FOLLOW in 1%] e-FOLLOW IPP Printer installer (e-follow.cloud) Setup — x
Destination Folder =)
(Click Next to install to the default folder or dick Chanae to choose another, 2 F O -=O%W

The
(e ®
Ca ) =

Install e-FOLLOW IPP Printer installer P =

fter
& |
Printer name: ‘IPP-Queue |

|C:\Prngram Files (x86)\e-FOLLOW Tf
IPP server URL: https://ipp-cedest test efollow cloud:443/1P

Change...

Printer driver: [TOSHIBA V4 Printer |

Install certficate

Install printer driver

Install Printer

Back Finish ™ Cance

After the installation it can be uninstalled with the windows control panel. While uninstallation also the
IPP printer will be removed.

0]

<« “ 1 [ » Systemsteuerung » Alle Systernsteuerungselemente » Programme und Features v (] Programme und Features durchsuchen

Startseite der Systemsteuerun . . u
4 ? Programm deinstallieren oder andern

Installierte Updates anzeigen

E; Windows-Features aktivieren
oder deaktivieren

Wahlen Sie ein Programm aus der Liste aus, und klicken Sie auf "Deinstallieren”, “Andern” oder "Reparieren”, um es zu deinstallieren.

Programm vom MNetzwerk Organisieren v  Deinstallieren  Andern

installieren o
Name Herausgeber Installiert am  GréBe Version
€ e-FOLLOW IPP Printer installer (IPP-Queue) Control Systerns GmbH & Co.KG 15062023 167MB 2.0
€ e-FOLLOW IPP Printer installer (e-follow.cloud) Control Systerns GmbH & Co.KG 15.06.2023 16, 7MB 2.0
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11 Manual creation of IPP Printer-Installer

Beside of the autogenerated Ipplnstaller packages from the user-portal it is also possible to create an
installer ZIP-archive manually. The package can be downloaded from the > SETTINGS —> General
-> Instructions & Configuration page.

—

Instructions &
Configuration Instruction to set up Toshiba eSF devices

Instruction to set up Toshiba e-BRIDGE Next devices

Windows FopUp

IppInstaller

Download:
IppInstaller.zip {version: 2.0.1)

Ippinstaller.exe must be executed as Administrator © - FOLLOW PP Printer Installer v2.0.1 x

Printer name: |PP-Queue

There is also a silent version of Ipplinstaller,
IppinstallerSilent.exe.

IPP server LURL: https:/fipp-ca4est test efollow cloud:443/1P

Printer driver: [TOSHIBA V4 Printer |

Install certificate

Install printer driver

Before executing Ipplnstaller it needs to be customized for your Instal Prrter
specific needs.

IPP Installer consists of these components.

Mame Typ Komprimierte GroBe
driver Dateiordner
@ config.cfg Configuration-Cuelldatei 1KE
[5] Ipplnstaller.exe Anwendung 33 KB
[5] IpplnstallerSilent.exe Anwendung 33 KB
(@ ReadMe.bct TKT-Datei 1KEB
Ippinstaller.exe the installer program

IppinstallerSilent.exe The same installer program but with build in silent parameter
config.cfg the configuration file for Ippinstaller

driver Subdirectory holding the printer driver for the IPP/IPPS Queue

This allows you to create individual Ipplnstaller-packages, suitable for your current requirements.

e.g.
e packages for each IPP/IPPS queue
e packages for IPP/IPPS queues to be installed on PCs running inside your local network
e packages for IPP/IPPS queues to be installed on PCs running outside your local network
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11.1 Ipplnstaller config.cfg

IpplInstaller can get its configuration from command line parameters or config.cfg. If you download
IpplInstaller from the user-portal the configuration is included to the .exe file.

The configuration from config.cfg has priority over the included to .exe file configuration. And
configuration by command line parameters has priority over config.cfg.

E.g. the config.cfg file for Ipplnstaller can look like this:

| config.cfyg - Editer — O *

Datei Bearbeiten Format  Ansicht  Hilfe
server=https://
name=e-follow.cloud
Forceinstalldriver
readonlyserver
lang=en

Parameters (for command line and config.cfg):

debug This will add more detailed information to the installer-log. It can
be disabled by # or by removing it from the config.cfg file.

server="* This defines the full URL of the IPP/IPPS printer to be installed.
Make sure to enter the correct URL.

name= shown name of the printer

silent If enabled the installer will run in silent mode. It can be disabled

by # or by removing it from the config.cfg file.

forcecertificate If there is an .cer file in the certificate directory it will be forced to
be installed. Not needed for e-FOLLOW.cloud

forceinstalldriver If there is an driver in the driver directory it will be forced to be
installed.

download_driver= Download driver as ZIP archive from the given URL. The ZIP

archive will be extracted at the start of IppInstaller.exe.
download_cert= Download certificate from the given URL.

download_printer_properties= Download printer properties file from the give URL. Explanation
to get this file can be found at the e-FOLLOW.cloud
Management-> Settings>General>User Portal

readonlyserver IPP Server URL is read only

readonlyname Printer name is read only

lang= Lanuage of IPP Installer. Currently available: de en
uninstall Uninstall IpplInstaller

uninstallall Uninstall IppInstaller and remove printer

*) Make sure to use the correct URL.

[ 1] Select the IPP printer / virtual queue of your choice
[ 2] Click to 'Virtual IPP queue — IPP URLs'

[ 3] Copy the URL — external IPPS
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MANAGEMENT efollow-vm-dev (172.16.0.4)
User list
Q Search queue ...
Departments
Permissions O virtualQ
. wpp (105 Jobs)
Frojects
O #% test
Domains (3 Jobs)
DEVICES
[ 1 ] Virtual Queues
Joshibs
Toshiba aSF
NetCardReader
Maobile print

[manage PrinterManager]

®

[IPP Server Settings]

[IPP UALs] [2 '| J
e £k == after 3 hours A

SELECT FITER: OFF  MODIFY

Testseite 1 1/13/2022 7:19:12 .

Virtual IPP queus

oo olos

AR 474700 C.an.nc

IPP URLs for selected queue x

Printing via IPPS requires a client certificate.

Click on the link [IPP Server Settings] above to download the certificate.
It only needs to be installed once for all printers on this print server
{Trusted Root Certification Authorities for local computer)

11.2 lpplnstaller — driver

https://efollow-dev.germanywestcentral.cloudapp. azure.com: 443/test [copy U[|]3 ]

Ipplnstaller allows you to install any driver of your choice.

Copy the full content of the driver package to the driver folder.

Make sure the driver’s .inf file is located in the root of

the ..\driver folder

+ |pplnstaller » driver v B pel
Mame " Ande
=4 esfbu.cat 05.02.
eSfu.dll 05.02.
[ esféu.gpd 05.02.
42| eSfbu.inf 05.02.
42| eSfbu.ini 05.02.
[7] eSfbuver 05.02.
[ esféuxml 05.02.
eSfouaddprinter.dil 05.02.
i esteuaddprinter.zip 05.02.
[ aCfRiihara Al ne 07

If there is a ZIP archive with the name driver.zip in the Ipp Installer root directory at start it will be

extracted to the folder \driver.

You can also specifiy one URL with downloaddriver= where driver.zip can be downloaded.

Operator Manual
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11.3 Roll out IPP printer with group policy

In case you like to roll out an IPP/IPPS queue to clients via policy it is recommended to

roll out the certificate to client’s Trusted Root Certification Authorities
place the Ipplnstaller-package on a Server that all clients have access to
create a .batch file executing IpplnstallerSilent.exe

Add the batch to clients GPO startup script

12 Roll out IPP printer with Intune

Create a new empty folder with any name.

Home Share View a
« v g > ThisPC » Desktop » Intune ~ O Search Intune
~
Name Date modified Type Size

This folder is empty.

Download IntuneWinAppUtil.exe to the created folder from the official resource.

Home Share View Application Tools o
< v » ThisPC » Desktop » Intune v O Search Intune
~
MName Date modified Type Size
[#7] IntuneWinAppUtil.exe 14-Jun-23 2:51 PM Application 34 KB

Create there new empty subfolders with name “Input” and “Output”.

Home Share Wiew e

L T » ThisPC » Desktop » Intune »

v | O Search Intune
Name Date modified Type Size
Input 14-Jun-2 PM File folder
Output 14-Jun-2 File folder
[#] IntuneWinAppUtil.exe 14-Jun-2 Application 54 KB
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Download Ippinstaller.zip to any temporary place from e-FOLLOW Management -> Settings ->
General -> Instructions & Configuration -> Ipplnstaller ->

Unpack the archive to “Input” folder.

Home Share WView o

« v » ThisPC » Desktop * Intune » Input »

v O O Search Input
Name Date modified Type Size
driver 13-0ct-20 1:01 PM File folder
config.cfg 14-Jun-23 255 PM CFG File 1KB
% |ppinstaller.exe 14-Jun-23 424 PM Application 99 KB
% IppinstallerSilent.exe 14-Jun-23 4:24 PM Application 99 KB
ReadMe.tet 14-Jun-23 2:55 PM TXT File 1KB

Delete files from “Input” folder to keep “driver” folder and “IpplInstallerSilent.exe” file:
e config.cfg
e Ipplinstaller.exe
e ReadMe.txt

Home Share View o

« v o » ThisPC » Desktop » Intune » Input » v | O D Search Input
MName Date modified Type Size

driver 13-0ct-20 1:07 PM File folder
% IppinstallerSilent.exe 14-Jun-23 424 PM Application 39 KB
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Download printer driver (for example from e-FOLLOW Management -> Settings -> General -> Printer
Drivers with help of Download button) and put driver files with .inf to the “driver” folder.

Home Share View
«~ v » This PC » Desktop * Intune » Input > driver »
#
MName Date medified Type
=4 escm.cat 18-May-22 8:29 AM Security Catalog
eScbm.dll 18-May-22 8:29 AM Application exten...
D e5cbm.gpd 19-May-22 8:29 AM GPD File
e5chm.inf 18-May-22 8:29 AM Setup Information
1 eSchm.ini 18-May-22 8:29 AM IMI File
D eSchm.ver 19-May-22 &:29 AM VER File
| eScémaxml 18-May-22 2:29 AM XML File
| e5cbm-constraints js 19-May-22 8:29 AM J5 File
| eScbmdefpraml 18-May-22 8:29 AM XML File
| eScém-devmedexml 19-May-22 8:29 AM XML File
| eSchbmdevSettings.cml 19-May-22 8:29 AM XML File
eSchbmfwdsdh.dll 18-May-22 8:29 AM Application exten...
escbmfwsdk.js 19-May-22 8:29 AM J5 File
[55] eScbmHSP exe 15-May-22 8:29 AM Application

eSchmifweb.dll
e5scbmimpl.dil
eSchmjcore.dll

| eScbm-manifest.ini
[ eScbmOVL.exe
[#5] eScbmpath.exe
eSchmpekel.dil

eSchm-PipelineConfig.ml

19-May-22 8:29 AM
19-May-22 8:29 AM
19-May-22 8:29 AM

Application exten...
Application exten...
Application exten...

19-May-22 8:29 AM INI File
19-May-22 &:29 AM Application
18-May-22 8:29 AM Application

19-May-22 8:29 AM
19-May-22 8:29 AM

Application exten...

XML File

2 Search driver

v O

Size

67 KB
31KB
62 KB
24K8

1KB
1KB
4KB
24K8
1KB
1KB
6KB

1,085 KB

2KB
31K
558 KB
542 KB
4815K8
1KB
6K
37K
291 KB
1KB

If you want to distribute “TOSHIBA V4 Printer Driver”, you could include default printer properties
(drawers, finishers etc.). See e-FOLLOW Management -> Settings -> General -> Userportal -> IPP
queues -> Include printer properties template with Ipplnstaller package. There you can export printer
properties from the template printer to a file with a command. This file should be placed in “Input”

folder.

«FOLLOW
é ~  cloud

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES

#t € Logout
Printer driver for particular queue
User portal
Select IPP queues: e-follow.cloud
IPP-Queue
PropTEST
IppInstaller
[+] -1
Chrome Extension Include printer properties template with h
Ipplnstaller package @

Virtual Queues
Toshiba

Toshiba eSF
Mobile print

REPORT
Reports

SETTINGS
General
User tools
Dashboard
Schedules
Rules
Reader profile

fersion: 5.5.0 R

Manage printer's properties template file

How to export printer's properties

Setup printer's properties. Enter printer's name in the field below. Copy the resulting command and execute it in powershell.

${Get-PrinterProperty -Printeriame | Intune
[copy to clipboard]

" -PropertyMame “ToshibaPrinterProperties”™).value » printer_properties.txt

Upload printer’s properties file

Keine ausgewshlt

[Upload]

Download current printer's properties template file

[Download]

Delete current printer’'s properties template file

[Dalet=]
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Open IntuneWinAppUtil.exe file:

e source folder: Input

e setup file: IpplnstallerSilent.exe
e output folder: Output
[ ]

file ".intunewin' already exists. Do you want to delete it (Y/N)? Y (Happens only by process

repetition)
o specify catalog folder (Y/N)? N

Home Share View Application Toaols

< v o » ThisPC » Desktop * Intune
o
MName Date modified Type
Input 14-Jun-23 5 File folder
Output 14-Jun-2 File folder
L0=] IntuneWinAppUtil.exe 14-Jun-2 Application

B ChUsers\ds\Desktop’IntunetintuneWinAppUtil.exe

IppInstallerSilent.exe
Output
N

& Search Intune

4 KB

You will get IppInstallerSilent.intunewin file in “Output” folder. This Intune app could be used to
install any Virtual Queue as Printer on user’'s PC with the selected printer driver. For another printer

driver please create another Intune app.

Home Share View

&« v » ThisPC » Desktop » Intune » Output
=
Narne Date modified Type
| IppinstallerSilent.intunewin 14-Jun-23 5:08 PM INTUMEWIN File

Operator Manual

v O Search Output

Version 5.5.0



page 174 e-FOLLOW.cloud

Open Intune portal.

Click on “Add new App”.

Microsoft Intune admin center

Home > Apps

A Home 122 Apps | All apps

i) Dashboard

= All services |,-’-'> Search | « b add |0 Refresh 7 filer L Export Columns
Ll Devices D Overview =
- |,-'-7 Search by name or publisher
E2 Apps HEA apps
Name Ty Type Status Versior

‘ Endpoint security H Monitor
Reports

By platform
&4 Users

Windows
4l Groups

.'.:‘ Tenant administration

X Troubleshooting + support

i05/iPadOs
L macos

B Android

Policy

59 App protection policies

App configuration policies

®, 05 app provisioning profiles
E[ s mode supplemental palicies

Policies for Office apps
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Select “Windows app (Win32)” App type. Click on “Select”.

Microsoft Intune admin center

Home > Apps Select app type

ﬁ Hame n Apps | A” apps Create app

(1
&4l Dashboard
. App type
= All services |/'-7 Search | it + add (O | Select app type
o e - T TR
sE= @ overview .
L Search by na Windows 10 and later
fE Allapps
- Name macos
‘ Endpoint security & wmonitor
Microsoft Edge, version 77 and later
Reports
By platform Windows 10 and later
... Users
Windows macos
&4 Groups - .
i0S/iPad0S Microsoft Defender for Endpoint
.'.} Tenant administration
b macos mac0s
X Troubleshooting + support
B Android Web Application
Policy 10S/iPadOS web cip

Hy App protection policies Windows web link

BS App configuration policies Other
® i0s app provisioning profiles Web link
& Built-In app

L/ S mode supplemental palicies

I Policies for Office apps Line-of-business app

[*) Policy sets indows app (Win32)

@ Quiet time macOs app (DMG)

Android Enterprise system app
Other i B Bt
- x
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Select IpplinstallerSilent.intunewin file.

Microsoft Intune admin center

« Home > Apps | All apps >

ﬂ‘ Home Add App

E4ll Dashboard Windows app (Win32)
= All services
[l Devices o App information

22 Apps

‘ Endpoint security

@ Open
+ » ThisPC » Desktop » MewlntuneFolder » Output
Organize » Mew folder
Mame Date modified Type
D IppInstallerSilent.intunewin 14-Jun-23 400 PM INTUMNEWIN File

Select file * @ Select app packag

Size

18534 KB

App package file

App package file * @

| "IppinstallerSilentintunewin®

Name: IppinstallerSilent.exe
Platform: Windows

Size: 13.1 MiB

MAM Enabled: No

v D £ Search Output

File name: | IppInstallerSilent.intunewin

v| INTUMEWIM File (*.intunewin) ~

= [ @
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Fill in the fields as you wish.

Microsoft Intune admin center

Home > Apps | All apps >

ﬁ Home Add App

E4ll Dashboard Windows app (Win32)

i= All services -
Name * (@

q Devices

Description * (@

i Apps

‘} Endpoint security

IntuneQueue

Installs IntuneQueue to your PC

Reports Edit Description
". Users B
Publisher = (D | Control Systems GmbH & Co. KG |
& Groups
) i App Version @ | 1.0.0 |
&} Tenant administration
X Troubleshooting + support Category © | Other apps v |
Show this 25 3 featured app in the I: Yes No :I
Company Portal @
Information URL (D) | https://www.control-systems.de/software/e_follow_cloud |
Privacy URL (O | https://www.control-systems.de/unternehmeny/datenschutz |
Developer O | Control Systems GmbH & Co. KG |
Owner | Control Systems GmbH & Co. KG |
Motes (@ ‘
Lloge @ Change image
- FOLLOW
é" " cloud
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Choose a Virtual Queue you want to distribute from e-FOLLOW Management -> Devices -> Virtual
Queues. Its name further will be referred as <QUEUE_NAME>.
Copy target queue’s url from [IPP URLs] -> [copy url]. This url further will be referred as <IPP_URL>.

*) Make sure to use the correct URL.

[ 1] Select the IPP printer / virtual queue of your choice
[ 2] Click to 'Virtual IPP queue — IPP URLs'

[ 3] Copy the URL — external IPPS

@ € Logout

FOLLOW |
&/ sioud ADD REMOVE SELECT
MANAGEMENT Q, Search queue ... ],_“l Virtual IPP queue (155 URLs] [ 2 'I
User list =
% Intune

lm_m_

Projects

Domains

DEVICES

[1] SR

Toshiba

Toshiba eSF

Mobile print IPP URLs for selected queue

REPORT

Reports

m https:/fipp-cs-test.test.e-follow.cloud:443/Intune

t jobs

[copy url] [ 3

after 24 hours hd

: OFF

available

SETTINGS

General
Dashboard
Schedules
Rules

Reader profiles [«] (<] 1 [»]
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Go to “Program” step

Microsoft Intune admin center

Home > Apps | All apps »

ﬂ Home
Add App
E4ll Dashboard Windows app (Win32)
= all services
LW Devices o App information o Program

H] Apps - - - .
Specify the commands to install and uninstall this app:

‘; Endpoint security

Install command * (& | IppinstallerSilent.exe "-Name=Intune" -Server=https,//ipp-cs-testteste-follow.... |
Reports
. Uninstall command * (& | IppinstallerSilent.exe "-Name=Intune" -Uninstallall < |
&A Users
— /a . ™
&2 Groups Install behavior @ ' User )
A2} Tenant administration Device restart behavier © | No specific action ~ |

Troubleshooting + rt 5 - . . ;
# Troubleshooting + suppo Specify return codes to indicate post-installation behavior:

Return code Code type
| ] ‘ | Success ~ |
+ Add

Install command: IpplnstallerSilent.exe "-Name=<QUEUE_NAME>" -Server=<|PP_URL>
Uninstall command: IppinstallerSilent.exe "-Name=<QUEUE_NAME>" -UninstallAll
Install behavior: System

Device restart behavior: No specific action

Keep only 0 return code.
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Go to “Requirements” step

Microsoft Intune admin center

& Home > Apps|All apps »

ﬂ‘ Home Add App

il Dashboard Windows app (Win32)
= All services

Devices o App information o Program e Requirements

SR Specify the requirements that devices must meet before the app is installed:

‘} Endpoint security

Cperating system architecture * (0 ‘ 2 selected o |
Reports

Minimum operating system * (O ‘ Windows 10 1803 A |
o Users
—_—
&2 Groups Disk space required (MB) © ‘ |
&} Tenant administration Physical memory required (MB) @ ‘ |

Minimum number of logical processors

X Troubleshooting + support ‘ |
required (0

Minimum CPU speed required {(MHz) © ‘ |

Configure additional requirement rules

Type Path/Script

Mo requirements are specified.

+ Add

e Operating system architecture: 32-bit and 64-bit
¢  Minimum operating system: Windows 10 1803
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Go to “Detection rules” step

Microsoft Intune admin center

& H > A All » H
ome > Apps | All apps Detection rule
Home
# Add App
4l Dashboard Windows app (Win32)
- Create a rule that indicates the presence of the app.
= All services
. P
ﬁ Devices o App information o Program o Requirements Rule type * @ | Registry
HIN
) Configure app specific rules used to detact the presence of the ap .
Key path* O | HKEY_LOCAL_MACHINE\SOFT
.} Endpoint secunty
Rules format * @ Manually configure ¢ .

Reports Value name () | Name
&& Users Type Path/Code Detection method * @ | String comparisan
[ Mo rules are specified.
A B Operator* @ | Equals
&2 Tenant administration + Add )

e Value* O | Intune
7% Troubleshooting + support

Associgted with a 32-bit app 'Z:_ Yes No :'

on 64-bit clients O

Rules format: Manually configure detection rules
Add one rule:

e Rule type: Registry

Registry key: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Print\Printers\<QUEUE_NAME>

Value name: Name

Detection method: String comparison

Operator: Equals

Value: <QUEUE_NAME>

Associated with a 32-bit app on 64-bit clients: Yes
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Go to “Assignments” step

Select needed user groups.

Microsoft Intune admin center

‘ﬁ‘ Home

B4l Dashboard
= All services
ﬁ Devices
Apps

‘, Endpoint security

Reports

.'. Users

& Groups

.'.:‘ Tenant administration

X Troubleshooting + support

<:/fendpoint.microsoft.com/#

Home > Apps|All apps >

Add App

Windows app (Win32)

o Detection rules

o Program

o Requirements

o Any Win32 app deployed using Intune will not be automatically removed from the device when the device is retired. The app and the
the device. If the app is not remaved prior to retiring the device, the end user will need to take explicit action on the device to remove

Required O

Group mode Group Filter mode
Mo assignments

]

+ Add group @ + Add all users @ + Add all devices ©
Available for enrolled devices &)

Group mode Group Filter mode
@ Included Intune-enreliment Mone

]

+ Add group @ + Add all users @ + Add all devices ©
Uninstall ©
Group mode Group Filter mode

No assignments

4

o Dependencies

Filter

Filter

None

Filter

o Supersedence o Assignr

End user notifications

End user notifications

Show all toast
notifications

End user notifications

Finish app creation enrollment.
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13 Printing from Mac

e-FOLLOW can not only receive print jobs from Windows clients but also from Mac (or Linux)

To print to a virtual queue configure your Mac as follows.

Visit http://business.toshiba.com/support/index.jsp to download an appropriate driver for your MFP.

80 i TOSHIBA -STUDIO Calor MFP* installieren ]

TOSHIBA
Follow the installation instructions of the driver

package_ .. © Einfiihrung

Lizenz

| Zisliolume
| auswihlen

Installathonstyp
Installation

Zusammentassung

I=-stunio

Willkormmen bei: TOSHIBA e-STUDIO Color MFP

Sie wardan durch alle Schritte gefiih, die fir die Installation
dieser Software erforderlich sind,

Fartfahren

Add and Configure New Printer ooGE
Open ‘System Preferences’ — ‘Print & Fax’

Saraurg CLX-3300 5.
- ® Offine

Klick ‘+” Sign to add a new printer —

eC @
Select type ‘IP’ from the menu across Q @ .-
the top, then fill in following options Sundald I Windows

Address: IP-address of your

Drueker & Seannar Q

i 601,232

_ Dinschar-Wartelisie sffnen

- Opsionan & Flilstinde ..

Art: ASpemeiner estfeript-Dracker
Status: ieaictv

Diesan Dinscker im

e Tekbon Systemenstitong fregases _

Standarddrucker: | Zuletrt verwendeter Drucker [

Standard-Paplerformat: | DIN A3 B

Hinzufiigen

Suchen

e-FOLLOW server | Adresse: 1921881225

Hosiname oder Adresse gaityg wund volistindig,

Protocol: ‘Line Printer Daemon —

| Protokoll: | Line Printer Dagmon - LPD

LPD’ (default) Wartelista: printZme
Queue name: enter the exact queue
name of the virtual printer
Mama:  @-FOLLOW printZme

Standort: | virtuelle Queue

Yerwendan:

Operator Manual
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Printer driver: here you can select the
driver software as installed above.

Select the driver software and klick to
OK.

‘Warteliste: |printZme
Filr Standerdwartaliato bitte leer lasson

Mama: e-FOLLOW print2me

Standort: | virtuelle Queus
Verwandan: | Allgemeiner PostScript-Drucker

Hinzufigen

® Druckersoftware

[a] J

NS SGATIOIY JTIS ST Fa
Somsung SCX-5835_5935X Series
Samsung SCX-8545X Serios P5
Samsung SCX-8x22 Series PS
Samsung SCX-6x45 Series PS
Sameung SCX-8x55 Series PS
Samsung SCX-BxEEX Series PS
Samsung SCX-8030 B040 Series PS
Samsung SCX-8123 8128 Series PS5
Samsung SF-760 Series

TOSHIBA ColorMFP |
Zebra CPCL Label Printer

Tamen EOLA L akal Meianas

Abbrechen “

Now your Mac is ready to print to e-FOLLOW.
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13.1 IPP printing from MAC
e-FOLLOW.cloud can not only receive print jobs from Windows clients but also from Mac and Linux.
To print to a virtual queue configure your Mac as follows.

Visit http://business.toshiba.com/support/index.jsp to download an appropriate driver for your MFP.

o “w TOSHIBA e-STUDIO Color MP* installieren [
Follow the installation instructions of the driver | o Wilkemrmen bei: TOSHIBA e-STUDIO Colar MFP
package. .. o Einfihrung 3::;:?:;; ::-:::ﬂ; if.'::l“’ ,_i,f:_"-""" die fir die Installation
Lizenz
I Zilwolume
| auswihlen
imstallationstyo
natallation
Zusammenfassung
[=stupio
Fartfahren
Add and Configure New Printer Traeo T e a

Open ‘System Preferences’ — ‘Print & Fax’

— Dnucher-Warteliste &fnen ...

Optionan & Fulstieda .

o Samsung CLX-3300 ..
-4 * Oifine

Art: ASgemeiner PoatSeripl-Druceer
Statuss iegictiv

Dissan Drucker im

T fivasbon Systemeinstetng Fregases

Klick ‘+’ Sign to add a new printer R —

Standamidrcken | Zuletrt verwendeter Orucker [

Etandard-Paplerformat: | DIN A4 7

Customize the view of the "Add" dialog to access the "Advanced" entry. Right-click on the toolbar and
enter "Customize toolbar..."

Q\ w i O v Icon and Text

Icon Only
Text Only

Use Small Size
Address:

Customize Toolbar...

Enter host nal

Protocol:  Internet Printing Protocol - IPP

<

Queue:

Name:
Location:

Use:
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Drag the Advanced button to the

toolbar.

Then click to the "advanced"

option

Type: select Internet

Printing Protocol
(https)

URL: enter the URL
for the virtual queue

copied from
Management or
UserPortal.

Name: ..the printer

Use: select the printer

driver previously
installed.

PRINT
History

Print jobs
Upload

Confirmation
Popup
ACCOUNT
Settings

Logout

Show Iconand Text 2 Use small size Done
Type Name Printer URL () Copy
a £t 1 : 144 "j
ece Add E | O
- = P
o e w O
Default IP  Windows Advanced Search
I Type:  Internet Printing Protocol (https)
Device: | Another Device
URL: |https:/fipp . ote-follow.cloud 'd&?u'?-folluwclu{
RBEC...CYLMhro3GX254V3a7w
Name: | e-follow.cloud —
Location:
Use: TOSHIBA ColorMFP B
Add

Jﬂﬁ@i

Drag your favorite items into the t

- @ &

... or drag the default set into the toolbar.

‘9@-‘:

Click Add to finish the installation of the virtual queue on your MAC.
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14 Printing from Chromebooks

These steps are not needed any more when the e-FOLLOW Chrome Extension is used. See:
9.4.2.4 Chrome Extension

e-FOLLOW can not only receive print jobs from Windows clients but also from Chromebooks.

The challenge for printing from Chrome to e-FOLLOW server is the personalization of print jobs
(assign a printjob to its owner). By default, all jobs are sent "anonymous".

e-FOLLOW can cover this by providing individual IPP URLs for each user. Once enabled in
-> SETTINGS-> General > Userportal >

L*'1 L2
i Show parsonalized IPP-URLs [ &

the IPP-Printer tab appears in the user portal.

Type Name Installer S8 Details

— Ippinstaller.exe Archive Windows

g; IPP-Queue (preconfigured) (.zip) Installer Show details
(.msi)

Use personalized URLs below to add IPP printers to your
system.

Name IPP-Queue

Printer URL https:/ /ipp-cs-test.test.e-follow. @

o

Here you will find the list of available IPP virtual queues and IPP printer queues followed by their
personalized URLs.

To add a personalized queue to your Chromebook follow the steps as described below.

Personalized URLs may not only be used on Chrome but also on any other client that can print using
the IPP protocol.
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Change to the Printers section of Chrome Settings and click to Add Printer.

= Seftings

0, Ssarch printers

& Printers

Sal up or manage CUPS printers. Leam maone m

Add a nearby printer

Unknown

unknown

TOSHIBA TOSHIBA e-5TUDIOATER

TOSHIBA TOSHIBA e-STUDIOA4ES

TOSHIBA e-5TUDID3510c Serles PS5

Unknown

Ricoh Aficio MP 9000 - CUPS+GEutanprint v5.2.9 Simplified

KOMICA MINOLTA C5545eriesPS(P)

Genaric PCL &/PCL XL Printer - CUPS+Gutenprint v5.2.9 Simplifiad

Generic PogtScript Printer

LSWEW CUPS+Gutenprint v5.2.9 Simplifiad

Add Manually

Cancel Add

Then Select Add Manually

Add a printer manually

Attention aeme
The URL shown in User portal cannot be e-FOLLOW virtual
entered in one step / filed.

Adldr ens

It has to be entered splitted in the fields: 19215811
Name: any printer name of your choice e

Intemet Printing Protocol (HTTRS) -
Address: Server IP e

virtual/ VEMDBZw-e¥oaam 1 UhnRaigg

Protocol: select HTTPS

Queue: printer name + token

Add Mearby Printers Caneel m

Version 5.5.0 Operator Manual



e-FOLLOW.cloud

page 189

Click to Add

Then select the manufacturer & model or select
an appropriate printer PPD file.

Clicking to Add will finish the printer setup.

Advanced printer configuration

e-FOLLOW wirtual could not be configured avtomatically. Please specify advanced
printer details. Leam mare

Manufachires

Tashiba

Pz clel]

Or apecily pour pricter PPD Laars mors

e5h&p.ppd Browse

Fancel “

¥ Hetwork & Printers O, Search printers
%  Bluetooth

Set up or manage CUPS printers. Leam maore
0  connected devices
W Media Plugins a-FOLLOW wirtual :

Now the printer is available for printing from Chrome to e-FOLLOW and jobs will be assigned to your

user name.
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15 eSF Scan-to-Folder setup
Toshiba eSF devices come with a convenient Scanning-App called 'Scan Center’

This chapter describes the relevant settings for Scan Center Scanner App so users can easily scan to
their HomeDirectory folder defined in A.D. or another LDAP-Server.

Open the device’s website and run the Scan Center Configuration.

Scan Center
Shorteut

i e

Metwork Folder
In Network Folder: el

(] MCreate Nework Folde

Create Metwork Folder
Name and Location

1;'|.'7'l::'.‘-' user to edit on printar control panel.

| Show netwark path

Display Hame * Scan2blyHome |
. Domain imay. domain| ]
Enter the Display Name A : :
for this target and your S EIEREY
local domain. Falder Address * Whamedir 2l 1
. T U & 'C'
The Folder Address is =

%homedir%

=] Allow user to edit authenlicalion opbons on prinler contrel panal

Authentication Options Aslk for user name and password | = |

[ asvanced Options

Authentication Options

Ask for user name and password. if the users login to e-FOLLOW.cloud by e.g. PIN or Card this
option will request the user’s credentials when scanning.

Use static username and password: this option allows to define a 'global user'. Make sure that this
user has write permission to all user’s HomeDirectories.
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After launching the Scan Center App
select Network Folder.

Select the ScantMyHome target

If required, the user gets prompted to
enter his credentials

Operator Manual

Scan Center Scan

"\ Scan Settings 300 dpi, 1-sided

MNetwork Folder
= E-mail Mane

Printer Nane

L MNetwork Folder

(4 Create Network Folder

[+ Scan2MyHome

LogIn
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16 Advanced Settings

This chapter describes advanced Administrator settings that should only be done in case of
malfunction or / and or if Toshiba support requested you to modify any of these settings.

Change of any of the following parameter may have severe impact on proper functionality of your
e-FOLLOW.cloud setup.

16.1 Single Print Timeout

If deletion of jobs at user logout or after error is enabled e-FOLLOW.cloud printing mode is changed to
single print. In case a the finish event of the current job is missing subsequent printing is blocked.

The SinglePrintTimeout defines the time after the printing for this user will be reseted if there are no

events from his print jobs.

Change to Expert settings — DataManager and search for SinglePrintTimeout

Default value [ms] 1.800.000 = 30 min.

16.2 Project Code from PJL

e-FOLLOW.cloud can extract the project code for a print job from its PJL header.

In > SETTINGS —> General > Expert settings select the PrinterManager and find the parameter
ProjectCodeFromPijl.

Here you can enter the PJL tag containing the Project Code.
(e.g. @PJL COMMENT DSSC PRINT ACCESSCODE=)
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16.3 HID Omnikey 5427 CK configuration

HID provides documentation for their readers that describes how to configure KBW mode. See
Chapters 2 and 3 in this document.

https://www.hidglobal.com/documents/omnikey-5x27ck-keyboard-wedge-configuration-user-guide

Keyboard mode configuration of this reader is complex and requires "boot interface" device

keyboard mode option enabled as well as [ENTER] post keystroke for each supported card type to
work properly with our printers.

o No extra apps or drivers are needed.

¢ 1) Enable Keyboard Wedge and Boot Interface

Keyboard

i General i CardData | Card Data
Config Selection Manipulation

Keyboard Wedge Enable |~/

Output Type |keyboard Weadage n

Boot Interface /|

e 2) Configure all card types that are needed and set the Poststroke to [ENTER]

Keyboard " Reader | Host System
Wedge Information Interfaces Consoles

" General " CardData e
Config Selection Manipulation

Card Type |MIFARE Classic [~ |

Enable MIFARE Classic Li.l” Card In Event Keystrokes [LED_BUZ7]

Data Field Prestrokes Key %:5; Sector Block Offset Length Poststrokes
5] &N V] [ENTER]
% PACS | |
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e 3) Configure Card Data Manipulation also for each type:

Keyboard
Wedge

" General | CardData el
Config Selection Manipulation
Card Type MIFARE Classic PACS Leading Byte | Hex Qutput Case Lower
Datafield Filtering Format Reverse Padding

CSN v Char0  Direction|Leading [~ | [HEX [~] ' v/ ||| Char0  Direction|Leading | v | Length 0
_J Char0 Direction[Leacing [+ ] [AEx [~] || || Char0  Direction|Leacing [ v | Length 0

PACS

e 4) To disable annoying Beeper go to Card Data Selection and remove content of Card In
Event Keystrokes field.

Keyboard
Wedge

" General i Card Data i Card Data
Config Selection Manipulation

Card Type |IMIFARE Classic [ ~]
Sets the Card Type
Enable MIFARE Classic l\_‘J" Card In Event Keystrokes [_ED_BUZZ] 1
Data Field Prestrokes Key 1?:::{: Sector Block Offset Length Poststrokes
CSN l\_‘J" [EMTER]

(v]
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16.4 Toshiba eSF Admin access

In some cases, it may be necessary to locally log in to the device — e.g. for local device administrator.

Therefore, a local user need to
be created via the device web
interface.

By assigning it to a specific group
you can define the permissions
and functions the user has

access to.

So a local user can be
Administrator or 'Guest' being
allowed to do BW copies only.

To log in as local user/administrator
press the user icon and enter the
credentials.

If the login was successful press the

home icon to access the device
menu.
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Select Option

Status
Settings

Device

Print

Paper

Copy

Fax

E-rmail

FTP

USB Dnve

N kPorts

Securnity;
Reports
Address Book
Shortcuts
Bookmark Setup
Apps

Site Map

Security
Login Methods

Public

Manage Permissions

Local Accounts

Add User

Al g GroypsPermissions

L UeeellamepPoceoed Aemonte

2 Accounts
Default Browser Login { Change )
Default Contral Panel Login Methed ( Change )

1 Account

Network Accounts

Add Login Method

Seflings = Security = User HamaPassword Accounds. = E

Edit User Name/Password Account

User Information
MNama
User Mame
E-mail
Password

Confirm Password

Permission Groups

Add New Group

User Name/

saword

User Name

ord

Cancel
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17 Appendix A — SQL structure for e-FOLLOW.cloud_records table

_id GUID (not null)
type STRING (not null)
username STRING (not null)
userfullname STRING
department STRING
domainname STRING
device STRING
device_type STRING
sending_host STRING
doc_name STRING
job_id STRING
submission_time DATETIME
finish_time DATETIME
workflow_id STRING
project STRING
subproject STRING
cost INTEGER
has_color BOOLEAN
accounted INTEGER
pages INTEGER
scan_pages INTEGER
fax_pages INTEGER
created DATETIME
Unknown_color_duplex INTEGER
Unknown_color_simplex INTEGER
Unknown_bw_duplex INTEGER
Unknown_bw_simplex INTEGER
A3_color_duplex INTEGER
A3_color_simplex INTEGER
A3_bw_duplex INTEGER
A3_bw_simplex INTEGER
A4_color_duplex INTEGER
A4_color_simplex INTEGER
A4 _bw_duplex INTEGER
A4 _bw_simplex INTEGER
A5_color_duplex INTEGER
A5_color_simplex INTEGER
A5_bw_duplex INTEGER
A5 _bw_simplex INTEGER
A6_color_duplex INTEGER
A6_color_simplex INTEGER
A6_bw_duplex INTEGER
A6_bw_simplex INTEGER
B4_color_duplex INTEGER
B4_color_simplex INTEGER
B4 _bw_duplex INTEGER
Version 5.5.0
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B4_bw_simplex INTEGER
B5_color_duplex INTEGER
B5_color_simplex INTEGER
B5_bw_duplex INTEGER
B5_bw_simplex INTEGER
Postcard_color_duplex INTEGER
Postcard_color_simplex INTEGER
Postcard_bw_duplex INTEGER
Postcard_bw_simplex INTEGER
Invoice_color_duplex INTEGER
Invoice_color_simplex INTEGER
Invoice_bw_duplex INTEGER
Invoice_bw_simplex INTEGER
Executive_color_duplex INTEGER
Executive_color_simplex INTEGER
Executive_bw_duplex INTEGER
Executive_bw_simplex INTEGER
Legal_color_duplex INTEGER
Legal_color_simplex INTEGER
Legal_bw_duplex INTEGER
Legal_bw_simplex INTEGER
Letter_color_duplex INTEGER
Letter_color_simplex INTEGER
Letter_bw_duplex INTEGER
Letter_bw_simplex INTEGER
Tabloid_color_duplex INTEGER
Tabloid_color_simplex INTEGER
Tabloid_bw_duplex INTEGER
Tabloid_bw_simplex INTEGER
AnsiC_color_duplex INTEGER
AnsiC_color_simplex INTEGER
AnsiC_bw_duplex INTEGER
AnsiC_bw_simplex INTEGER
AnsiD_color_duplex INTEGER
AnsiD_color_simplex INTEGER
AnsiD_bw_duplex INTEGER
AnsiD_bw_simplex INTEGER
AnsiE_color_duplex INTEGER
AnsiE_color_simplex INTEGER
AnsiE_bw_duplex INTEGER
AnsiE_bw_simplex INTEGER
model NVARCHAR(1024)
serial NVARCHAR(1024)
location NVARCHAR(1024)
description NVARCHAR(1024)
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