
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Operator Manual  
 
 
 

Version 6.0.0  -  Apr-26 
 
 
 
 
 
 
 

 
  

 



page 2   e-FOLLOW.cloud 
 
 

 
Version 6.0.0  Operator Manual 
   
   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
This documentation refers to the development status of Apr-2026.  
The texts and images were assembled with greatest care. Yet   
there can be minor discrepancies in program sequences or  
displayed texts that might occur as this product advances  
   
We will appreciate suggestions for improvement or error reports.  
  
Several of the hardware and software names mentioned in the  
document are trademarks and should be considered as such.   
  
  
© 2026 by TOSHIBA TEC CORPORATION 
 
 
All rights reserved.   
 
  
  



e-FOLLOW.cloud   page 3 
 
   

Operator Manual   Version 6.0.0 

Table of content  

1 Introduction  ..................................................................................................................................... 8 

1.1 Symbols in this manual ............................................................................................................. 8 

2 General setup of e -FOLLOW.cloud ............................................................................................... 9 

3 Concept of queues and devices  ................................................................................................. 10 

3.1 Virtual Queues......................................................................................................................... 10 

4 End-to-End encryption  ................................................................................................................. 10 

5 Requirements ................................................................................................................................ 11 

5.1 Supported MFPs ..................................................................................................................... 11 

6 Prepare e -Bridge Next devices  ................................................................................................... 12 

6.1 Instructions & Configuration .................................................................................................... 13 

6.2 Install the embedded App ....................................................................................................... 14 

6.2.1 General settings ............................................................................................................... 15 

6.2.2 Run Auto-configuration .................................................................................................... 16 

6.2.3 Autoconfiguration settings................................................................................................ 17 

6.2.4 Update settings ................................................................................................................ 17 

6.2.5 Self-Registration .............................................................................................................. 18 

7 Prepare eSF devices  .................................................................................................................... 19 

7.1 Install the embedded App ....................................................................................................... 19 

7.1.1 Self-Registration .............................................................................................................. 21 

8 e-FOLLOW.cloud ï Quick start  ................................................................................................... 22 

8.1 First login to e.FOLLOW.cloud Management .......................................................................... 22 

8.2 Virtual queue(s) ....................................................................................................................... 23 

8.2.1 Adding virtual IPP queue ................................................................................................. 24 

8.3 Users ....................................................................................................................................... 25 

8.3.1 ADD (internal user) .......................................................................................................... 25 

8.3.2 Microsoft Entra ID ............................................................................................................ 25 
8.3.2.1 Domains ï User import ............................................................................................. 26 
8.3.2.2 Domains - Attribute names ....................................................................................... 27 
8.3.2.3 Domains - Default user ............................................................................................. 28 

8.3.3 Self-register @ User Portal .............................................................................................. 30 

8.3.4 USER - CSV Import ......................................................................................................... 31 

8.4 Windows Client setup .............................................................................................................. 32 

8.4.1 Adding a Windows IPP printer ......................................................................................... 32 

8.4.2 IPP printer Installer .......................................................................................................... 33 

8.4.3 e-FOLLOW client PopUp ................................................................................................. 34 

8.4.4 Default PopUp type .......................................................................................................... 35 

8.4.5 Executing the e-FOLLOW client PopUp .......................................................................... 35 

8.5 e-FOLLOW Web-PopUp ......................................................................................................... 36 



page 4   e-FOLLOW.cloud 
 
 

 
Version 6.0.0  Operator Manual 
   
   

8.6 IPP printing from MAC ............................................................................................................ 37 

8.7 Printing from Chromebooks .................................................................................................... 39 
With the e-FOLLOW Print Chrome Extension you can easily distribute e-FOLLOW queue to 
users which are using Google Chrome browser or working on a Chrome Book. ....................... 39 

8.8 Printing from mobile devices ................................................................................................... 40 

9 e-FOLLOW.cloud reference  ......................................................................................................... 41 

9.1 MANAGEMENT....................................................................................................................... 41 

9.1.1 User list ............................................................................................................................ 41 
9.1.1.1 Search user .............................................................................................................. 42 
9.1.1.2 ADD (internal user) ................................................................................................... 43 
9.1.1.3 SELECT .................................................................................................................... 43 
9.1.1.4 FILTER ..................................................................................................................... 43 
9.1.1.5 MANAGE .................................................................................................................. 44 
9.1.1.6 MODIFY .................................................................................................................... 44 
9.1.1.7 USER - CSV Import .................................................................................................. 47 
9.1.1.8 Export Userdata ........................................................................................................ 48 
9.1.1.9 User details / Authentication ..................................................................................... 49 
9.1.1.10 User Details / Advanced ........................................................................................... 50 
9.1.1.11 User Details / User role............................................................................................. 51 
9.1.1.12 User Details / Accounting ......................................................................................... 52 
9.1.1.13 User details / EWB/Print settings .............................................................................. 53 
9.1.1.14 User details / Projects ............................................................................................... 54 
9.1.1.15 User details / TeamPrint ........................................................................................... 56 

9.1.2 Departments .................................................................................................................... 57 
9.1.2.1 Use Quotas ............................................................................................................... 58 
9.1.2.2 Use user role ............................................................................................................ 59 
9.1.2.3 Search for departments ............................................................................................ 60 

9.1.3 Permissions ..................................................................................................................... 61 

9.1.4 Projects ............................................................................................................................ 63 
9.1.4.1 Import Projects from .csv .......................................................................................... 64 

9.1.5 Domains ........................................................................................................................... 66 
9.1.5.1 Domains - ADD LDAP Domain ................................................................................. 67 

9.1.6 Domains ï ADD Microsoft Entra ID (Azure Active Directory) .......................................... 68 
9.1.6.1 Create an application in Microsoft Entra ID (Azure Active Directory) ....................... 68 
9.1.6.2 Configuring e-FOLLOW.cloud domain Microsoft Entra ID (Azure Active Directory) 
synchronization ........................................................................................................................... 75 

9.1.7 Domains ï ADD Microsoft Entra ID (Azure Active Directory) with User self-enrollment . 77 
9.1.7.1 Create an application in Microsoft Entra ID (Azure Active Directory) with User self-
enrollment 77 
9.1.7.2 Configuring e-FOLLOW.cloud domain Microsoft Entra ID (Azure Active Directory) 
synchronization with User self-enrollment .................................................................................. 84 
9.1.7.3 Domain - REMOVE ................................................................................................... 86 
9.1.7.4 Domains ï User import ............................................................................................. 86 
9.1.7.5 Domains - Attribute names ....................................................................................... 87 
9.1.7.6 Domains - Default user ............................................................................................. 88 

9.2 DEVICES ................................................................................................................................. 90 

9.2.1 Virtual IPP-Queues .......................................................................................................... 90 
9.2.1.1 Adding virtual IPP-Queues ....................................................................................... 90 
9.2.1.2 Virtual queue properties ........................................................................................... 91 
9.2.1.3 Virtual Queue Drawer and paper preconfiguration ................................................... 92 

9.2.2 Toshiba ............................................................................................................................ 94 
9.2.2.1 ADD Toshiba device ................................................................................................. 95 



e-FOLLOW.cloud   page 5 
 
   

Operator Manual   Version 6.0.0 

9.2.2.2 Edit Toshiba e-BRIDGE X/Next device .................................................................... 95 
9.2.2.2.1 General Settings ................................................................................................... 96 
9.2.2.2.2 Quotas .................................................................................................................. 97 
9.2.2.2.3 Card login.............................................................................................................. 98 
9.2.2.2.4 EWB settings ........................................................................................................ 98 
9.2.2.2.5 Print settings ....................................................................................................... 100 
9.2.2.2.6 Consumables ...................................................................................................... 102 

9.2.2.3 MANAGE Toshiba devices ..................................................................................... 102 
9.2.2.4 MODIFY Toshiba devices ....................................................................................... 103 

9.2.3 Toshiba eSF ................................................................................................................... 105 
9.2.3.1 ADD Toshiba eSF device ....................................................................................... 106 
9.2.3.2 Edit Toshiba eSF device ......................................................................................... 106 

9.2.3.2.1 General Settings ................................................................................................. 107 
9.2.3.2.2 Quotas ................................................................................................................ 108 
9.2.3.2.3 Card login............................................................................................................ 108 
9.2.3.2.4 Guest login .......................................................................................................... 109 
9.2.3.2.5 Print settings ....................................................................................................... 109 
9.2.3.2.6 Consumables ...................................................................................................... 110 

9.2.3.3 MANAGE Toshiba eSF devices ............................................................................. 111 
9.2.3.4 MODIFY Toshiba eSF devices ............................................................................... 111 
9.2.3.5 Updating eSF ï App ............................................................................................... 113 

9.2.4 Mobile print .................................................................................................................... 114 
9.2.4.1 E-Mail printing ......................................................................................................... 114 
9.2.4.2 Office 365 (modern Auth.) ...................................................................................... 117 
9.2.4.3 Anonymous printing ................................................................................................ 123 

9.3 CLOUD SCAN & PRINT ....................................................................................................... 125 

9.3.1 Scan ............................................................................................................................... 125 

9.3.2 Scan Profile .................................................................................................................... 126 
9.3.2.1 Scan profile settings for all scan destinations ........................................................ 126 
9.3.2.2 Scan destination: Email .......................................................................................... 130 
9.3.2.3 Scan destination: OneDrive & SharePoint Business/organization (Admin-managed)
 131 
9.3.2.4 Scan destination: OneDrive & SharePoint Personal (User-managed) ................... 135 
9.3.2.5 Scan destination Google Drive Business/organization (Admin-managed) ............. 138 
9.3.2.6 Scan destination Google Drive Personal (User-managed) .................................... 141 
9.3.2.7 User sign-in process for OneDrive, SharePoint or Google Drive Personal (User-
managed) 144 

9.3.3 Print ................................................................................................................................ 147 

9.4 REPORT ............................................................................................................................... 148 

9.4.1 Reports........................................................................................................................... 148 
9.4.1.1 Eco reports ............................................................................................................. 151 

9.5 SETTINGS ............................................................................................................................ 154 

9.5.1 General .......................................................................................................................... 154 
9.5.1.1 Instructions & Configuration ................................................................................... 154 

9.5.1.1.1 Instruction to set up Toshiba e-BRIDGE Next devices ....................................... 154 
9.5.1.1.2 Instruction to set up Toshiba eSF devices .......................................................... 155 
9.5.1.1.3 Instruction to set up Windows PopUp ................................................................. 155 

9.5.1.2 Database / Support ................................................................................................. 156 
9.5.1.2.1 Support service ................................................................................................... 156 
9.5.1.2.2 Backup database ................................................................................................ 157 
9.5.1.2.3 Backup User-Transactions ................................................................................. 158 

9.5.1.3 User-Transaction Export ......................................................................................... 160 
9.5.1.3.1 Required Query Parameters ............................................................................... 161 
9.5.1.3.2 CSV File Structure .............................................................................................. 162 
9.5.1.3.3 CSV Column Descriptions .................................................................................. 163 

9.5.1.4 License Information ................................................................................................ 164 



page 6   e-FOLLOW.cloud 
 
 

 
Version 6.0.0  Operator Manual 
   
   

9.5.1.5 Application .............................................................................................................. 165 
9.5.1.5.1 Logfile ................................................................................................................. 165 
9.5.1.5.2 General ............................................................................................................... 166 
9.5.1.5.3 Microsoft Login ................................................................................................... 167 
9.5.1.5.4 Login settings ...................................................................................................... 167 
9.5.1.5.5 Card assign ......................................................................................................... 168 
9.5.1.5.6 PIN ...................................................................................................................... 169 
9.5.1.5.7 Print ..................................................................................................................... 169 
9.5.1.5.8 Notifications ........................................................................................................ 170 
9.5.1.5.9 Toshiba ............................................................................................................... 170 
9.5.1.5.10 Printer drivers ................................................................................................... 171 
9.5.1.5.11 Mobile App ........................................................................................................ 171 
9.5.1.5.12 Other settings ................................................................................................... 172 

9.5.1.6 Use Radius Authentication ..................................................................................... 172 
9.5.1.7 Auto configuration ................................................................................................... 174 
9.5.1.8 Data protection ....................................................................................................... 176 
9.5.1.9 Custom formats ...................................................................................................... 178 
9.5.1.10 SMTP / E-mail ......................................................................................................... 179 

9.5.1.10.1 SMTP (Username and Password) .................................................................... 179 
9.5.1.10.2 Authentication type OAuth 2.0 / App only (Office 365) ..................................... 180 
9.5.1.10.3 E-mail settings .................................................................................................. 182 

9.5.1.11 Sending mails via Microsoft 365 ............................................................................. 183 
9.5.1.12 E-Mail Template-Editor ........................................................................................... 185 
9.5.1.13 Expert settings ........................................................................................................ 187 

9.5.2 User portal & User tools ................................................................................................. 188 
9.5.2.1 User Portal .............................................................................................................. 188 

9.5.2.1.1 User portal settings ............................................................................................. 188 
9.5.2.1.2 Connection .......................................................................................................... 189 
9.5.2.1.3 PIN self-assignment ............................................................................................ 189 
9.5.2.1.4 IPP queues ......................................................................................................... 189 
9.5.2.1.5 Include printer properties template with IppInstaller package ............................ 191 
9.5.2.1.6 Microsoft Login ................................................................................................... 193 
9.5.2.1.7 Self-assignment / registration ............................................................................. 194 
9.5.2.1.8 Print Job List ....................................................................................................... 195 
9.5.2.1.9 Show permissions menu ..................................................................................... 196 

9.5.2.2 PopUp settings ....................................................................................................... 197 
9.5.2.3 IppInstaller .............................................................................................................. 198 
9.5.2.4 Local Print Module .................................................................................................. 201 
9.5.2.5 Chrome Extension .................................................................................................. 205 

9.5.3 Dashboard ..................................................................................................................... 213 
9.5.3.1 Top Usage .............................................................................................................. 213 
9.5.3.2 Event Log ................................................................................................................ 215 
9.5.3.3 Device Warnings ..................................................................................................... 216 

9.5.4 Schedules ...................................................................................................................... 217 
9.5.4.1 Synchronization ...................................................................................................... 218 
9.5.4.2 Report creation ....................................................................................................... 218 
9.5.4.3 Export transactions to MS SQL .............................................................................. 219 
9.5.4.4 Change quota (user, department, device) .............................................................. 220 
9.5.4.5 Remove Card IDs ................................................................................................... 220 

9.5.5 Rules .............................................................................................................................. 221 

9.5.6 Reader Profiles .............................................................................................................. 225 

10 Using IppInstaller packages  ...................................................................................................... 226 

10.1 IppInstaller.exe (preconfigured) ............................................................................................ 226 

10.2 IppInstaller ZIP archive ......................................................................................................... 227 

10.3 IppInstaller MSI installer ........................................................................................................ 227 



e-FOLLOW.cloud   page 7 
 
   

Operator Manual   Version 6.0.0 

11 Manual creation of IPP Printer -Installer  ................................................................................... 228 

11.1 IppInstaller config.cfg ............................................................................................................ 229 

11.2 IppInstaller ï driver ................................................................................................................ 230 

11.3 Roll out IPP printer with group policy .................................................................................... 231 

12 Roll out IPP printer with Intune  ................................................................................................. 231 

13 Printing from Mac  ....................................................................................................................... 245 

13.1 IPP printing from MAC .......................................................................................................... 247 

14 Printing from Chromebooks  ...................................................................................................... 249 

15 eSF Scan-to-Folder setup  .......................................................................................................... 252 

16 Advanced Settings  ..................................................................................................................... 254 

16.1 Single Print Timeout .............................................................................................................. 254 

16.2 Project Code from PJL .......................................................................................................... 254 

16.3 HID Omnikey 5427 CK configuration .................................................................................... 255 

16.4 Toshiba eSF Admin access .................................................................................................. 257 

17 Appendix A ï SQL structure for e -FOLLOW.cloud_records table  ........................................ 258 



page 8   e-FOLLOW.cloud 
 
 

 
Version 6.0.0  Operator Manual 

1 Introduction  
 
Thank you for subscribing to e-FOLLOW.cloud, the SaaS version of the well-known PrintManagement 
solution e-FOLLOW Professional for Toshiba e-BRIDGE Next and TOSHIBA eSF multifunctional 
printers providing features like 
  

 Authenticated printing, copying, scanning and faxing 
 Secure print release 
 Print-2-Me 
 End-to-end encrypted printing 
 color, print, copy, scan and fax quota management  
 accounting for print, copy, scan and fax 
 mobile printing  
 mobile print release 

 
The advantage of the SaaS approach is 

 Avoid to install any server software on customer site  
 Avoid to install any software on the user PCs  
 Securely route all print jobs from any user device via the cloud to unlimited number of sites 
 Support unlimited number of MFPs, users and sites per customer  

 
This manual will guide the administrator through the setup of MFP devices, the onboarding to the 
SaaS application and the custom configuration. 
 
 
 
 
 
1.1 Symbols in this manual  
In this manual, some important items are described with the symbols shown below. Be sure to read 
these items before changing any configuration. 
 

Hint:  
Indicates information to which you should pay attention  
 
 
Warning: 
Indicates a situation where modification of the settings may have impact on correct operation. 
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2 General setup of e-FOLLOW.cloud  
 
A core element of e-FOLLOW.cloud are the embedded Applications 
available for both, eBridge and eSF platform. 
 
These once need to be installed on the device. The application will 
connect to the corresponding tenant instance and self-register the device. 
 
 
 

 
 
For security and GDPR-
compliance reasons each customer is running an 
isolated DataManager and DataStore instance. 
 
Resources consuming common tasks will be shared 
between the tenants and can - due to the cloud 
technology - be scaled up and down depending the 
actual workload. 
 
 
 
 
 
 
 
 

 
All printing traffic from any client is securely sent from anywhere inside or outside your local network 
and securely held in e-FOLLOW.cloud until the jobs are requested by the user after authentication at 
the MFP.  
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3 Concept of queues and devices  
 
e-FOLLOW.cloud is designed to manage, track and route print jobs from the users clients (PCs, 
mobile devices etc.) to Toshiba multifunctional printers (MFPs).  
 
Thanks to its advanced design, e-FOLLOW.cloud does not need to install any additional local server- 
and client software. Print jobs are sent via SSL secured IPPS protocol from the client workstations to 
the e-FOLLOW.cloud virtual queues. 
 
 
3.1 Virtual Queues  
 
The concept of virtual Queues in e-FOLLOW.cloud is used to keep print jobs spooled on the server for 
a later release to a MFP when the user is in front of it.  
 
Virtual IPP queue  
A virtual IPP queue is an URL offered by e-FOLLOW.cloud IPP server. HTTPS is used to securely 
send jobs SSL encrypted from any clients to e-FOLLOW.cloud server. Print jobs that are sent to a 
virtual IPP queue will be spooled encrypted on the e-FOLLOW.cloud server until they are requested 
for printout at any device/printer or deleted (by user/admin intervention or due to a rule). 
 
 
 
 
 
 
 
 

4 End-to-End encryption  
 
e-FOLLOW.cloud offers highest security level by providing 100% end-to-end encryption of print job 
data.   
 
 

 
 
 
The built in IPP Server allows clients to transmit print job data via secure socket connection 
HTTPs/IPPs to the e-FOLLOW.cloud server.  The jobs held in a virtual queue for a later release are 
stored fully encrypted on the e-FOLLOW.cloud server´s storage. 
 
 
The jobs requested by the MFPs for printout are also sent SSL/TLS encrypted.  
  
 
 
 
 
 
 
  

IPP Server IPP client 
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5 Requirements  
 

 Internet connection 
 Toshiba e-BRDIGE Next MFP (Embedded Platform Framework Version 2.1.2 or higher) 
 eSF-based MFP (V4.x or higher) 
 Supported printer drivers: 

o Toshiba V4 Printer Driver 
o Toshiba Universal 2 
o Toshiba Universal PS3 
o Toshiba Generic PS3 
o Toshiba Generic XL 

 
 

 
5.1 Supported MFPs  

 

¶ Supported Toshiba e-BRIDGE eSF devices 
 

A4 Monochrome 

e-STUDIO448S, e-STUDIO478S, e-STUDIO528P, 

e-STUDIO409AS, e-STUDIO449S, e-STUDIO479S 

A4 Color 

e-STUDIO338CS, e-STUDIO388CS/CP 

e-STUDIO389CS, e-STUDIO479CS, e-STUDIO339CS, 

e-STUDIO409CS, e-STUDIO509CS 

 

¶ Supported Toshiba e-BRIDGE Next devices 
 

A3 Monochrome MFP 

e-STUDIO2508A/3008A/3508A/4508A/5008A 

e-STUDIO2518A/3018A/3518A/4518A/5018A 

e-STUDIO2528A/3028A/3528A/4528A/5528A/  

6528A 

 

e-STUDIO5508A/6508A/7508A/8508A 

e-STUDIO5518A/6518A/7518A/8518A 

e-STUDIO6529A/7529A/9029A 

A3 Eco Hybrid MFP - Monochrome 
e-STUDIO3508LP/4508LP/5008LP 

A3 Full Color MFP 

e-STUDIO2000AC/2500AC  
e-STUDIO2010AC/2510AC 
e-STUDIO2505AC/3005AC/3505AC/4505AC/ 
5005AC 
e-STUDIO2020AC /2520AC 
e-STUDIO6526AC/6527AC/7527AC 

e-STUDIO5506AC/6506AC/7506AC 
e-STUDIO2515AC/3015AC/3515AC/4515AC/ 
5015AC 
e-STUDIO5516AC/6516AC/7516AC 
e-STUDIO2525AC/3025AC/3525AC/4525AC/  
5525AC/6525AC 

A4 Full Color MFP 

e-STUDIO330/400AC 
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6 Prepare e -Bridge Next devices  
 
Before the e-Bridge device can connect to e-FOLLOW.cloud some preparations have to be done. 
 
 
Make sure you have access to the following files and data 
 

 Your Client-ID 
 One-Time-Password 

 
 
Hint  
You find the embedded App and Server-URL in e-FOLLOW.cloud management  
Ą SETTINGS Ą General Ą Instructions & Configuration  
 
 
 
During the onboarding process your reseller creates an account for you in e-FOLLOW.cloud. This will 
generate some custom specific data 
 

 Client-ID 
 Client specific ports 
 One-time password 

 
 
On behalf of your client-ID the custom specific URLs hostnames (and ports) are created. 
 

General 

Customer Customer name 

Client ID xxxx-yyyy your custom specific Client-ID 

One Time Password 1234567890abc ï a one-time password for your first 
login 

HTTPS URLs 

for MANAGEMENT https://management-xxxx-yyyy.e-follow.cloud 

for USERPORTAL https://userportal-xxxx-yyyy.e-follow.cloud 

for IPP printing https://ipp- xxxx-yyyy.e-follow.cloud 

for EWB2 https://ewb2-xxxx-yyyy.e-follow.cloud 

for ESF https://esf- xxxx-yyyy.e-follow.cloud 

for Client https://client-xxxx-yyyy.e-follow.cloud 

TCP hostnames & ports 

for LDAP-SSL xxxx-yyyy.e-follow.cloud:aaaaa 

Your client specific port for LDAP-SSL aaaaa 

for MOBILE mobile-xxxx-yyyy.e-follow.cloud:443 
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6.1 Instructions & Configuration  
 
To ease the setup procedures for your MFPs e-FOLLOW.coud provides a page giving all required 
Instructions, downloads, etc.. 
 

 
 
Pls. follow the instructions step by step.  
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6.2 Install the embedded App  
 
The e-FOLLOW Instructions & Configuration page offers the latest version of the e-FOLLOW 
embedded App.  
 

 
 
To install login to TopAccess of the desired device. 
Change to Ą Administration Ą Application  and click to Install Application 
 
 

 
 
Select the e-FOLLOW application package 
file (e-FOLLOW cloud x.y.z.zip) and click to  

Import  . 

After confirming the EULA the package will 
be transferred and installed. 
 
 
 
 
The e-FOLLOW.cloud application now appears in the application list. 

 
 
 
Click to the Application Name to access the e-FOLLOW application settings. 
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6.2.1 General settings 

 
 Enter the required information into the General Settings page.  
 

 
 
  
 
e-FOLLOW URL:   the custom specific URL according the client -ID provided by TOSHIBA 
 
Attention  
This URL is custom specific and must not be mixed with URLs from other customers.  
 
 
LDAP-Password: the LDAP-Password generated by e-FOLLOW.cloud. 
 
 
ODCA Port:  make sure to use the correct port for ODCA as configured in TopAccess. Enable Use 
HTTPS for ODCA communication  if only SSL/TPS port is actived. 

 
 
MFP-Admin password:  the MFP-Admin password.  
 
You can leave it blank in case the default password for TopAccess  is used 
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6.2.2 Run Auto-configuration 

 
Clicking [ Apply settings and configure  ] to save all settings and start the Auto-configuration. 
 

 
 
e-FOLLOW.cloud App is now fetching the current settings from e-FOLLOW and pushes the 
configuration  
 

 TopAcces Settings 
 LDAP client 
 LDAP Settings 
 User Roles 

 
 
to the MFP. 
 
 
 

 
 
When finished, above success message will be displayed. 
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6.2.3 Autoconfiguration settings 

 
Here you can check the configuration settings, which are fetch from e-FOLLOW.cloud server. 
 

 
 
If required you can modify settings and apply these individually to this specific device. 
 
 

6.2.4  Update settings 

 
The e-FOLLOW.cloud app will update itself when a new version is available on the server. 
Therefore the app checks every 1 hour if it is outdated. When no user is logged in the app update will 
be proceeded. 
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To check manually for a new version it is also possible to press the Test Workability  button. If an 
update is available the Update App  button will appear. 
 

 
 
 

6.2.5 Self-Registration 

 
After startup of the application, the device will self-register to the e-FOLLOW.cloud by its serial 
number. 
 
 
  
The serial number is automatically entered as Name for Reports. For a better identification it is 
recommended to enter a name here. 
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7 Prepare eSF devices  
 
Before the eSF device can connect to e-FOLLOW.cloud some preparations have to be done. 
 
Make sure you have access to the following files and data 
 

 Client-ID 
 One-Time-Password 
 Embedded eSF-Application  

 
 
7.1 Install the embedded App  
 
The e-FOLLOW Instructions & Configuration page offers the latest version of the e-FOLLOW 
embedded App.  

 
 
To install login to the embedded Webserver of the desired device and change to 
Č Apps 

 
 
 
 
Click to  Install an app  and select the efollow.fls  file just downloaded from e-FOLLOW.cloud. 
 
Once it is successfully installed, change to the application´s configuration. 

 



page 20   e-FOLLOW.cloud 
 
 

 
Version 6.0.0  Operator Manual 

 
 
 
 
Enter the customer URL provided by Toshiba and click to Apply. 
 

 
 
 
Make sure to enter the Server URL as indicated in the Configuration Instructions. 

 
 
The Server Port 443  (SSL) must not be changed! 
 
 
 
The login screen will appear on the device´s panel.  
 
If the version number does not end with _C (like 2.4.8_C) the app must be renewed by logging out or 
MFP restart. 
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7.1.1 Self-Registration 

 
After startup of the application, the device will self-register to the e-FOLLOW.cloud by its serial 
number. 
 
 
  
The serial number is automatically entered as Name for Reports. For a better identification it is 
recommended to enter a name here. 
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8 e-FOLLOW.cloud ï Quick start  
 
Before you can start using e-FOLLOW.cloud some minimum configuration needs to be done.  
 
 
 
8.1 First login to e.FOLLOW.cloud Management  
 
Enter the Management URL (HTTPS://management-custom-ID.e-follow.cloud) provided by Toshiba in 
any web-browser.  
 

 
 
You will be prompted with e-FOLLOW.cloud first-login page. 
 
Enter the One-Time-Password provided by Toshiba and select an Operator-password of your choice. 
 
 
This new Operator password must not be lost. If you forget your password ask your Support to reset 
the password.  
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8.2 Virtual queue(s)  
 
Generally, all print jobs are sent to one or several virtual queue(s) provided by the e-FOLLOW.cloud 
instance. The jobs are held until they are requested to be printed by the e-FOLLOW.cloud APP 
installed on each MFP. 
 
 
 
 
 
Once a job is requested to be printed it will 
be downloaded by the App from e-
FOLLOW.cloud storage. 
 
 
All communication, data storage and data 
transfers are SSL encrypted.  
 
 
To create a virtual queue login to your instance of e-FOLLOW.cloud using: 
 
https:// management -YOUR_CUSTOM_ID.e-follow.cloud  
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8.2.1 Adding virtual IPP queue 

 
To add a virtual queue, click to ADD and select the virtual queue type you wish to add. 
 

 
 
To add a virtual IPP queue simply enter a name for the queue. 
The URL prefix is fix and cannot be changed. 
 
 
 
 
 
 
Clicking to [ IPP URL ]  will show the IPPS URL for this virtual queue.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Share the full URL [ 2 ] to the users so they can create an IPP port on their clients that points to this e-
FOLLOW virtual IPP queue. 
 
 
 
Make sure the Internet printing client  is installed on the client PC. Else users cannot connect to the 
URL. 
 
 
 
Use the IppInstaller-package for a more convenient way to install a IPPS printer queue on windows 
client PCs  
 
 

 

[ 2 ] 
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8.3 Users  
 

8.3.1 ADD (internal user)  

 
Click to   Add to adding a new internal user.  
Login name, Username and password are 
mandatory.  
 
 
 
If available, select a department the user is 
belonging to and enter his/her email address and home directory. 
 
The user´s email address is registered to the Toshiba device when the 
user logs in and can be used according the email address settings. 
 
 
If you allow 'unknown users to print' (Ą SETTINGS Ą General Ą 
Application Ą Print)  
e-FOLLOW.cloud will automatically add users to it´s internal-user database when they send their first 
print job to the server. 
 
 
 

8.3.2 Microsoft Entra ID 

 
e-FOLLOW can synchronize users from multiple Entra ID, LDAP or Active Directory servers. 
 
Clicking to [ ADD ] will allow you to synchronize your Microsoft Entra ID users with e-FOLLOW.cloud. 
When you have prepared one App at your Entra ID, you can then enter your Tenant ID, the 
Application (client) ID and the Secret Key. 
 
More details about the Entra ID App can be fould at chapter 9.1.6 Domains ï ADD Microsoft Entra ID 
(Azure Active Directory). 
 
Also more details about the synchronize to LDAP or Active Directory servers can be found later. 
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8.3.2.1 Domains ï User import 

 
Here the synchronization options are configured. 
 

 
 
 

Group filter  This allows you to import users only from specific Groups. Click 

to [+] to select a Group from your Entra ID. 

  

Ignore disabled AD accounts  If enabled, accounts that are disabled in the domain will not be 
imported to the e-FOLLOW.cloud database. 

Remove Card IDs from 
disabled user accounts  

If enabled, the assigned card ids of disabled users will be 
removed. 

Ignore guest user accounts  If enabled, only 'Member' type user accounts will be 
imported/synchronized to the e-FOLLOW.cloud database. 

Replace internal users  If enabled, internal users will be replaced by the domain users in 
case of identical user names (Login name / UserPrinzipalName) 

Delete unknown users  Domain users that are present in the e-FOLLOW.cloud database 
will be removed if the corresponding account in Azure Active 
Directory does not exist anymore. 

Generate random PIN  If enabled this will assign a random PIN to each user account 

PIN length  Defines the number of digits for new PINs 

Send PIN by email to user  Each user will receive an email containing the new PIN 
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8.3.2.2 Domains - Attribute names 

 
The database fields in e-FOLLOW.cloud are retrieved from specific attributes. By default, the attribute 
names are set to common values. Here you can change/ add the attribute names holding the data for 
the specific database fields.  
 

 
 

 
To use the on-premises extension attributes, simply use extensionAttribute1, extensionAttribute2, ... 
as the attribute name.  
 
The Alias field is mandatory and essential for assigning print jobs. Therefore the Alias must be 
changed to fit to the Windows login name (Limit and shorten alias to allowed characters for windows 
login).  
  
 
The 'custom home directory'  can be used to define a user´s homeDirectory even if it can´t be 
retrieved from the directory service. Enter the SERVER & PATH and if required "::username" as a 
wildcard for the user login name (sAMAccountName) 
 
For Entra ID authentication, a token is used. If the Entra ID configuration changes (e.g., permissions), 
you can press [Reset Entra ID Token] to obtain a new one. 
You can also press [Check Entra ID Token] to view the assigned permissions and the token's 
expiration time (the token is automatically renewed). 
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8.3.2.3 Domains - Default user 

 
Here you can define the user 
settings for newly imported 
users from this domain.  
 
 
 
 
 
 
 
 
 
 
 

Activated  New users can be imported in 'deactivated' mode. In this case 
they cannot print or login to any device. 

Accounting  Select the accounting mode for new users. Depending the 
selected mode Quota  setting are getting active. 

Popup profile  Select a popup profile for new users 

Print settings  Select the print settings for new users 

Automatic deletion of jobs  This defines the treatment of jobs that have already been 
selected for printing in case of an error, user log out or user login. 
This will ensure that documents will only be retrieved by the 
authorized user. 
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Select the default user 
settings for Projects  
 
 
 
 
 
 
 
 
 
The Default User ï 
Quotas options only gets 
available if the accounting 
mode for the default user 
is set to 'Quotas'. 
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8.3.3 Self-register @ User Portal 

 
If enabled in Management Allow self-registration 
If enabled users can self-register an internal account to e-FOLLOW. An appropriate link will be shown 
on the User Portal login page.  
 
 
 
 
Attention 
Make sure the SMTP settings 
are correct, as e-
FOLLOW.cloud will send out a 
confirmation email to the user.  
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8.3.4 USER - CSV Import  

 
User data can be easily added or modified via .csv file. This function allows to add new (internal) users 
to the e-FOLLOW database and to modify or add data to existing user accounts.  
 

 
 
[1] Import file:  
Here you can upload a .csv file containing user data.  
 
Valid values for Accounting type are 

¶ None 

¶ Protocol 

¶ Quota 
 
You can easily upload/replace the user_import.csv file by pressing the button Upload new CSV file. 
 
[2] Syntax  
Make sure the structure of the .csv file is correct. The first line will be imported too.  
 
[3] Separators  
Here you can define the field separators (comma, semicolon or tab stop). 
 
[4] Check during import  
Here you can define if all fields should be imported as they are or if pin, alias, card-id and e-mail 
address should be only imported if not used by any existing user. 
 
 
If the user already exists new values for Alias, Card ID and Email Address will be added. 
All other values will be overwritten. In general, empty values from the CSV file are ignored. 
All informations about import status and errors can be found in the dashboard. 
  

[1]  

[2] 

[3] 

[4] 
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8.4 Windows Client setup  
 
For security reasons e-FOLLOW.cloud does only accept print jobs sent via IPPS.  
 
 

8.4.1 Adding a Windows IPP printer 

 
In the add-printer dialog select "a shared printer by name" 
 
 
 
 
 
 
Enter the IPPS-printer URL 
generated by e-FOLLOW.cloud 
 
 
 
 
 
 
 
 
 
 
 
 
You'll find the URL for a given virtual queue in Management. 
 
 
 
click to [ IPP URL ]  
 
copy the URL and 
enter into above 
"select printer by 
name" field. 
 
 
 
Finish the add-
printer dialog by selecting the desired printer-driver (TOSHIBA V4 Printer Driver is recommended).  
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8.4.2 IPP printer Installer 

 
e-FOLLOW provides a convenient Installer to easily setup IPP-Queues on any Windows-Client. 
 

 
 
Users can download a IppInstaller package with configuration at the user-portal. At the Userportal 
configuration in Management you can choose the type of package, silent installation, printer driver and 
printer configuration. 
 

 
 
 
IppInstaller.exe must be executed as Administrator.  
 
It is also possible to create an individual IppInstaller-packages, suitable for your current requirements. 
Therefore you can download IppInstaller.zip from the Instructions & Configuration page at e-
FOLLOW.cloud Management. 
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8.4.3 e-FOLLOW client PopUp 

 
The Windows clients in your network can be configured to have a window pop up after each print job, 
allowing the user to add additional information to the print job. e-FOLLOW provides different PopUp 
types according the custom requirements.  
 

PopUp type  purpose  

Confirmation  Provides a PopUp message containing the current print job information 

(number of pages, document  name, etc.) 

Username  This allows the user to enter / change the username (owner) of the 

current print job. (delegate job) 

Username & Password  This type is intended for 'anonymous' workstations running under a 

guest account and requests to enter the username and password for 

assigning the current print job to a specific user.  

Project selection  This PopUp provides a list of project codes to the user for assigning the 

print job to a specific project / sub-project. 

Project selection &  

User credentials  

This is a combination of the project selection PopUp and the Username 

& Password PopUp. 

 

 
 
The PopUp type can be selected individually for each user. 
 
 
The Client PopUp does not need to be restarted if the PopUp type has changed. 
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8.4.4 Default PopUp type 

 
e-FOLLOW allows to define a default PopUp type that will be assigned to the user accounts while they 
are imported from the domain.  
 
 

 
 
 
 
 
 
 
 

8.4.5 Executing the e-FOLLOW client PopUp 

 
The e-FOLLOW PopUp executable can be downloaded from e-FOLLOW.cloud Management Ą 
SETTINGS Ą General Ą Popup. 
 

 
 
A good way to distribute e-FOLLOW PopUp would be to copy the executable to a shared network 
folder and copy it to the workstations via login or startup script. 
 
If you download e-FOLLOW PopUp.exe from the management the .exe file will contain its 
configuration. 
 
 
Configuration options can be overwritten by command line or via e-FOLLOW PopUp.ini file. 
 

allow_closing  This option allows to quit e-FOLLOW PopUp by right clicking to the tray icon 

lang=  This option forces e-FOLLOW PopUp to use the language specified. (e.g. lang=nl)  

ip=  Enter the URL provided by Toshiba-  This setting is mandatory!  

port=  Enter the Port number provided by Toshiba.  This setting is mandatory!  

debug  This option will create debug messages in case of connection issues. The 

messages can be seen when right clicking to the tray icon -> INFO  
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To run e-FOLLOW PopUp automatically when a user logs on, create a shortcut in Startup menu or 
add e-FOLLOW PopUp.exe to a login script.  
 
 
Above options can also be used as command line options. In this case they need to be started with a 
dash  '-'.  e.g. 
 
 \e-FOLLOW PopUp.exe -allow_closing -ip=cutomer.e -follow.cloud -port=12345  -lang=nl  
 
 
 
e-FOLLOW PopUp will place a icon to the system tray. 
Right clicking the icon will give you the Info option and - if enabled - the 
option to exit the e-FOLLOW PopUp. 
 
 
 
 
8.5 e-FOLLOW Web -PopUp  
 
Beside the Windows-PopUp executable, e-FOLLOW provides a platform independent PopUp based 
on Web-Browser technologies. 
To enable it, first you have to activate the PopUp for the UserPortal. 

 
 
Then you will see the green Web-PopUp if you start e-FOLLOW UserPortal with your URL: 
 
https://userportal-custom -ID.e-follow.cloud 

 
 
You probably need to accept browser popups/notifications for this specific URL. 
 

https://userportal-custom-id.e-follow.cloud/
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For each print job the PopUp will now show up with the PopUp-type according the user´s 
configuration. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
8.6 IPP printing from MAC  
 
e-FOLLOW.cloud can not only receive print jobs from Windows clients but also from Mac and Linux. 
 
To print to a virtual queue configure your Mac as follows. 
 
Visit  http://business.toshiba.com/support/index.jsp to download an appropriate driver for your MFP. 
 
 
Follow the installation instructions of the driver 
packageé 
 
 
 
 
 
 
 
 
 
 
 
 
 
Add and Configure New Printer  
Open óSystem Preferencesô Ÿ óPrint & Faxô 
 
 
 
 
 
 
 
Klick ó+ô Sign to add a new printer 
 
 
 
 
 
Customize the view of the "Add" dialog to access the "Advanced" entry. Right-click on the toolbar and 
enter "Customize toolbar..."  

http://business.toshiba.com/support/index.jsp
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. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Drag the Advanced button to the 
toolbar. 
 
 
 
 
 
 
 
 
 
Then click to the "advanced" 
option 
 
 
 
 
 
 
 
 
Type : select Internet 
Printing Protocol 
(https)  
 
URL: enter the URL 
for the virtual queue 
copied from 
Management or 
UserPortal. 
 
Name: ..the printer 
 
Use: select the printer 
driver previously 
installed. 
 
 
 
 
Click Add  to finish the installation of the virtual queue on your MAC. 
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8.7 Printing from Chromebooks  

With the e-FOLLOW Print Chrome Extension you can easily distribute e-FOLLOW queue to users 
which are using Google Chrome browser or working on a Chrome Book. 

 
It can be retrieved from the Chrome Web Store or directly from this URL: 
https://chromewebstore.google.com/detail/e-follow-print/fjpnapffembidnjnpnicglbfadococcp 
Or click on the link at SETTINGSĄUser portal & User toolsĄChrome Extension. 
 

 
 
 
After installing the extension it will show itôs options dialog. When you are using it outside a Google 
Workspace or the admin hasnôt set the policy for the extension you have to enter the UID (for e-
FOLLOW.cloud) or Hostname (for e-FOLLOW). 
At the Main page of the extension you can access you PIN-Code for login at Toshiba devices. 

 
 
 

 
 
The e-FOLLOW queues then will be shown additional to the other available printers when the user 
selects a printer. 

 
 
  

https://chromewebstore.google.com/detail/e-follow-print/fjpnapffembidnjnpnicglbfadococcp
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8.8 Printing from mobile devices  
 
e-FOLLOW provides a mobile application for iOS and Android that allows users to upload documents 
to the e-FOLLOW.cloud server. 
 
 
The Apps are already prepared to also perform release of print jobs. Therefore, the e-
FOLLOW.gateway service is required that is currently not available. 
 
 
Get the App from iTunes or Playstore by searching for "e-FOLLOW" or simply scanning below QR-
code: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
To connect the app enter the correct server settings provided by 
Toshiba. 
 
Server : mobile-customID.e-follow.coud 
Port : 443 
 
 
 
 
Make sure to enter the Server Hostname without https://   
The Server Port 443  (SSL) must not be changed! 
 
 
 
 
 
 
Clicking to 'Test connection' to make sure the App is properly 
connected and online. 
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9 e-FOLLOW.cloud  reference  
 
This chapter describes the sequence of menus, functions, parameters and it´s dependencies. 
 
9.1 MANAGEMENT 
 
The user menu contains all data and settings related to users. The e-FOLLOW.cloud database can 
hold user data imported from the local domain (Active Directory) as well as 'internal' users (users that 
do not have an AD-account) 
 

9.1.1 User list 

 
The user list table shows all users (domain & internal) stored in the e-FOLLOW.cloud database.  
  

 
 The List shows the users Username and Login name . 
 
[1] On the right you see the user details sections to modify the  

¶ User´s Authentication  settings 

¶ Advanced  settings 

¶ User role  

¶ Accounting  settings 

¶ EWB/Print settings  

¶ User´s Projects  

¶ Teamprint  
 

[2]  

[1]  
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[2]  Above the list you find the options to 

¶ Add  internal users 

¶ Select  users 

¶ Setting filters  for the user list 

¶ Manage  user accounts 

¶ Modify  user accounts 

¶ CSV Import  

¶ Export userdata  
 

9.1.1.1 Search user 

 
To search for a specific user e-FOLLOW.cloud provides a convenient search engine. 
 

 
 
 
Enter any phrase into the search window. e-FOLLOW.cloud will query all relevant fields  

¶ Alias 

¶ Login Name 

¶ Full Name 

¶ UserPrincipalName 

¶ Card- ID 

¶ PIN 
 

for that phrase. 
 
 
The search can be narrowed down by selecting a specific field to be searched. 
 

 
 
 
 
Use the          symbol to change the sort order of the search results. 
 
 
  



e-FOLLOW.cloud   page 43 
 
   

Operator Manual   Version 6.0.0 

9.1.1.2 ADD (internal user) 

 
Click to   Add to adding a new internal user.  
Login name, Username and password are mandatory.  
 
 
 
If available, select a department the user is belonging to and 
enter his/her email address and home directory. 
 
The user´s email address is registered to the Toshiba device 
when the user logs in and can be used according the email 
address settings. 
 
 
 
 

9.1.1.3 SELECT 

 
Using this option will help you to select/unselect 
multiple users. 
 
[1]   checking [ v ] will move the user to the 
selected users  box [2]  
 
Clicking to x will unselect the user and remove him 
from the selected user box 
 
 
 
 

9.1.1.4 FILTER 

 
The filter option allows setting a filter to the list of users by different criteria. 
  

 
 
When a filter is active (set) this is indicated by a highlighted  FILTER: ON  in the function bar. 
 
 
  

[1]  [2] 
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9.1.1.5 MANAGE  

 
Use the manage function to disable/enable or delete a single or a number of selected users. 
 

 
 
 
Before the execution of a management function, you 
are requested to confirm this action. 
 
 
 
 
 
 
 
 
 
 
 

9.1.1.6 MODIFY 

 
The modify function allows a couple of modifications to the accounts of the selected users. 
 

 
 
 
 
Change department  
Assign a department to the selected user/s. 
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Change accounting  mode  
Select the accounting mode for the selected user/s. 
 
 
 
Attention  
If you change the accounting mode to "Use quotas" you must 
make sure that quotas are set correctly. Else the users may 
not perform any printouts or copies. 
 
 
 
 
 
 
Change print settings  
Here you can change the general print setting used on Toshiba devices for the selected users. 
 
The settings can be  
 

¶  enabled, overwriting any 
settings done for departments or 
devices 

 

¶  unchanged. Settings will be 
taken as defined by departments or 
devices 

 

¶  disabled, overwriting any 
settings done for departments or 
devices 

 
 
 
 
 
 
 
 
 
 
Set project settings  
Her you can change the project settings for the 
selected users. 
 
The settings can be  
 

¶  Setting will be set to enabled 

¶  unchanged. Settings will be taken as 
defined previously 

¶   Setting will be set to disabled 
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Set quotas  
Here you can set quotas for the selected users. If you do 
not wish to use quotas for a certain function - e.g. faxing, 
scanning - you can disable the use of quotas by clicking to 
[disable] .   
The page quota field gets grayed out and the link changes 
to [enable ].  
 
This will make the selected function 'unlimited'. 
 
Quotas are only checked at user login at the MFP. They 
are not used to interupt jobs. Therefore it is possible for 
users to have negative quotas.  
 
 
 
 
 
 
 
Change User Roles  
Here you can modify the Roles assigned to the selected users.  
 
The settings for roles can be  
 

¶   role will be enabled 

¶    left unchanged. Settings will be taken as defined 
previously 

¶   role will be disabled 
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9.1.1.7 USER - CSV Import  

 
User data can be easily added or modified via .csv file. This function allows to add new (internal) users 
to the e-FOLLOW database and to modify or add data to existing user accounts.  
 

 
 
 
[1] Import file:  
Here you can upload a .csv file containing user data.  
You can easily upload/replace the user_import.csv file by pressing the button Upload new CSV file. 
 
[2] Syntax  
Make sure the structure of the .csv file is correct. The first line will be imported too.  
 
Valid values for Accounting type are 

¶ None 

¶ Protocol 

¶ Quota 
 
[3] Separators  
Here you can define the field separators (comma, semicolon or tab stop). 
 
[4] Check during import  
Here you can define if all fields should be imported as they are or if pin, alias, card-id and e-mail 
address should be only imported if not used by any existing user. 
 
 
If the user already exists new values for Alias, Card ID and Email Address will be added. 
All other values will be overwritten. In general, empty values from the CSV file are ignored. 
All informations about import status and errors can be found in the dashboard. 
 
  

[1]  

[2] 

[3] 

[4] 
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9.1.1.8 Export Userdata 

 
All users can be exported to an HTML, PDF, or CSV file. To do this, select the desired columns and 
click OK to start the export. 
Some fields may contain multiple values, such as aliases, card IDs, or email addresses. With the 
corresponding settings, you can choose whether to export only the first value or all values. 
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9.1.1.9 User details / Authentication 

 
To view or modify the user details just click to the name of the desired user. 
 

 
 
 
[ 1 ] user details 

 Login name: This is also known as 'User Principal Name' It needs to be entered when logging 
in with username and password  

 Login type: Here you can see from which type of directory the user was imported and what its 
name is. 

  
Domain user´s passwords are always authenticated against the domain controller 

 
  
 
[ 2 ] use this switch to disable/enable the user account.  
 
 
[ 3 ]  Login-PIN: If the login type "PIN Code" is enabled at the MFP, the user´s PIN can be 

assigned here 
 
[ 4 ] Aliases: here you can enter additional login names for the user.  This can be useful, if e.g. the 
 Login names are complex or very long. Aliases can also be used to map print jobs from other  

environments (e.g. SAP), where they use different user names. Users may have multiple 
(unlimited) aliases. 

 
 
[ 5 ] Card IDs: If the users are allowed to login by card the card IDs can be entered here. Users  
 may have multiple (unlimited) card IDs. 
 

[ 1 ]  

[ 3 ] 

[ 2 ]  

[ 4 ] 

[ 5 ] 
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9.1.1.10 User Details / Advanced 

 

Here you can define add advances user settings. 
 
 
 
Email address  
Here you can enter one or more email-addresses for this user.  
Multiple Email-addresses may be useful for Email-to-print when sending jobs from different accounts.  
 
Department /Homedirectory  
Select a department from the list the user is belonging to. 
By default, these values are synchronized from a directory service. If these items are not available or 
in case of internal (non-domain) users you can add this here. 
 
Pop-Up profil e 
In case Pop-Ups are required you can select the popup type for the specific user.  
If the Pop-Up profile is ñProjectò then the Mandatory  flag is shown. If this is enabled the user is forced 
to always have a Project selected. 
 
Allow PIN login in Mobile App  
If enabled the user can login to the mobile App by just entering his PIN.  
 
Is a Multi -User template for Chrome  
Sets this users as Multi-User template for Chrome Extension. If there already copies of this Multi-User 
template you can access the copies by clicking on the link. 
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9.1.1.11 User Details / User role 

 
e-FOLLOW.cloud provides a user role concept, allowing individual users to get access to certain 
management options. 
 

 
 
Use user role  
If enabled the user can login to e-FOLLOW.cloud management  
 
Below you can select the user´s access permissions. All e-FOLLOW.cloud menu items can be 
selected individually. 
 
 
After login, the user can only see the options enabled for his role.  
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9.1.1.12 User Details / Accounting 

 
Here you can define the accounting type of the user. 
 

 
 
 
To select a new accounting type, click to [change ] and select the desired accounting mode. 
 
No accounting :  nothing will be tracked and logged for this user 
 
Only log activities:  All activities (print, copy, scan, fax) are logged in the e-FOLLOW.cloud  

transaction database. But the user is not restricted/limited. 
 
Use Quotas:   The user account is limited by quotas.  
 

 
 
Beside a total 'over all' quota you can define additional quotas for color usage, prints, copies, scans 
and faxes. 
 
 
Attention  
Quotas can also be set for Departments and Devices. So it might happen that even if the user still has 
e.g. color quota available he can´t do color prints or copies if the color quota of his department or the 
color quota of the device is used up.  
 
Quotas are only checked at user login at the MFP. They are not used to interupt jobs. Therefore it is 
possible for users to have negative quotas.  
  



e-FOLLOW.cloud   page 53 
 
   

Operator Manual   Version 6.0.0 

9.1.1.13 User details / EWB/Print settings 

 
Here you can define basic EWB and print settings on  
e-BRIDGE for this user.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Print all jobs immediately after 

logging in (QuickPrint):  

If enabled all pending jobs for this user will be released 

immediately after login (print selection screen is not shown) 

Notify user if ñQuickPrintò failed If there was an error while printing jobs immediately after 

login the user will receive a notification by email or popup. 

Keep print jobs after printing for  

reprint  

The checkbox ñKeep job after printingò is checked by default. 

Show ñKeep print jobsò option in 

job list  

Selects if the checkbox ñKeep job after printingò is visible or 

not. 

Show print and keep button  Will enable an extra button with ñprint & keepò next to the 

print button. 

Force Duplex printing : all printouts on e-BRIDGE devices will be converted to 

duplex 

Enable duplex printing by default  In case the Force duplex is set to off, you can configure if 
the Duplex setting is enabled by default. 

Enable simplex printing by 

default:  

In case the Force duplex is set to off, you can configure if 
the Simplex setting is enabled by default. 

Force black & white  printing : all printouts will be done in B&W 

Enabled black & white printing by 

default:  

In case the Force black & white printing is set to off, you can 

confiure if the B&W setting is enabled by default. 

Force  erasable blue  printing : all printouts will be done in erasable blue (ECO device only) 
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Do not print on .."Low Paper":  If enabled printing cannot be started if the device has low 
paper or no paper warning 

Print job list sorted by : Select  the default sort order for the print job list 

Show print job list immediately : if enabled, the welcome screen will be skipped  

 

Automatic deletion of jobs  
The Automatic deletion of pending jobs on Toshiba / Toshiba eSF devices  settings defines the 
treatment of jobs that have already been selected for printing in case of an error, user log out or 
user login. 
This will ensure that documents will only be retrieved by the authorized user. 
 

At Logout  As soon as the user is pressing the logout button, e-
FOLLOW.cloud removes all jobs form the device´s job list.  

 
To prevent removing the current job list due to auto-logout it is recommended to set the Autoclear  
function on the device to 'No limit'   
 

 

 

Cancel running jobs  If enabled the currently running job is stopped and removed 

additionally. Else the running job will be finished. 

Delete on error after ..  This will delete the current job that caused an error (e.g. 
paper jam) and the pending job list after xx seconds. If the 
error gets fixed in between the xx seconds, the device will 
continue to print and to process the user´s current job list. 
 

Once, one of the 'Automatic deletion of jobs' option is enabled, the printing system will change to 
single-print-mode. This means that a next job of a selected list of jobs will not be sent to the device 
before the prior job has been completely finished.  
 
 
 

9.1.1.14 User details / Projects 

 
 
Click to [+]  to add one or multiple 
projects to the list of user assigned 
projects. 
 
Global project can´t be assigned to 
a user as they are available by 
default. 
 
 
 
 
 
 
 
You can define the handling of Project Codes in e-FOLLOW.cloud.  



e-FOLLOW.cloud   page 55 
 
   

Operator Manual   Version 6.0.0 

 

Enable project selection.  This enables the project selection for jobs on  
e-BRIDGE devices (EWB client) for the current user. 

Project are mandatory  If enabled the selection of a project code is mandatory. Jobs 
without a project code will be cancelled. 

Skip blank project list  If a user does not have any project codes assigned (and there 
are no global projects available) the user will not be prompted 
to select a project code when this option is enabled.  

Allow manual entry of project 
names  

In addition to select project codes from a list, the user can be 
allowed to manually enter a project code. 

Allow manual entry of sub -
project names  

..same for sub-project codes. 

Add manually entered projects 
to list  

If enabled, the manually entered project code will be added to 
the user´s project code list. 

 
 
Global projects (projects that are available to all users) cannot be added to the list.  
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9.1.1.15 User details / TeamPrint 

 
Here you can allow this user to release jobs originally printed/owned by other users.  
 

  
 
[1]  Select individual users or departments or groups. 
 
[2] Privacy setting  
This option allows the user to flag individual print jobs as 'private' jobs. These jobs will not be seen in 
the print job list on the MFP or mobile device by any other users, even if they have been granted the 
right to release his jobs. 
 
 
To flag print jobs being private the client PopUp must be executed on the users Workstation.  

[1]  

[2] 
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9.1.2 Departments 

 
Departments are organizational units.  Each user may belong to only one department. Usually the 
association of users to departments is done in the Entra ID.  
When synchronizing the domain e-FOLLOW.cloud automatically imports all departments and the 
association of users. 
 

  
 
[ 1 ] List of departments  
 
[ 2 ] List of users belonging to the selected department. Press ADD to manually add a department 
press [+] to manually add users to the selected department 
 
[ 3 ] Here you can change the print settings, quotas and user roles for all users belonging to this 
department. 
 
  

[ 1 ]  

[ 2 ]  

[ 3 ] 



page 58   e-FOLLOW.cloud 
 
 

 
Version 6.0.0  Operator Manual 

9.1.2.1 Use Quotas 

 
Similar to user´s quotas you can define quotas for departments as well.  
 
Beside a total 'over all' quota you can define additional quotas for color usage, prints, copies, scans 
and faxes. 

 
 
Attention  
Quotas can also be set for Users and Devices. So it might occur that even if the Department still has 
color quota available a user can´t do color prints or copies if his personal color quota or the color 
quota of the device is used up. 
 
Quotas are only checked at user login at the MFP. They are not used to interupt jobs. Therefore it is 
possible for users to have negative quotas.  
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9.1.2.2 Use user role 

 
e-FOLLOW.cloud user roles can also be assigned by department. This means that a specific role can 
easily be assigned (or revoked) to all users belonging to the same department.  
 

 
 
Use user role : If enabled, user roles get enabled for all users belonging to the selected department 
and you now can assign the desired roles to all users. 
 
 
 
 
 
 
Attention  
Disabling a user role will revoke the role from all users of that department.  
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9.1.2.3 Search for departments 

 
To search for a specific department e-FOLLOW.cloud provides a convenient search engine. 
 

 
 
Enter any phrase into the search window. e-FOLLOW.cloud will query all relevant fields  

¶ Name 

¶ Description 
 

for that phrase. 
 
The search can be narrowed down by selecting a specific field to be searched or by departments that 
are configured with Quota in use  or with Quota disabled . 

 
 
 
 
 
 
 
 
 
Use the        symbol to change the sort order of the search 
results. 
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9.1.3 Permissions 

 
The concept of permissions in e-FOLLOW.cloud describes what functions & features users are 
allowed or denied when printing to a direct queue or using a Toshiba e-BRIDGE X device. 
 

  
 

1. Permission settings are set for Toshiba  or eSF devices . 
 

2. Device list: First of all permissions are globally set for All devices . By default all features are 
'allowed'.             To deny a feature change its status to 'denied'   
 
By pressing [ + ]  you can add single Toshiba devices (or direct queues). By default 
permissions are derived from the global settings for all devices.  
This is indicated by the status   
 

3. The list of users shows whom the permissions are applied to. By default the settings are 
applied to All users . Similar to the devices you can add individual users, departments, AD 
security groups and Entra ID groups by pressing the corresponding link.                           
 
This allows to individually apply permissions for each combination of user, department, groups 
and devices. 
 

4. To adjust permissions e-FOLLOW.cloud offers a tri-state setting switch for each feature. 
This feature is allowed 

The permission for this feature is passed through  

 This feature is denied 

 

[ 1 ] 

[ 2 ] [ 3 ] [ 4 ] 
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The Priority of permissions is organized hierarchically: 
 
1. Toshiba device / direct queue 
2. User  
3. Department 
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9.1.4 Projects 

 
In e-FOLLOW.cloud print and copy transactions can - in addition to user and departments - optionally 
be assigned to a Project code. Projects can be used. e.g. to charge back cost to projects or clients. 
Each project can have an unlimited number of sub-projects allowing the administrator to realize a fine 
grained accounting structure. 
 

 
 
e-FOLLOW.cloud knows two types of projects: 
 
global projects  
these projects (and sub-projects) are available to all users.  
 
personal assigned projects  
these projects must be assigned to specific users. Only the assignees are able to select these projects 
and their sub-projects. 
 
Each project code can be specified as a 'personal' project or 'global' project by enabling or disabling 
the Available for all users  option. 
 
 
Projects can either be selected at the e-BRIDGE embedded client, the workstation client popup or the 
mobile print release App.  
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9.1.4.1 Import Projects from .csv 

 
The list of projects, sub-projects and user assignment in e-FOLLOW.cloud can be imported via a .csv 
file.  
 
[1] Import file:  
Here You can easily upload / replace the project-csv file by pressing the button Upload new Project 
Import File. 
 
 
[2] Syntax  
Make sure the structure / syntax of the .csv file is correct. Please refer to the examples for global and 
user assigned projects.  
 

Global:   project -name 
   project -name, sub -project -name*  
  
user assigned:   project -name,,username  
   project -name,sub -project -name*,username  

 
*) sub-project name is optional. Make sure, that in case of user assigned projects the username is 
placed as third field.  
 
 
[3] Separators  
Here you can define the field separators (comma, semicolon or tab stop) and the type of brackets 
containing the descriptions. 
 
 
 
 

[1]  

[2] 

[3] 

[4] 
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[ 4 ] !DROP_TABLE  
If you add the expression '!DROP_TABLE' at the first line of the .csv file all project codes and user 
assignments will be deleted before importing the data from .csv. Else new data will be appended. 
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9.1.5 Domains 

 
e-FOLLOW.cloud supports the synchronization of users from the any directory service supporting a 
secure LDAP connection. Additionally, e-FOLLOW.cloud supports the synchronization of Microsoft 
Entra ID (Azure Active Directory (AAD)) and Windows Active Directory (not recommended for e-
FOLLOW.cloud). 
 

 
  
 
Synchronization will be performed immediately by clicking to [ USER IMPORT ] 
Users can also be synchronized automatically. Pease refer to the chapter Schedules . 
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9.1.5.1 Domains - ADD LDAP Domain 

  
e-FOLLOW.cloud Professional can synchronize users from multiple directory services (AAD or LDAP 
Servers). Clicking to [ ADD ] and selecting LDAP will allow entering the hostname/IP and credentials 
for an additional Server. 
 
 
 

 
 
LDAP import can only be performed if the LDAP Server supports SSL & paged search . 
 
 
 
Attention  
When 'Write new Cad-IDs to A.D.' is enabled, the user specified here must have write -permission. 
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9.1.6 Domains ï ADD Microsoft Entra ID (Azure Active Directory) 

 
To synchronize your Microsoft Entra ID users with e-FOLLOW.cloud, you need to prepare one App at 
your Entra ID. 
Then you need your Tenant ID, the Application (client) ID and the Secret Key to create a Entra ID 
domain at the management. 
 

9.1.6.1 Create an application in Microsoft Entra ID (Azure Active Directory) 

 
Start the Azure portal (https://portal.azure.com) and sign in with your Microsoft account and select 

"Microsoft Entra ID" in Azure services 

 
Select "App registration" on the left and then click on ñNew registrationò 
 

 
 

 

https://portal.azure.com/
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Give a name, select a Supported Account Type and click "Register" 

 
 

After creating the App you will find your Tenant ID and the Application (client) ID. 
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Select "certificates and secrets" on the left and click on "New client secret" 

Enter a Description and an expiration date 

 
..and click "Add"  

 
 

Copy the value of the client secret that you just added.  
 
 
Attention  
This is only shown once here. If you forget it, you can create another one 
 
The Secret Key will expire after a certain time. Be sure to recreate it regulary or some feature of the 

Microsoft Entra ID (Azure Active Directory) like synchronization will fail. 

 
Select "API permissions" on the left 
You must add the following rights 
 

 Application-type API 

 
Therefore click +Add a permission  
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Then select  "Microsoft Graph" 

 
Select 'Application permissions' 
 
 

Select the following API permissions 
 AccessReview.Read.All 

 Directory.Read.All 

 Group.Read.All 

 GroupMember.Read.All 

 User.Read.All 

 User.ReadBasic.All (Delegated Permissions) 

 
 
Click "Add Permissions" 
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If you are not an administrator, you must ask your administrator for consent. He must then go to this 
page with his account and click on the button "grant administrator consent for YOUR.DOMAIN".  
 
 
The status of all permissions should be green now. 
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Allow public client flows:  
 
To enable login by username & password public client flow has to be enabled. 
 

 
 
This can also be enabled at the "Manifest" on the left 
 

 
 

Set "allowPublicClient" to 'true' and click save 
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In case e-FOLLOW.cloud shall be allowed to write back Card-ID or PINs to the AAD you need to grant 
write -permission  to the registered App 
 

 
 
In order to get the permissions effective, it is recommended to create a new App and apply above 
permissions instead of modifying an existing app.  
 
 
  



e-FOLLOW.cloud   page 75 
 
   

Operator Manual   Version 6.0.0 

9.1.6.2 Configuring e-FOLLOW.cloud domain Microsoft Entra ID (Azure Active Directory) 
synchronization 

 
Click to ADD ï Microsoft Entra ID (Azure Active Directory) 
 

 
 
 

Name Enter a name of your choice for the directory service 

Tenant ID Enter the Directory (tenant) ID of your AAD 

Client ID Enter the Application (client) ID of the service you just created  

Client Secret  Enter the Client Secret for the service you just created  

@domain To simplify the login, this domain-addon will be added automatically to 

the username at login, so the users do not necessarily need to enter their 

full login name. E.g.: @control-systems.de 

User self-enrollment This option disables automatic synchronization with Microsoft Entra ID 

(Azure Active Directory)  

(Explained in chapter 9.1.7 Domains ï ADD Microsoft Entra ID (Azure 

Active Directory) with User self-enrollment) 

Microsoft Login This option enables the Microsoft Login for this domain. As ñSign in with 

Microsoftò button will be then available at the Management and User 

Portal login page. 

At SETTINGSĄGeneral  and SETTINGSĄUser portal & User tools  

you can choose to allow only Microsoft Login. 

Redirect URI for User 

portal 

The Redirect URI for the login page of the User Portal. This URI will be 

used for User self-enrollment and Microsoft Login. 

Enter it at your Entra ID App Ą Manage Ą Authentication Ą Web 

Redirect URIs. See screenshot below. 

Redirect URI for 

Management 

The Redirect URI for the login page of the Management. This URI will be 

used only for Microsoft Login. 
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Enter it at your Entra ID App Ą Manage Ą Authentication Ą Web 

Redirect URIs. See screenshot below. 

 
Redirect URIs example for User self-enrollment and Microsoft Login. 
 

 
  



e-FOLLOW.cloud   page 77 
 
   

Operator Manual   Version 6.0.0 

9.1.7 Domains ï ADD Microsoft Entra ID (Azure Active Directory) with User self-enrollment 

 
If you need a more secure and limited access to Microsoft Entra ID (Azure Active Directory) users then 
use the User selt-enrollment feature. 
 
There you also have to register an API for Microsoft Entra ID (Azure Active Directory) but without the 
rights to read all user informations. 
 
Because of this synchronization of all users is no longer possible . Users have to add themselves 
manually at the e-FOLLOW user portal by entering their email address. Then they will be redirected to 
the Microsoft login page.  
 
 

9.1.7.1 Create an application in Microsoft Entra ID (Azure Active Directory) with User self-enrollment 

 
Start the Azure portal (https://portal.azure.com) and sign in with your Microsoft account and select 

"Microsoft Entra ID" in Azure services 

 
Select "App registration" on the left and then click on ñNew registrationò 
 

 
 
  

https://portal.azure.com/
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Give a name and select a Supported Account Type. 
 
Choose at Redirect URI ñWebò and enter the URL, which is shown at SETTINGSĄDomainsĄADD or 
MODIFY. 
The redirect URIs can also be edited later in Azure Management Portal (Entra ID App Ą Manage Ą 
Authentication Ą Web Redirect URIs) 
 
The URI format for user portal is (replace XXXX-YYYY with your Cloud-UID): 
https://userportal-XXXX-YYY.e-follow.cloud/?page=self_enrollment_callback 
 

 

 
  
 
After creating the App you will find your Tenant ID and the Application (client) ID. 
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Select "certificates and secrets" on the left and click on "New client secret" 

Enter a Description and an expiration date 

 
..and click "Add"  

 
 

Copy the value of the client secret that you just added.  
 
 
Attention  
This is only shown once here. If you forget it, you can create another one 
 
The Secret Key will expire after a certain time. Be sure to recreate it regulary or some feature of the 

Microsoft Entra ID (Azure Active Directory) like synchronization will fail. 
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Permissions:  

¶ Remove User.Read permission 

¶ Add Delegated permissions:  

 profile (View usersô basic profile) 

 offline_access 

 
 

Then click +Add a permission  
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Then select  "Microsoft Graph" 
 

 
 

And then select delegated permissions 

 
 
e-FOLLOW.cloud will only see this information about users (see screenshot below) 
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In Azure portal there is a possibility to track account logins.  
 
Therefore click in your Microsoft Azure portal on Microsoft Entra IDĄEnterprise applications. 
Then select your created App in the list. 
At Activity you can then see the Sign-in logs: 
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You can also filter users which can perform self-enrollment. 
Therefore select Microsoft Entra IDĄEnterprise applications.Then select your created App in the list. 
Then select Conditional Access and create a new policy. 
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9.1.7.2 Configuring e-FOLLOW.cloud domain Microsoft Entra ID (Azure Active Directory) 
synchronization with User self-enrollment 

 
Click to ADD ï Microsoft Entra ID (Azure Active Directory). Enable User self-enrollment. 
 

 
 
 

Name Enter a name of your choice for the directory service 

Tenant ID Enter the Tenant ID of your AAD  

Client ID Enter the Client ID of the service you just created  

Client Secret  Enter the Client Secret for the service you just created  

@domain To simplify the login, this domain-addon will be added automatically to 

the username at login, so the users do not necessarily need to enter their 

full login name. E.g.: @control-systems.de 

User self-enrollment Switch on User self-enrollment 

Microsoft Login This option enables the Microsoft Login for this domain. As ñSign in with 

Microsoftò button will be then available at the Management and User 

Portal login page. 

At SETTINGSĄGeneral  and SETTINGSĄUser portal & User tools  you 

can choose to allow only Microsoft Login. 

Redirect URI for User 

portal 

The Redirect URI for the login page of the User Portal. This URI will be 

used for User self-enrollment and Microsoft Login. 

Enter it at your Entra ID App Ą Manage Ą Authentication Ą Web 

Redirect URIs. See screenshot below. 

Redirect URI for 

Management 

The Redirect URI for the login page of the Management. This URI will be 

used only for Microsoft Login. 

Enter it at your Entra ID App Ą Manage Ą Authentication Ą Web 

Redirect URIs. See screenshot below. 

 
 
  

1 
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Redirect URIs example for User self-enrollment and Microsoft Login. 
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9.1.7.3 Domain - REMOVE 

 
This will allow to remove a domain from e-FOLLOW.cloud.  
 
Attention  
When removing a domain all users, user settings and the jobs pending for these users will be deleted 
accordingly.  
 

9.1.7.4 Domains ï User import 

 
 Here the synchronization options are configured. 

 
 

Group  filter  This allows you to import users 
only from specific Groups. Click 

to [+] to select a Group from 

your AAD . 

Ignore disabled AD accounts  If enabled, accounts that are disabled in the domain will not be 
imported to the e-FOLLOW.cloud database. 

Remove Card IDs from 
disabled user accounts  

If enabled, the assigned card ids of disabled users will be 
removed. 

Ignore guest user accounts  If enabled, only 'Member' type user accounts will be 
imported/synchronized to the e-FOLLOW.cloud database. 

Replace internal users  If enabled, internal users will be replaced by the domain users in 
case of identical user names (Login name / UserPrinzipalName) 

Delete unknown users  Domain users that are present in the e-FOLLOW.cloud database 
will be removed if the corresponding account in Azure Active 
Directory does not exist anymore. 

Generate random PIN  If enabled this will assign a random PIN to each user account 

PIN length  Defines the number of digits for new PINs 

Send PIN by email to user  Each user will receive an email containing the new PIN 
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9.1.7.5 Domains - Attribute names 

 
The database fields in e-FOLLOW.cloud are retrieved from specific attributes. By default, the attribute 
names are set to common values. Here you can change/ add the attribute names holding the data for 
the specific database fields.  
 

 
 

 
To use the on-premises extension attributes, simply use extensionAttribute1, extensionAttribute2, ... 
as the attribute name.  
 
The Alias field is mandatory and essential for assigning print jobs. Therefore the Alias must be 
changed to fit to the Windows login name (Limit and shorten alias to allowed characters for windows 
login).  
  
 
The 'custom home directory'  can be used to define a user´s homeDirectory even if it can´t be 
retrieved from the directory service. Enter the SERVER & PATH and if required "::username" as a 
wildcard for the user login name (sAMAccountName) 
 
For Entra ID authentication, a token is used. If the Entra ID configuration changes (e.g., permissions), 
you can press [Reset Entra ID Token] to obtain a new one. 
You can also press [Check Entra ID Token] to view the assigned permissions and the token's 
expiration time (the token is automatically renewed). 
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9.1.7.6 Domains - Default user 

 
Here you can define the user 
settings for newly imported 
users from this domain.  
 
 
 
 
 
 
 
 
 
 
 

Activated  New users can be imported in 'deactivated' mode. In this case 
they cannot print or login to any device. 

Accounting  Select the accounting mode for new users. Depending the 
selected mode Quota  setting are getting active. 

Popup profile  Select a popup profile for new users 

Print settings  Select the print settings for new users 

Automatic deletion of jobs  This defines the treatment of jobs that have already been 
selected for printing in case of an error, user log out or user login. 
This will ensure that documents will only be retrieved by the 
authorized user. 
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Select the default user 
settings for Projects  
 
 
 
 
 
 
 
 
 
The Default User ï 
Quotas options only gets 
available if the accounting 
mode for the default user 
is set to 'Quotas'. 
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9.2 DEVICES 
 
The devices menu contains all data and settings related to printing hardware (Toshiba e-BRIDGE Next 
and e-BRIDGE eSF devices) and the settings for mobile printing.  
 
 

9.2.1 Virtual IPP-Queues 

 
A virtual IPP-Queue in e-FOLLOW.cloud is used to receive print jobs from Client PCs or mobile 
devices and store these jobs for a later release.  
 
There is No hardware (printer or MFP) assigned to a virtual queue.  
 
If a client is printing to a virtual IPP-Queue  
 

 The print jobs are held in e-FOLLOW.cloud internal spooling system  
 The spool files are transferred and stored encrypted  
 Jobs can be released at any MFP  

 
 
This icon indicates a virtual IPP queue  in e-FOLLOW.cloud 
 

 

9.2.1.1  Adding virtual IPP-Queues 

 
 
 
To add a virtual IPP queue simply enter a name for the 
queue. The URL prefix is fix and cannot be changed. 
 
 
 
 
 
 
[ 1 ]  Clicking to [ IPP URLs ]  will show the IPPS URL for this virtual queue. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Share the full URL [ 2 ] to the users so they can create an IPP port on their clients that points to this e-
FOLLOW.cloud virtual IPP queue. 
 
 
Make sure the Internet printing client  is installed on the client PC. Else users cannot connect to the 
URL. 
 
 
 

[ 1 ]  

[ 2 ] 
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For Windows clients e-FOLLOW.cloud provides a convinient IppInstaller  that allows users to simply 
install the IPP printer on their client ï or Administrators to roll out the IPP printer to all clients. 
 
 

9.2.1.2 Virtual queue properties 

 
Virtual queues in e-FOLLOW.cloud are used to perform 'pull printing' or 'secure print release'. So 
instead of forwarding the job to the destination printer e-FOLLOW.cloud moves the jobs to an internal 
spooler and keeps the jobs until they are 
 

¶ released by a user, or 

¶ deleted due to a rule, by the user himself or by the administrator 
 
 
 
 
 
 
 
 
 
 
 
 
The Auto -delete  option will remove jobs that have not been released after the time defined by the 
administrator.  
 
 
 
The virtual queue view shows all 
jobs that are currently spooled. 
Clicking to the job´s row will show 
it´s details.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The REFRESH option will update the list every 10 seconds if enabled. 
 
Use FILTER to only show jobs of one or multiple user/s. 
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9.2.1.3 Virtual Queue Drawer and paper preconfiguration 

 

 
 
Virtual Queues can be used to receive print jobs by User Portal, Email Print or Mobile Print.  
 
For these jobs the drawer , paper size , paper type  and scaling type  settings can be changed at 
printing by the e-FOLLOW cloud App. 
 
In order to enable the user to print on specific drawers or with special settings, you can create several 
virtual queues with appropriate names. 
 
If the user uploads images to a Virtual Queue it will be converted to a PDF print job. With the setting 
for converting images to PDF print jobs  it can determined which paper format will be used for the 
PDF print job. 
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General notes for Virtual Queues:  
 
 
In case the PopUp status is different from 'None' or 'Closed' the job cannot be released because e-
FOLLOW.cloud is waiting for the client PopUp to be confirmed. 
 
 
 

 
 
If you have selected one or multiple print job/s, the MODIFY option gets available. You can now  
 

 move the selected jobs to another virtual queue 
 change the user (job owner) for the selected print jobs 
 delete the selected print jobs 
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9.2.2 Toshiba 

 
This menu shows the list of all Toshiba e-BRIDGE Next devices.  
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9.2.2.1 ADD Toshiba device 

 
By default, Toshiba devices add themselves to the list after the embedded Application has properly 
been installed and started on the MFP. 
 
 
Any way you can add devices manually (e.g. to prepare 
a customer setup and apply specific configuration) 
 
To add a new e-BRIDGE Next device to the list click to  
ADD .  
 
Enter the serial number  and a unique name for report 
for the device 
 
Select a virtual queue(s) for pull printing.  
 
You can add a description to easily identify the device in 
the device list. 
 
Select the Display mode ï dark  or bright  
 
 
 
 
 
 

9.2.2.2 Edit Toshiba e-BRIDGE X/Next device 

 
To edit the settings for a Toshiba device click to the corresponding row in the device list. 
  

 
  

[ 1 ]  

[ 2 ]  
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9.2.2.2.1 General Settings 

 
The settings in the General-Tab allow modifying the description and the virtual queue settings.  
 
 
 
[ 1 ] Virtual queues:  
Here you can add / remove virtual queues for that 
device.  
When a user is logging in to that MFP e-
FOLLOW.cloud will check these virtual queues for 
print jobs for that user and add them to the print 
release list. 
 
 
 
 
[ 2 ] Log Data Privacy Setting  
Here you can see the setting, which was set by the auto configuration (SettingsĄGeneralĄAuto 
configuration). It controlls if job data from the MFP should be stored for accounting or not. 
Beside from this there are additional settings at SettingsĄGeneralĄData protection. 
 

¶ Store  
Job accounting is enabled for e-BRIDGE devices. 
 

¶ Not to Store  
No job accounting for e-BRIDGE devices. 
 
 

Local Hostname  
Automatically retrieved from the device. Required when the Local Print Module is active. Otherwise, it 
is used to help identify the device and can be modified if needed. 
 
Local IP address  
Automatically retrieved from the device. Required when the Local Print Module is active. Otherwise, it 
is used to help identify the device and can be modified if needed. 
 
Description  
Free-text description of the device. This value is displayed in the device list within the management 
interface. 
 
Name for Report  
Unique device name for all job records for reporting. When the Name for reports  is changed, all 
records are automatically updated. 
 
Loc ation  
The location is not retrieved automatically. It can be set to any value to help to identify the device. 
 
Sender email  
Has priority over the email address of the user. Is requested by the MFP at login. 
 
App version  
Version of the installed e-FOLLOW.cloud application. 
 
Locked until  
Here you can see if the device is currently locked due to wrong login attempts. This can be configured 
at SETTINGSĄGeneralĄData protection. 
 
Hint  
Checking the Last Login / Last transaction  entries shows if the app and the subscriptions are 
working properly. 
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9.2.2.2.2 Quotas 

 
e-FOLLOW.cloud allows to control the usage of devices by setting quotas for color, prints, copies, 
scans and faxes. 
Quotas are only checked at user login at the MFP. They are not used to interupt jobs. Therefore it is 
possible for users to have negative quotas.  
 

 
 
To enable device quotas, check the "Use quotas" button. 
 
You now can individually enable the different quotas and enter the appropriate page numbers. Quotas 
that are unchecked allow unlimited use. 
 
 
Attention  
Quotas can also be set for Departments and Users. So it might happen that even if the user still has 
e.g. color quota available he can´t do color prints or copies if the color quota of his department or the 
color quota of the device is used up.  
 
Quotas are only checked at user login at the MFP. They are not used to interupt jobs. Therefore it is 
possible for users to have negative quotas.  
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9.2.2.2.3 Card login 

 
Here you can modify the settings that are related to card reader usage. 
 
 
Card reader profile:  
reader profiles are used to convert the strings read 
from a card. Reader Profiles can be created in  
-> SETTINGS -> Reader profiles   
 
 
 
Show unknown card IDs on panel:  
this defines if the IDs of unknown cards are shown in clear on the device panel. 
 
Allow card self -association : 
if enabled this function will allow users to assign unknown card IDs to their account by entering their  
user credentials (username & password) 
 
Allow card self -association  after login  
This will enable the option to self-associate a card from the Selection screen or print job list after the 
user has logged in. 
The link Additional settings  will lead directly to the general settings for card assignment. 
 
Show PIN filed first  
If enabled the user will be prompted with the PIN-Authentication first (instead of username & 
password) when associating a new card to his account.  
 

9.2.2.2.4 EWB settings 

 
Here you can modify the EWB appearance. 
 
 

 
 
 
 
 
EWB mode  
Here you can check in which mode the websites for the device EWB is displayed.  
 
 
Display mode  
For e-BRIDGE Next device the display mode of the e-FOLLOW.cloud application can be switched 
between dark-mode (default) and bright-mode.  
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bright-mode 
 
 
 
 
 
 
 
 

 
 
dark-mode 
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9.2.2.2.5 Print settings 

 
The settings in this section will have impact on the handling and release of print jobs. 
 
QuickPrint :  
If this function is enabled all print jobs of the user (also 
TeamPrint jobs) will be sent to the device immediately 
after login.  
 
Attention   
Users are not able to individually select jobs for 
printing when QuickPrint is enabled. 
 
 
 
Notify user if QuickPrint fails:  
In case one or more jobs could not be printed ï e.g. 
due to missing permission or quota ï the user will be 
notified by email.   
 
 
Keep print jobs after printing for reprint:  
If enabled print jobs will not be deleted after printing. They will be kept in the virtual queue so they can 
be reprinted at a later time. 
 
Show "Keep print jobs" option in job list:  
If this option is enabled, the user can select for each job if it shall be kept for reprinting or immediately 
deleted after printing. A flag in the job list is accessible for each job. 
 
Show print and keep button  
If this option is enabled an additional  print & keep  button will be shown below the print job list. 
Releasing jobs by pressing this button will force the keep job for reprint option ï independent of the 
individual print job settings. 
 
 
Force duplex printing / black & white printing  / erasable blue printing : 
These options allow the administrator to force printing of each job in duplex and/or black & white / 
erasable blue.  
 
 
Attention  
If enabled it is impossible for users to print documents in simplex mode or in color on this device. 
 
 
Enable duplex / simplex / black & white printing by default  
In case the Force duplex, Force black & white is set to off, you can configure if as default these 
settings (duplex, simplex, b&w / erasable blue) are enabled when the user is logging in.  
In contrast to the "Force" -settings, these can be changed by the users.  
 
 
Show staple  
When the device is equipped with a staple unit, stapling options (top left & 2 staples left) are added to 
the job details settings in EWB.  
 
This is only an information and cannot be switched on/off.  
If none of the options is selected in job details, the original stapling settings as set via printer driver are 
valid.  
 
Hide color jobs if no color rights  
If enabled, color jobs will not appear in the job list if the user has no permission to print color on this 
device. Else color jobs will be printed in BW. 
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9.2.2.2.6 Consumables 

 
Here you can see the status of the device´s toner and paper level. 

 

 

9.2.2.3 MANAGE Toshiba devices 

 
When selecting one or multiple Toshiba devices the MANAGE  option gets available.  
 

 
 
You now have the possibility to remove the selected devices from the list. 
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9.2.2.4 MODIFY Toshiba devices 

 
When selecting one or multiple Toshiba devices 
the MODIFY option gets available.  These 
options are very helpful to perform modifications 
for multiple devices in one single step. 
 
 
Change queues  
You now have the possibility to assign virtual 
queues to the selected devices or to remove all 
assigned virtual queues from the selected 
devices. 
 
 
 
 
Assign virtual queues  
This option allows assigning one or multiple virtual queue/s to the 
selected Toshiba devices in one step. 
 
 
 
Attention  
this action will replace existing assignments of virtual queues. 
 
 
 
 
 
 
 
Remove assigned virtual queues  
This option will remove all assigned virtual 
queues from the selected Toshiba devices. 
 
 
 
Attention  
Make sure to assign at least one virtual queue to each Toshiba device. Else it will not be possible to 
release print jobs. 
 
 
 
Set quotas  
Here you can set quotas for the selected Toshiba devices. If 
you do not wish to use quotas for a certain function - e.g. 
faxing, scanning - you can disable the use of quotas by clicking 
to [disable] .   
 
This will make the selected function 'unlimited'. 
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Change  settings  
This is a powerful method to change the settings for multiple Toshiba devices. 
 
You have quick access to all settings as per individual device 
 

¶ Card login  settings 

¶ EWB settings  

¶ Print settings  
 
 
Generally, the pull downs offer three options:  

¶ do not change  - the current status keeps valid 

¶ enable  - enables the function 

¶ disable  - disables the function 
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9.2.3 Toshiba eSF 

 
This menu shows the list of all Toshiba eSF devices.  
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9.2.3.1 ADD Toshiba eSF device 

 
By default, Toshiba devices add themselves to the list after the embedded Application has properly be 
installed and started on the MFP. 
 
 
 
Any way you can add devices manually (e.g. to prepare a 
customer setup and apply specific configuration) 
 
 
To add a new Toshiba eSF device to the list click to ADD.  
 
Enter the serial number  and the name for report  of the 
device.  
 
 
Select a virtual queue for pull printing.  
You may add a description for the new device (e.g. place 
of location). 
 
 
 

9.2.3.2 Edit Toshiba eSF device 

 
To edit the settings for a Toshiba eSF device click to the corresponding row in the device list. 
 

 
 
  

[ 1 ] 

[ 2 ] 
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9.2.3.2.1 General Settings 

 
The settings in the General-Tab allow modifying the description, name for reports, location, sender 
email and the virtual queue settings. 
 
[ 1 ] Virtual queues:  
Here you can add / remove virtual queues for that device. When a user is logging in to that MFP e-
FOLLOW.cloud will check these virtual queues for print jobs for that user and add them to the print 
release list. 
 
[ 2 ] Anonymous print:  
This option allows printing of jobs that do not have a PJL header referring to the job owner. The printer 
will see this job as 'anonymous' and therefore cannot be accounted for the real job owner. By default, 
e-FOLLOW.cloud will deny printing these kind of jobs.  
 
Attention  
If you allow Anonymous print the jobs will not be accounted / charged to a user. 
 
 
Local Hostname  
Automatically retrieved from the device. Required when the Local Print Module is active. Otherwise, it 
is used to help identify the device and can be modified if needed. 
 
Local IP address  
Automatically retrieved from the device. Required when the Local Print Module is active. Otherwise, it 
is used to help identify the device and can be modified if needed. 
 
Description  
Free-text description of the device. This value is displayed in the device list within the management 
interface. 
 
Name for Report  
Unique device name for all job records for reporting. When the Name for reports  is changed, all 
records are automatically updated. 
 
Loc ation  
The location is not retrieved automatically. It can be set to any value to help to identify the device. 
 
Sender email  
Has priority over the email address of the user. Is requested by the MFP at login. 
 
App version  
Version of the installed e-FOLLOW.cloud application. 
 
Locked until  
Here you can see if the device is currently locked due to wrong login attempts. This can be configured 
at SETTINGSĄGeneralĄData protection. 
 
 
Hint  
Checking the Last Login / Last transaction  entries shows if the app and the subscriptions are 
working properly. 
 
 [Permissions]  
This leads you to the permission settings page as described above. (see Permissions) 
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9.2.3.2.2 Quotas 

 
e-FOLLOW.cloud allows to control the usage of 
devices by setting quotas for color, prints, copies, 
scans and faxes.  

 
To enable device quotas, check the "Use quotas" 
button. 
 
You now can individually enable the different quotas 
and enter the appropriate page numbers. Quotas 
that are unchecked allow unlimited use. 
 
Attention  
Quotas can also be set for Departments and Users. So it might happen that even if the user still has 
e.g. color quota available he can´t do color prints or copies if the color quota of his department or the 
color quota of the device is used up.  
 
Quotas are only checked at user login at the MFP. They are not used to interupt jobs. Therefore it is 
possible for users to have negative quotas.  
 
 

9.2.3.2.3 Card login 

 
Here you can modify the settings that are related to card reader usage. 
 
 
Card reader profile:  
Reader profiles are used to convert the strings 
read from a card. Reader Profiles can be created 
in  
-> SETTINGS -> Reader profiles   
 
Allow card self -association  
if enabled this function will allow users to assign 
unknown card IDs to their account by entering their  
user credentials (e.g. username & password) 
 
Show unknown card IDs in the panel  
If enabled the card ID of a new unknown card is show in clear on the panel during the card self-
association process. Else the card IDs are starred out.  
 
Show PIN filed first  
If enabled the user will be prompted with the PIN-Authentication first (instead of username & 
password) when associating a new card to his account.  
 
Card login sound  
Here you can enable or disable the sound that plays during card login. 
 
The link Additional settings  will lead directly to the general settings for card assignment. 
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9.2.3.2.4 Guest login 

 
e-FOLLOW.cloud allows users that do not have an account to use the eSF devices. Therefore, a 
special Guest Login can be enabled. 
 
Enable guest login:  here you can eneable 
/ disable the guest login option 
 
 
User for guest login : select a user that is 
used when a guest is logging in. 
To assign transaction and apply permission 
or quotas a specific user must be selected 
as óguest userô. 
 
It is recommended to create an internal user (e.g. óguestô) that is used when logging in as guest. If 
required, you can assign individual guest users to each eSF device. 
 
 
Guest screen first:  if enabled a large óguest buttonô is 
shown at the login screen.  
If users need/want to login to their account they simply 
swipe their card or press ñLOGINò to switch to the login 
screen, 
 
 
Guest button text : here you can modify the 
text for the guest button (e.g. Free Access)  
 
 
 
[ Copy settings to all printers  ]  
Pressing this link will copy the current guest   
login settings to all Toshiba eSF devices.  
 
 

9.2.3.2.5 Print settings 

 
The settings in this section will have impact on the handling and release of print jobs. 
 
 
QuickPrint :  
If this function is enabled all print jobs of the user (also 
TeamPrint jobs) will be sent to the device immediately 
after login.  
 
Attention  
Users are not able to individually select jobs for printing 
when QuickPrint is enabled. 
 
 
 
Notify user if QuickPrint fails:  
In case one or more jobs could not be printed ï e.g. due 
to missing permission or quota ï the user will be notified 
by email.   
 
Skip blank job list  
If enabled, the joblist will not be shown after login if there are not print jobs pending on the server. The 
user will be directly lead to the device home screen instead.  
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Keep print jobs after printing for reprint:   
If enabled print jobs will not be deleted after printing. They will be kept in the virtual queue so they can 
be reprinted at a later time. 
 
Show "Keep print jobs" option in job list:  
If this option is enabled, the user can select for each job if it shall be kept for reprinting or immediately 
deleted after printing. A flag in the job list is accessible for each job. 
 
 
Force duplex printing / black & white printing:  
These options allow the administrator to force printing of each job in duplex and/or black & white / 
erasable blue.  
 
 
Attention  
If enabled it is impossible for users to print documents in simplex mode or in color on this device. 
 
 
 
Enable duplex / simplex / black & white printing by default  
In case the Force duplex, Force black & white option is set to off, you can configure if as default 
setting. So Duplex / Simplex /  B&W is enabled when the user is logging in.  
In contrast to the "Force.."  setting, this can be changed back to color by the users. 
 
 
Hide color jobs if no color rights  
If enabled, color jobs will not appear in the job list if the user has no permission to print color on this 
device. Else color jobs will be printed in BW. 
 
 

9.2.3.2.6 Consumables 

 
Here you can see the status of the device´s toner and consumables level. 
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9.2.3.3 MANAGE Toshiba eSF devices 

 
When selecting one or multiple Toshiba devices the MANAGE  option gets available.  
 

 
 
You now have the possibility to remove the selected devices from the list 
 
 

9.2.3.4 MODIFY Toshiba eSF devices 

 
When selecting one or multiple Toshiba devices the 
MODIFY option gets available.  These options are very 
helpful to perform modifications for multiple devices in one 
single step. 
 
 
 
Change queues  
You now have the possibility to assign virtual queues to the selected devices or to remove all assigned 
virtual queues from the selected devices. 
 
 
 
Assign virtual queues  
This option allows assigning one or 
multiple virtual queue/s to the 
selected Toshiba devices in one step. 
 
 
 
Attention  
this action will replace existing 
assignments of virtual queues. 
 
 
 
 
 
 
 
 
Remove assigned virtual queues  
This option will remove all assigned 
virtual queues from the selected 
Toshiba devices. 
 
 
 
 
 
Attention  
Make sure to assign at least one virtual queue to each Toshiba device. Else it will not be possible to 
release print jobs. 
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Set quotas  
Here you can set quotas for the selected Toshiba devices. If you 
do not wish to use quotas for a certain function - e.g. faxing, 
scanning - you can disable the use of quotas by clicking to 
[disable] .   
 
This will make the selected function 'unlimited'. 
 
Quotas are only checked at user login at the MFP. They are not 
used to interupt jobs. Therefore it is possible for users to have 
negative quotas.  
 
 
 
 
 
 
 
Modify settings  
This is a powerful method to change the settings for multiple 
Toshiba eSF devices. 
 
You have quick access to all settings as per individual device 
 

¶ Card login  settings 

¶ Print settings  
 
 
 
Generally, the pull downs offer three options:  

¶ do not change  - the current status keeps 
valid 

¶ enable  - enables the function 

¶ disable  - disables the function 
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9.2.3.5 Updating eSF ï App 

 
By default, the e-FOLLOW.cloud instance contains the latest eSF-App in Ą Settings Ą General Ą 
Instructions & Configuration 
 
 
The current version of the installed App 
is shown on the login screen. 
 
 
 
 
 
 
 
 
 
 
 
If the version number does not end with _C (like 2.4.8_C) the app must be renewed by logging out or 
MFP restart. 
 
 
 
To guarantee unrestricted functionality it is mandatory that the latest eSF App version is installed on 
the devices. If a deprecated version of the e-FOLLOW.cloud eSF App is installed on the MFP the 
users are not allowed to login. 
 
 
A corresponding message is shown on 
the device when trying to login. 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
In the e-FOLLOW.cloud Event Log you will also find a corresponding Warning. 
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9.2.4 Mobile print 

 
e-FOLLOW.cloud allows users to send documents for printing via email from any (mobile) device. 
Most common office file formats, images and PDF are supported.  
 

9.2.4.1 E-Mail printing 

 
E-mail printing is very convenient way to send documents for printing as almost every device with an 
internet or WLAN connection is capable to send out emails. 
 

 
 
Therefore, e-FOLLOW.cloud can constantly check one or more email accounts of different type 
(IMAP, POP3, Exchange or Office 365). 
 
 
 
 
 
e-FOLLOW.cloud separates the attachments and processes them into a print job.  All common file 
formats are supported.  
 

PDF PDF 
Words: DOC, DOCX, XML, RTF, HTML, XHTML, MHTML, ODT, XPS, SWF, TXT, EPUB 
Cells: XLS, XLSX, XLSM, XLSB, ODS, CSV 
Slides: PPT, POT, PPS, PPTX, POTX, PPSX, ODP, PPTM 
Images: GIF, JPG, JPEG, PNG, TIFF, TIF, BMP, EMF, EXIF, ICO, ICON, WMF 
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If Anonymous mode is disabled e-FOLLOW.cloud accepts only emails from known senders. So the 
sender´s email address must be identical to one of the email addresses stored in the user database. 
If a sender address is unknown the email will not be processed and deleted. 
 
 
Click to ADD to add a new email account to be monitored 
by e-FOLLOW.cloud. 
 
Enter a name for this account and d select the account type 
(IMAP, POP3, Exchange or Office 365). 
 
 
 
 
 
 
Depending the account type you need to enter the account credentials:  

 
 
[ 1 ] - IMAP/POP3 
 
User  Enter the username for this email account 

Password  Enter the password to login to the account 

Hostname  Enter the hostname or IP address of the email server 

Port  Port number of the server (the default values for IMAP and POP3 

usually work fine) 

Use SSL Enable to connect via secure SSL connection 

Last error message  If an error while retrieving email occurs, the error message is shown 

here. 

  

[ 1 ]  

[ 2 ]  
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[ 3 ] - Exchange  
 
The settings for an exchange account are different from the above. 
 

 
 
User  Enter the username for this email account 

Password  Enter the password to login to the account 

URL Enter the correct URL for the web access of your Exchange server  

Domain  Enter the name of your exchange´s domain 

 
 
To determine the correct URL for the Exchange Web Service  (EWS) of your server you may logon 
to your exchange server and enter below power-shell command. 
 

Get-WebServicesVirtualDirectory |Select name, *url* | fl  
 
 
[ 2 ]  - The following settings determine the processing and routing of the mails. 
 
 
Print to queue  This is the queue the processed document will be sent to. By 

default the (first) virtual queue is pre-selected  

Min. size for images  This value avoids print out of small images like logos or icons 

Max. mail size  As processing of jobs needs some resources the size of emails 

can be limited. 

Validation token  This is a security feature to avoid SPAM. If you enter any string 

here all emails´ subject must begin with this string.   

Additionally print text  If enabled not only the attachment will be processed but also the 

email (body) itself. 

 

E-Mail notification  If enabled the sender will receive a confirmation email with the 

status of the transmitted job.  

 

Send PIN with notification  If enabled the mail sent will contain the user´s login PIN 

 
 
Changing the output queue from a virtual queue to a direct queue will lead to an immediate printout of 
the documents. 
 
  

[ 3 ] 
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9.2.4.2 Office 365 (modern Auth.) 

 
e-FOLLOW.cloud supports fetching mails from an Office365 account. The high Office365 security 
level (modern Auth.) requires some additional configuration. 
 

 
 
 
 
 
 
[ 1 ] Finding the Tenant -ID 
 
Start the Azure portal and login with an Administrator account. Then select Azure Active Directory in 
Azure services. 
 

 
You will find your Tenant-ID in the basic information of your AAD service. 
 
 
 
 
 
 
 
 
 
  

[ 1 ]  

[ 2 ] 
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[ 2 ] Client ID/App ID  
 
As Office365 does not allow direct access to a user mailbox, a specific client application needs to be 
defined granting the required permissions.  
 
 
Create an application in Azure Active Directory  
 
Start the Azure portal (https://portal.azure.com) and sign in with your Microsoft account and select 

"Azure Active Directory" in Azure services 

 
Select "App registration" on the left 

 
 

Click on "New registration

" 

 

https://portal.azure.com/
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Give a name, select a Supported Account Type and click "Register" 

 
Copy the Application (client) ID, you'll need and enter it to the mobile print account configuration [ 2 ]. 
 

 
 

Select "API permissions" on the left 
You must add the following permission 
 

 EWS.AccessAsUser.All 
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Therefore click +Add a permission  
 

 
 

Then select  "Microsoft Graph" 

 
 
Select "Delegated permissions' 

 
Search/Select the following API permission 

 EWS.AccessAsUser.All 
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Click "Add Permissions"  
 

 
 
If you are not an administrator, you must ask your administrator for consent. He must then go to this 
page with his account and click on the button "grant administrator consent for YOUR.DOMAIN".  
 
 
The status of all permissions should be green now. 
 
 
 
Select "Manifest" on the left 
 

 
 

Set "allowPublicClient" to 'true' and click save 
 
 
 
 
 
 
 
 
 
 
 
  


