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1 Introduction

Thank you for subscribing to e-FOLLOW.cloud, the SaaS version of the well-known PrintManagement
solution e-FOLLOW Professional for Toshiba e-BRIDGE Next and TOSHIBA eSF multifunctional
printers providing features like

Authenticated printing, copying, scanning and faxing
Secure print release

Print-2-Me

End-to-end encrypted printing

color, print, copy, scan and fax quota management
accounting for print, copy, scan and fax

mobile printing

mobile print release

cooooOOD

The advantage of the SaaS approach is
& Avoid to install any server software on customer site
o Avoid to install any software on the user PCs
& Securely route all print jobs from any user device via the cloud to unlimited number of sites
& Support unlimited number of MFPs, users and sites per customer

This manual will guide the administrator through the setup of MFP devices, the onboarding to the
SaasS application and the custom configuration.

1.1 Symbols in this manual
In this manual, some important items are described with the symbols shown below. Be sure to read
these items before changing any configuration.

Hint:
Indicates information to which you should pay attention

Warning:
Indicates a situation where modification of the settings may have impact on correct operation.
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2 General setup of e-FOLLOW.cloud

A core element of e-FOLLOW.cloud are the embedded Applications
available for both, eBridge and eSF platform.

These once need to be installed on the device. The application will 4
connect to the corresponding tenant instance and self-register the device.

Y
-FOLLOW .
E € o For security and GDPR-
il compliance reasons each customer is running an
p——— comm tack 2 isolated DataManager and DataStore instance.
Resources consuming common tasks will be shared
between the tenants and can - due to the cloud
Data Store technology - be scaled up and down depending the
customer1 || customer actual workload.
customer 1
load balancer

All printing traffic from any client is securely sent from anywhere inside or outside your local network
and securely held in e-FOLLOW.cloud until the jobs are requested by the user after authentication at

the MFP.

- FOLLOW
Cloud

Home Office

LAN

Chromebook
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3 Concept of queues and devices

e-FOLLOW.cloud is designed to manage, track and route print jobs from the users clients (PCs,
mobile devices etc.) to Toshiba multifunctional printers (MFPs).

Thanks to its advanced design, e-FOLLOW.cloud does not need to install any additional local server-
and client software. Print jobs are sent via SSL secured IPPS protocol from the client workstations to
the e-FOLLOW.cloud virtual queues.

3.1 Virtual Queues

The concept of virtual Queues in e-FOLLOW.cloud is used to keep print jobs spooled on the server for
a later release to a MFP when the user is in front of it.

Virtual IPP queue

A virtual IPP queue is an URL offered by e-FOLLOW.cloud IPP server. HTTPS is used to securely
send jobs SSL encrypted from any clients to e-FOLLOW.cloud server. Print jobs that are sent to a
virtual IPP queue will be spooled encrypted on the e-FOLLOW.cloud server until they are requested
for printout at any device/printer or deleted (by user/admin intervention or due to a rule).

4 End-to-End encryption

e-FOLLOW.cloud offers highest security level by providing 100% end-to-end encryption of print job
data.

-
ﬂ

The built in IPP Server allows clients to transmit print job data via secure socket connection
HTTPs/IPPs to the e-FOLLOW.cloud server. The jobs held in a virtual queue for a later release are
stored fully encrypted on the e-FOLLOW.cloud server’s storage.

IPP client

IPP Server |

The jobs requested by the MFPs for printout are also sent SSL/TLS encrypted.
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51

Requirements

OO0

Internet connection

Toshiba e-BRDIGE Next MFP (Embedded Platform Framework Version 2.1.2 or higher)

eSF-based MFP (V4.x or higher)
Supported printer drivers:

o0 Toshiba V4 Printer Driver
Toshiba Universal 2
Toshiba Universal PS3
Toshiba Generic PS3
Toshiba Generic XL

O O oo

Supported MFPs

1 Supported Toshiba e-BRIDGE eSF devices

A4 Monochrome
e-STUDIO448S;$TUDIO478S;STUDIO528P
e-STUDIO409AS;STUDIO449S;S$TUDIO4799

A4 Color

e-STUDIB38CSe-STUDIR88CS/CP
e-STUDIO389CS ST UDIO479C&STUDIO339CS
e-STUDIO409CS ST UDIO509CS

I Supported Toshiba e-BRIDGE Next devices

A3 Monochrome MFP
e-STUDIO2508A/3008A/3508A/4508A/5008A
e-STUDIO2518A/3018A/3518A/4518A/5018A
e-STUDIO25288028A3528A4528A5528A
6528A

e-STUDIO5508A/6508A/7508A/8508A
e-STUDIO5518A/6518A/7518A/8518A
e-STUDIO6529&529A9029A

A3 Eco Hybrid MFPMonochrome
e-STUDIO3BLRP4508LP/5008LP

A3 Full ColoMFP

e-STUDIO2000AZ300AC
e-STUDIO2010AC/2510AC
e-STUDIO2505AC/3005AC/3505AC/4505AC/
5005AC

e-STUDIO2020AR520AC
e-STUDIO6526A6527ACT527AC

e-STUDIO5506AC/6506AC/7506AC
e-STUDIO2515AC/3015AC/3515AC/4515AC/
5015AC

e-STUDIO5516AC/6516AC/7516AC
e-STUDIO2525A8025AC3525AC4525AC
5525AC6525AC

A4 Full Color MFP
e-STUDIO330/400AC

Operator Manual
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6 Prepare e-Bridge Next devices

Before the e-Bridge device can connect to e-FOLLOW.cloud some preparations have to be done.

Make sure you have access to the following files and data

& Your Client-ID
& One-Time-Password

Hint

You find the embedded App and Server-URL in e-FOLLOW.cloud management
A SETTINGS A General A Instructions & Configuration

During the onboarding process your reseller creates an account for you in e-FOLLOW.cloud. This will

generate some custom specific data

S Client-ID
& Client specific ports
& One-time password

On behalf of your client-ID the custom specific URLs hostnames (and ports) are created.

Customer

Customer name

Client ID

XXXX-YYYY your custom specific Client-ID

One Time Password

1234567890abc 1 a one-time password for your first
login

for MANAGEMENT

https://management-xxxx-yyyy.e-follow.cloud

for USERPORTAL

https://userportal-xxxx-yyyy.e-follow.cloud

for IPP printing

https://ipp- xxxx-yyyy.e-follow.cloud

for EWB2 https://ewb2-xxxx-yyyy.e-follow.cloud
for ESF https://esf- xxxx-yyyy.e-follow.cloud
for Client https://client-xxxx-yyyy.e-follow.cloud

for LDAP-SSL

xXxxx-yyyy.e-follow.cloud:aaaaa

Your client specific port for LDAP-SSL

aaaaa

for MOBILE

mobile-xxxx-yyyy.e-follow.cloud:443

Version 6.0.0
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6.1

Instructions & Configuration

To ease the setup procedures for your MFPs e-FOLLOW.coud provides a page giving all required

Instructions, downloads, etc..

Instructions &
Configuration

Database [
Support

License
information

Application

Auto configuration

Data protection

Custom formats

SMTP / E-mail

Expert settings

Download:
e-FOLLOW. cloud-Operator_Manual_EN.pdf (version: 5.7.0)
e-FOLLOW.cloud-Operator_Manual_FR.pdf (version: 5.5.0)

Instruction to set up Toshiba e-BRIDGE Next devices A~

1. Install Application

I. Open installation window

II. Upload e-FOLLOW doud archive

Download:
e-FOLLOW cloud.zip (version: 2.4.0)

III. Confirm License Agreement

IV. Wait for successful instalation for 20-30 seconds. Otherwise, refresh the page in
TopAccess.

2. Set up the Application
I. Open e-FOLLOW cloud setup page

II. Enter appropriate values

e-FOLLOW cloud Configurations

https://ewb2-cs-test.test.e-

&-FOLLOW URL: follow.cloud

[copy]

LDAP password EREEEEIEE ol

For manual LDAP configuration
LDAP S5L/TLS Port Number: 1026
III. Check Autoconfig settings
IV, Click on the "Apply settings and configure” button
\. Wait for the finish of configuration
V1. Start the Application if it wasn't done automatically

Instruction to set up Toshiba eSF devices v
Windows PopUp v
Ippinstaller {Microsoft Intune) w

Pls. follow the instructions step by step.

Operator Manual
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6.2 Install the embedded App

The e-FOLLOW Instructions & Configuration page offers the latest version of the e-FOLLOW
embedded App.

Download:
e-FOLLOW cloud.zip (version: 2.1.0)

To install login to TopAccess of the desired device.
Change to A Administration A Application and click to Install Application

TopAccess e-Filing

Logout
Device Job Status Logs Registration Counter User Management Administration
Application
Application
P ORREY | Settings
Installing or using application(s) constitutes your acceptance of terms and conditions. If you do not accept those terms and conditions, you may not install or use application(s). and
you must promptly uninstall the application(s). Terms and conditions for each application is available through application details link.
Application Name Version Manual Operation Start Type Uninstall License Special Function Details

f ~ |DeveloperModeSwitchingApp 300 Start Auto Uninstall | valid £ | Details

Install Application

Select the e-FOLLOW application package

file (e-FOLLOW cloud x.y.z.zip) and click to 192.168.1.112 says
Import |. Application Install Succeeded!

After confirming the EULA the package will

be transferred and installed. “

The e-FOLLOW.cloud application now appears in the application list.
Application
| Settings = User Extended Information

Embedded Application

Installing or using application(s) con._st\lqtes your acceptance of t_erms and condilio_na If you do not accept those terms and conditions, you may not install or use application(s), and

you must promptly uninstall the Terms and for each iz available through application details link.
Application Name: Version Manual Operation Start Type Uninstall License Special Function Details
‘l‘LA DeveloperilodeSwitching & 200 Sto Auto || Manua Uninstall valid -

Click to the Application Name to access the e-FOLLOW application settings.

Version 6.0.0 Operator Manual
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6.2.1 General settings
Enter the required information into the General Settings page.

e-FOLLOW Settings ¢
[EUTIIES | Log setfings | Autoconfiguration | Counters | Update settings

| Reset | | Apply settings and configure |

e-FOLLOW cloud Settings

» e2-FOLLOW URL https://ewb2-cs-test.test.e-follow.cloud ‘

« LDAP password sesane ‘

Local Settings

* MFP admin password sesense ‘
* ODCA Port 49629
» Use HTTPS for ODCA communication O

e-FOLLOW Workability

Test Workability

e-FOLLOW URL: the custom specific URL according the client -ID provided by TOSHIBA

A Attention
! This URL is custom specific and must not be mixed with URLs from other customers.

o LDAP-Password: the LDAP-Password generated by e-FOLLOW.cloud.

ODCA Port: make sure to use the correct port for ODCA as configured in TopAccess. Enable Use
HTTPS for ODCA communication if only SSL/TPS port is actived.

Setup
Setup
General | Network | Copier | Save as a file | E-mail | InternetFax | Drucker/e-Filing | Drucker | Druckdiensts | ICC Profil | POL Filter | EWE | Version
Off Device Customization Architecture Einstell|
Network
Enable Port Aktiviert v
Port 49629
SSL/TLS Port aktivieren Aktiviert
SSL/TLS Portnummer 49630
Configuration

i 5

MFP-Admin password: the MFP-Admin password.

You can leave it blank in case the default password for TopAccess is used

Operator Manual Version 6.0.0
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6.2.2 Run Auto-configuration

Clicking [ Apply settings and configure ] to save all settings and start the Auto-configuration.

e-FOLLOW Settings
General settings | Log settings | Autoconfiguration \ Counters | Update settings

Reset | Apply settings and configure I

e-FOLLOW cloud Settings

= e-FOLLOW URL |httpa:s’r’ewb?c:sfprod.e—follow cloud |

+ LDAP password sssuas |

Local Settings

« MFP admin password cesnen |
= ODCA Port 49629
» Use HTTPS for ODCA communication OJ

e-FOLLOW Workability

Test Workability

e-FOLLOW.cloud App is now fetching the current settings from e-FOLLOW and pushes the
configuration

<> TopAcces Settings
<> LDAP client

<> LDAP Settings

<> User Roles

to the MFP.

e-FOLLOW Settings
[ENEE S | Log setiings | Autoconfiguration | Counters | Update settings

| Reset | | Apply settings and configure | App was completely configured!

When finished, above success message will be displayed.

Version 6.0.0 Operator Manual
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6.2.3 Autoconfiguration settings
Here you can check the configuration settings, which are fetch from e-FOLLOW.cloud server.

e-FOLLOW Settings
General seffings | Log settings | [t nGicy | Counters | Update seftings

| Reset | | Apply settings and configure |

Fetch Settings

| Apply settings to TopAccess

TopAccess Settings

= Auto change login user
» Enable guidance screen O
* Enable PIN code authentication

Minimum PIN code length _

Authentication failed print job/Raw Print Job m

Default screen after login e-FOLLOW  w
Assign function key 1 with e-FOLLOW hd
Assign function key 2 with Job Status A

Auto clear time Don't change v

LDAP Settings

If required you can modify settings and apply these individually to this specific device.

6.2.4  Update settings

The e-FOLLOW.cloud app will update itself when a new version is available on the server.
Therefore the app checks every 1 hour if it is outdated. When no user is logged in the app update will
be proceeded.

e-FOLLOW Settings
General setfings | Log settings | Autoconfiguration | Counters | [IiEECE ULl S

‘ Reset | | Apply settings and configure |

= Ignore outdated app version

<]

= Try to perform self-update

= Count of consecutive failed updates 0

Manual Update

Update App

Operator Manual Version 6.0.0
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To check manually for a new version it is also possible to press the Test Workability button. If an
update is available the Update App button will appear.

e-FOLLOW Settings ¢

General setfings | Log setfings | Autoconfiguration \ Counters | Update settings

| Reset | ‘ Apply settings and configure ‘

e FOLLOW cloud Settings

« e-FOLLOW URL

+ LDAP password

Local Settings

« MFP admin password

= ODCA Port

© Workability test has been failed

|h‘ttps:ﬁewb2-cs-test.tes1.e-follow.cloud

49629

» Use HTTPS for ODCA communication

e FOLLOW Workability

Test Workability

App version test failed (Outdated version of the app is used) | Update App

6.2.5 Self-Registration

After startup of the application, the device will self-register to the e-FOLLOW.cloud by its serial

number.

The serial number is automatically entered as Name for Reports. For a better identification it is
recommended to enter a name here.

Q Search device... v lé’

-

(CNLH59919)

A\ Low paper level for drawers: Large Capacity Feeder

Activated : ‘
Resolved IP address: [resclve]

[ serial number: cnrsesis i
Description: [change]

[l tame for reports: @ cnrsesis i [change]

Version 6.0.0
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7 Prepare eSF devices
Before the eSF device can connect to e-FOLLOW.cloud some preparations have to be done.
Make sure you have access to the following files and data

& Client-ID

& One-Time-Password

©  Embedded eSF-Application

7.1 Install the embedded App

The e-FOLLOW Instructions & Configuration page offers the latest version of the e-FOLLOW
embedded App.

efollow.fls (version: 2.4.8)

Download: ‘ |

To install login to the embedded Webserver of the desired device and change to

C Apps

TOSHIBA Embedded Web Server @ Language ~ Welcome admin | Log out

TOSHIBA e-STUDIO448S
IP Address : 192.168.1.101

Contact Name :
Location : Control Systems dev

Status : Ready
Messages : Beta application Fake ID Device installed (More...)

: Import Configuration Export Configuration

Apps

Select Option Apps

Status

Settings
Device
Print
Paper
Copy
Fax
E-mail
FTP

Fast HTTPS Example Keyboard Emulation

y 4
Example covering both Reader Driver
EnhancedFastHttpsService and Driver to support card reader that
FastHttpsService{deprecated) emulates a keyboard
USB Drive

Network/Ports State: Running State: Running
Security
Reports
Address Book
Shortcuts AT BETA -Fake ID Device BETA -Debug

y 4
Bookmarks A card device emulator for use Application
Al with automated testing Enables remote debugging
PRS
support and shows memory and
P service information. For any
Site Map changes to the application

ettings to take effact the prinfar

Click to IiSiellElgETJe] and select the efollow.fls file just downloaded from e-FOLLOW.cloud.

Once it is successfully installed, change to the application’s configuration.

ILusplay LUsSIomizaton
e-FOLLOW

. Confi View L
tston s, D e

Version 245

Operator Manual Version 6.0.0
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Enter the customer URL provided by Toshiba and click to Apply.

e.-FOLLOW

[=

Server URL (has priority) I|Inlps_-’-'ssl-c. 5. e-follow. cloud |I0
Development Mode )

Deprecated Settings: '@

Server Hostname/IP | | (7]
f
Server Port 443 |
Import | Export | Restore Defaults Apply

Status Click Apply to save settings

Make sure to enter the Server URL as indicated in the Configuration Instructions.

e-FOLLOW Configurations

Server URL: https://esf-c: “t.e-follow.cloud [copy]

The Server Port 443 (SSL) must not be changed!

The login screen will appear on the device’s panel.

If the version number does not end with _C (like 2.4.8_C) the app must be renewed by logging out or

MFP restart.

e-FOLLOW

Version 6.0.0
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7.1.1 Self-Registration

After startup of the application, the device will self-register to the e-FOLLOW.cloud by its serial
number.

The serial number is automatically entered as Name for Reports. For a better identification it is
recommended to enter a name here.

Q Search device.. v (7017821101YKD) =
o
Activated : ‘
Resolved IP address: [resolve]
N serial number: 7017821101vKD |
Description: [change]
Name for reports: (%) 7017821101YKD [change]

Operator Manual Version 6.0.0
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8 e-FOLLOW.cloud 7 Quick start

Before you can start using e-FOLLOW.cloud some minimum configuration needs to be done.

8.1 Firstlogin to e.FOLLOW.cloud Management

Enter the Management URL (HTTPS://management-custom-ID.e-follow.cloud) provided by Toshiba in

any web-browser.

P |

- FOLLOW
G - - cloud

First login

Please enter your One Time Password:

Set your Operator password:
Password (at least 8 characters):

Repeat password:

You will be prompted with e-FOLLOW.cloud first-login page.

Enter the One-Time-Password provided by Toshiba and select an Operator-password of your choice.

This new Operator password must not be lost. If you forget your password ask your Support to reset

the password.

Version 6.0.0
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8.2  Virtual queue(s)

Generally, all print jobs are sent to one or several virtual queue(s) provided by the e-FOLLOW.cloud
instance. The jobs are held until they are requested to be printed by the e-FOLLOW.cloud APP
installed on each MFP.

ere0)
(e
ITREMet = =os W e mvshend Shauananads R sy
Once a job is requested to be printed it will ~ ~ | av ”
be downloaded by the App from e-
FOLLOW.cloud storage. 5

All communication, data storage and data
transfers are SSL encrypted.

To create a virtual queue login to your instance of e-FOLLOW.cloud using:

https:// management -YOUR_CUSTOM_ID.e-follow.cloud

Operator Manual Version 6.0.0
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8.2.1 Adding virtual IPP queue

To add a virtual queue, click to ADD and select the virtual queue type you wish to add.

A # € Logout
- FOLLOW
é " cloud
ADD REMOVE SELECT
MANAGEMENT Q Search gqueue ... l? Virtual IPP queue [IPP URLs] [Drawer and paper preconfiguration]
User list Additional settings »
Departments O ”~ FZ'EE:E;‘"-CI"“C' Auto-delete jobs that have not been printed | after 14 days N
Permissions o ipp_cs._test SELECT FILTER: OFF  MODIFY
. wp (0 Jobs)
Projects
-Queue ages ime
O @ e I S ) 0
Domains PP (0 Jobs)
O Q igl}na Testseite Ingo.Pfeiffer@cont... 1 4/17/2026 3:42:10 ..
DEVICES wp (4 Jobs) Testseite Ingo.Pfeiffer@cont .. 1 4/17/2026 3:42:00
O @ PropTEST
Virtual Queues wpp (0 Jobs)

To add a virtual IPP queue simply enter a name for the queue.
The URL prefix is fix and cannot be changed.

Queue name | e-follow.ipp

Clicking to [ IPP URL ] will show the IPPS URL for this virtual queue.

Q Search queue ... l}é Virtual IPP queue { [IPP URI;]I [Drawer and paper preconfiguration]

Additional settingsH

O ~ f'?‘!‘}w-dDUd Auto-delete jobs that have not been printed | after 14 days hd
(2 Jobs;

ipp_cs_test SELECT REFRESH: ON FILTER: OFF MODIFY
T

wp (0 Job:
IPP URLs for selected queue

https://ipp-cs-test.test.e-follow.cloud:443/e-follow.cloud  [copy wrl] [ /

wpp (0 Jobs

? (4 Jobs,

S| T B EHIE

Share the full URL [ 2] to the users so they can create an IPP port on their clients that points to this e-
FOLLOW virtual IPP queue.

A Make sure the Internet printing client is installed on the client PC. Else users cannot connect to the
URL.

o Use the Ipplinstaller-package for a more convenient way to install a IPPS printer queue on windows
client PCs

Version 6.0.0 Operator Manual
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8.3 Users
. '} FOLLOW
8.3.1 ADD (internal user) & [ on ELECT  FILTER: OFF
Clickto Add to adding a new internal user. MANAGEMENT Q search user. /(12
Login name, Username and password are | Userlist | —_ Password:123
mandatory. Departments
Permissions
Projects Login name pclarc *
Domains Username Peter Clark *
(Fore- and surname)
If available, select a department the user is )
. . . . P; v [TTTTY) *
belonging to and enter his/her email address and home directory. o
Confirm password sessss *
The user’s email address is registered to the Toshiba device when the Department _ -
user logs in and can be used according the email address settings. E”‘a”:”d:“ s
omedirectory
Cancel add

If you allow 'unknown users to print' (A SETTINGS A General A
Application A Print)

e-FOLLOW.cloud will automatically add users to it’s internal-user database when they send their first
print job to the server.

8.3.2

Microsoft Entra ID

e-FOLLOW can synchronize users from multiple Entra ID, LDAP or Active Directory servers.

Clicking to [ ADD ] will allow you to synchronize your Microsoft Entra ID users with e-FOLLOW.cloud.
When you have prepared one App at your Entra ID, you can then enter your Tenant ID, the
Application (client) ID and the Secret Key.

More details about the Entra ID App can be fould at chapter 9.1.6 Domains i ADD Microsoft Entra ID
(Azure Active Directory).

Also more details about the synchronize to LDAP or Active Directory servers can be found later.

Operator Manual

Name e-F-App
Tenant ID

Client ID

Client Secret

@Domain

(will be added to the username at printing at login if not present) @control-systems.de

User self-enrollment (7)
&)
Microsoft Login ()

Additional settings »

Redirect URIs for Entra ID app, when User self-enrollment or Microsoft Login is used:
User portal:

Management:

[Cancel]

https://userportal-cs-test.test.e-follow. doud/?page=self_enrollment_callback

https://management-cs-test.test.e-follow.cloud/?page=microsoft_login_callback
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8.3.2.1 Domainsi User import

Here the synchronization options are configured.

e-F-App (Microsoft Entra ID)
e po

Mame: Control Systems GmbH & Co. KG (e-F-App)

Attribute names / Test
Order {with multiple domains) 4

Default user
Group filter
(if at least one group is set only users from that groups will be imported)

All Company

+1 [-1
Ignore disabled AD user accounts
Remove Card IDs from disabled user accounts
Ignore guest user accounts

Replace internal users

Delete unknown users - else they get @ .
deactivated }

|| Generate random PIN
PIN length 5

Send PIN by email to user

Additional settings »

Group filter This allows you to import users only from specific Groups. Click
to [+] to select a Group from your Entra ID.

Ignore disabled AD accounts If enabled, accounts that are disabled in the domain will not be
imported to the e-FOLLOW.cloud database.

Remove Card IDs from If enabled, the assigned card ids of disabled users will be

disabled user accounts removed.

Ignore guest user accounts If enabled, only 'Member' type user accounts will be

imported/synchronized to the e-FOLLOW.cloud database.

Replace internal users If enabled, internal users will be replaced by the domain users in
case of identical user names (Login name / UserPrinzipalName)

Delete unknown users Domain users that are present in the e-FOLLOW.cloud database
will be removed if the corresponding account in Azure Active
Directory does not exist anymore.

Generate random PIN If enabled this will assign a random PIN to each user account
PIN length Defines the number of digits for new PINs
Send PIN by email to user Each user will receive an email containing the new PIN
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8.3.2.2 Domains - Attribute names

The database fields in e-FOLLOW.cloud are retrieved from specific attributes. By default, the attribute
names are set to common values. Here you can change/ add the attribute names holding the data for
the specific database fields.

e-F-App (Microsoft Entra ID)
User import
MName: Control Systems GmbH & Co. KG (e-F-App)
Attribud =
To use the on-premises extension attributes, simply use extensionAttributel,

Default user extensionAttribute2, ... as the attribute name.

Projects

Display name: displayName

Alias: displayName

Limit and shorten alias to allowed .
characters for windows login:

Remove existing aliases before

Import:

Email address: mail

Home directory: homeDirectory

Custom home directory
Will be used if no home directory
s found. Wildcards:

Department: department
Card ID: extensionAttribute3
Login-PIN:

Test

Username / ID:

Passwerd (optional):

[Reset Entra ID Token]

[Check Entra ID Token]

To use the on-premises extension attributes, simply use extensionAttributel, extensionAttribute2, ...
as the attribute name.

The Alias field is mandatory and essential for assigning print jobs. Therefore the Alias must be
changed to fit to the Windows login name (Limit and shorten alias to allowed characters for windows
login).

The ‘custom home directory’ can be used to define a user’s homeDirectory even if it can’t be
retrieved from the directory service. Enter the SERVER & PATH and if required "::username" as a
wildcard for the user login name (sAMAccountName)

For Entra ID authentication, a token is used. If the Entra ID configuration changes (e.g., permissions),
you can press [Reset Entra ID Token] to obtain a new one.

You can also press [Check Entra ID Token] to view the assigned permissions and the token's
expiration time (the token is automatically renewed).
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8.3.2.3 Domains - Default user

Here you can define the user
settings for newly imported
users from this domain.

Activated

Accounting

Popup profile
Print settings

Automatic deletion of jobs

Version 6.0.0

User import

Attribute names / Test

Projects

Idap.forumsys.com (LDAP)

Name: |dap.forumsys.com

Activated

Accounting Log

Popup profile Mone
Print settings

Print all jobs

immediately after

login {"Quickprint”)

Motify user if
“QuickPrint" failed

Keep print jobs after
printing for reprint

Show "Keep print
jobs™ option in job list

Show print and keep
button

Force duplex printing

Enable duplex
printing by default

Enable simplex
printing by default

Force mono printing

Enable black & white
printing by default

Force erasable @
blue

Do not print if the

New users can be imported in 'deactivated’ mode. In this case
they cannot print or login to any device.

Select the accounting mode for new users. Depending the
selected mode Quota setting are getting active.

Select a popup profile for new users

Select the print settings for new users

This defines the treatment of jobs that have already been
selected for printing in case of an error, user log out or user login.
This will ensure that documents will only be retrieved by the

authorized user.
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CSAAD (Microsoft Entra ID)

Select the default user User import
settings for Projects Attribute names / Test

Mame: Control Systems GmbH & Co. KG (CSAAD)

Enable project selection
Default user

Projects are mandatory
Quotas Allow manual entry of project names

Allow manual entry of sub-project
names

Add manually entered projects to
project list

CSAAD (Microsoft Entra ID)

The Default User i JEm et

QUOtaS Optlons Only getS st bute s 1ot Mame: Control Systems GmbH & Co. KG (CSAAD)

available if the accounting Total quata: Pages

mode for the default user Selut e Color auote: - 250 | Pages

is set to 'Quotas’'. Roied Print quata: Pages
Scan quota: Pages
Fax quota: Pages
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8.3.3 Self-register @ User Portal

If enabled in Management Allow self-registration
If enabled users can self-register an internal account to e-FOLLOW. An appropriate link will be shown

on the User Portal login page.

Attention

Make sure the SMTP settings
are correct, as e-
FOLLOW.cloud will send out a
confirmation email to the user.

-FOLLOW
€& = o

Username:

Password:

[Microsoft login]

[Create account]

O Remember login Log in

Version: 5.6.0 RCO5

& e

Version 6.0.0
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8.3.4 USER - CSV Import

User data can be easily added or modified via .csv file. This function allows to add new (internal) users
to the e-FOLLOW database and to modify or add data to existing user accounts.

ADD SELECT FILTER: OFF

CSV IMPORT

CSV import file:

[1]

CSV import file syntax:

User name,Full name,Password,Pin,&lias, Card ID,Email Address,
(valid values for Accounting type: Mone, Protocol, Balance, Quota, QuotafdndBalance)

If the user already exists new values for Alias, Card ID and Email Address will be added.
All other values will be overwritten. In general, empty values from the CSV file are ignored.

[2]

Department,HomeDirectory, Accounting type|

Separator: Comma b [3]
Check during impaort, if pin, alias, card ID or e-mail address . 4
are already assigned to an existing user.; [4]

Check dashboard for import errors.

[1] Import file:
Here you can upload a .csv file containing user data.

Valid values for Accounting type are

 None
1 Protocol
1 Quota

[Cancel import] Start import

=

h---

You can easily upload/replace the user_import.csv file by pressing the button Upload new CSYV file.

[2] Syntax

Make sure the structure of the .csv file is correct. The first line will be imported too.

[3] Separators

Here you can define the field separators (comma, semicolon or tab stop).

[4] Check during import

Here you can define if all fields should be imported as they are or if pin, alias, card-id and e-mail
address should be only imported if not used by any existing user.

If the user already exists new values for Alias, Card ID and Email Address will be added.

All other values will be overwritten. In general, empty values from the CSV file are ignored.

All informations about import status and errors can be found in the dashboard.
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8.4  Windows Client setup

For security reasons e-FOLLOW.cloud does only accept print jobs sent via IPPS.

8.4.1 Adding a Windows IPP printer

In the add-printer dialog select "a shared printer by name"

X
% Add Pnnter
Find a printer by other options
Enter the IP PS_printer URL (O My printer is a little older. Help me find it.
generated by e-FOLLOW.cloud () Find a printer in the directory, based on location or feature
(® Select a shared printer by name
Browse..
Example: \\computername\pnnt: or
http://compt printers/pri / printer
(O Add a printer using a TCP/IP address or hostname
() Add a Bluetooth, wireless or network discoverable printer
() Add a local printer or network printer with manual settings
You'll find the URL for a given virtual queue in Management.
= € Logout
i B
click to [ IPP URL ] /-FnLL,DW
é/ eloud ADD SELECT
Copy the U RL and MANAGEMENT Q search queue ... \ Virtual IPP queue  [IFF URLs] [Drawer and paper preconfiguration]
enter into above User tist Iﬁ—rrFrlm T T e e T printed | fter 14 deys v
. P A e followelond -
"select printer by Departments :
. Permissions B
name" field. - |
Dm;ams PEETIN itps:/fipp-cs-test test.e-follow.doud: 443/ follow.cloud  [copy url] K 2024 511208
5/22/2024 5:10:32 ..
DEVICES 5/22/2024 5:10:31 .
.

Finish the add-

printer dialog by selecting the desired printer-driver (TOSHIBA V4 Printer Driver is recommended).

Version 6.0.0
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8.4.2 IPP printer Installer

e-FOLLOW provides a convenient Installer to easily setup IPP-Queues on any Windows-Client.

& e-FOLLOW IPP Printer Installer v2.0.0 *
Printer name: -.-fc-llc-w.clc.ud |
IPP server URL: hitps.//ipptoge-woaw test.efollow cloud:44
Priter driver. | TOSHIBA V4 Printer |

Install cedificate

Install printer driver

Install Printer

Users can download a Ipplinstaller package with configuration at the user-portal. At the Userportal
configuration in Management you can choose the type of package, silent installation, printer driver and

printer configuration.

©

Ingo Pfeiffer

PRINT
History
Print jobs
Upload

TOOLS

Type Name Installer 5§

— Ippinstaller.exe Archive Windows
r e-follow.cloud (preconfigured) (.zip) Installer
(-msi)

Details

Show details

Ippinstaller.exe must be executed as Administrator.

Itis also possible to create an individual Ippinstaller-packages, suitable for your current requirements.
Therefore you can download Ipplinstaller.zip from the Instructions & Configuration page at e-
FOLLOW.cloud Management.

Operator Manual
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8.4.3 e-FOLLOW client PopUp

The Windows clients in your network can be configured to have a window pop up after each print job,
allowing the user to add additional information to the print job. e-FOLLOW provides different PopUp
types according the custom requirements.

PopUp type purpose

Confirmation Provides a PopUp message containing the current print job information
(number of pages, document name, etc.)

Username This allows the user to enter / change the username (owner) of the
current print job. (delegate job)

Username & Password This type is intended for 'anonymous' workstations running under a
guest account and requests to enter the username and password for
assigning the current print job to a specific user.

Project selection This PopUp provides a list of project codes to the user for assigning the
print job to a specific project / sub-project.

Project selection & This is a combination of the project selection PopUp and the Username
User credentials & Password PopUp.
Q, ] Peter Clark (pc)
O -
Tast user
Degt Email address: pe@damain.com
[+] [-1
Department: Softwaresupport |E|

Homedirectory:

Popup profile:

[Permizsicns]

Project selection with credentials

The PopUp type can be selected individually for each user.

The Client PopUp does not need to be restarted if the PopUp type has changed.
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8.4.4 Default PopUp type

e-FOLLOW allows to define a default PopUp type that will be assigned to the user accounts while they
are imported from the domain.

Attribute names / Test

Activated .
Projects Accounting Log v

Popup profile Confirmation w
Mone
Confirmation

Print settings Username
Username with password

Force duplex Project selection

Project selection with credentials

I Forece oo

8.4.5 Executing the e-FOLLOW client PopUp

The e-FOLLOW PopUp executable can be downloaded from e-FOLLOW.cloud Management A
SETTINGS A General A Popup.

Download:
e-FOLLOW PopUp.exe (version: 2.6.0)

e-FOLLOW PopUp Configuration
(from version 2.6.0 this configuration will automatically be integrated into to file e-FOLLOW
PopUp.exe. For more configuration options, see the documentation.)

Configuration:
-ip=popup-cs-test.test. e-follow.cloud -port=443

Popup

A good way to distribute e-FOLLOW PopUp would be to copy the executable to a shared network
folder and copy it to the workstations via login or startup script.

If you download e-FOLLOW PopUp.exe from the management the .exe file will contain its
configuration.

Configuration options can be overwritten by command line or via e-FOLLOW PopUp.ini file.

allow_closing This option allows to quit e-FOLLOW PopUp by right clicking to the tray icon

lang= This option forces e-FOLLOW PopUp to use the language specified. (e.g. lang=nl)

ip= Enter the URL provided by Toshiba- This setting is mandatory!

port= Enter the Port number provided by Toshiba. This setting is mandatory!

debug This option will create debug messages in case of connection issues. The
messages can be seen when right clicking to the tray icon -> INFO
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To run e-FOLLOW PopUp automatically when a user logs on, create a shortcut in Startup menu or
add e-FOLLOW PopUp.exe to a login script.

Above options can also be used as command line options. In this case they need to be started with a
dash '-'. e.g.

\e-FOLLOW PopUp.exe -allow_closing -ip=cutomer.e -follow.cloud -port=12345 -lang=nl

e-FOLLOW PopUp will place a icon to the system tray.
Right clicking the icon will give you the Info option and - if enabled - the
option to exit the e-FOLLOW PopUp.

8.5 e-FOLLOW Web-PopUp

Beside the Windows-PopUp executable, e-FOLLOW provides a platform independent PopUp based
on Web-Browser technologies.
To enable it, first you have to activate the PopUp for the UserPortal.

Popup activated for Userportal .

Unknown users

Unknown users's profile Username ~
Create unknown users automatically, when they log in by Poplp .
for the first time

Download:
e-FOLLOW PopUp.exe (version: 2.6.0)

e-FOLLOW PopUp Cenfiguration
(from version 2.6.0 this configuration will automatically be integrated into to file e-FOLLOW
PopUp.exe. For more configuration options, see the documentation.)

Configuration:
-ip=popup-cs-test.test.e-follow.cloud -port=443

Popup

Then you will see the green Web-PopUp if you start e-FOLLOW UserPortal with your URL:

https://userportal-custom -ID.e-follow.cloud

—
o roriow # e
clouw

Username: ingo.pfeiffer

Password: @

[Microsoft login] [Create account] O Remember login m

jon: S
Version: 5.6.0 RCOS ‘_IL_, EN |~

o You probably need to accept browser popups/notifications for this specific URL.
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For each print job the PopUp will now show up with the PopUp-type according the user’s
configuration.

o
about:blank
Microsoft Word - e-FOLLOW-Operator_Manual_EN_4.6.docx e )
- FOLLOW
9 Pages ~(/ -
|_| Skip popup for the next |> print jobs.
["] Skip popup for the next minutes.
Cancel || Confirm

8.6  IPP printing from MAC

e-FOLLOW.cloud can not only receive print jobs from Windows clients but also from Mac and Linux.

To print to a virtual queue configure your Mac as follows.

Visit http://business.toshiba.com/support/index.jsp to download an appropriate driver for your MFP.

® ' TOSHIBA 6-STUDIO Color MFP" instalieren &
Follow the installation instructions of the driver | TOSHIBA Willkomren be: TOSHIBA ¢-STUDIO Color MF?
packageé * Enfohruny L L L
li Zlcl\-"!"
auswihler

imstaliathonsiyg
nstaliation

Zusammentassundg

I=-stunio
Fartfahren
Add and Configure New Printer 008 <> )¢ a5 s
Open O6System YPréePfreirnetn cé
e 192.168..222
: CLX-QO - Drucker-Warteliste &fnen ...

» leaiet

= L3008 - Optionan & Fllistinde ..
msung CLX-. -
- * Offive

Ort:
Art: Algemeirer PoatScript-Orucker
Status ket

Diesen Drucker im ~ —
Notzwerk freigeben yitomeinstetung Frogaten”
Klick6 +6 Sign to add a neeam

Standarddrucker: | Zuletzt verwendeter Drucker [

Standard-Paplerformat: = DIN A4 <]

Customize the view of the "Add" dialog to access the "Advanced" entry. Right-click on the toolbar and
enter "Customize toolbar..."
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Q‘ @ i OJIconand Text
P

lcon Only
Text Only

Use Small Size
Address:

Enter host

| Customize Toolbar... I

<

Protocol: Internet Printing Protocol - ﬁ

Queue:

Name:

Location:

Drag the Advanced button to the { > =
toolbar. J g %" -

Drag your favorite items into the toylbar...
- ~ —_—
- @ 8 M [
... or drag the default set into the toolbar.

S @ w

Then click to the "advanced"

option
Show IconandText O Use small size Done

PRINT

Y
1 [ P TIT ﬂl
story = = a e A @
o | QL @ e G

Upload Default P Windows Advanced Search

I Type: | Internet Printing Protocol (https)
Device: | Another Device

‘ Type Name Printer URL (3) Co
1

Type: select Internet
Printing Protocol

TOOLS

Confirmation

(https) Popup
ACCOUNT URL: |https:/fipp . ‘e-follow.cloud:443fe-f0||uw.c|ci{
URL enter the URL Settings RBEC)...2YLMhr93GX254V37w
for the virtual queue Logaut
copied from C
Management or
UserPortal. — Name: | e-follow.cloud —_—
Location:
Name: ..the printer Use: | TOSHIBA ColorMFP =

Use: select the printer
driver previously
installed.

Click Add to finish the installation of the virtual queue on your MAC.
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8.7  Printing from Chromebooks

With the e-FOLLOW Print Chrome Extension you can easily distribute e-FOLLOW queue to users
which are using Google Chrome browser or working on a Chrome Book.

It can be retrieved from the Chrome Web Store or directly from this URL:
https://chromewebstore.google.com/detail/e-follow-print/fipnapffembidnjnpnicglbfadococcp
Or click on the link at SETTINGSA User portal & User toolsA Chrome Extension.

£~ chrome web store Q, Erweiterungen und Designs suchen
Discover Erweiterungen Designs
€ e-FOLLOW Print
Erweiterung Workflow & Planung 7 Nutzer
After installing the extension it will show itos
Wor kspace or the admin hasndét set the poliey for

FOLLOW.cloud) or Hostname (for e-FOLLOW).
At the Main page of the extension you can access you PIN-Code for login at Toshiba devices.

o e 03 h* g “ e D
: N 8.9.3 . 9.9.3
( e-FOLLOW Print Options " (. e-FOLLOW Print"
ingo.pfffr@googlemail.com

UID/Hostname [es-test |
- PIN-Code for login at Toshiba's device EE @

Send notifications? Oplions

Reload extension (can fix some issues)

Main page

The e-FOLLOW queues then will be shown additional to the other available printers when the user
selects a printer.

e-FOLLOW Print - pp Print on virtual queus e-FOLLOW Print (“'

n [}

e-FOLLOW Print - chrome ipp  Print on virtual queue e-FOLLOW Print (—-'

n |

Operator Manual Version 6.0.0
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8.8  Printing from mobile devices
e-FOLLOW provides a mobile application for iOS and Android that allows users to upload documents
to the e-FOLLOW.cloud server.

The Apps are already prepared to also perform release of print jobs. Therefore, the e-
FOLLOW.gateway service is required that is currently not available.

Get the App from iTunes or Playstore by searching for "e-FOLLOW" or simply scanning below QR-
code:

09:01 o T
- FOLLOW
/ -
r Einstell

BenU mobile-cs-3nmy.test e-follow cloud
To connect the app enter the correct server settings provided by N, ey
TOStha' Zugangsdaten merken
Server : mobile-customID.e-follow.coud T,

Port: 443

1|2|3]a]5]6]7]|8]|9]o
Make sure to enter the Server Hostname without https://

-/ ()Y )€)&)@
The Server Port 443 (SSL) must not be changed!
Ee= X & 7 ! ! @
ABC Leerzeichen <
9

Clicking to 'Test connection' to make sure the App is properly
connected and online. Online
Erfolgreich verbunden

OK
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9 e-FOLLOW.cloud reference

This chapter describes the sequence of menus, functions, parameters and it’s dependencies.

9.1 MANAGEMENT

The user menu contains all data and settings related to users. The e-FOLLOW.cloud database can
hold user data imported from the local domain (Active Directory) as well as ‘internal' users (users that
do not have an AD-account)

9.1.1 User list

The user list table shows all users (domain & internal) stored in the e-FOLLOW.cloud database.

/-—’ #t € Logout
« FOLLOW
cloud A . 2
e/ ADD SELECT MANAGE MODIFY csv mporT [2]
EXPORT USERDATA
MANAGEMENT
Q, search user... v 1;\ Ingo Pfeiffer (Ingo.Pfeiffer@control-systems.de) [&]
Departments Claudrin
Permissions a cp@control-systems.de
Projects O Denis St_a_ritin Login name: Ingo.Pfeiffer@control-systems.de
. Denis. Staritin@control-systems. de Logi . Microsoft Entra 1D (Azure Active Directory) (e-F-
Domains D Hans Jiirgen Test gin type: App)
h_rﬁr\?—.cnn.trw’-sysrems.de Activated:
DEVICES O [—ians_]nrg Zucker ) '
) -zuckerc tems.ce Login-PIN: 31
Virtual Queues O Ingo Pfeiffer ) i
Toshiba Ingo. Pfeiffer@control-systems.de Aliases: IngoPfeiffer
. Jd KB P
Toshiba eSF (] juergen_loehler@control-systems.de
Maobile print o Karin Zucker [+1 [
karin. zucken@control-systems. de
. Card IDs: - 4]
CLOUD SCAN & PRINT 0 Sl
Scan O Test IP Advanced Settings
rest_ip@contro/-systems. de
User role
REPORT O \\:”n'!;ad:.alzizrg:sl;fonrmf-sysms.de :
Accounting
Reports
EWB/Print settings
SETTINGS Projects
General Teamprint
User portal &
User tools
Dashboard
Schedules
Rules
Reader profiles
[«] [<] [*1 [>]
Page:
ersion: 6.0.0 RC8
The List shows the users Username and Login name .
[1] On the right you see the user details sections to modify the
1 User’s Authentication settings
1 Advanced settings
1 Userrole
1 Accounting settings
1 EWB/Print settings
1 User’s Projects
1 Teamprint
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[2] Above the list you find the options to
Add internal users

Select users

Setting filters for the user list
Manage user accounts

Modify user accounts

CSV Import

Export userdata

E I EE EE

9.1.1.1 Search user

To search for a specific user e-FOLLOW.cloud provides a convenient search engine.

ADD SELECT FILTER: OFF
EXPORT USERDATA

Q, search user.. v |l':\| Isaac

= Test 0001 m

Enter any phrase into the search window. e-FOLLOW.cloud will query all relevant fields
Alias

Login Name

Full Name

UserPrincipalName

Card- ID

PIN

E R I EEE ]

for that phrase.

The search can be narrowed down by selecting a specific field to be searched.

ADD SELECT FILTER: OFF
EXPORT USERDATA

Q, search user.. v |’E\| Isaac Newton (newton)
Alias = ;
Login name:
Login name . .
9 DistinguishedMame:
Full name .
e Login type:
UserPrincipalName .
Activated:
Card ID .
Login-PIN:
Pin . de
7= LUca. Marcuee Aliases: I=aa(

Usethe 2. symbol to change the sort order of the search results.
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9.1.1.2 ADD (internal user)
Click to Add to adding a new internal user. AR e .
Login name, Username and password are mandatory. Username Peter Clatc -
(Fore- and surname)
Fassword sssses *
Confirm password sseses =
If available, select a department the user is belonging to and S
. . . epartmen -
enter his/her email address and home directory. i [[ET——
Homedirectory
The user’s email address is registered to the Toshiba device
when the user logs in and can be used according the email Cancel] 2dd
address settings. J
9.1.1.3 SELECT
ADD SELECT FILTER: OFF MANAGE MOD

Using this option will help you to select/unselect

multiple users.

[1] checking [ v ] will move the user to the

selected users box [2]

Clicking to x will unselect the user and remove him

from the selected user box

9.1.1.4 FILTER

EXPORT USERDATA

Q) search user.

] H
[& helfsioerg. zucker@control systems. de

. indp.pfeiffer@control-systems.de

The filter option allows setting a filter to the list of users by different criteria.

Filter all users according the following criteria:
General
Login type Microsoft Entra ID (Azure AD) users only
User status
Aliases
Login-PIN
Accounting

Accounting mode

Domain b
Department hd
Card IDs with Card IDs only b

[reset]

[Cancel]

% Ingo Pfeiffer [2]

% Hansjoerg Zucker

When a filter is active (set) this is indicated by a highlighted EIRISSSIOINY in the function bar.
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9.1.1.5 MANAGE

Use the manage function to disable/enable or delete a single or a number of selected users.

ADD SELECT FILTER: OFF MANAGE MODIFY
EXPORT USERDATA |
Disable selected users

Enable selected users

Q, search user... v l‘é

Robert Boyle
boyle Delete selected users

CloudPrint
cp@control-systems.de

Before the execution of a management function, you
are requested to confirm this action.

You have selected 2 users. Are you sure to disable them?

9.1.1.6 MODIFY

The modify function allows a couple of modifications to the accounts of the selected users.

ADD SELECT FILTER: ON MAMNAGE MODIFY CSV IMPORT
EXPORT USERDATA
Change department
A .
Q Search user... v le Selected users: e oD e
Robert Boyle . _
O | soyia i * Galilee Galilei Change accounting mode
Marie Curie o
4l | grz * Carl Friedrich Change print settings
O Albert Einstein
sinstein Change project settings
Euclid
O ek Set quotas
O Leonhard Euler
EF Change user roles
Galileo Galilei
galigleo
= Carl Friedrich Gauss

Change department
Assign a department to the selected user/s.

Change department for 2 users

Department nﬂme‘ Entwicklung
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Change accounting mode

Select the accounting mode for the selected user/s. Use this accounting mode for 2 selected users:

) N accounting
) Al activities are logged only

Attention e
If you change the accounting mode to "Use quotas" you must —
make sure that quotas are set correctly. Else the users may o ]

not perform any printouts or copies.

Change print settings
Here you can change the general print setting used on Toshiba devices for the selected users.

The settings can be

TI ﬂg » enabled OverW”tlng any Change print settings for 2 selected users
Settlngs done fOI’ departments Or Print all jobs immediately after login ("Quickprint™) e X
devices Notify user if "QuickPrint” failed ~BElx
Keep print jobs after printing for reprint vEK
1 ~EIx unchanged. Settings will be S e e .
taken as defined by departments or o ) i
i orce duplex printing R x
devices Erable cupe i b deon: <Elx
Enable simplex printing by default \‘EX
9 |~IeE3 disabled, overwriting any Force black & whie printing B
SettlngS done fOf depal‘tments or :nah\e hlatl;&:h\le pr\:lmg by default VB:
. orce erasable blue printing e
deVIceS Do not print if the device displays the warning "Low Paper” VBN
Print job list sorted by ~
Show print job list immediately «Bx
Automatic deletion of jobs
At logout ~Elx
Cancel running jobs VBN
Delete on error after \JEX seconds

Set project settings
selected users.

The settin gs can be Change project settings for 2 selected users

1 Elolxl setting will be set to enabled Ensbis project selection st device v
1 Bl unchanged. Settings will be taken as Projects are mandatory X
defined previously Skip blank project list v Ex|

1 2B Setting will be set to disabled Al e Ay o St rbe VEx
Allow manual entry of sub-project names 2 o By

Add manually entered projects to project list | B X/

[Cancel] save |
—
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Set quotas

Here you can set quotas for the selected users. If you do
not wish to use quotas for a certain function - e.g. faxing,
scanning - you can disable the use of quotas by clicking to
[disable] .

The page quota field gets grayed out and the link changes
to [enable ].

This will make the selected function 'unlimited'.
Quotas are only checked at user login at the MFP. They

are not used to interupt jobs. Therefore it is possible for
users to have negative quotas.

Change User Roles

Here you can modify the Roles assigned to the selected users.

The settings for roles can be

1 == role will be enabled

1 ~Elx |eft unchanged. Settings will be taken as defined
previously

1 [~2E role will be disabled

Version 6.0.0

Set quotas for the selected user

Total quota: [disable] 5000 Pages
Color quota:  [disable 350 Pages
Print guota: [disable Pages
Copy guota: [disable Pages
Scan quota: [disable Pages
Fax quota: [disable Pages
=

Change user roles for 2 selected users

Use user role
Cashier
User list
User role manager
Departments
Permissions
Projects
Domains
Virtual Queues
Virtual Queues - Change user
Toshiba
Toshiba eSF
Mobile print
Reports
General
User portal & User tools
Encryption for records
Dashboard
Schedules
Rules

Reader profiles

[~[Elx
4 © B9
4 ¢ By
4 © B
v Ex]
4 © B4
4 © B9
[vEx|
4 © B9
4 ¢ By
4 © B
4 ¢ B9
4 © B4
4 © B9
[vEx|
4 © B9
4 ¢ By
v Bl
4 ¢ B9
4 c B
4 © B9
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9.1.1.7 USER - CSV Import

User data can be easily added or modified via .csv file. This function allows to add new (internal) users
to the e-FOLLOW database and to modify or add data to existing user accounts.

ADD SELECT FILTER: OFF

CSV IMPORT

CSV import file:

[1]

CSV import file syntax:

User name,Full name,Password,Pin,&lias, Card ID,Email Address,
(valid values for Accounting type: Mone, Protocol, Balance, Quota, QuotafdndBalance)

If the user already exists new values for Alias, Card ID and Email Address will be added.
All other values will be overwritten. In general, empty values from the CSV file are ignored.

[2]

Department,HomeDirectory, Accounting type|

Separator: Comma b [3]
Check during impaort, if pin, alias, card ID or e-mail address . 4
are already assigned to an existing user.; [4]

Check dashboard for import errors.

[1] Import file:
Here you can upload a .csv file containing user data.

[Cancel import] Start import

=

h---

You can easily upload/replace the user_import.csv file by pressing the button Upload new CSYV file.

[2] Syntax

Make sure the structure of the .csv file is correct. The first line will be imported too.

Valid values for Accounting type are

T None
1 Protocol
1 Quota

[3] Separators

Here you can define the field separators (comma, semicolon or tab stop).

[4] Check during import

Here you can define if all fields should be imported as they are or if pin, alias, card-id and e-mail
address should be only imported if not used by any existing user.

If the user already exists new values for Alias, Card ID and Email Address will be added.

All other values will be overwritten. In general, empty values from the CSV file are ignored.

All informations about import status and errors can be found in the dashboard.
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9.1.1.8 Export Userdata

All users can be exported to an HTML, PDF, or CSV file. To do this, select the desired columns and
click OK to start the export.

Some fields may contain multiple values, such as aliases, card IDs, or email addresses. With the
corresponding settings, you can choose whether to export only the first value or all values.

Select user data columns

Created Username Full name
[ uPN Domain Is activated
[ PIN Alias [ Card-ID
E-mail Department

[ Wnite all Aliases to the Alias field (else only the first Alias will be used)
[] Write all Card-IDs to the Card-ID field (else only the first Card-ID will be used)

[ write all E-mail addresses to the E-mail field (else only the first E-mail address will be used)

Select file type
@.html O‘pdf Olesv
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9.1.1.9 User details / Authentication

To view or modify the user details just click to the name of the desired user.

% ingo v l? Ingo Pfeiffer (ingo.pfeiffer@control-systems.de)

Ingo Pfeiffer Authentication A
inge._pieiffer@control-systems. de
Login name: ingc-.pfeiffer@control—systems.:tel ]
Login type: Azure Active Directory (C5_AAD)
Activated: ‘2]
Login-PIN: 31[ 3]
aliases: ip
. 4
IngoPfeiffer [4]
[+] [-1
|| Card IDs: 31 [5]
[+] [-]

Advanced Settings

User role
Accounting
EWB/Print settings

Projects

. . Aczigned projects:
Enable project selection o

Projects are mandatory

[1] user details
& Login name: This is also known as 'User Principal Name' It needs to be entered when logging
in with username and password
& Login type: Here you can see from which type of directory the user was imported and what its
name is.

o Domain user’s passwords are always authenticated against the domain controller

[2] use this switch to disable/enable the user account.

[3] Login-PIN: If the login type "PIN Code" is enabled at the MFP, the user’s PIN can be
assigned here

[4] Aliases: here you can enter additional login names for the user. This can be useful, if e.g. the
Login names are complex or very long. Aliases can also be used to map print jobs from other
environments (e.g. SAP), where they use different user names. Users may have multiple
(unlimited) aliases.

[5] Card IDs: If the users are allowed to login by card the card IDs can be entered here. Users
may have multiple (unlimited) card IDs.
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9.1.1.10 User Details / Advanced

—~ )] #* € Logout
- FOLLOW
é — cloud
ADD SELECT FILTER: ON MAMNAGE MODIFY CSV IMPORT
EXPORT USERDATA
MANAGEMENT
m Q, search user... v Ingo Pfeiffer (Ingo.Pfeiffer@control-systems.de) =
Permissions g co@control-systems. de 5
R Advanced Settings FS
Projects a Denis Staritin
Denis.Staritin@control-systems. de " -
Domains - Email address: Ingo.Pfeiffer@control-systen
D Hans Jirgen Test
h.test@control-systems.de
DEVICES Hansjérg Zucker =
O | hansiosr eucker@cantrol-systams.de [+1 [
Virtual Queues O Ingo Pfeiffer
Toshiba Ingo. Pleiffer@control-systems.de
e Department: Softwareentwicklung g
Toshiba eSF O
juergen_koehier@control-systems.de [Show Entra ID groups]
Mobile print 0 Karin Zucker
karin.zucker@control-systems. de Homedirectory:
Kersten Schmieder
CLOUD SCAN & PRINT O kereten Schmieder@control-systems. de
Scan Test IP Pop-Up profile: None A
D rest_ip@control-systems. de
Vlada Izotova
REPORT O | Visds. tzotova@cantrol-systems. de || Allow PIN login in Mobile App:
Reports
Is a Multi-User template for Chrome
SETTINGS Extension:
General
User portal & Permissions »
User tools
Dashboard User role
Schedules
Rules EWB/Print settings
Reader profiles 5
Projects
Teamprint
[«] [<] [:1 [»]
Page:
ersion: 6.0.0 RC8

Here you can define add advances user settings.

Email address
Here you can enter one or more email-addresses for this user.
Multiple Email-addresses may be useful for Email-to-print when sending jobs from different accounts.

Department /Homedirectory

Select a department from the list the user is belonging to.

By default, these values are synchronized from a directory service. If these items are not available or
in case of internal (hon-domain) users you can add this here.

Pop-Up profil e

In case Pop-Ups are required you can select the popup type for the specific user.

If the Pop-Up profile is fProjectothen the Mandatory flag is shown. If this is enabled the user is forced
to always have a Project selected.

Allow PIN login in Mobile App
If enabled the user can login to the mobile App by just entering his PIN.

Is a Multi -User template for Chrome

Sets this users as Multi-User template for Chrome Extension. If there already copies of this Multi-User
template you can access the copies by clicking on the link.
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9.1.1.11 User Details / User role

e-FOLLOW.cloud provides a user role concept, allowing individual users to get access to certain

management options.

#t € Logout

- FOLLOW
é " cloud
MANAGEMENT
Departments
Permissions

Projects

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba eSF
Mobile print

CLOUD SCAN & PRINT

Scan

REPORT
Reports

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

ADD SELECT
EXPORT USERDATA

FILTER: ON

MAMNAGE MODIFY CS5V IMPORT

Q Search user...

v

CloudPrint
cp@control-systems.de

O

Denis Staritin
Denis. Staritin@control-systems. de

Hans Jirgen Test
h.test@control-systems.de

Hansjérg Zucker
hansjoerg. zucker@control-systems.de

Ingo Pfeiffer

Ingo. Pleiffer@control-systems. de

Ji K&
juergen_koehler@control-systems. de

Karin Zucker
karin_zucker@control-systems.de

Kersten Schmieder
Kersten.Schmieder@control-systems.de

Test IP
test_ip@control-systems.de

S| (S | D S e e 2] S ] =

Vlada Izotova
Vlzda. Izotova Bcontrol-systems.de

[»]

Ingo Pfeiffer (Ingo.Pfeiffer@control-systems.de)

Authentication
Advanced Settings

User role

Use user role

Select all

Select none
Cashier
User list
Uzer role manager
Departments
Permissions
Projects
Domains

Virtual Queues

Virtual Queues - Change user
Toshiba

Toshiba eSF

Mobile print

Reports

General

User portal & User tools
Encryption for records
Dashboard

Schedules

Rules

Reader profiles

Use user role

If enabled the user can login to e-FOLLOW.cloud management

Below you can select the user’s access permissions. All e-FOLLOW.cloud menu items can be

selected individually.

After login, the user can only see the options enabled for his role.

m #t € Logout
« FOLLOW
é —~ cloud
ADD REMOVE SELECT
MANAGEMENT Q Search queue ... l.n‘z\ Virtual IPP queue [IPF URLs] [Drawer and paper preconfiguration]
User list Additional settings »
O ~ g_;EOEDJW-ChUd Auto-delete jobs that have not been printed| after 14 days V|
(7 Jobs)
DEVICES O ipp_cs_test SELECT REFRESH: ON FILTER: OFF MODIFY
virtual Queues wp  (0Jobs)
wp (0 Jobs)
0 ipp Multilingual Te... Denis.Staritin@con... 2 4/23/2026 4:54:44
pp (0 Jobs)

Sample text in... Denis.Staritin@con 1 4/23/2026 4:54:17
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9.1.1.12 User Details / Accounting

Here you can define the accounting type of the user.

Q, search user... v Robert Boyle (boyle)
Robert Boyle Authentication v
D boyle

. Advanced Settings v
O CloudPrint
cp@control-systems.de

Marie Curie

«curig .
. . O no accounting

Denis Hannig .

denis_hannig@control-s @ all activities are logged only [change]

Denis Staritin O use quotas

denis. staritin@control-s:

ds
ds [Cancel] change

Albert Einstein
einstein

ISR RISy Nisiy gisiy yis)

To select a new accounting type, click to [change ] and select the desired accounting mode.

No accounting : nothing will be tracked and logged for this user
Only log activities: All activities (print, copy, scan, fax) are logged in the e-FOLLOW.cloud
transaction database. But the user is not restricted/limited.

Use Quotas: The user account is limited by quotas.

Use quotas @ [change]

Total quota: . 200 | Pages

Color quota: - 50 | Pages

Print quota: Pages

Copy quota: Pages

Scan quota: Pages

Fax quota: Pages

Beside a total 'over all' quota you can define additional quotas for color usage, prints, copies, scans
and faxes.

Attention

Quotas can also be set for Departments and Devices. So it might happen that even if the user still has
e.g. color quota available he can’t do color prints or copies if the color quota of his department or the
color quota of the device is used up.

Quotas are only checked at user login at the MFP. They are not used to interupt jobs. Therefore it is
possible for users to have negative quotas.
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9.1.1.13 User details / EWB/Print settings

Here you can define basic EWB and print settings on -
e—BRIDGE for thIS user' Note: The priority of the print settings is User-=Department->Deavice

Print a | j:_>bs _il'l""HEd ately after login \’_3:

{"QuickPrint"}

Notify user if "QuickPrint” failed

Keep print jobs after printing for reprint

Show "Keep print jobs” option in job list .
Show print and keep button

Force duplex printing

Enable duplex printing by default

Enable simplex printing by default

Force black & white printing

Enable black & white printing by default

Force erasable blue printing .@.

Do not print if the device displays the warning

Low Paper”

Print job list sorted by Date (new -= old) W

Show print job list immediately

Automatic deletion of jobs (This will activate single print)
" =

Ak logout )]

Cancel running jobs

Delete on error after

seconds
Print all jobs immediately after If enabled all pending jobs for this user will be released
logging in (QuickPrint): immediately after login (print selection screen is not shown)
Notify wuser i f A Q Iftherewas an error while printing jobs immediately after

login the user will receive a notification by email or popup.

Keep print jobs after printing for The checkbox fiKeep job after
reprint

Show fAKeep print Selects if the checkbox fAKee
job list not.

Show print and keep button Will enable an extra button

print button.

Force Duplex printing : all printouts on e-BRIDGE devices will be converted to
duplex

Enable duplex printing by default In case the Force duplex is set to off, you can configure if
the Duplex setting is enabled by default.

Enable simplex printing by In case the Force duplex is set to off, you can configure if

. the Simplex setting is enabled by default.

default:

Force black & white printing : all printouts will be done in B&W

Enabled black & white printing by In case the Force black & white printing is set to off, you can

default: confiure if the B&W setting is enabled by default.

Force erasable blue printing : all printouts will be done in erasable blue (ECO device only)
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Do not print on .."Low Paper": If enabled printing cannot be started if the device has low
paper or no paper warning

Print job list sorted by : Select the default sort order for the print job list

Show print job list immediately if enabled, the welcome screen will be skipped

Automatic deletion of jobs

The Automatic deletion of pending jobs on Toshiba / Toshiba eSF devices settings defines the
treatment of jobs that have already been selected for printing in case of an error, user log out or
user login.

This will ensure that documents will only be retrieved by the authorized user.

At Logout As soon as the user is pressing the logout button, e-
FOLLOW.cloud removes all jobs form the device’s job list.

To prevent removing the current job list due to auto-logout it is recommended to set the Autoclear
function on the device to 'No limit'

Cancel running jobs If enabled the currently running job is stopped and removed

additionally. Else the running job will be finished.

Delete on error after .. This will delete the current job that caused an error (e.g.
paper jam) and the pending job list after xx seconds. If the
error gets fixed in between the xx seconds, the device will
continue to print and to process the user’s current job list.

Once, one of the 'Automatic deletion of jobs' option is enabled, the printing system will change to
single-print-mode. This means that a next job of a selected list of jobs will not be sent to the device
before the prior job has been completely finished.

9.1.1.14 User details / Projects

Asszigned projects:

Click to [+] to add one or multiple Enable project selection @
projects to the list of user assigned . ; ®
A T)ecis are mandatory
projects. [ 7so52/villingen-Schwenn

Skip blank project list
Global project can’t be assigned to
a user as they are available by
default.

Allow manual entry of
project names

Allow manual entry of
sub-project names

Add manually entered
projects to project list [+]

You can define the handling of Project Codes in e-FOLLOW.cloud.
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Enable project selection. This enables the project selection for jobs on
e-BRIDGE devices (EWB client) for the current user.

Project are mandatory If enabled the selection of a project code is mandatory. Jobs
without a project code will be cancelled.

Skip blank project list If a user does not have any project codes assigned (and there
are no global projects available) the user will not be prompted
to select a project code when this option is enabled.

Allow manual entry of project In addition to select project codes from a list, the user can be
names allowed to manually enter a project code.

Allow manual entry of sub - ..same for sub-project codes.

project names

Add manually entered projects If enabled, the manually entered project code will be added to
to list the user’s project code list.

o Global projects (projects that are available to all users) cannot be added to the list.
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9.1.1.15 User details / TeamPrint

Here you can allow this user to release jobs originally printed/owned by other users.

* ingo T

Ingo Pfeiffer

ingo. pfeiffer@control-systems. de

Ingo Pfeiffer (ingo.pfeiffer@control-systems.de)

Authentication
Advanced Settings
User role

Accourting

EWB/Print settings

Projects

=

The user has access to print jobs of following users, departments and
security groups

Users Departments
boyle Verwaltung

[+] [-1 [+] [-1
Groups (Entra ID)
Entwicklung

ra [

a0 [2]

User can create jobs, which don't appear in teamprint

[1] Select individual users or departments or groups.

[2] Privacy setting

This option allows the user to flag individual print jobs as 'private' jobs. These jobs will not be seen in
the print job list on the MFP or mobile device by any other users, even if they have been granted the

right to release his jobs.

A To flag print jobs being private the client PopUp must be executed on the users Workstation.

E Invoice-3324-03-2004. rtf

Imvoboe-3324-03-2014 stf
1 Pags

Hec popup farthe nest b3,
[I"] Hide popup for the nest minubes.

[] maike this fob peieate
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9.1.2 Departments

Departments are organizational units. Each user may belong to only one department. Usually the
association of users to departments is done in the Entra ID.
When synchronizing the domain e-FOLLOW.cloud automatically imports all departments and the

association of users.

/—ﬁ # € Logout
- FOLLOW
é — cloud . -
ADD SELECT MODIFY
MANAGEMENT Q, search department... v/ (1% Description: created during synchronisation [change]
User list i i
D Buchhaltung 1 ] Print settings [ 3 ]
Departments created during synchronisation Note: The priority of the print settings is User-> Department-> Device
issi Demo - . -
Projects Entwicklung after login {"QuickPrint")
Domains g created during synchronisation Notify user if "QuickPrint”
0 Geschaftsfihrung failed
created during synchronisation L L
DEVICES Keep print jobs after printing
B GF for reprint
Virtual Queues D created during synchrenisation
B Softwareentwicklung Show "Keep print jobs” option
Toshiba B ey e R in job list |
Toshiba eSF a Test_5000 Show print and keep button
bil int created during synchrenisation
Mabile prin . Vertrieb Force duplex printing
o ‘ ) created during synchronisation Enable duplex printing by
CLOUD SCAN & PRINT O Vertrieb & IT default
created during synchronisation
nable simplex printin
scan Verwaltung Enabl plex printing by
O | rested during synchronisation default
REPORT Force black & white printing
Reports Enable black & white printing
efau
default
SETTINGS Force erasable blue @
General printing
Do not print if the device
User portal & displays the waming “Low
User tools Paper”
Dashboard
Schedules Use quotas ()
Rules Use user role
Reader profiles List of users: [ > ]
[0 Hans Jiirgen Test
[0 multi@control-systems.dev
[«] [<] [>] [>]
Page:

[ 1] List of departments

[ 2] List of users belonging to the selected department. Press ADD to manually add a department
press [+] to manually add users to the selected department

[ 3] Here you can change the print settings, quotas and user roles for all users belonging to this

department.
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9.1.2.1 Use Quotas

Similar to user’s quotas you can define quotas for departments as well.

Beside a total 'over all' quota you can define additional quotas for color usage, prints, copies, scans
and faxes.

Attention

Quotas can also be set for Users and Devices. So it might occur that even if the Department still has
color quota available a user can’t do color prints or copies if his personal color quota or the color
guota of the device is used up.

Quotas are only checked at user login at the MFP. They are not used to interupt jobs. Therefore it is
possible for users to have negative quotas.

/"-’ # € Logout
- FOLLOW
é —~  tloud - -
ADD SELECT MODIFY
XV, GEM A -
MANAGEMENT Q Search department... v 1‘5 Force duplex printing
User list -
O Buchhaltung Enable duplex printing by
Departments created during synchronisation default
Permissions O Demo Enable simplex printing by
created during synchronisation default
Projects -
Entwicklung E -
Domains O created during synchronisation Force black & white printing
O Geschaftsfiuhrung Enable black & white printing
created during synchronisation by default
|
— O &F Force erasable blue
Virtual Queues created during sy.ﬂthmnsaaon printing ®
Toshib O Softwareentwicklung
oshiba created during synchronisation Do not print if the device
Toshiba eSF 0 Test_5000 displays the warning "Low
Mobile orint created during synchronisation Paper
obile prin
Vertrieb
Y | cemimepters Use quotas (7) [ )
CLOUD SCAN & BRINT O D £ 7 o Total quota: Pages
scan crested during synchronisstion
Verwaltung Color quota: . 100 | Pages
D created during synchronisation
REPORT Print quota: Pages
Reports Copy quota: Pages
SETTINGS Scan quota: Pages
General Fax guota: Pages
User portal & Use user role
User tools
Dashboard List of users:
asnpooan
Schedules
) [0 Hans Jiirgen Test
Rules
Reader profiles [0 multi@control-systems.dev
[+ [
[«] [<] ] [»]
Permissions »
Page:
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9.1.2.2 Use user role

e-FOLLOW.cloud user roles can also be assigned by department. This means that a specific role can

easily be assigned (or revoked) to all users belonging to the same department.

- FOLLOW
é — cloud

MANAGEMENT
User list
Permissions
Projects

Domains

DEVICES
virtual Queues
Toshiba
Toshiba eSF
Mobile print

CLOUD SCAN & PRINT

Scan

REPORT

Reports

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

# € Logout
ADD SELECT MODIFY
Q, search department... v l‘i Use user role ‘
O Buchhaltung Cashier
created during synchronisation User list
O Demo
created during synchronisation User role manager
Entwicklung
O Gested during synchronisation Departments
O Geschéftsfihrung Permissions
created during synchronisation .
Projects
D GF
created during synchronisation Domains
Softwareentwicklung .
D created during synchronisation Virtual Queues
O Test_5000 Virtual Queues - Change
created during synchronisation user
Vertrieb .
O Crested during synchronisation Toshiba -
Vertrieb & IT Toshiba eSF .
U | e during synchronization
O Ve Mobile print
crested during synchronisstion || Reports
General

User portal & User tools
Encryption for records
Dashboard

Schedules

Rules

Reader profiles

List of users:

[J Hans Jirgen Test

[0 mult@centrol-systems.dev

Use user role : If enabled, user roles get enabled for all users belonging to the selected department
and you now can assign the desired roles to all users.

Attention

Disabling a user role will revoke the role from all users of that department.
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9.1.2.3 Search for departments

To search for a specific department e-FOLLOW.cloud provides a convenient search engine.

ADD SELECT

¥ ent Y |

3
0 Entwicklung

created during synchronisation
Enter any phrase into the search window. e-FOLLOW.cloud will query all relevant fields

T Name
1 Description

|:_:]:|

for that phrase.

The search can be narrowed down by selecting a specific field to be searched or by departments that
are configured with Quota in use or with Quota disabled

ADD SELECT

Q, search department... |1A|

AL
Mame
Description
Quota in use Use the 8 symbol to change the sort order of the search

Quota disabled results.
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9.1.3 Permissions

The concept of permissions in e-FOLLOW.cloud describes what functions & features users are
allowed or denied when printing to a direct queue or using a Toshiba e-BRIDGE X device.

-~ )
- FOLLOW
é — cloud

MANAGEMENT
User list
Departments
Projects

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba eSF
Mmobile print

CLOUD SCAN & PRINT

Scan

REPORT
Reports

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

#t € Logout
&-BRIDGE Devices [1]
Devices: [ 2 ] Users: [ 3 ] Applies to: device "CNLH59919" [ 4 ]
All e-BRIDGE devi... All users
Copy funktions
Print jobs lvﬂxj
Print management l«ﬂxj
Scan funktions
RemoteScan/WSScan (Pull) lvEXJ
Print functions
Internetfax sending WE"J
Fax transmission WENJ
Fax received lvﬂxj
Output settings
Color P[] = |
Local share
Store to local storage | Bxl
|| Store to USB device wEx
Remote
Send email lvaxj
Store to remote server WE"J
WS Scan(Push) (B
e-filing
e-filing access ldeJ
Scan Profiles
Email (Email) WENJ
0OneDrive (OneDrive) lvﬂxj
[+1 -1 [Add users] SharePoint (SharePoint) lvﬂx]
[Add departments] Google Drive (Google Drive) lvaxj
[Add AD security group]
[Add Entra ID group] [-]

1. Permission settings are set for Toshiba or eSF devices .

2. Deuvice list: First of all permissions are globally set for All devices . By default all features are
‘allowed'. E2]x| To deny a feature change its status to 'denied’ |~|[c[

By pressing [ + ] you can add single Toshiba devices (or direct queues). By default
permissions are derived from the global settings for all devices.
This is indicated by the status |« [&] x|

3. The list of users shows whom the permissions are applied to. By default the settings are
applied to All users . Similar to the devices you can add individual users, departments, AD
security groups and Entra ID groups by pressing the corresponding link.

This allows to individually apply permissions for each combination of user, department, groups

and devices.

4. To adjust permissions e-FOLLOW.cloud offers a tri-state setting switch for each feature.
21| This feature is allowed

~[Ex The permission for this feature is passed through

~/of This feature is denied
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The Priority of permissions is organized hierarchically:
1. Toshiba device / direct queue

2. User
3. Department
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9.1.4 Projects

In e-FOLLOW.cloud print and copy transactions can - in addition to user and departments - optionally
be assigned to a Project code. Projects can be used. e.g. to charge back cost to projects or clients.

Each project can have an unlimited number of sub-projects allowing the administrator to realize a fine
grained accounting structure.

~ )
« FOLLOW
é _~ cloud

MANAGEMENT
User list
Departments
Permissions

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba eSF
Mobile print

CLOUD SCAN B PRINT

Scan

REPORT
Reports

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

#it € Logout

ADD

SELECT IMPORT

Q, search project...

IS IS TSt ISy TS St SO IS TSty T (St jSiy Sy ISty NIS)n (St RISiy JiSiy ais)

01069
Dresden

01097
Dresden

01099
Dresden

01108
Dresden

01109
Dresden

01127
Dresden

01129
Dresden

01139
Dresden

01156
Dresden

01157
Dresden

01159
Dresden

01169
Dresden

01187
Dresden

01189
Dresden

01217
Dresden

01219
Dresden

01237
Dresden

01239
Dresden

Page:

01067 Description: Dresden [Change]
Dresden

[>]

(14  o1oe7

I Available for all users: I

Assigned users:

Subprojects:

[»]

e-FOLLOW.cloud knows two types of projects:

global projects

these projects (and sub-projects) are available to all users.

personal assigned projects
these projects must be assigned to specific users. Only the assignees are able to select these projects

and their sub-projects.

Each project code can be specified as a 'personal’ project or 'global’ project by enabling or disabling

the Available for all users option.

Projects can either be selected at the e-BRIDGE embedded client, the workstation client popup or the
mobile print release App.
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9.1.4.1 Import Projects from .csv

ADD SELECT IMPORT

Import file: alle_plz_e-FOLLOW.csv [l]
Structure of the CSV file: [2]

project,subproject,username
Subproject and usermame are optional. Username must always be in third place.
m— — — — —

IDROP_TABLE at the first line will delete all projects and user assignments. [4]

e.0.
project1,subprojectl
project1,subproject?
project2

project3,subproject1

Syntax for user assigned projects:
e.g.

projectl,subprojectl, usernamel
projectl,subproject2 usernamel
project2, usernamel

projectl, username2

Descriptions for project and subproject can be added with brackets:
project1(description),subproject{description)

For more information and examples see documenation.

Separator: Comma hd [3]

Brackets for descriptions | Round brackets {Description) ~

CSV Import of 14316 lines finished at 10:28:49.

[Cancel import] Start import

The list of projects, sub-projects and user assignment in e-FOLLOW.cloud can be imported via a .csv
file.

[1] Import file:
Here You can easily upload / replace the project-csv file by pressing the button Upload new Project
Import File.

[2] Syntax
Make sure the structure / syntax of the .csv file is correct. Please refer to the examples for global and
user assigned projects.

Global: project -name
project -name, sub -project -name*

user assigned: project -name,,username
project -name,sub -project -name*,username

*) sub-project name is optional. Make sure, that in case of user assigned projects the username is
placed as third field.

[3] Separators
Here you can define the field separators (comma, semicolon or tab stop) and the type of brackets
containing the descriptions.
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[4]'DROP_TABLE
If you add the expression ''DROP_TABLE' at the first line of the .csv file all project codes and user
assignments will be deleted before importing the data from .csv. Else new data will be appended.

Operator Manual Version 6.0.0



page 66 e-FOLLOW.cloud

9.1.5 Domains

e-FOLLOW.cloud supports the synchronization of users from the any directory service supporting a
secure LDAP connection. Additionally, e-FOLLOW.cloud supports the synchronization of Microsoft
Entra ID (Azure Active Directory (AAD)) and Windows Active Directory (not recommended for e-
FOLLOW.cloud).

ﬂ #® € Logout

-FOLLOW |
e —~ cloud
| ADD | REMOVE MODIFY USER IMPORT

MANAGEMENT Active Directory
User list e icrosoft Entra ID)
Departments rol Systems GmbH & Co. KG (e-F-App)
Permissions Microsoft Entra ID {Azure Active Directory)
. on-premises extension attributes, simply use extensionAttributel,
Projects I Default user extensionAttributeZ, ... as the attribute name.
RS Display name: displayName
DEVICES B
Quotas Alias: displayName

Virtual Queues
Limit and shorten alias to allowed

Toshiba characters for windows login: .
Toshiba eSF Remove existing aliases before
Mobile print Import:
Email address: mail
CLOUD SCAN & PRINT ) -
Home directory: homeDirectory
Scan
Custom home directory @
Will be used if no home directory
REPORT || is found. Wildcards:
Reports Department: department
Card ID: extensionAttribute3
SETTINGS
General Login-PIN:
User portal &
User tools Test
Dashboard Username / ID:
schedules Password (optional):

Rules [Test]

Reader profiles

[Reset Entra ID Teken]

[Check Entra ID Token]

o Synchronization will be performed immediately by clicking to [ USER IMPORT ]
Users can also be synchronized automatically. Pease refer to the chapter Schedules .

ADD REMONVE MOOIFY USER IMPORT
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9.1.5.1 Domains - ADD LDAP Domain

e-FOLLOW.cloud Professional can synchronize users from multiple directory services (AAD or LDAP
Servers). Clicking to [ ADD ] and selecting LDAP will allow entering the hostname/IP and credentials
for an additional Server.

MName

Hostname/IP Address

Port 389
SsL

Base DN
Example: DC=domain, DC=local

Admin DN

Example: CN=admin,DC=domain,DC=local
Active Directory: CN=Administrator,CN=Users,DC=domain,DC=local

Password

[Cancel]

o LDAP import can only be performed if the LDAP Server supports SSL & paged search .

Attention
! When "Write new Cad-IDs to A.D.' is enabled, the user specified here must have write -permission.
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9.1.6

Domains i ADD Microsoft Entra ID (Azure Active Directory)

To synchronize your Microsoft Entra ID users with e-FOLLOW.cloud, you need to prepare one App at

your Entra ID.

Then you need your Tenant ID, the Application (client) ID and the Secret Key to create a Entra ID

domain at the management.

9.1.6.1 Create an application in Microsoft Entra ID (Azure Active Directory)

Start the Azure portal (https://portal.azure.com) and sign in with your Microsoft account and select

"Microsoft Entra ID" in Azure services

Select "App registration” on the lefta n d

t hen

cl

i ck on

AiNew registrationo

Home » Control Systems GmbH & Co. KG

111
-
=]

Control Systems GmbH & Co. KG | App registrations

New registration

»

0 overview
B0 Preview features
7~ Diagnose and solve problems
~ Manage
AL Users

&a Groups

@ External Identities
& Roles and administrators
Administrative units

Delegated admin
partners

w

. Enterprise applications

&

| Devices

" App registrations

Identity Governance

All applications

Owned applications

@ Endpoints 2 Troubleshoot

b

'1:' Refresh = Df

Deleted applications

P Start typing a display name or application (client) ID to filter these r...

0 applications found

Display name T

Mo results.

Version 6.0.0
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Give a hame, select a Supported Account Type and click "Register"

L search resources, services, and docs (G+/)

Home > Control Systems GmbH & Co. KG | App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Supported account types

Who can use this application or access this API?

Xbox)

O Personal Microsoft accounts only

@ Accounts in this organizational directory only (Control Systems GmbH & Co. KG only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra 1D tenant - Multitenant) and personal Microsoft accounts (2.g. Skype,

Help me choose...

Redirect URI (optional)

we'll return the authentication respense to this URI after successfully authenticating the user. Providing this now is optional and it can be

changed later, but 2 value is required for most authentication scenarios.

Select a platform

~ | | e.g. hitps://fexample.com/auth

ingo.pfeiffer@control-

CONTROL SYSTEMS GMBH & CO.

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies =

After creating the App you will find your Tenant ID and the Application (client) ID.

Home > Control Systems GmbH & Co. KG | App registrations >

- e-F-App #

| B overview
i Quickstart
;«" Integration assistant
# Diagnose and solve problems
~ Manage
= Branding & properties
3 Authentication
Certificates & secrets
! Token configuration
-9 API| permissions

& Expose an AP|

&

i Delete @ Endpoints

[#2] Preview features

~ Essentials
Display name L eF-App

I Application (client) ID : a i BT i 1 I
Object ID : i

I Directory (tenant) ID : - I

Supported account types : My organization only

o Starting June 30th, 2020 we will no longer add any new features to Azure Acti
to Microsoft Authentication Library (MSAL) and Microscft Graph. Learn more

Get Started Documentation

Operator Manual

Version 6.0.0




page 70

e-FOLLOW.cloud

Select "certificates and secrets" on the left and click on "New client secret"

Enter a Description and an expiration date

= Microsoft Azure ' Search resources, serv,

Home > Control Systems GmbH & Co. KG | App registrations » e-F-App

e-F-App | Certificates & secrets =

|/'-j Search

| « SS" Got feedback?

B overview
& Quickstart

# Integration assistant

Manage

Credentizls enable confidential applications to identify themselves to the al
scheme). For a higher level of assurance, we recommend using a certificate

o Application registration certificates, secrets and federated credentials can

..and click "Add"

Copy the value of the client secret that you just added.

Attention

This is only shown once here. If you forget it, you can create another one

B eranding & properties

—:)) Authentication

Certificates & secrets

Il Token configuration

-2 API permissions

Certificates (0)

A secret string that the application uses to prove its identity when request

Federated credentials (0)

Mew client secret

The Secret Key will expire after a certain time. Be sure to recreate it regulary or some feature of the

Microsoft Entra ID (Azure Active Directory) like synchronization will fail.

Select "API permissions" on the left
You must add the following rights

S Application-type API

Therefore click +Add a permission

Microsoft Azure

Show portal menu

Home > Control Systems GmbH & Co. KG | App registrations > e-F-App

- e-F-App | APl permissions =

|/"-_J Search

|:<

B Overview

& Quickstart

#" Integration assistant
Manage

5 eranding & properties
—:)) Authentication

Certificates & secrets

Token configuration

-2~ API permissions

L Search resources, s¢

':_) Refresh R'j Got feedback?

o The "Admin consent required” column shows the default value for an ol

Configured permissions

Applications are authorized to call APIs when they are granted permissio
all the permissions the application needs. Learn more about permissions

+ Add a permission |~ Grant admin consent for Control Systems G

APl { Permissions name Type Description

~ Micrasoft Graph (8)

Version 6.0.0
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Then select "Microsoft Graph"

Microsoft Azure 2 Search resources, services, and docs (G+/) L 7 ingo.pfeiffer@contro|
CONTROL SYSTEMS GMBH &

Home » Control Systems GmbH & Co. KG | App r Request API permissions
= e-F-App | APl permissiont

Select an API

|j7 Search | « O e

Microsoft APls  APls my organization uses My APls

B Overview R
Commonly used Microsaft APIs

& Quickstart o

' Integration assistant Microsoft Graph

4
Manage Confic Q

= eranding & properties

Teke advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10,
Access Microsoft Entra ID, Excel, Intune, Qutlook/Exchange, OneDrive, OneNote, SharePaint, Planner, and more
through a single endpoint.

2

Applica
permiss

3 Authentication

Select 'Application permissions'

Microsoft Azure P Search resources, services, and docs (G+/) 7 h ? a ‘
CONTROL SYSTEMS GMEH & CO....

Home » Control Systems GmbH & Co. KG | App r Request API permissions x|
—=- e-F-App | API permission:

C Al APIs

|;J Search ‘ « O @ Microsoft Graph
https://graph.microsoft.com/ Docs

18 Ovensiew What type of permissions does your application require?

& Quickstart
(i Delegated permissions Application permissions
#7 Integration assistant Your application needs ta access the AP| as the signed-in user. Yaur aplication runs as a background service or daemen withofjt a
signed-in user.
Manage 5

Select the following API permissions
AccessReview.Read.All

Directory.Read.All

Group.Read.All

GroupMember.Read.All

User.Read.All

User.ReadBasic.All (Delegated Permissions)

oooOOD

Click "Add Permissions"

Microsoft Azure P search resources, services, and docs (G+/) A 7 go.pfeiffer@control
CONTROL SYSTEMS GMBH & C

Home » Control Systems GmbH & Co. KG | App r Request API permissions X
- e-F-App | APl permission:

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemen without a
‘,D Search ‘ « [OR: signed-in user.
# Overview
Select permissions expand all

& Quickstart

# Integration assistant L] | 0 Start typing a permission to filter these results

Permission Admin consent required
Manage |
Confic
= ~/ AccessReview (1)
B2 Branding & properties Applica
-:’) Authentication permiz AccessReview Read.All &) -
v
Read all access reviews
Certificates & secrets + A
" \:‘ AccessReview Readwrite.all (O "
as
Il Token configuration APL/ Manzge all access reviews
& APl permissions VM ] AccessReview.ReadWrite.Membership @ .
es

& Expose an API Manage access reviews for group and app memberships
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go.pfeiffer@control

P search resources, services, and docs (G+/)

Home > Control Systems GmbH & Co. KG | App registrations > e-F-App

CONTROL SYSTEMS GMBH & CO....

= e-F-App | APl permissions  #

‘/O Search | & O Refresh Q? Got feedback?

B overview

& Quickstart %
0 The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or
# Integration assistant app. This column may not reflect the value in your organization, or in organizations where this app will be used. Leam more

Manage . L.
Configured permissions
= Branding & properties Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured

2 Authentication permissiens should include a1l the permissions the application needs. Learn more about permissions and consent

Certificates & secrets t Add a permission ~ Grant admin consent for Control Systems GmbH & Co. KG

ili Token configuration API / Permissions name  Type Description Admin consent req... Status

%7 G T T “Microsoft Graph (8)

& Expose an API AccessReview.Read All  Application Read all access reviews Yes @ Granted for Control Syst,, *=*

App roles Directory Read All Application Read directory data Yes @ Granted for Control Syst, =+
dr Owners Directory ReadWrite. Al Application Read and write directory data Yes @ Granted for Control Syst,, =+
d. Roles and administrators Group Read.All Application  Read all groups Yes @ Granted for Control Syst,, =
[ Menifest GroupMember.Read.Al Application Read all group memberships Yes @ Granted for Control Syst,, *++
Support + Troubleshooting User Read Delegated  Sign in and read user profile No @ Granted for Control Syst, »++
&2 Troubleshooting User.Read.All Application  Read all users' full profiles Yes @ Granted for Control Syst,, *++
2 New support request User.ReadWrite. All Application  Read and write all users’ full profiles Yes @ Granted for Control Syst,, *=-

If you are not an administrator, you must ask your administrator for consent. He must then go to this
page with his account and click on the button "grant administrator consent for YOUR.DOMAIN".

The status of all permissions should be green now.
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Allow public client flows:

To enable login by username & password public client flow has to be enabled.

e

Home » Control Systems GmbH & Co. KG | App registrations > e-F-App

3 e-F-App | Authentication =

|P Search ‘ « £ Got feedback?

# Overview . .
Platform configurations

& Quickstart

. . Depending on the platform or device this application is targeting, additional configuration may be required such 2
# Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform.
Manage - Add a platform

= eranding & properties

2 Authentication Supported account types

Certificates & secrets Who can use this application or access this API?
i1l Token configuration @ Accounts in this organizational directory only (Control Systems GmbH & Co. KG only - Single tenant)
O Acceunts in any organizational directory (&ny Microsoft Entra ID tenant - Multitenant)

-9 API permissions
@ Expose an API Help me decide...

L App roles

. . - x
& Owners A\ Due to temporary differances in supported functionality, we don't recommend enabling persenal Microsoft
- accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest
&, Roles and administrators editor. Learn more about these restrictions.
M Manifest

) Advanced settings
Support + Troubleshooting

ic cli @
&2 Troubleshooting Allow public client flows

& New support request Enable the following mobile and desktop flows:

* App collects plaintext password (Resource Owner Password Credential Flow) Learn more
s Mo keyboard (Device Code Flow) Learn more{!
* S50 for domain-joined Windows (Windows Integrated Auth Flow) Learn more!

This can also be enabled at the "Manifest" on the left

Microsoft Azure P Search resources, services, and docs (G+/)

Home » Control Systems GmbH & Co. KG | App registrations » e-F-App

i e-F-App | Manifest  »

|p Search ‘ « | Save I X Discard T Upload + Download Q? Got feedback?

Overview The editor below allows you to update this application by directly modifying its JSON representation.
. Microsoft Entra ID application manifest.
& Quickstart
# Integrati istant t g
7 Imegration assistan 2 "id": "f18c7566-7e@6-4819-0b11-36029a4dc36C",
3 "acceptMappedClaims”: null,
Manage a4 "accessTokenAcceptedversion”: null,
5 R
B Branding & properties LT
g seprop 6 "allowPublicClien true,
3 Authentication 7 T = = c-9aaa-d1al205c27d7",
8 “appRoles™: [],
Certificates & secrets ] "oauth2AllowUrlPathMatching”: false,
. 18 “createdDateTime"”: "2022-83-087T14:46:897",
ill Token configuration “ P
11 description”: null,
9 API permissions 12 "certification”: null,
13 "disabledByMicrosoftStatus”: null,
& Expose an API 14 "groupMembershipClaims™: null,
15 "identifieruris": [
App roles P "
16 api://32a7ef@5-T480-4c6c-CGaaa-dlal295c27d7
A Owners 17 1
18 "informationalUrls": {
Roles and admini: 19 "termsOfService”: null,
20 “support”: null,

null,

2 - lntinnt. 11

Set "allowPublicClient" to 'true' and click save
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In case e-FOLLOW.cloud shall be allowed to write back Card-ID or PINs to the AAD you need to grant
write -permission to the registered App

t Add a permission  ~/ Grant admin consent for Contral Systems GmbH & Co. KG

APl / Permissions name

~ Microsoft Graph (8)
AccessReview.ReadWrite Al
Directory.ReadWrite Al

roup.ReadWrite Al

Grouphdember.Read\Write. Al
User.Read
User.ReadBasic. Al
User.ReadWrite. A

User.ReadWrite. A

Type

Application
Application
Application
Application
Delegated
Delegated
Delegated

Application

Description

Manage all access reviews

Read and write directory data

Read and write all groups

Read and write all group memberships
Sign in and read user profile

Read all users' basic profiles

Read and write all users' full profiles

Read and write all users' full profiles

Admin consent requ...

Status

@ Granted for Control Syst,, »+»
Q Granted for Control Syst,,, ==
O Granted for Control Syst,,, =*=
Q Granted for Control Syst,,, =+=
Q Granted for Control Syst,, ===
Q Granted for Control Syst,,, ==
€ Granted for Control Syst,, *+=

@ Granted for Control Syst,, »+»

In order to get the permissions effective, it is recommended to create a new App and apply above
permissions instead of modifying an existing app.
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9.1.6.2 Configuring e-FOLLOW.cloud domain Microsoft Entra ID (Azure Active Directory)
synchronization

Click to ADD i Microsoft Entra ID (Azure Active Directory)

Name
Tenant ID =
Client 1D -
Client Secret

@Domain

(will be added to the username at printing at login if not present) @your-azure-ad-domain-name.com

User self-enrollment
Microsoft Login

Additional settings »

Redirect URIs for Entra ID app, when User self-enrollment or Microsoft Login is used:

User portal: https://userportal-cs-test.test.e-follow.cloud/?page=self_enrcliment_callback
Management: https://management-cs-test. test. e-follow. cloud/?page=microsoft_login_callback
[Cancel]

Name Enter a name of your choice for the directory service
Tenant ID Enter the Directory (tenant) ID of your AAD
Client ID Enter the Application (client) ID of the service you just created
Client Secret Enter the Client Secret for the service you just created
@domain To simplify the login, this domain-addon will be added automatically to

the username at login, so the users do not necessarily need to enter their

full login name. E.g.: @control-systems.de

User self-enrollment This option disables automatic synchronization with Microsoft Entra ID
(Azure Active Directory)
(Explained in chapter 9.1.7 Domains i ADD Microsoft Entra ID (Azure

Active Directory) with User self-enroliment)

Microsoft Login This option enables the Microsoft
Mi crosofto button wildl be then av
Portal login page.

At SETTINGSA General and SETTINGSA User portal & User tools

you can choose to allow only Microsoft Login.

Redirect URI for User The Redirect URI for the login page of the User Portal. This URI will be
portal used for User self-enrollment and Microsoft Login.
Enter it at your Entra ID App A Manage A Authentication A Web

Redirect URIs. See screenshot below.

Redirect URI for The Redirect URI for the login page of the Management. This URI will be

Management used only for Microsoft Login.
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Enter it at your Entra ID App A Manage A Authentication A Web

Redirect URIs. See screenshot below.

Redirect URIs example for User self-enroliment and Microsoft Login.

Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > e-F-App

3 e-F-App | Authentication =

3
&

w

< X

Qverview

Quickstart

4 Integration assistant

Diagnose and solve problems

Manage

B Branding & properties

2 Authentication
Certificates & secrets

1l Token canfiguration

-2 AP| permissions

& Expose an API

App roles

J& Owners

b, Roles and administrators

Rj Got feedback?

Platform configurations

Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URIs, specific authentication settings, or fields specific to the platform.

Add a platform

Web Quickstart  Doecscf [il]
Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. The redirect
URI you send in the request to the login server should match one listed here. Also referred to as reply URLs. Learn more about Redirect URIs and their
restrictions 7'

https://userportal-cs-test.e-follow.cloud/?page=self_enrollment_callback \/‘ ]E
https://management-cs-test.e-follow.cloud/?page=microsoft_login_callback ]E[
Add URI

Version 6.0.0
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9.1.7 Domainsi ADD Microsoft Entra ID (Azure Active Directory) with User self-enrollment

If you need a more secure and limited access to Microsoft Entra ID (Azure Active Directory) users then
use the User selt-enrollment feature.

There you also have to register an API for Microsoft Entra ID (Azure Active Directory) but without the
rights to read all user informations.

Because of this synchronization of all users is no longer possible . Users have to add themselves

manually at the e-FOLLOW user portal by entering their email address. Then they will be redirected to
the Microsoft login page.

9.1.7.1 Create an application in Microsoft Entra ID (Azure Active Directory) with User self-enroliment

Start the Azure portal (https://portal.azure.com) and sign in with your Microsoft account and select
"Microsoft Entra ID" in Azure services

Select "App registration" on the I eft and then

Home > Control Systems GmbH & Co. KG

g2 Control Systems GmbH & Co. KG | App registrations =

L LBl

New registration & Endpoints A Troubleshoot () Refresh 4 O

@ overview All applications Owned applications Deleted applications
I Preview features
D Start typing a display name or application (client) ID to filter theser...

A Diagnose and solve problems < YPng Py i
~ Manage

& Users -

0 applications found
&8 Groups

Display name T
B= External Identities No results.
as» Roles and administrators
& Administrative units

Delegated admin
partners

i Enterprise applications

L Devices

i App registrations

(&) Identity Governance
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Give a name and select a Supported Account Type.

Choose at Redirect URI ,vwhidheisssbowmal SETEHNGSA Domairss ADD BrL
MODIFY.

The redirect URIs can also be edited later in Azure Management Portal (Entra ID App A Manage A
Authentication A Web Redirect URIS)

The URI format for user portal is (replace XXXX-YYYY with your Cloud-UID):
https://userportal-XXXX-YYY.e-follow.cloud/?page=self_enroliment_callback

= Microsoft Azure P Search)

Home > Control Systems GmbH & Co. KG | App registrations >

Register an application

* Mame

The user-facing display name for this application (this can be changed later).

Supported account types

Who can use this application or access this API7
@ Accounts in this organizational directory only (Control Systems GmbH & Co. KG only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
®box)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios.

I| Web A% ‘ | https:;’,-’userportal-XX:(X—\’WY.e-fo\lowcloud,-’?page:self_enrollmen...\/‘ I

After creating the App you will find your Tenant ID and the Application (client) ID.

bH & Co. KG | App registrations

: Delete ’-@ Endpoints [&3 Preview features

A Essentials

& Quickstart

Display name : e-F-App

‘,,' Integration assistant

A Diagnose and solve problems

v Manage

B2 Branding & properties

2 Authentication
@ Starting June 30th, 2020 we will no longer add any new festures to Azure Acti
Certificates & secrets to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

1l Token configuration

Get Started  Documentation
9 AP| permissions

& Expose an AP
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Select "certificates and secrets" on the left and click on "New client secret"

Enter a Description and an expiration date

= Microsoft Azure ' Search resources, serv,

Home > Control Systems GmbH & Co. KG | App registrations » e-F-App

e-F-App | Certificates & secrets =

|;J Search | « &7 Got feedback?

B overview

& Quickstart Credentizls enable confidential applications to identify themselves to the al
scheme). For a higher level of assurance, we recommend using a certificate

# Integration assistant

Manage
o Application registration certificates, secrets and federated credentials can

&= Branding & properties

—:’) Authentication

Certificates (0) Client secrets (5) Federated credentials (0)
Certificates & secrets

A secret string that the application uses to prove its identity when request

Il Token configuration

-2 API permissions T Mew client secrat

..and click "Add"
Copy the value of the client secret that you just added.
Attention

This is only shown once here. If you forget it, you can create another one

The Secret Key will expire after a certain time. Be sure to recreate it regulary or some feature of the
Microsoft Entra ID (Azure Active Directory) like synchronization will fail.
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Permissions:

1 Remove User.Read permission
1 Add Delegated permissions:

O profile( Vi ew
& offline_access

Microsoft Azure

£ Search resources, services, and docs (G+/)

usersod basic profile)

denis.staritin@control-s...
CONTROL SYSTEMS GMBH & CO._.

Home > e-FOLLOW App

- e-FOLLOW App | API permissions =

| L search

|<<

B overview
& Quickstart

# Integration assistant

Manage

= eranding & properties
Authentication
Certificates & secrets

Token configuration

API permissions

Expose an API

App roles

O Refresh R'_f‘ Got feedback?

Configured permissions
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list

of configured permissions should include all the permissions the application needs. Learn more about permissions and consent

Add a permission  ~ Grant admin consent for Control Systems GmbH & Co. KG

API / Permissions n... Type Description Admin consent req...  Status
“~ Microsoft Graph (1) b
User.Read Delegated  Sign in and read user profile No =

Remove permission

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

Then click +Add a permission

= Microsoft Azure A~ Search resources, services, and docs (G+/)

Home > Control Systems GmbH & Co. KG | App registrations » e-FOLLOW Self-Enroliment@VI

- e-FOLLOW Self-Enrollment@VI | AP| permissions =

[~

Search

O Refresh R'j Got feedback?

|<<

i
“

o
F

=
D

Overview

Quickstart

Integration assistant

Manage

Branding & properties

Authentication

Certificates & secrets

Token configuration

o The "Admin consent required” column shows the default value for an ¢
your organization, or in organizations where this app will be used. Leas

Configured permissicns

Applications are authorized to call APIs when they are granted permissio
all the permissions the application needs. Learn more about permissions

Add a permission |~

APl / Permissions name

API permissions

Mo permissions added
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Then select "Microsoft Graph"

£ search resources, services, and docs (G+/) & ingo.pfeiffer@contro
CONTROL SYSTEMS GMBH &

Home > Control Systems GmbH & Co. KG | App r Request API permissions
= e-F-App | APl permission:

Select an APl

|/7 Search | < O re

Microsoft APls ~ APls my organization uses My APls

B overview

Commonly used Microsaft APls

Quickstart o
7 Integration assistant Microsoft Graph
/ 1 remendous amount of data in Office 365, E Mobility + Security, and Windows 10,
Manage > < ID, Excel, Intune, Outlock/Exchange, OneDrive, OneNote, SharePoint, Planner, and more
Confic \ 4 it
= ding & ies | e
Branding & properties Applica
permiss

3 Authentication

And then select delegated permissions
Request APl permissions X

CAll APl
¥ H i~
—, Microsoft Graph
E https://graph.microsoft.comy Docs

What type of permissions doas your application require?

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user, Your application runs as a background service or daemon without a
signed-in user,

e-FOLLOW.cloud will only see this information about users (see screenshot below)

https://graph.microsoft.com/oidc/userinfo

https://graph.microsoft.com/oidc/userinfo

Body

none form-data K-www-form-urlencoded binary GraphQL

"email”:
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In Azure portal there is a possibility to track account logins.

Therefore click in your Microsoft Azure portal on Microsoft Entra IDA Enterprise applications.
Then select your created App in the list.
At Activity you can then see the Sign-in logs:

= Microsoft Azure P Search resources, services, and docs (G+/)

Home » Control Systems GmbH & Co. KG | Enterprise applications > Enterprise applications | All applications > e-FOLLOW App

5) e-FOLLOW App | Sign-in logs =

Enterprise Application
+ Download ~ @ Export Data Settings K Troubleshoot 'U Refresh Columns ﬁ? Got feedback?
H Overview

o ‘Want to switch back to the default sign-ins experience? Click here to leave the preview. =
Deployment Plan

# Diagnose and solve problems

Date : Last 7 days Show dates as : Local Application contains 7¢3378a4-f80e-dacf-870c-0b6éd3fadb93e +v Add filters

Manage User sign-ins (interactive)  User sign-ins (non-interactive) Service principal sign-ins Managed identity sign-ins

il Properties

B Owners Date 4 RequestID T4 User T Application Ty Status IP address
9/6/2023, 1:25:49 PM db23ff1d-f588-42e3-baf5-f... Denis Staritin e-FOLLOW App Success 2.207.230.34

&b, Roles and administrators
&8 Users and groups

D single sign-on

& Provisioning

E! Application proxy

C  self-service

Security
% Conditional Access
2 permissions
© Token encryption
Activity
I D sign-in logs I

fil Usage & insights

B Audit logs
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You can also filter users which can perform self-enroliment.

Therefore select Microsoft Entra IDA Enterprise applications.Then select your created App in the list.

Then select Conditional Access and create a new policy.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > e-F-App

@ e-F-App | Conditional Access

« + New policy + New policy from template T Upload policy file 2 whatif

What is Conditional Access?

Enterprise Application

# Overview
Deployment Plan

# Diagnose and solve problems
Learn more &

Manage
Il Properties Conditions Controls
& Owners

When any user is outside the company network

Reles and administrators
When users in the '‘Managers’ group sign-in

2
&% Users and groups
=

Single sign-on Get Started

@ Provisioning
1. Create your first policy by clicking "+ Create new policy”

2. Specify policy Conditions and Controls
3. When you are done, don't forget to Enable policy and Create

£ Application proxy
C  self-zervice

Interested in comman scenarios? &

Security

I ¥ Conditional Access I

=

Conditional Access gives you the ability to enforce access requirements when specific conditions o

They're required to sign in with

They are reqguired be on an Intu

P Search resources, services, and docs {G+/)

Home > Control Systems GmbH & Co. KG | Enterprise applications > Enterprise applications | All applications » e-FOLLOW App | Conditional Access »

Block Login

Conditional Access policy

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.

Control access based on who the policy will
apply to, such as users and groups, workload
identities, directory roles, or external guests.

Learn more Learn more
*
Name Include  Exclude
Block Login \/|

O MNone
O All users

@ Select users and groups

Assignments

Users (@

Speaific users included D Guest or external users (O

Target resources () [] birectory roles @

1 app included
PP Users and groups

Conditions ©

0 conditions selected Select

1 user

Test Deactivate s
test_deactivate@control-syste...

Access controls

Grant (@

Block access

Session ©

0 contrals selected

Enable pelicy

(Reporony QD o )
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9.1.7.2 Configuring e-FOLLOW.cloud domain Microsoft Entra ID (Azure Active Directory)
synchronization with User self-enroliment

Click to ADD i Microsoft Entra ID (Azure Active Directory). Enable User self-enroliment.

Name
Tenant ID
Client 1D
Client Secret

@Domain

(will be added to the username at printing at login if not present)

@your-azure-ad-domain-name.com

User self-enrollment (7

Microsoft Login _3_'

Additional settings »

Redirect URIs for Entra ID app, when User self-enrollment or Microsoft Login is used:

User portal: https://userportal-cs-test.test.e-follow.cloud/?page=self_enrcliment_callback
Management: https://management-cs-test. test. e-follow. cloud/?page=microsoft_login_callback
[Cancel]
Name Enter a name of your choice for the directory service
Tenant ID Enter the Tenant ID of your AAD
Client ID Enter the Client ID of the service you just created

Client Secret

Enter the Client Secret for the service you just created

@domain

To simplify the login, this domain-addon will be added automatically to
the username at login, so the users do not necessarily need to enter their

full login name. E.g.: @control-systems.de

User self-enrollment

Switch on User self-enrollment

Microsoft Login

This option enables the Microsoft
Microsofto button will be then av
Portal login page.

At SETTINGSA General and SETTINGSA User portal & User tools  you

can choose to allow only Microsoft Login.

Redirect URI for User

portal

The Redirect URI for the login page of the User Portal. This URI will be
used for User self-enrollment and Microsoft Login.
Enter it at your Entra ID App A Manage A Authentication A Web

Redirect URIs. See screenshot below.

Redirect URI for

The Redirect URI for the login page of the Management. This URI will be

Management used only for Microsoft Login.
Enter it at your Entra ID App A Manage A Authentication A Web
Redirect URIs. See screenshot below.
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Redirect URIs example for User self-enrollment and Microsoft Login.

e ey

Home > e-F-App

3 e-F-App | Authentication »#

B overview
&

Quickstart Platform configurations

-

7 Integration assistant Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URIs, specific authentication settings, or fields specific to the platform.
# Diagnose and solve prablems

v Manzge Add a platform

B Branding & properties

2 Authentication Web Quickstart  Doecscf [il]

Certificates & secrets Redirect URIs

m The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. The redirect
URI you send in the request to the login server should match one listed here. Also referred to as reply URLs. Learn more about Redirect URIs and their

restrictions '

Token configuration

-2 AP| permissions

& Expose an API https://userportal-cs-test.e-follow.cloud/?page=self_enrollment_callback 3 ‘ m
App roles https://management-¢s-test.e-follow.cloud/?page=microsoft_login_callback ]E
&8 Owners Add URI

» Roles and administrators

B
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9.1.7.3 Domain - REMOVE

This will allow to remove a domain from e-FOLLOW.cloud.

Attention

When removing a domain all users, user settings and the jobs pending for these users will be deleted

accordingly.

9.1.7.4 Domains i User import

Here the synchronization options are configured.

Attribute names / Test

Default user

Projects

Group filter

Ignore disabled AD accounts
Remove Card IDs from
disabled user accounts
Ignore guest user accounts
Replace internal users
Delete unknown users
Generate random PIN

PIN length

Send PIN by email to user

Version 6.0.0

e-F-App (Microsoft Entra ID)

Mame: Control Systems GmbH & Co. KG (e-F-App)

Order (with multiple domains)

Group filter
{if at least one group is set only users
from that groups will be imported)

All Company

Ignore disabled AD user accounts

Remove Card IDs from disabled user
accounts

Ignore guest user accounts
Replace internal users

Delete unknown users - else they ()
get deactivated B

Generate random PIN
PIN length

Send PIN by email to user

This allows you to import users
only from specific Groups. Click
to [+] to select a Group from
your AAD .

wn

Add additional filter: | control-systems.de Vl

[Cancel]

If enabled, accounts that are disabled in the domain will not be
imported to the e-FOLLOW.cloud database.

If enabled, the assigned card ids of disabled users will be

removed.

If enabled, only 'Member' type user accounts will be
imported/synchronized to the e-FOLLOW.cloud database.

If enabled, internal users will be replaced by the domain users in
case of identical user names (Login name / UserPrinzipalName)

Domain users that are present in the e-FOLLOW.cloud database
will be removed if the corresponding account in Azure Active

Directory does not exist anymore.

If enabled this will assign a random PIN to each user account

Defines the number of digits for new PINs

Each user will receive an email containing the new PIN

Operator Manual
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9.1.7.5 Domains - Attribute names

The database fields in e-FOLLOW.cloud are retrieved from specific attributes. By default, the attribute
names are set to common values. Here you can change/ add the attribute names holding the data for
the specific database fields.

e-F-App (Microsoft Entra ID)
User import
MName: Control Systems GmbH & Co. KG (e-F-App)
Attribud =
To use the on-premises extension attributes, simply use extensionAttributel,

Default user extensionAttribute2, ... as the attribute name.

Projects

Display name: displayName

Alias: displayName

Limit and shorten alias to allowed .
characters for windows login:

Remove existing aliases before

Import:

Email address: mail

Home directory: homeDirectory

Custom home directory
Will be used if no home directory
s found. Wildcards:

Department: department
Card ID: extensionAttribute3
Login-PIN:

Test

Username / ID:

Passwerd (optional):

[Reset Entra ID Token]

[Check Entra ID Token]

To use the on-premises extension attributes, simply use extensionAttributel, extensionAttribute2, ...
as the attribute name.

The Alias field is mandatory and essential for assigning print jobs. Therefore the Alias must be
changed to fit to the Windows login name (Limit and shorten alias to allowed characters for windows
login).

The ‘custom home directory’ can be used to define a user’s homeDirectory even if it can’t be
retrieved from the directory service. Enter the SERVER & PATH and if required "::username" as a
wildcard for the user login name (sAMAccountName)

For Entra ID authentication, a token is used. If the Entra ID configuration changes (e.g., permissions),
you can press [Reset Entra ID Token] to obtain a new one.

You can also press [Check Entra ID Token] to view the assigned permissions and the token's
expiration time (the token is automatically renewed).

Operator Manual Version 6.0.0



page 88

e-FOLLOW.cloud

9.1.7.6 Domains - Default user

Here you can define the user
settings for newly imported
users from this domain.

Activated

Accounting

Popup profile
Print settings

Automatic deletion of jobs

Version 6.0.0

CSAAD (Microsoft Entra ID)
User import

Mame: Control Systems GmbH & Co. KG (CSAAD)

Attribute names / Test

Activated
Projects Accounting
Popup profile

Print settings
Print all jobs
immediately after
login ("Quickprint™)

Notify user if
"QuickPrint" failed

Keep print jobs after
printing for reprint

Show "Keep print
jobs™ option in job list

Show print and keep
button

Force duplex printing

Enable duplex
printing by default

Enable simplex
printing by default

Force mono printing

Enable black & white
printing by default

Force erasable @
blue

Do not print if the

@
Log hd
None v

®

New users can be imported in 'deactivated’ mode. In this case

they cannot print or login to any device.

Select the accounting mode for new users. Depending the

selected mode Quota setting are getting active.
Select a popup profile for new users

Select the print settings for new users

This defines the treatment of jobs that have already been
selected for printing in case of an error, user log out or user login.
This will ensure that documents will only be retrieved by the

authorized user.
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CSAAD (Microsoft Entra ID)

Select the default user User import
settings for Projects Attribute names / Test

Mame: Control Systems GmbH & Co. KG (CSAAD)

Enable project selection
Default user

Projects are mandatory
Quotas Allow manual entry of project names

Allow manual entry of sub-project
names

Add manually entered projects to
project list

CSAAD (Microsoft Entra ID)

The Default User i JEm et

QUOtaS Optlons Only getS st bute s 1ot Mame: Control Systems GmbH & Co. KG (CSAAD)

available if the accounting Total quata: Pages

mode for the default user Selut e Color auote: - 250 | Pages

is set to 'Quotas’'. Roied Print quata: Pages
Scan quota: Pages
Fax quota: Pages
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9.2 DEVICES

The devices menu contains all data and settings related to printing hardware (Toshiba e-BRIDGE Next
and e-BRIDGE eSF devices) and the settings for mobile printing.

9.2.1 Virtual IPP-Queues

A virtual IPP-Queue in e-FOLLOW.cloud is used to receive print jobs from Client PCs or mobile
devices and store these jobs for a later release.

There is No hardware (printer or MFP) assigned to a virtual queue.
If a client is printing to a virtual IPP-Queue
O The print jobs are held in e-FOLLOW.cloud internal spooling system

& The spool files are transferred and stored encrypted
& Jobs can be released at any MFP

v This icon indicates a virtual IPP queue in e-FOLLOW.cloud

9.2.1.1  Adding virtual IPP-Queues

To add a virtual IPP queue simply enter a name for the
queue. The URL prefix is fix and cannot be changed.

Queus name: VPP

[Cancel] add

[ 1] Clicking to [ IPP URLs ] will show the IPPS URL for this virtual queue.

Q, search queue ... |l_~| Virtual IPP queue (196 URL] | Licfadl and paper preconfiguration]
T e after 14 days hd
" e-follow.cloud
@ in A
@ 1
Al s 300
0 * :rl https://ipp-cs-test.test.e-follow.cloud :443/e-follow.cloud [copy url][ 2 }:1 5o
PP
2 5:10:31 ..
-3
g 1pp_ [l sowsy

Share the full URL [ 2 ] to the users so they can create an IPP port on their clients that points to this e-
FOLLOW.cloud virtual IPP queue.

Make sure the Internet printing client is installed on the client PC. Else users cannot connect to the
URL.
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For Windows clients e-FOLLOW.cloud provides a convinient Ippinstaller that allows users to simply
install the IPP printer on their client 1 or Administrators to roll out the IPP printer to all clients.

9.2.1.2 Virtual queue properties

Virtual queues in e-FOLLOW.cloud are used to perform 'pull printing' or 'secure print release’. So
instead of forwarding the job to the destination printer e-FOLLOW.cloud moves the jobs to an internal

spooler and keeps the jobs until they are

1 released by a user, or
1 deleted due to a rule, by the user himself or by the administrator

ADD SELECT
Q, search queue ... |1i| EESTE e - e
— Auto-delete jobs that have not been printed | after 14 days v
#% e-follow.cloud
0 s e
O & ipp_cs_test
|—] ;." I,P‘P"QI;JEL.IE Testseite inan ofeifferfoonte 1 _5/22/2024 5:12:109

The Auto -delete option will remove jobs that have not been released after the time defined by the

administrator.

The virtual queue view shows all
jobs that are currently spooled.
Clicking to the job’s row will show
it’s details.

Document name
Job ID

User

Associated project
Paper-size

Pages

Monochrome / color
Copies

Color job

Duplex

File size

PopUp state

Print Job Language (PIL)
Printer driver

IPPS

Encrypted

Created by

Microsoft Word - e-FOLLOW.doud-Operator_Manual_EN_5.5.0.docx
NBGOO0O1

Ingo Pfeiffer (ingo.pfeiffer@control-systems.de)

yes (AUTO)

yes {DuplexBook)
30,323,387 bytes
None

PCLXL

TOSHIBA V4 Printer
es

Yes

Windows Spooler

Sent from "\110.240.0.146' on 11/16/2023 at 12:02:16 PM

The REFRESH option will update the list every 10 seconds if enabled.

Use FILTER to only show jobs of one or multiple user/s.

Operator Manual
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9.2.1.3 Virtual Queue Drawer and paper preconfiguration

*Z

Auto-delete jobs that have not been

#% e-follow.cloud
D (3 Jobs) REFRESH: ON FILTER: OFF

O @ ipp_cs_test

These preconfigurations cannot be changed for print jobs printed using IPP.
For IPP print jobs, please use the IppInstaller with the printer properties.

Print settings for printing at Toshiba MFPs via the e-FOLLOW.cloud app

Drawer drawer3
Paper size a3

Paper type transparency
Scaling type fi

Settings for converting images to PDF print jobs

Standard paper size for converting images Ad

Q, search queue ... (13 Virtual IPP queue  [1°F URLs] [Drawer and paper preconfiguration]

‘-—___*

These preconfigurations are only valid for print jobs created using User Portal, Email Printing, or Maobile Printing.

Virtual Queues can be used to receive print jobs by User Portal, Email Print or Mobile Print.

For these jobs the drawer , paper size , paper type and scaling type settings can be changed at

printing by the e-FOLLOW cloud App.

In order to enable the user to print on specific drawers or with special settings, you can create several

virtual queues with appropriate names.

If the user uploads images to a Virtual Queue it will be converted to a PDF print job. With the setting
for converting images to PDF print jobs it can determined which paper format will be used for the

PDF print job.

Version 6.0.0
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General notes for Virtual Queues:

In case the PopUp status is different from 'None' or 'Closed' the job cannot be released because e-
FOLLOW.cloud is waiting for the client PopUp to be confirmed.

Q Search gueue ... Virtual IPP queue [IPP URLs] [Drawer and paper preconfiguration]
Auto-delete jobs that have not been printed | after 24 hours hd

O % ipp
(12 Jobs) SELECT REFRESH: ON FILTER: OFF | (llsiig gy

Change user

Delete print jobs

Testseite

If you have selected one or multiple print job/s, the MODIFY option gets available. You can now
& move the selected jobs to another virtual queue

& change the user (job owner) for the selected print jobs
& delete the selected print jobs
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9.2.2 Toshiba

This menu shows the list of all Toshiba e-BRIDGE Next devices.

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES

Toshiba esF
Mobile print

CLOUD SCAN & P

Scan

REPORT
Reports

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Version: 6.0.0

FOLLOW
(g

cloud

Virtual Queues

RINT

Reader profiles

RC&

#t € Logout
ADD SH ECT MANAGE MODIFY
|Q, search device... A 103 (CNLH59919) =
( 103 ] ® Empty drawers: )
O CNLHE3919 Drawer 1, Large Capacity Feeder (left)
D CFLED2008 A =
116 (TOSHIBA e-
a CSCP40579 A STUDIOZ25154C)
CWIPODO23 Activated :
D CWIPD0023 A ‘
CSKNS4676 Serial number: CNLH59919
D CSKN54676 A
Local Hostname: MFP13460241 [change]
O CSAP&7710 A
CSAPSF710 Local IP address: 182.168.1.103 [change]
Description: 103 [change]
MName for reports: (3) eS103@dev [change]
Location: [change]
Sender email: [change]
App version: 3.0.0
Last login: 4{22/2026 5:51:22 PM
Locked until:
Last transaction: 4/22/2026 4:19:03 PM (Workflow-Id:
5258)
Log Data Privacy
Log Dzt @ store
Virtual queues: chrome_ipp
client_test
Drawerl
+1 [-]
Instructions to configure device for Cloud Mode »
Autoconfig settings » Permissions » Additional settings »
“« ¢ > »
L] [ i 1 EWB =etlings W
page: e ——————————————
C;
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9.2.2.1 ADD Toshiba device

By default, Toshiba devices add themselves to the list after the embedded Application has properly

been installed and started on the MFP.

Any way you can add devices manually (e.g. to prepare Serial number: CNLHS9915 -
a customer setup and apply specific configuration)

MName for report: 103_a &3
Mame for reports has to be unique.

To add a new e-BRIDGE Next device to the list click to T T R T R
changed.

ADD . Virtual queues:

Enter the serial number and a unique name for report e R

for the device

Select a virtual queue(s) for pull printing.

[Select all] [Cancel selection]
You can add a description to easily identify the device in ”f"‘“l”""“”; |

o o )
the device list. BRiDeE e dark v

Select the Display mode i dark or bright “

9.2.2.2 Edit Toshiba e-BRIDGE X/Next device

To edit the settings for a Toshiba device click to the corresponding row in the device list.

Q, search device... v (1% 103 (CNLH59919)

103 © Empty drawers:
a CNLH59919 Drawer 1, Large Capacity Feeder (left)

D CFLEO2008 ‘1
116 (TOSHIBA e-
O CSCP40979 A STUDIO2515AC)
CWJIP00023 Activated :
D CWIPDD023 A -
CSKNS4676 A Serial number: CNLH5991%
D CSKN58676
Local Hostname: MFP13460241 [change]
D CSAPGT710 A
CSAPEF710 Local IP address: 152.168.1.103 [change]
Description: 103 [change]
Name for reports: @ e5103@dev [change]
Location: [change]
Sender email: [change]
App version: 3.0.0
Last login: 4/22/2026 5:51:22 PM
Locked until:
Last transaction: ‘é."’ZZJ‘2026 4:19:03 PM (Workflow-Id:
Log Data Privacy 2
Setting: @ Store [ ]
—
Virtual queues: chrome_ipp .
client_test [ 1 ]
Drawerl
+1  [-]
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9.2.2.2.1 General Settings

The settings in the General-Tab allow modifying the description and the virtual queue settings.

[ 1] Virtual queues:

Here you can add / remove virtual queues for that
device.

When a user is logging in to that MFP e-
FOLLOW.cloud will check these virtual queues for
print jobs for that user and add them to the print
release list.

[ 2] Log Data Privacy Setting

Here you can see the setting, which was set by the auto configuration (SettingsA GeneralA Auto
configuration). It controlls if job data from the MFP should be stored for accounting or not.
Beside from this there are additional settings at SettingsA GeneralA Data protection.

1 Store
Job accounting is enabled for e-BRIDGE devices.

1 Notto Store
No job accounting for e-BRIDGE devices.

Local Hosthame
Automatically retrieved from the device. Required when the Local Print Module is active. Otherwise, it
is used to help identify the device and can be modified if needed.

Local IP address
Automatically retrieved from the device. Required when the Local Print Module is active. Otherwise, it
is used to help identify the device and can be modified if needed.

Description
Free-text description of the device. This value is displayed in the device list within the management
interface.

Name for Report
Unique device name for all job records for reporting. When the Name for reports is changed, all
records are automatically updated.

Loc ation
The location is not retrieved automatically. It can be set to any value to help to identify the device.

Sender email
Has priority over the email address of the user. Is requested by the MFP at login.

App version
Version of the installed e-FOLLOW.cloud application.

Locked until
Here you can see if the device is currently locked due to wrong login attempts. This can be configured
at SETTINGSA GeneralA Data protection.

Hint

Checking the Last Login / Last transaction  entries shows if the app and the subscriptions are
working properly.
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9.2.2.2.2 Quotas

e-FOLLOW.cloud allows to control the usage of devices by setting quotas for color, prints, copies,

scans and faxes.

Quotas are only checked at user login at the MFP. They are not used to interupt jobs. Therefore it is

possible for users to have negative quotas.

o

CNLH53313
0 112 Quotas -~
CFLEQ2008

O e Use quatas @ .
CSCP40979

Total quota: Pages

Color quota: . 500 | Pages
Print quota: Pages
Copy quota: Pages
Scan quota: Pages

Fax quota: Pages

Nowor

To enable device quotas, check the "Use quotas" button.

You now can individually enable the different quotas and enter the appropriate page numbers. Quotas

that are unchecked allow unlimited use.

Attention

Quotas can also be set for Departments and Users. So it might happen that even if the user still has
e.g. color quota available he can’t do color prints or copies if the color quota of his department or the

color quota of the device is used up.

Quotas are only checked at user login at the MFP. They are not used to interupt jobs. Therefore it is

possible for users to have negative quotas.

Operator Manual
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9.2.2.2.3 Card login

Here you can modify the settings that are related to card reader usage.

Card reader profile:

reader profiles are used to convert the strings read Card reader profile gchar ¥
from a card. Reader Profiles can be created in Allow card self assignment @
> SETT'NGS > Reader proflles Show unknown card IDs on the panel .

Allow card self assignment after login
Additional settings »

Show PIN field first

Show unknown card IDs on panel:
this defines if the IDs of unknown cards are shown in clear on the device panel.

Allow card self-association :
if enabled this function will allow users to assign unknown card IDs to their account by entering their
user credentials (username & password)

Allow card self-association after login

This will enable the option to self-associate a card from the Selection screen or print job list after the
user has logged in.

The link Additional settings  will lead directly to the general settings for card assignment.

Show PIN filed first
If enabled the user will be prompted with the PIN-Authentication first (instead of username &
password) when associating a new card to his account.

9.2.2.2.4 EWB settings

Here you can modify the EWB appearance.

EWB mode e-BRIDGE N {1024x600)

IDispIay mode (only e-BRIDGE Mext) dark W I

EWB mode
Here you can check in which mode the websites for the device EWB is displayed.

Display mode
For e-BRIDGE Next device the display mode of the e-FOLLOW.cloud application can be switched
between dark-mode (default) and bright-mode.
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Welcome Ingo Pfeiffer!

bright-mode

Document name £ |Date & Pages Details
Testseite
Testseite

2026 7

2026-04-17 1

Select all Delete

Document name

dark-mode
S Date S
Testseite

< Pages
Liae Lia3 Liss LI 2026-04-17 1

14-17

Select all

Delete

Print all

Print

[ |
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9.2.2.2.5 Print settings

The settings in this section will have impact on the handling and release of print jobs.

QuickPrint :
If this function is enabled all print jobs of the user (also Note: The priorfy of the print sertings Is User->Department->Device
TeamPrint jobs) will be sent to the device immediately Print all jobs immediately after login ("QuickPrint”)
after login. Notify user if "QuickPrint” failed
Keep print jobs after printing for reprint
Attention Show "Keep print jobs” option in job list (0]
Users are not able to individually select jobs for Show print and keep button
printing when QuickPrint is enabled. Force duplex printing

Enable duplex printing by default
Enable simplex printing by default

Force black & white printing

Notify user if QuickPrint fails: Fnable black & white printing by defaut
In case one or more jobs could not be printed i e.g. ride color job [fne color rights
due to missing permission or quota i the user will be
notified by email.

Show staple (Top left, 2 staples left). (Is set automatically)

Keep print jobs after printing for reprint:
If enabled print jobs will not be deleted after printing. They will be kept in the virtual queue so they can
be reprinted at a later time.

Show "Keep print jobs" option in job list:
If this option is enabled, the user can select for each job if it shall be kept for reprinting or immediately
deleted after printing. A flag in the job list is accessible for each job.

Show print and keep button

If this option is enabled an additional button will be shown below the print job list.
Releasing jobs by pressing this button will force the keep job for reprint option i independent of the
individual print job settings.

Force duplex printing / black & white printing / erasable blue printing
These options allow the administrator to force printing of each job in duplex and/or black & white /
erasable blue.

Attention
If enabled it is impossible for users to print documents in simplex mode or in color on this device.

Enable duplex/simplex/ black & white printing by default

In case the Force duplex, Force black & white is set to off, you can configure if as default these
settings (duplex, simplex, b&w / erasable blue) are enabled when the user is logging in.

In contrast to the "Force" -settings, these can be changed by the users.

Show staple
When the device is equipped with a staple unit, stapling options (top left & 2 staples left) are added to
the job details settings in EWB.

This is only an information and cannot be switched on/off.
If none of the options is selected in job details, the original stapling settings as set via printer driver are
valid.

Hide color jobs if no color rights

If enabled, color jobs will not appear in the job list if the user has no permission to print color on this
device. Else color jobs will be printed in BW.
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9.2.2.2.6 Consumables

Here you can see the status of the device’s toner and paper level.

Last update: 4/23/2026 10:53:16 PM

Toner levels

Yellow 0%

| |
Magenta i| 92%
Cyan | | 8s%
— me
Paper drawers
Drawer 1 | | 0%
Drawer 2 ﬁ | 25%
Large Capacity Feeder i | 25%
Large Capacity Feeder (left) | | 0%

9.2.2.3 MANAGE Toshiba devices

When selecting one or multiple Toshiba devices the MANAGE option gets available.

ADD SELECT MANAGE MODIFY
|Q search device... Delete selected devices r
| m CRILHEQGAD | | CRILHEGO1D

You now have the possibility to remove the selected devices from the list.
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9.2.2.4 MODIFY Toshiba devices

When selecting one or multiple Toshiba devices
the MODIFY option gets available. These
options are very helpful to perform modifications
for multiple devices in one single step.

Change queues

You now have the possibility to assign virtual
queues to the selected devices or to remove all
assigned virtual queues from the selected
devices.

Assign virtual queues

This option allows assigning one or multiple virtual queue/s to the

selected Toshiba devices in one step.

Attention

this action will replace existing assignments of virtual queues.

Remove assigned virtual queues
This option will remove all assigned virtual
queues from the selected Toshiba devices.

Attention

ADD SELECT MANAGE

Q, search device... v |’l ’j\‘ Change queues
103 Set quotas

O Cuiwssszs

0 112 Change card settings
CFLED2008

116
CECP40373

Change EWB settings

Change print settings

Set virtual queues for the selected device
(Existing assignments will be replaced)

efollow-cs-test-0\chrome_ipp

efollow-cs-test-0\client_test

efollow-cs-test-0'\Drawer3

efollow-cs-test-0\DrawerDefault
efollow-cs-test-0he-follow.cloud

efollow-cs-test-Ohipp

efnllow-retest MV TPP-Musues

[Select all] [Cancel selection]

[Cancel]

Are you sure to remove the assignment of virtual queues form the selected device?

Make sure to assign at least one virtual queue to each Toshiba device. Else it will not be possible to

release print jobs.

Set quotas

Here you can set quotas for the selected Toshiba devices. If

you do not wish to use quotas for a certain function - e.g.

Set quotas for the selected device

faxing, scanning - you can disable the use of quotas by clicking

to [disable] .

This will make the selected function 'unlimited'.

Operator Manual

Total quota: [disable] Pages
Color quota: [disable] Pages
Print quota: [disable] Pages
Copy quota: [disable] Pages
Scan quota: [disable] Pages
Fax quota: [disable] Pages

[Don 't use quotas]
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Change settings

This is a powerful method to change the settings for multiple Toshiba devices.

You have quick access to all settings as per individual device

1 Cardlogin settings
1 EWB settings
1 Print settings

Generally, the pull downs offer three options:
1 do not change - the current status keeps valid
1 enable - enables the function
1 disable - disables the function

Change settings for the selected device

Display mode (only e-BRIDGE Next) | do not change

Version 6.0.0

Change settings for the selected device

Card reader profile do not change W

Enable card self assignment do not change

Show unknown card IDs on panel | do not change

[Cancel] save

Change settings for the selected device

Print all jobs immediately after login ("QuickPrint™) | do net change *
Notify user if "QuickPrint” failed do not change ¥
Keep print jobs after printing for reprint do not change v
Show "Keep print jobs™ option in job list do not change +
Show print and keep button do not change v
Force duplex printing do not change v
Enable duplex printing by default do not change v
Enable simplex printing by default do net change *
Force black & white printing do not change ¥

Enable black & white printing by default do not change v

Hide color jobs if no color rights do not change +

[Cancel]
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9.2.3 Toshiba eSF
This menu shows the list of all Toshiba eSF devices.
A #t € Logout
- FOLLOW
é —~~ cloud
ADD SELECT MANAGE MODIFY
MANAGEMENT |Q search device.. v E (7017821101YKD) =
User list I 7017821101YkD A | Aoffline (last online: 4/10/2026 12:57:20 PM)
Departments e M\ Remote operator panel activated
Permissions [] 7530330311LDT A
Projects
Domains Activated : ‘
DEVICES Serial number: 7017821101YKD
Virtual Queues Local Hostname: LEXMARK-DEVICE [change]
Toshiba Local IP address: 192.168.1.101 [change]
Tos aSF Description: [change]
Mobile print Name for reports: @ 7017821101YKD [change]
Location: [change]
CLOUD SCAN & PRINT
Sender email: [change]
Scan
App version 2.4.18_C
REPORT Last login: 4/10/2026 12:57:19 PM
Reports Locked until:
Last transaction: 7/15/2025 2:05:43 PM
SETTINGS -
Virtual queues: chrome_ipp
General client_test
User portal & Drawert
User tools [+ [
Dashboard Anonymous print: ‘
Schedules
Permissions »
Rules
Reader profiles Quotas
Card login
Guest login
Print settings
[«] [<1 [>1 [»1

Version: 6.0.0 RC8

Page:

Consumables
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9.2.3.1 ADD Toshiba eSF device

By default, Toshiba devices add themselves to the list after the embedded Application has properly be

installed and started on the MFP.
Serial number: | |=

Any way you can add devices manually (e.g. to prepare a
customer setup and apply specific configuration)

Name for report: | | =

Name for reports has to be unigue.
With each change, all records for the reports are also

changed.
To add a new Toshiba eSF device to the list click to ADD. Virtual queues:
Enter the serial number and the name for report of the
deVIce efollow-cs-test-0\ipp_cs_test
. o [Select all] [Cancel selection]
Select a virtual queue for pull printing. Descrption: EEEEEE—

You may add a description for the new device (e.g. place

of location).
add

9.2.3.2 Edit Toshiba eSF device

To edit the settings for a Toshiba eSF device click to the corresponding row in the device list.

ADD SELECT MANAGE MODIFY
Q Search device.. v (7017821101YKD) =
0 Zg};ﬁf}ﬂﬁeﬁg«n A A Offline (last online: 4./10;f2.026 12:57:20 PM)
A Remote operator panel activated
O Jmsasiaior A = =
Activated : L ]
Serial number: 7017821101YKD
Local Hostname: LEXMARK-DEVICE [change]
Local IP address: 1582.168.1.101 [change]
Description: [change]
Name for reports: (3) 7017821101YKD [change]
Location: [change]
Sender email: [change]
App version: 2.4,18_C
|| Last login: 4/10/2026 12:57:19 PM
Locked until:
Iiﬁ iﬁﬂﬁimﬂ(‘ 7/15/en00 m
Virtual queues: chrome_ipp
dient_test [ 1 ]
Drawerl

D
i

Anonymous print: [ 2 ] ‘

Permissions »

Quotas

Card fogin

Guest login

Print settings

L] [<] [>] [>]

Consumables
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9.2.3.2.1 General Settings

The settings in the General-Tab allow modifying the description, name for reports, location, sender
email and the virtual queue settings.

[ 1] Virtual queues:

Here you can add / remove virtual queues for that device. When a user is logging in to that MFP e-
FOLLOW.cloud will check these virtual queues for print jobs for that user and add them to the print
release list.

[ 2] Anonymous print:

This option allows printing of jobs that do not have a PJL header referring to the job owner. The printer
will see this job as '‘anonymous' and therefore cannot be accounted for the real job owner. By default,
e-FOLLOW.cloud will deny printing these kind of jobs.

Attention
If you allow Anonymous print the jobs will not be accounted / charged to a user.

Local Hosthame
Automatically retrieved from the device. Required when the Local Print Module is active. Otherwise, it
is used to help identify the device and can be modified if needed.

Local IP address
Automatically retrieved from the device. Required when the Local Print Module is active. Otherwise, it
is used to help identify the device and can be modified if needed.

Description
Free-text description of the device. This value is displayed in the device list within the management
interface.

Name for Report
Unique device name for all job records for reporting. When the Name for reports is changed, all
records are automatically updated.

Loc ation
The location is not retrieved automatically. It can be set to any value to help to identify the device.

Sender email
Has priority over the email address of the user. Is requested by the MFP at login.

App version
Version of the installed e-FOLLOW.cloud application.

Locked until
Here you can see if the device is currently locked due to wrong login attempts. This can be configured
at SETTINGSA GeneralA Data protection.

Hint
Checking the Last Login / Last transaction  entries shows if the app and the subscriptions are
working properly.

[Permissions]
This leads you to the permission settings page as described above. (see Permissions)
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9.2.3.2.2 Quotas

e-FOLLOW.cloud allows to control the usage of S

devices by setting quotas for color, prints, copies, Use quotas () ®

scans and faxes. Total quota: (0] 200 | Pages
Color quota: . 50 | Pages

To enable device quotas, check the "Use quotas"
button.

Print quota: Pages
Copy quota: Fages

Scan quota: Pages

You now can individually enable the different quotas
and enter the appropriate page numbers. Quotas
that are unchecked allow unlimited use.

Fax quota: Pages

Attention

Quotas can also be set for Departments and Users. So it might happen that even if the user still has
e.g. color quota available he can’t do color prints or copies if the color quota of his department or the
color quota of the device is used up.

Quotas are only checked at user login at the MFP. They are not used to interupt jobs. Therefore it is
possible for users to have negative quotas.

9.2.3.2.3 Card login

Here you can modify the settings that are related to card reader usage.

Card reader profile:

Reader profiles are used to convert the strings Card reader profile v

read from a card. Reader Profiles can be created Allow card self assignment @

in Show unknown card IDs on the pane .

-> SETTINGS -> Reader profiles Show PIN field first ®
Card login sound

Allow card self-association S e =i

if enabled this function will allow users to assign
unknown card IDs to their account by entering their
user credentials (e.g. username & password)

Show unknown card IDs in the panel

If enabled the card ID of a new unknown card is show in clear on the panel during the card self-
association process. Else the card IDs are starred out.

Show PIN filed first

If enabled the user will be prompted with the PIN-Authentication first (instead of username &
password) when associating a new card to his account.

Card login sound
Here you can enable or disable the sound that plays during card login.

The link Additional settings  will lead directly to the general settings for card assignment.
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9.2.3.2.4 Guestlogin

e-FOLLOW.cloud allows users that do not have an account to use the eSF devices. Therefore, a
special Guest Login can be enabled.

Enable guest login: here you can eneable pE——— "
/ disable the guest login option
Enable guest login: .
User for guest login: El [change]
User for guest login : select a user that is Guest screen first; @
used when a guest is logging in. Guest button text: Guest [change]
To assign transaction and apply permission [Copy settings to all printers]
or quotas a specific user must be selected
as O6guest userd.
I't is recommended to crgeastdhnnt kimehlegginganlas queself ( e.

required, you can assign individual guest users to each eSF device.

Guestscreenfirst: i f enabled a | arge B croLiow

shown at the login screen.

If users need/want to login to their account they simply

swipe their card or press AL

screen,
Free Access

ES eFoLLow
Guest button text : here you can modify the

text for the guest button (e.g. Free Access)

Free Access

ID/Pass

[ Copy settings to all printers ]
Pressing this link will copy the current guest
login settings to all Toshiba eSF devices.

9.2.3.2.5 Print settings

The settings in this section will have impact on the handling and release of print jobs.

QuickPrint : —
If this function is enabled all print jobs of the user (also e ———
TeamPrint jObS) will be sent to the device immediately Note: The pricrity of the print settings is User->Departmant->Davice
aftel’ Iogln Print all jobs immediately after login ("QuickPrint™) @
Notify user if "QuickPrint” failed
Attention skip blank joblist
Users are not able to individually select jobs for printing Heep print jobs after princing for reprint
When QUiCkPrint iS enabled. Show "Keep print jobs™ option in job list .

Force duplex printing
Enable duplex printing by default

Enable simplex printing by default

Notify user if QuickPrint fails: force Blsck & whie printng

In case one or more jobs could not be printed i e.g. due Frebie black S whike prining by defmul
to missing permission or quota 1 the user will be notified
by email.

Hide color jobs if no color rights

Skip blank job list
If enabled, the joblist will not be shown after login if there are not print jobs pending on the server. The
user will be directly lead to the device home screen instead.

Operator Manual Version 6.0.0
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Keep print jobs after printing for reprint:
If enabled print jobs will not be deleted after printing. They will be kept in the virtual queue so they can
be reprinted at a later time.

Show "Keep print jobs" option in job list:
If this option is enabled, the user can select for each job if it shall be kept for reprinting or immediately
deleted after printing. A flag in the job list is accessible for each job.

Force duplex printing / black & white printing:
These options allow the administrator to force printing of each job in duplex and/or black & white /
erasable blue.

Attention
If enabled it is impossible for users to print documents in simplex mode or in color on this device.

Enable duplex /simplex/ black & white printing by default

In case the Force duplex, Force black & white option is set to off, you can configure if as default
setting. So Duplex / Simplex / B&W is enabled when the user is logging in.

In contrast to the "Force.." setting, this can be changed back to color by the users.

Hide color jobs if no color rights
If enabled, color jobs will not appear in the job list if the user has no permission to print color on this
device. Else color jobs will be printed in BW.

9.2.3.2.6 Consumables

Here you can see the status of the device’s toner and consumables level.

Consumalies A

Last update: 09.07.2020 11:17:56

Black T

Maintenance Kit 100%%
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9.2.3.3 MANAGE Toshiba eSF devices

When selecting one or multiple Toshiba devices the MANAGE option gets available.

ADD SELECT MODIFY

Q. search device.. Delete selected devices

You now have the possibility to remove the selected devices from the list

9.2.3.4 MODIFY Toshiba eSF devices

When selecting one or multiple Toshiba devices the

MODIFY option gets available. These options are very
helpful to perform modifications for multiple devices in one | [@secns ]
single step.

Change queues
You now have the possibility to assign virtual queues to the selected devices or to remove all assigned
virtual queues from the selected devices.

Assign virtual queues
This option allows assigning one or
. . Are you sure to remove the assignment of virtual queues form the selected device?
multiple virtual queue/s to the (Existing assignments will be replaced)
selected Toshiba devices in one step.
[ efollow-cs-test-0\chrome_ipp
efollow-cs-test-0\client_test

efollow-cs-test-0\Drawerl

At_tentlo_n ) L. [0 efollow-cs-test-0\Drawer3
this action will replace existing _
assignments of virtual queues.

efollow-cs-test-0\DrawerDefault
efollow-cs-test-0\e-follow. cloud
[] efollow-cs-test-0\ipp

afnllna-re_tact-N\TEE-Ousus

[Select all] [Cancel selection]
Cancel]
Remove assigned virtual queues
This option will remove all assigned
virtual queues from the selected
Toshiba devices. Are you sure to remove the assignment of virtual queues from 2 selected devices?

o

Attention
Make sure to assign at least one virtual queue to each Toshiba device. Else it will not be possible to
release print jobs.
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Set quotas

Here you can set quotas for the selected Toshiba devices. If you
do not wish to use quotas for a certain function - e.g. faxing,
scanning - you can disable the use of quotas by clicking to
[disable] .

This will make the selected function 'unlimited'.

Quotas are only checked at user login at the MFP. They are not
used to interupt jobs. Therefore it is possible for users to have
negative quotas.

Modify settings
This is a powerful method to change the settings for multiple
Toshiba eSF devices.

You have quick access to all settings as per individual device

1 Card login settings
1 Print settings

Generally, the pull downs offer three options:

1 do not change - the current status keeps
valid
enable - enables the function

1
9 disable - disables the function

Print all jobs immediately after login ("QuickPrint™)

Set quotas for 2 selected devices

Total quota: [disable]
Color quota: [disable]
Print quota: [disable]
Copy quota: [disable]
Scan quota: [disable]
Fax quota: [disable]
[Cancel]

Pages

Pages
Pages
Pages
Pages

Pages

[Don "t use quotas]

Change settings for the selected device

Card reader profile

Show PIN field first

Enable card self assignment

Show unknown card IDs on panel

[Cancel]

Notify user if "QuickPrint” failed

Skip blank joblist

Keep print jobs after printing for reprint

Show "Keep print jobs™ option in job list

Force duplex printing

Enable duplex printing by default

Enable simplex printing by default

Force black & white printing

Enable black & white printing by default

Hide color jobs if no color rights

Version 6.0.0

Change settings for the selected device

[Cancel]

do not change
do not change +
do not change +

do not change

do not change v
do not change v
do not change +
do not change
do not change w
do not change W
do not change v
do not change v
do not change v
do not change w

do not change

Operator Manual



e-FOLLOW.cloud page 113

9.2.3.5 Updating eSFi App

By default, the e-FOLLOW.cloud instance contains the latest eSF-App in A Settings A General A
Instructions & Configuration

e-FOLLOW

The current version of the installed App
is shown on the login screen.

If the version number does not end with _C (like 2.4.8_C) the app must be renewed by logging out or
MFP restart.

To guarantee unrestricted functionality it is mandatory that the latest eSF App version is installed on
the devices. If a deprecated version of the e-FOLLOW.cloud eSF App is installed on the MFP the
users are not allowed to login.

e-FOLLOW

A corresponding message is shown on
the device when trying to login.

ID/Pass

Top Usage Info Error .

Device '7530330311LDT" has outdated app version. Please update it '

‘ Event Log manually.

In the e-FOLLOW.cloud Event Log you will also find a corresponding Warning.
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9.2.4  Mobile print

e-FOLLOW.cloud allows users to send documents for printing via email from any (mobile) device.
Most common office file formats, images and PDF are supported.

9.2.4.1 E-Mail printing

E-mail printing is very convenient way to send documents for printing as almost every device with an
internet or WLAN connection is capable to send out emails.

#t € Logout
-FOLLOW |
é/ eloud ADD REMOVE
MANAGEMENT Mail printing
User list Test [change]
exchange
Departments Enabled
Permissions 0385 Protocol Office 365 ¥
Projects print Tenant ID
Domains
§ L Client ID/App ID
print_gmail_imap
DEVICES User
. t I 3
Virtual Queues e Password
Toshiba public_pop Mailbox URI https://outlock.office365.com/EWS/Exchange. a:
kit EE -
Test (Test]
Mobile print
Last error message
REPORT
Reports Print to queue ipp  [change]
|| Min. size for images 5 KB
SETTINGS Max. mail size 20 MB
General o
Validation token (3)
User portal &
User tools Additionally print mail text
Dashboard E-mail Notification
Schedules Send PIN with notification
Rules
Reader profiles Anonymous printing
Enabled

Therefore, e-FOLLOW.cloud can constantly check one or more email accounts of different type
(IMAP, POP3, Exchange or Office 365).

e-FOLLOW.cloud separates the attachments and processes them into a print job. All common file
formats are supported.

PDF PDF
Words: DOC, DOCX, XML, RTF, HTML, XHTML, MHTML, ODT, XPS, SWF, TXT, EPUB
Cells: XLS, XLSX, XLSM, XLSB, ODS, CSV

Slides: PPT, POT, PPS, PPTX, POTX, PPSX, ODP, PPTM

Images: GIF, JPG, JPEG, PNG, TIFF, TIF, BMP, EMF, EXIF, ICO, ICON, WMF
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If Anonymous mode is disabled e-FOLLOW.cloud accepts only emails from known senders. So the
sender’s email address must be identical to one of the email addresses stored in the user database.
If a sender address is unknown the email will not be processed and deleted.

Click to ADD to add a new email account to be monitored

by e-FOLLOW.cloud.

Enter a name for this account and d select the account type Name:

(IMAP, POP3, Exchange or Office 365). Protocol: | IMAP v
POP3
Exchange

[Cancel]l | gffice 365

Depending the account type you need to enter the account credentials:

0365

print

print_gmail_imap

print_gmail_pop3

public_pop

Test

Last error message -

Test_IMAP  [change] [ 1
Enabled
Protocol IMAP hd
User imapuser@gmail.com
Password oo
Hostname imap.googlemail.com
Port 993
Use S5L (0]

[Test])

Print to queue e-follow.cdoud [ 2

I|| Min. size for images 5 KB
Max. mail size 20 |MB
Validation token (7) [TOKEN]

Additionally print mail text
E-mail Notification

Send PIN with notification

Anonymous printing

Enabled .
Use existing user account

Create new user (3) (0]
PIN Length 4

[1] - IMAP/POP3

User
Password
Hostname
Port

Use SSL

Last error message

Operator Manual

Enter the username for this email account

Enter the password to login to the account

Enter the hostname or IP address of the email server

Port number of the server (the default values for IMAP and POP3
usually work fine)

Enable to connect via secure SSL connection

If an error while retrieving email occurs, the error message is shown

here.
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[ 3] - Exchange

The settings for an exchange account are different from the above.

exchange [change] 3
o [3]
0385 Protocol Exchange
print User test
. Password 0000 | sesssssssssssss
print_gmail_imap
URL https: /3OO0 EWS /Exchange. asm
print_gmail_pop3
Domain name (FQDN) csvs.loca
public_pop [Test]
Test Last error message
User Enter the username for this email account
Password Enter the password to login to the account
URL Enter the correct URL for the web access of your Exchange server
Domain Enter the name of your exchange’s domain

To determine the correct URL for the Exchange Web Service (EWS) of your server you may logon
to your exchange server and enter below power-shell command.

Get-WebServicesVirtualDirectory |Select name, *url* | fl
[ 2] - The following settings determine the processing and routing of the mails.

Print to queue This is the queue the processed document will be sent to. By
default the (first) virtual queue is pre-selected

Min. size for images This value avoids print out of small images like logos or icons

Max. mail size As processing of jobs needs some resources the size of emails
can be limited.

Validation token This is a security feature to avoid SPAM. If you enter any string
here all emails” subject must begin with this string.

Additionally print text If enabled not only the attachment will be processed but also the
email (body) itself.

E-Mail notification If enabled the sender will receive a confirmation email with the

status of the transmitted job.

Send PIN with notification If enabled the mail sent will contain the user’s login PIN

o Changing the output queue from a virtual queue to a direct queue will lead to an immediate printout of
the documents.
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9.2.4.2 Office 365 (modern Auth.)

e-FOLLOW.cloud supports fetching mails from an Office365 account. The high Office365 security
level (modern Auth.) requires some additional configuration.

exchange

print

print_gmail_imap

print_gmail_pop3

public_pop

Test

Test IMAP

0365  [change]

Enabled

Drod ool

Offica 2e0 W

Tenant ID

(1]

Client ID/App ID

2]

User

Password

Mailbox URI
[Tast]

Last error message

ITTT TP Y Y

https: /foutlook.office 365.com/EWS/Exchange. as

[ 1] Finding the Tenant -ID

Start the Azure portal and login with an Administrator account. Then select Azure Active Directory in
Azure services.

e e e e

Home >

(7 ) control-systems.de | Overview

Azure Active Directory

Overview

X H ©

=

lanage

Users

ke

Groups

B

«

-

Preview features

Diagnose and solve problems

& External Identities

» Roles and administrators

& Administrative units

B Enterprise applications

Cl Devices

I App registrations

{&) Identity Governance

£ Application proxy

Licenses

|- Add ~~ & Manage tenants [7] What's new

F Preview features

47 Gotfeedback?

Overview Monitaring Tutorials
L Search your tenant

Basic information

controlcugtemede Users 19
Tenant 1D Tl a2, [ Groups 5
Primary domain control-systems.de Applications 6
License Azure AD Free Devices 18
Alerts

A

Upcoming TLS 1.0, 1.1 and 3DES deprecation

Please enable support for TLS 1.2 on

clients{applications/platform) to avoid any service

impact.

Learn more [

You will find your Tenant-ID in the basic information of your AAD service.
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[2] Client ID/App ID

As Office365 does not allow direct access to a user mailbox, a specific client application needs to be
defined granting the required permissions.

Create an application in Azure Active Directory

Start the Azure portal (https://portal.azure.com) and sign in with your Microsoft account and select
"Azure Active Directory" in Azure services

Select "App registration” on the left

# Search resources, services, and docs (G+/)

Home >

0 control-systems.de | Overview

Azure Active Directory

“ |- Add ~ £ Manage tenants  [7] What's naw [5] Preview featurss O Got feedback?
O Overview
— ~ Overview Monitoring Tutorials
K& Preview features =
. Diagnose and solve problems =
P e our te
Manage
Basic information
&, Users
& Groups Name control-systems.de Users 19
BE External ldentities Tenant ID Bz o5 |': Groups 5
di, Roles and administrators R
Primary domain control-systems.de Applications
& Administrative units
License Azure AD Free Devices 16
i Enterprise applications
—_— Alerts
I8 app registrations
14} Identity Governance A Upcoming TLS 1.0, 1.1 and 3DES deprecation
Please enable support for TLS 1.2 on

i Application proxy bl et . - .
PE 4 clients{applications/platform) to avoid any service

impact.

Learn more &

4 Licenses

Click on "New registration

p SRR s 2 P o ¢

es > control-systems.de

x
+ New regist = ubleshooting () Refresh & Download Preview features A7 Got feedback?
O serting o diiediioai any new features to Azure Active Directory Authentication L nd Azure AD Graph. We will continu o provid technieal support and securty updites but we willno
d solve problems longer provide feature Updates. Applications will need to be upgraded to Microsoft Authentication Libr icrosoft Graph. Leam more

Manage
All applications  Owned applications  Deleted applications
& Users [ ——
2 Groups 0 Start typing a display name to fiter these results Application (client) ID starts with X ¥ Add fiters
85 Extemal ldentities

1 appiications found

Display name T Application (client) ID Created on T, Certificates & secrets

n testuM 166424da-1097-

92-b7bb-51eb87612283 /1172022 @ Current

4 Licenses

B Azure AD Connect
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Register an application

*Name

The user-facing display name for this application (this can be changed later).

Supported account types
Who ean use this application or access this API?
(®) Accounts in this organizational directory only (control-systems.de only - Single tenant)

QO Accounts in any organizational directo

QO Accountsin

(O Personal Microsoft accounts only

y (Any Azure AD directory - Multitenant)

rganizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Helpme

Redirect URI (optional)

We'll return the authentication respor
changed later, but a value is required

this URl after
r most authenti

ssfully authenticating the user. Providing this now is optional and it can be
cenarios,

W ] [es ripsimams

om/auth g

Register an app you're working on here. Integrate gallery apps and other apps from autside your organization by adding fro

agree to the Mier

oft Platiorm Policies o

Register

Give a hame, select a Supported Account Type and click "Register"
Copy the Application (client) ID, you'll need and enter it to the mobile print account configuration [ 2 ].

control-sys

Preview features

« [il Delet: @ Endpoints

M Overview

@ ot s seconen W woud love your fescisack e Mizssoft lenty pltiorm (previsusy Azre AD for Geveicger. -
Quickstart

# Integration assistant A Essentials

Manage Display name Client credentials
I Redirect URls
Application ID URI

Apy

B Branding & properties jon (client) ID

2

e ez

uthe:

Ditectory (fznang) D : O1325572-6220-4228-28c2-4166T Managed spplication in L. : -E-Ang.
Supported account types : M nl
foken configuration
o APl permissions @ vrecome o the rew anc mproved Aps regisratons Loking to e o 5 changed fom A regsietons (1203 ”
@ Expose an APl
@ Starting June 30th, 2020 vie will no longer add any new features to Azure Active Directery Authentication Library (ADA *

B App roles nue to provide technical support and security Updates but we
i Approles e

wil n longer provide feature updates. Applications will need to be upgraded to Microsoft Authertication Library (MSAL) and Microsoft Graph

& Owners
4. Roles and sdministrators GetStarted  Documentation

H Manifest

Support + Troubleshooting Build your application with the Microsoft identity platform

P Troubleshooting n authentication servi

solutions, a

The Microsoft identity platfor
standards-based authe

open-source libraries, and sppl
and protect APls, and add sign-in

ion management tool
ur users and customers.

& MNew support request

Select "API permissions" on the left
You must add the following permission

O EWS.AccessAsUser. All
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Therefore click +Add a permission

Microsoft Azure P Search resources, services, and docs

control-systems.de

eFohy

- e-F-App | API permissions =

& Overview

Quickstart
# Integration

Manage

B2 Branding & properties
D Authentication

Certificates & secrets }

B Got feedback?

organizations where this app will be used. Leam

Configured permissions

Applications are authorized to call APls when they are gre

Mihe gepsionsine 2oplcation needs. Lear 1

Add a permission

= APl permissions

HL App roles

& Owners

4. Foles and administrators

B Manifest

Support + Troubleshooting

& Troubleshoating

& New support request

anted permissions by users/admins as part of the consent process. The list of configured permissions should include

rmissio

rant admin consent for control-systems de

@ The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not refiect the value in your orgar
-

Type Description Admin consent requ... Status
Delegated  Sign inand read user profile Ne
To view and manage permissions and user consent,
" H n
Then select "Microsoft Graph
P e e e
ems de > e-F-App Request APl permissions
5 e-F-App | APl permissions  »
Select an AP|
« () Refres! & 6 ? N
() Refresh | & Got feedback Microsoft APIs  APIs my organization uses My APIs

I Overview

Quickstart
#" Integratio

Manage

B Branding & properties
D Authentication

Certificates & secrets

o APl pen

Token configuration

@ The Acmin consent required™ column shows the defa
e

organizations where this app will be used.

Configured permissions

all the permissions the application needs. Learn mor

+ Add a permission

@ Expose an API

App roles

& Owners

API/ Permissions name Type
ns
~ Microsoft Graph (1
User.Rez Delegated

To view and manage permissions and user consent. try

&. Roles and administrators

I Manifest

Support + Troubleshooting

& Troubleshaoting

& New support request

Select

'‘Delegated permissions'

Description

It value for an organizz

Applications are authorized to call APls when they are granted permissions by v

rmissions an

~/ Grant admin consent for control-systems.de

Sign in and read user profi

Commonly used Microsoft APls

CONTROL-SYSTEMS DE (CONTR.

Microsoft Graph
Take a
Aqcess Azure AD, Bxce
single endpoint.

antage of the tremendous amount of data in Office 3
intune, O

rprise Mob

‘oak/Exchange, OneDrive, OneNo!

= Securty, and Windows 10.
anner, and more through a

SharePo

& Azure Communication
18

Services L) azure Cosmos DB

Rich communication experiences with
the same secure CPaaS platform used
by Microsoft Teams

forany scale

B2 Aavre Data Lake

l:l Azure DevOps

55 to storage and compute

c Integrate with Az.
data analytic scenarios

DevOps server

Fast NoSQL database with open APIs

vOps and Azure

-
{ Paure Data Explorer

Perfom ad-hoc queries on terabytes of
2 10 bu e
complex analytics solutions

e

O Azure Key Vault

your key vaults as well 2s the
secrets, and certificates within
your Key Vaufts

(al igl
l&. Sservices
Alow valigzted users to reac ang

() Aaure maps

n-zware weo znd moble

e

MW Overview

Quickstart

Manage

D Authenticati

Certificates & secrets }

o APl permi

@ Expose an API

& Owners

control-5)

#" Integration a:

Branding & properties

Token configuration

ms.de

eF-App

e-F-App | APl permissions =

AP Got feedback?

« O Refresh

@ The“Admin consent rec
organiza

Configured permissions

Applications are authorized to call APs when they are g
all the permissions the applic

n

Add a permission

API [ Permissions name Type
ns
 Microsoft Graph (1
UserRez Delegated

To view and manage permissions and user consent. try

&, Roles and administrators

B daciact

Search/Select the following API permission

O EWS.AccessAsUser. All

Version 6.0.0

nted permissions by «

Description

it value for an organig

/ Grant admin consent for control-systems.de

Sign in and read user profi

Request AP| permissions

<Al APIs

&

Microsoft Graph

hitps://graph.mi

oftcom/

o

What type of permissions does your application reguire?

Delegated permissions
Your application needs to access the API as the signed-in user,

VLN

Programmatic access to much of the

Application permissions
Your appiication runs a5 3 background service or daemon without 2
signed-in user,

Operator Manual
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Click "Add Permissions"

If you are not an administrator, you must ask your administrator for consent. He must then go to this
page with his account and click on the button "grant administrator consent for YOUR.DOMAIN".

The status of all permissions should be green now.

Select "Manifest" on the left

]

Set "allowPublicClient" to 'true' and click save

Operator Manual Version 6.0.0



