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1 Introduction

Thank you for subscribing to e-FOLLOW.cloud, the SaaS version of the well-known PrintManagement
solution e-FOLLOW Professional for Toshiba e-BRIDGE Next and TOSHIBA eSF multifunctional
printers providing features like

Authenticated printing, copying, scanning and faxing
Secure print release

Print-2-Me

End-to-end encrypted printing

color, print, copy, scan and fax quota management
accounting for print, copy, scan and fax

mobile printing

mobile print release

cooooOOD

The advantage of the SaaS approach is
o Avoid to install any server software on customer site
o Avoid to install any software on the user PCs
& Securely route all print jobs from any user device via the cloud to unlimited number of sites
O Support unlimited number of MFPs, users and sites per customer

This manual will guide the administrator through the setup of MFP devices, the onboarding to the
SaaS application and the custom configuration.

1.1 Symbols in this manual
In this manual, some important items are described with the symbols shown below. Be sure to read
these items before changing any configuration.

Hint:
Indicates information to which you should pay attention

Warning:
Indicates a situation where modification of the settings may have impact on correct operation.
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2 General setup of e-FOLLOW.cloud

A core element of e-FOLLOW.cloud are the embedded Applications
available for both, eBridge and eSF platform.

~»- FOLLOW
Q/ Cloud

These once need to be installed on the device. The application will
connect to the corresponding tenant instance and self-register the device.

For security and GDPR compliance, customer data is strictly separated within e-FOLLOW.cloud.
Customers with 25 or more connected MFPs are hosted on dedicated POD servers with their own e-
FOLLOW.cloud services, MongoDB database server, and dedicated file storage. Smaller customers
may share POD infrastructure, but each customer has an individual database and a separate,
encrypted file storage directory.

Common platform services and infrastructure resources are shared where appropriate. Thanks to the
cloud-based architecture, these resources can be scaled according to the current workload.

All printing traffic from any client is securely sent from anywhere inside or outside your local network
and securely held in e-FOLLOW.cloud until the jobs are requested by the user after authentication at
the MFP.

>+ FOLLOW
e/ Cloud

(e

Mobile

‘Home Office

I_nternet

B o B S BN 4 EN s s s ommow

LAN

Chromebook
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3 Concept of queues and devices

e-FOLLOW.cloud is designed to manage, track and route print jobs from the users clients (PCs,
mobile devices etc.) to Toshiba multifunctional printers (MFPs).

Thanks to its advanced design, e-FOLLOW.cloud does not need to install any additional local server-
and client software. Print jobs are sent via SSL secured IPPS protocol from the client workstations to
the e-FOLLOW.cloud virtual queues.

3.1 Virtual Queues

The concept of virtual Queues in e-FOLLOW.cloud is used to keep print jobs spooled on the server for
a later release to a MFP when the user is in front of it.

Virtual IPP queue

A virtual IPP queue is an URL offered by e-FOLLOW.cloud IPP server. HTTPS is used to securely
send jobs SSL encrypted from any clients to e-FOLLOW.cloud server. Print jobs that are sent to a
virtual IPP queue will be spooled encrypted on the e-FOLLOW.cloud server until they are requested
for printout at any device/printer or deleted (by user/admin intervention or due to a rule).

4 End-to-End encryption

e-FOLLOW.cloud offers highest security level by providing 100% end-to-end encryption of print job
data.

IPP Server @

HTTPS request |

The built in IPP Server allows clients to transmit print job data via secure socket connection
HTTPs/IPPs to the e-FOLLOW.cloud server. The jobs held in a virtual queue for a later release are
stored fully encrypted on the e-FOLLOW.cloud server’s storage.

The jobs requested by the MFPs for printout are also sent SSL/TLS encrypted.

Version 6.1.2 Operator Manual
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Requirements

Internet connection

Toshiba e-BRDIGE Next MFP (Embedded Platform Framework Version 2.1.2 or higher)
eSF-based MFP (V4.x or higher)

Supported printer drivers:

o Toshiba V4 Printer Driver

Toshiba Universal 2

Toshiba Universal PS3

Toshiba Generic PS3

Toshiba Generic XL

ooOOD

O O O O

41 Supported MFPs

e Supported Toshiba e-BRIDGE eSF devices

A4 Monochrome A4 Color

e-STUDIO448S, e-STUDIO478S, e-STUDIO528P, | e-STUDIO338CS, e-STUDIO388CS/CP
e-STUDIO409AS, e-STUDIO449S, e-STUDIO479S | e-STUDIO389CS, e-STUDIO479CS, e-STUDIO339CS,
e-STUDIO409CS, e-STUDIO509CS

e Supported Toshiba e-BRIDGE Next devices

A3 Monochrome MFP

e-STUDIO2508A/3008A/3508A/4508A/5008A e-STUDIO5508A/6508A/7508A/8508A
e-STUDIO2518A/3018A/3518A/4518A/5018A e-STUDIO5518A/6518A/7518A/8518A
e-STUDIO2528A/3028A/3528A/4528A/5528A/ e-STUDIO6529A/7529A/9029A

6528A

A3 Eco Hybrid MFP - Monochrome
e-STUDIO3508LP/4508LP/5008LP

A3 Full Color MFP e-STUDIO5506AC/6506AC/7506AC
e-STUDIO2000AC/2500AC e-STUDIO2515AC/3015AC/3515AC/4515AC/
e-STUDIO2010AC/2510AC 5015AC
e-STUDIO2505AC/3005AC/3505AC/4505AC/ e-STUDIO5516AC/6516AC/7516AC

5005AC e-STUDIO2525AC/3025AC/3525AC/4525AC/
e-STUDIO2020AC /2520AC 5525AC/6525AC

e-STUDIO6526AC/6527AC/7527AC

A4 Full Color MFP
e-STUDIO330/400AC
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5 Prepare e-Bridge Next devices

Before the e-Bridge device can connect to e-FOLLOW.cloud some preparations have to be done.

Make sure you have access to the following files and data

& Your Client-ID
& One-Time-Password

Hint

You find the embedded App and Server-URL in e-FOLLOW.cloud management
- SETTINGS - General - Instructions & Configuration

During the onboarding process your reseller creates an account for you in e-FOLLOW.cloud. This will

generate some custom specific data

& Client-ID
O Client specific ports
& One-time password

On behalf of your client-ID the custom specific URLs hostnames (and ports) are created.

Customer

Customer name

Client ID

xxxx-yyyy your custom specific Client-ID

One Time Password

1234567890abc — a one-time password for your first
login

for MANAGEMENT https://management-xxxx-yyyy.e-follow.cloud
for USERPORTAL https://userportal-xxxx-yyyy.e-follow.cloud
for IPP printing https://ipp- xxxx-yyyy.e-follow.cloud

for EWB2 https://ewb2-xxxx-yyyy.e-follow.cloud

for ESF https://esf- xxxx-yyyy.e-follow.cloud

for Client https://client-xxxx-yyyy.e-follow.cloud

for LDAP-SSL

xxxx-yyyy.e-follow.cloud:aaaaa

Your client specific port for LDAP-SSL

adaaaa

for MOBILE

mobile-xxxx-yyyy.e-follow.cloud:443

Version 6.1.2
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5.1

Instructions & Configuration

To ease the setup procedures for your MFPs e-FOLLOW.cloud provides a page giving all required

Instructions, downloads, etc..

Instructions &
Configuration

Database [
Support

License
information

Application

Auto configuration

Data protection

Custom formats

SMTP / E-mail

Expert settings

Download:
e-FOLLOW. cloud-Operator_Manual_EN.pdf (version: 5.7.0)
e-FOLLOW.cloud-Operator_Manual_FR.pdf (version: 5.5.0)

Instruction to set up Toshiba e-BRIDGE Next devices A~

1. Install Application

I. Open installation window

II. Upload e-FOLLOW doud archive

Download:
e-FOLLOW cloud.zip (version: 2.4.0)

III. Confirm License Agreement

IV. Wait for successful instalation for 20-30 seconds. Otherwise, refresh the page in
TopAccess.

2. Set up the Application
I. Open e-FOLLOW cloud setup page

II. Enter appropriate values

e-FOLLOW cloud Configurations

https://ewb2-cs-test.test.e-

&-FOLLOW URL: follow.cloud

[copy]

LDAP password EREEEEIEE ol

For manual LDAP configuration
LDAP S5L/TLS Port Number: 1026
III. Check Autoconfig settings
IV, Click on the "Apply settings and configure” button
\. Wait for the finish of configuration
V1. Start the Application if it wasn't done automatically

Instruction to set up Toshiba eSF devices v
Windows PopUp v
Ippinstaller {Microsoft Intune) w

Pls. follow the instructions step by step.

Operator Manual
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5.2 Install the embedded App

The e-FOLLOW Instructions & Configuration page offers the latest version of the e-FOLLOW
embedded App.

Download:
e-FOLLOW cloud.zip (version: 2.1.0)

To install login to TopAccess of the desired device.
Change to 2 Administration - Application and click to Install Application

Device Job Status Logs Registration GCounter User Management Administration

Application

Installing or using application(s) constitutes your acceptance of terms and condifions. If you do not accept those terms and conditions, you may not install or use application(s), and
you must promptly uninstall the application(s). Terms and conditions for each application is available through application details link_

Applicstion Mame “ersion Manual Operation Start Type Uninstall License Special Function Details

f&-—: DeveloperiodeSuit hingApp 100 o \alid -

Install Application

Select the e-FOLLOW application package
file (e-FOLLOW cloud x.y.z.zip) and click to 192.168.1.112 says

' . . Application Install Succeeded!
After confirming the EULA the package will

be transferred and installed. “

The e-FOLLOW.cloud application now appears in the application list.
Application
| Settings = User Extended Information

Embedded Application

Installing or using application(s) con._st\lqtes your acceptance of t_erms and condilio_na If you do not accept those terms and conditions, you may not install or use application(s), and

you must promptly uninstall the Terms and for each iz available through application details link.
Application Name: Version Manual Operation Start Type Uninstall License Special Function Details
‘l‘c.a DeveloperiodeSuitchingAnp 300 Auto Valid -
ﬁjiu—.l\.an -FOLLOW cloud 210 - -

Click to the Application Name to access the e-FOLLOW application settings.

Version 6.1.2 Operator Manual
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5.2.1  General settings
Enter the required information into the General Settings page.

e-FOLLOW Settings ¢

[EUTIIES | Log setfings | Autoconfiguration | Counters | Update settings

Reset | | Apply settings and configure |

e-FOLLOW cloud Settings

» e2-FOLLOW URL https://ewb2-cs-test.test.e-follow.cloud ‘

« LDAP password sesane ‘

Local Settings

* MFP admin password sesense ‘
* ODCA Port 49629
» Use HTTPS for ODCA communication O

e-FOLLOW Workability

Test Workability

e-FOLLOW URL: the custom specific URL according the client-ID provided by TOSHIBA

' Attention
4 = . This URL is custom specific and must not be mixed with URLs from other customers.

o LDAP-Password: the LDAP-Password generated by e-FOLLOW.cloud.

ODCA Port: make sure to use the correct port for ODCA as configured in TopAccess. Enable Use
HTTPS for ODCA communication if only SSL/TPS port is actived.

Setup
Setup
General | Network | Copier | Save as a file | E-mail | InternetFax | Drucker/e-Filing | Drucker | Druckdiensts | ICC Profil | POL Filter | EWE | Version
Off Device Customization Architecture Einstell
Network
Enable Port Aktiviert v
Port 49629
SSL/TLS Port aktivieren Aktiviert
SSL/TLS Portnummer 49630
Configuration

assion Timenut(AN-99999) S0,

MFP-Admin password: the MFP-Admin password.

You can leave it blank in case the default password for TopAccess is used

Operator Manual Version 6.1.2



page 16 e-FOLLOW.cloud

5.2.2 Run Auto-configuration
Clicking [ Apply settings and configure ] to save all settings and start the Auto-configuration.

e-FOLLOW Settings
General settings | Log settings | Autoconfiguration \ Counters | Update settings

Reset I‘ Apply settings and configure ‘ I

e-FOLLOW cloud Settings

= e-FOLLOW URL |httpa:s’r’ewb?c:sfprod.e—follow cloud |

+ LDAP password sssuas |

Local Settings

« MFP admin password cesnen |
= ODCA Port 49629
» Use HTTPS for ODCA communication OJ

e-FOLLOW Workability

Test Workability

e-FOLLOW.cloud App is now fetching the current settings from e-FOLLOW and pushes the
configuration

< TopAcces Settings
<> LDAP client

<> LDAP Settings

<> User Roles

to the MFP.

e-FOLLOW Settings
[ENEE S | Log setiings | Autoconfiguration | Counters | Update settings

| Reset | | Apply settings and configure | App was completely configured!

When finished, above success message will be displayed.

Version 6.1.2 Operator Manual
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5.2.3 Autoconfiguration settings

Here you can check the configuration settings, which are fetch from e-FOLLOW.cloud server.

e-FOLLOW Settings
General seffings | Log settings | [t nGicy | Counters | Update seftings

| Reset | | Apply settings and configure |

Fetch Settings

| Apply settings to TopAccess

TopAccess Settings

= Auto change login user
» Enable guidance screen O
* Enable PIN code authentication

Minimum PIN code length _

Authentication failed print job/Raw Print Job m

A

Default screen after login m
A

~

Assign function key 1 with e-FOLLOW
Assign function key 2 with Job Status
Auto clear time

LDAP Settings

If required you can modify settings and apply these individually to this specific device.

5.2.4  Update settings

The e-FOLLOW.cloud app will update itself when a new version is available on the server.

Therefore the app checks every 1 hour if it is outdated. When no user is logged in the app update will
be proceeded.

e-FOLLOW Settings
General setfings | Log settings | Autoconfiguration | Counters | [IiEECE ULl S

‘ Reset | | Apply settings and configure |

= Ignore outdated app version

= Try to perform self-update

<]

= Count of consecutive failed updates 0

Manual Update

Update App

Operator Manual Version 6.1.2
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To check manually for a new version it is also possible to press the Test Workability button. If an
update is available the Update App button will appear.

e-FOLLOW Settings ¢
General setfings | Log setfings | Autoconfiguration \ Counters | Update settings

| Reset | ‘ Apply settings and configure ‘ © Workability test has been failed

e FOLLOW cloud Settings

* e-FOLLOW URL |h‘ttps:ﬁewb2-cs-test.tes1.e-follow.cloud |

« LDAP password sesssnans |

Local Settings

« MFP admin password PR |
= ODCA Port 49629
» Use HTTPS for ODCA communication O

e FOLLOW Workability

Test Workability
App version test failed (Outdated version of the app is used) | Update App

5.2.5 Self-Registration

After startup of the application, the device will self-register to the e-FOLLOW.cloud by its serial
number.

The serial number is automatically entered as Name for Reports. For a better identification it is
recommended to enter a name here.

Q, search device... (5 (CNLH59919)

0 _ A Low paper level for drawers: Large Capacity Feeder
CNLH52919

Activated : .

Resolved IP address: [resclve]

I Serial number: CNLH55918 I

Description: [change]

| Name far reports: (3) CNLHS5518 I [change]
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6 Prepare eSF devices
Before the eSF device can connect to e-FOLLOW.cloud some preparations have to be done.
Make sure you have access to the following files and data
& Client-ID
& One-Time-Password
o Embedded eSF-Application
6.1 Install the embedded App

The e-FOLLOW Instructions & Configuration page offers the latest version of the e-FOLLOW
embedded App.

efollow.fls (version: 2.4.8)

Download: ‘ |

To install login to the embedded Webserver of the desired device and change to
> Apps
TOSHIBA Embedded Web Server @ Language ~ Welcome admin | Log out

TOSHIBA e-STUDIO448S
IP Address : 192.168.1.101

Contact Name :
Location : Control Systems dev

Status : Ready
Messages : Beta application Fake ID Device installed (More...)

: Import Configuration Export Configuration

Apps

Select Option Apps

Status

Settings
Device
Print
Paper
Copy
Fax
E-mail
FTP

Install an app

Fast HTTPS Example Keyboard Emulation

y 4
Example covering both Reader Driver
EnhancedFastHttpsService and Driver to support card reader that
FastHttpsService{deprecated) emulates a keyboard
USB Drive

Network/Ports State: Running State: Running
Security
Reports
Address Book
Shortcuts AT BETA -Fake ID Device BETA -Debug

y 4
Bookmarks A card device emulator for use Application
Al with automated testing Enables remote debugging
PRS
support and shows memory and
P service information. For any
Site Map changes to the application

ftings {0 ake eflect the printer

Click to [IiSellEliETele] and select the efollow.fls file just downloaded from e-FOLLOW.cloud.

Once it is successfully installed, change to the application’s configuration.

IL,'|sp|ay LUsSIomizaton
e-FOLLOW

. Confi View L
tston s, D e

Version 245
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Enter the customer URL provided by Toshiba and click to Apply.

e.-FOLLOW

[=

Server URL (has priority) I|Inlps_-’-'ssl-c. 5. e-follow. cloud ||0
Development Mode ]

Deprecated Settings: '@

Server Hostname/IP | | (7]
Server Port 443 I
Import | Export | Restore Defaults Apply

Status Click Apply to save settings

Make sure to enter the Server URL as indicated in the Configuration Instructions.

e-FOLLOW Configurations

Server URL: https://esf-c: “t.e-follow.cloud [copy]

The Server Port 443 (SSL) must not be changed!

The login screen will appear on the device’s panel.

If the version number does not end with _C (like 2.4.8 C) the app must be renewed by logging out or

MFP restart.

e-FOLLOW

Version 6.1.2
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6.1.1  Self-Registration

After startup of the application, the device will self-register to the e-FOLLOW.cloud by its serial
number.

The serial number is automatically entered as Name for Reports. For a better identification it is
recommended to enter a name here.

Q search device.. v l‘;‘ (7017821101YKD) =
&Y 7017521 101v0
Activated : ‘
Resolved IP address: [resolve]
| serial number: 7017821101YKD |
Description: [change]
I Name for reports: (%) 7017821101YKD I [change]

Operator Manual Version 6.1.2
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7 e-FOLLOW.cloud — Quick start

Before you can start using e-FOLLOW.cloud some minimum configuration needs to be done.

7.1  First login to e. FOLLOW.cloud Management

Enter the Management URL (HTTPS://management-custom-ID.e-follow.cloud) provided by Toshiba in

any web-browser.

P |

E, FOLLOW

First login

Please enter your One Time Password:

Set your Operator password:
Password [at least 8 characters):

Repeat password:

You will be prompted with e-FOLLOW.cloud first-login page.

Enter the One-Time-Password provided by Toshiba and select an Operator-password of your choice.

This new Operator password must not be lost. If you forget your password ask your Support to reset

the password.

Version 6.1.2
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7.2  Virtual queue(s)

Generally, all print jobs are sent to one or several virtual queue(s) provided by the e-FOLLOW.cloud
instance. The jobs are held until they are requested to be printed by the e-FOLLOW.cloud APP
installed on each MFP.

)

/_—Is E{ -FOLLOW

Ce

Internet

Once a job is requested to be printed it will "[U\ﬁ '''''''''''''''''

be downloaded by the App from e-
FOLLOW.cloud storage.

All communication, data storage and data
transfers are SSL encrypted.

To create a virtual queue login to your instance of e-FOLLOW.cloud using:

https://management-YOUR_CUSTOM_ID.e-follow.cloud

Operator Manual Version 6.1.2
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7.2.1  Adding virtual IPP queue

To add a virtual queue, click to ADD and select the virtual queue type you wish to add.

A # € Logout
- FOLLOW
é " cloud
ADD REMOVE SELECT
MANAGEMENT Q Search gqueue ... l? Virtual IPP queue [IPP URLs] [Drawer and paper preconfiguration]
User list Additional settings »
Departments O ”~ FZ'EE:E;‘"-CI"“C' Auto-delete jobs that have not been printed | after 14 days N
Permissions o ipp_cs._test SELECT FILTER: OFF  MODIFY
. wp (0 Jobs)
Projects
-Queue ages ime
O @ e I S ) 0
Domains PP (0 Jobs)
O Q igl}na Testseite Ingo.Pfeiffer@cont... 1 4/17/2026 3:42:10 ..
DEVICES wp (4 Jobs) Testseite Ingo.Pfeiffer@cont .. 1 4/17/2026 3:42:00
O @ PropTEST
Virtual Queues wpp (0 Jobs)

To add a virtual IPP queue simply enter a name for the queue.
The URL prefix is fix and cannot be changed.

Queue name | e-follow.ipp

Clicking to [ IPP URL ] will show the IPPS URL for this virtual queue.

Q Search queue ... l}é Virtual IPP queue | [IPP URI;]I [Drawer and paper preconfiguration]

Additional settings )

O ~ f'?‘!‘}w-dDUd Auto-delete jobs that have not been printed | after 14 days hd
(2 Jobs;

ipp_cs_test SELECT REFRESH: ON FILTER: OFF MODIFY
T

wp (0 Job:
IPP URLs for selected queue

https://ipp-cs-test.test.e-follow.cloud:443/e-follow.cloud  [copy wrl] [

wpp (0 Jobs

? (4 Jobs,

S| T B EHIE

Share the full URL [ 2 ] to the users so they can create an IPP port on their clients that points to this e-
FOLLOW virtual IPP queue.

Make sure the Internet printing client is installed on the client PC. Else users cannot connect to the
URL.

g

Use the Ipplinstaller-package for a more convenient way to install a IPPS printer queue on windows
client PCs
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7.3 Users
. '} FOLLOW
7.3.1 ADD (internal user) é_/ ~ Pratemionl [ oo e FLLTER: OFF
Click to Add to adding a new internal user. MANAGEMENT Q search user. /(12
Login name, Username and password are WY TR— —Ppassword: 123
mandatory. Departments
Permissions
Projects Login name pclarc *
Domains Username Peter Clark *
(Fore- and surname)
If available, select a department the user is )
. . . . P; v [TTTTY) *
belonging to and enter his/her email address and home directory. o
Confirm password sessss *
The user’s email address is registered to the Toshiba device when the Esnaiyeit . -
user logs in and can be used according the email address settings. E”‘a”:dd:“ D
omedirectory
Cancel add

If you allow 'unknown users to print' (= SETTINGS - General >
Application = Print)

e-FOLLOW.cloud will automatically add users to it’s internal-user database when they send their first
print job to the server.

7.3.2

Microsoft Entra ID

e-FOLLOW can synchronize users from multiple Entra ID, LDAP or Active Directory servers.

Clicking to [ ADD ] will allow you to synchronize your Microsoft Entra ID users with e-FOLLOW.cloud.
When you have prepared one App at your Entra ID, you can then enter your Tenant ID, the
Application (client) ID and the Secret Key.

More details about the Entra ID App can be fould at chapter 8.1.6 Domains — ADD Microsoft Entra ID
(Azure Active Directory).

Also more details about the synchronize to LDAP or Active Directory servers can be found later.

Operator Manual

Name e-F-App
Tenant ID

Client ID

Client Secret

@Domain

(will be added to the username at printing at login if not present) @control-systems.de

User self-enrollment (7)
&)
Microsoft Login ()

Additional settings »

Redirect URIs for Entra ID app, when User self-enrollment or Microsoft Login is used:
User portal:

Management:

[Cancel]

https://userportal-cs-test.test.e-follow. doud/?page=self_enrollment_callback

https://management-cs-test.test.e-follow.cloud/?page=microsoft_login_callback
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7.3.2.1 Domains — User import

Here the synchronization options are configured.

Attribute names / Test

Default user

Group filter

Ignore disabled AD accounts
Remove Card IDs from
disabled user accounts
Ignore guest user accounts
Replace internal users
Delete unknown users
Generate random PIN

PIN length

Send PIN by email to user

Version 6.1.2

e-F-App (Microsoft Entra ID)

Name: Control Systems GmbH & Co. KG (e-F-App)

Order {with multiple domains) 4

Group filter
(if at least one group is set only users from that groups will be imported)

All Company

+1 [-1
Ignore disabled AD user accounts
Remove Card IDs from disabled user accounts
Ignore guest user accounts
Replace internal users

Delete unknown users - else they get 7 .
|| deactivated

Generate random PIN

PIN length

5]

Send PIN by email to user

Additional settings »

This allows you to import users only from specific Groups. Click
to [*+] to select a Group from your Entra ID.

If enabled, accounts that are disabled in the domain will not be
imported to the e-FOLLOW.cloud database.

If enabled, the assigned card ids of disabled users will be
removed.

If enabled, only 'Member' type user accounts will be
imported/synchronized to the e-FOLLOW.cloud database.

If enabled, internal users will be replaced by the domain users in
case of identical user names (Login name / UserPrinzipalName)

Domain users that are present in the e-FOLLOW.cloud database
will be removed if the corresponding account in Azure Active
Directory does not exist anymore.

If enabled this will assign a random PIN to each user account
Defines the number of digits for new PINs

Each user will receive an email containing the new PIN

Operator Manual



e-FOLLOW.cloud page 27

7.3.2.2 Domains - Attribute names

The database fields in e-FOLLOW.cloud are retrieved from specific attributes. By default, the attribute
names are set to common values. Here you can change/ add the attribute names holding the data for
the specific database fields.

e-F-App (Microsoft Entra ID)
User import
MName: Control Systems GmbH & Co. KG (e-F-App)

Attnbute name

To use the on-premises extension attributes, simply use extensionAttributel,

Default user extensionAttribute2, ... as the attribute name.

Projects

Display name: displayName

Alias: displayName

Limit and shorten alias to allowed .
characters for windows login:

Remove existing aliases before

Import:

Email address: mail

Home directory: homeDirectory

Custom home directory
Will be used if no home directory
s found. Wildcards:

Department: department
Card ID: extensionAttribute3
Login-PIN:

Test
Username / ID:

Passwerd (optional):

[Reset Entra ID Token]

[Check Entra ID Token]

To use the on-premises extension attributes, simply use extensionAttribute1, extensionAttribute2, ...
as the attribute name.

The Alias field is mandatory and essential for assigning print jobs. Therefore the Alias must be
changed to fit to the Windows login name (Limit and shorten alias to allowed characters for windows
login).

The 'custom home directory' can be used to define a user’'s homeDirectory even if it can’t be
retrieved from the directory service. Enter the SERVER & PATH and if required "::username" as a
wildcard for the user login name (sAMAccountName)

For Entra ID authentication, a token is used. If the Entra ID configuration changes (e.g., permissions),
you can press [Reset Entra ID Token] to obtain a new one.

You can also press [Check Entra ID Token] to view the assigned permissions and the token's
expiration time (the token is automatically renewed).
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7.3.2.3 Domains - Default user

Here you can define the user
settings for newly imported
users from this domain.

Activated

Accounting

Popup profile
Print settings

Automatic deletion of jobs

Version 6.1.2

User import

Attribute names / Test

Projects

Idap.forumsys.com (LDAP)

Name: |dap.forumsys.com

Activated

Accounting

Popup profile

Print settings
Print all jobs
immediately after
login {"Quickprint”)

Motify user if
“QuickPrint" failed

Keep print jobs after
printing for reprint

Show "Keep print
jobs™ option in job list

Show print and keep
button

Force duplex printing

Enable duplex
printing by default

Enable simplex
printing by default

Force mono printing

Enable black & white
printing by default

Force erasable @
Blue

Do not print if the

Log

Mone

New users can be imported in 'deactivated' mode. In this case
they cannot print or login to any device.

Select the accounting mode for new users. Depending the

selected mode Quota setting are getting active.

Select a popup profile for new users

Select the print settings for new users

This defines the treatment of jobs that have already been
selected for printing in case of an error, user log out or user login.
This will ensure that documents will only be retrieved by the

authorized user.
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CSAAD (Microsoft Entra ID)

Select the default user User import
settings for Projects Attribute names / Test

Mame: Control Systems GmbH & Co. KG (CSAAD)

Enable project selection
Default user

Projects are mandatory
Quotas Allow manual entry of project names

Allow manual entry of sub-project
names

Add manually entered projects to
project list

CSAAD (Mi ft Entra ID)

The Default User - User import s e

. Mame: Control Systems GmbH & Co. KG (CSAAD)

QUOtas 0pt|0ns Only gets Attribute names / Test

available if the accounting Total quots: Pages

mode for the default user Selut e Color quota: - 250 | Pages

|S Set tO 'QUOtaS' Projects Print quota: Pages
Scan quota: Pages
Fax quota: Pages
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7.3.3 Self-register @ User Portal

If enabled in Management Allow self-registration
If enabled users can self-register an internal account to e-FOLLOW. An appropriate link will be shown
on the User Portal login page.

e/-:ﬂLLﬂ\x # e
Username:
Attention N
Make sure the SMTP settings
are correct, as e- etz | crostesesmmy | 0 sememver ogn [P0
FOLLOW.cloud will send out a '
confirmation email to the user. ‘
Version: 5.6.0 RCOS e
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7.3.4 USER-CSV Import

User data can be easily added or modified via .csv file. This function allows to add new (internal) users

to the e-FOLLOW database and to modify or add data to existing user accounts.

ADD SELECT FILTER: OFF CSV IMPORT

(valid values for Accounting type: Mone, Protocol, Balance, Quota, QuotafdndBalance)

If the user already exists new values for Alias, Card ID and Email Address will be added.
All other values will be overwritten. In general, empty values from the CSV file are ignored.

CSV import file: [1]
CSV import file syntax: [2]

User name,Full name, Password,Pin, Alias, Card ID,Email Address,Department,HomeDirectory, Accounting type

Separator: Comma b [3]
Check during impaort, if pin, alias, card ID or e-mail address . 4
are already assigned to an existing user.; [ ]

Check dashboard for import errors.

[1] Import file:
Here you can upload a .csv file containing user data.

Valid values for Accounting type are

e None
e Protocol
e Quota

[Cancel import] Start import

=

h---

You can easily upload/replace the user_import.csv file by pressing the button Upload new CSYV file.

[2] Syntax

Make sure the structure of the .csv file is correct. The first line will be imported too.

[3] Separators
Here you can define the field separators (comma, semicolon or tab stop).

[4] Check during import

Here you can define if all fields should be imported as they are or if pin, alias, card-id and e-mail

address should be only imported if not used by any existing user.

If the user already exists new values for Alias, Card ID and Email Address will be added.

All other values will be overwritten. In general, empty values from the CSV file are ignored.

All informations about import status and errors can be found in the dashboard.

Operator Manual
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7.4 Windows Client setup

For security reasons e-FOLLOW.cloud does only accept print jobs sent via IPPS.

7.4.1 Adding a Windows IPP printer

In the add-printer dialog select "a shared printer by name"

X
= Add Printer
Find a printer by other options
(C) My printer is a little older. Help me find it.
(C) Eind a printer in the directory, based on location or feature
Enter the IPPS r|nter URL © Select a shared printer by name
generated by e r;;OLLOW C|0Ud https://' *r.e-follow.cloud:443/ipp Browse...
) Example: \\computername\printername or
http://computername/printers/printername/ . printer
() Add a printer using an [P address or hostname
(C) Add a Bluetooth, wireless or network discoverable printer
(C) Add a local printer or network printer with manual settings
Cancel
You'll find the URL for a given virtual queue in Management.
# € Logout
. P ) i g
dickto [IPPURL] | 20,
—— o ADD SELECT
copy the URL and N ol | ;
ter into above MANAGEMENT Q search queue ... (15 | virtuat 1P aueue (128 uRLs] |iDrawer and peper preconfiguration]
en User list — T
. B o ofollnw cloud | SR - S
"select printer by Departmens gors v
s Permissions M
name" field. provects t
o ! . https:// .e-follow.doud:443/e-follow.cloud  [copy url] I
omains
1 7/28/2026 2:10:20 .
DEVICES |1 7/28/2026 2:10:18 ..

- 1 7/28/2026 2:09:14 .

Finish the add-

printer dialog by selecting the desired printer-driver (TOSHIBA V4 Printer Driver is recommended).

Version 6.1.2
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7.4.2 IPP printer Installer

e-FOLLOW provides a convenient Installer to easily setup IPP-Queues on any Windows-Client.

€ e-FOLLOW IPP Printer Installer v2.0.4 X

Printer name: e-FOLLOW IFP

IPP server URL:

Printer driver: TOSHIBA V4 Printer

Install certficate
B instal printer driver

Install Printer

Users can download a Ipplinstaller package with configuration at the user-portal. At the Userportal
configuration in Management you can choose the type of package, silent installation, printer driver and

printer configuration.

@ Type Name Installer & Details

Ingo Pfeiffer

History
Print jobs
Upload

TOOLS

— Ippinstaller.exe Archive Windows
b4 e-follow.cloud (preconfigured) (-zip) Installer Show details
PRINT (-msi)

Ipplnstaller.exe must be executed as Administrator.

It is also possible to create an individual IpplInstaller-packages, suitable for your current requirements.
Therefore you can download Ipplnstaller.zip from the Instructions & Configuration page at e-

FOLLOW.cloud Management.

Operator Manual
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7.4.3 Windows Protected Print

Windows Protected Print is Microsoft's new driverless printing architecture and is expected to become
the default in the future, although no mandatory activation date has been announced. Traditional third-
party printer drivers will no longer be supported for new installations, so continued server-based
printing will require an IPP-compatible print server that supports the necessary Windows Protected
Print features.

7.4.4 Adding a Windows Protected Printer manually
To add an e-FOLLOW.cloud queue as a Windows Protected Print printer, open the Add printer dialog

and select Add a new device manually.

& Settings Q. Find a setting

Bluetooth & devices > Printers & scanners

Add a printer or scanner ~
Home

LY
& system Show printers and scanners associated with my USB or netwark
| g Bluetooth & devices
—_ IﬂS:‘BA e-5TUDIO2525AC-15801474 Add device
¥ MNetwork & internet B
/ Personalization The printer that | want isn't listed Add a new device manually
& Apps @ (8 Indicates printers that are available in Windows protected print mode. Learn X
a more

Choose Add a printer using an IP address or hosthame, set the device type to IPP Device, and enter
the IPP URL available in the e-FOLLOW.cloud management interface under Devices-> Virtual
Queues—>[IPP URLs].

X
a=n Add Printer
X
Find a printer by other options
< o= Add Printer
(O) My printer is a little older. Help me find it.
() Find a printer in the directory, based on location or feature Type a printer hostname or IP address
() Select a shared printer by name
Device type: IPP Device ~
Bample: \\computemame\printermame or Hostname or IP address: https:// .e-follow.cloud:443/ipp

http://computername/printers/printername/ . printer

© Add a printer using an P address or hostname

(_) Add a Bluetooth, wireless or network discoverable printer

(C) Add a local printer or network printer with manual settings

Autodetect detects WSD and TCP/IP printers.
To search for an IPP printer, IPP must be selected from the drop down menu,

Cancel
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7.4.5 Adding a Windows Protected Printer by Powershell

Alternatively, add the printer by running the following PowerShell command:

Add-Printer -IppURL "https://ipp-<e-FOLLOW.cloud UID>.e-follow.cloud:443/<Queue Name>"

This command can also be used to distribute printers to client PCs. No driver or certificate installation
are needed.

The IPP-Installer can also be used to install and distribute Windows Protected Print printers.
(See chapter 9 Using Ipplnstaller packages)
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7.5 e-FOLLOW client PopUp

The Windows clients in your network can be configured to have a window pop up after each print job,
allowing the user to add additional information to the print job. e-FOLLOW provides different PopUp
types according the custom requirements.

PopUp type

purpose

Confirmation

Provides a PopUp message containing the current print job information
(number of pages, document name, etc.)

Username

This allows the user to enter / change the username (owner) of the
current print job. (delegate job)

Username & Password

This type is intended for 'anonymous' workstations running under a
guest account and requests to enter the username and password for
assigning the current print job to a specific user.

Project selection

This PopUp provides a list of project codes to the user for assigning the
print job to a specific project / sub-project.

Project selection &
User credentials

This is a combination of the project selection PopUp and the Username
& Password PopUp.

Taest user
resr

Peter Clark (pc)

pe@dermain.cam

Department: Softwaresuppart |:|
Homedirectory:
Popup profile: None IE

ermissions]

None
Confirmation
Usermame

Froject selection with credentials

The PopUp type can be selected individually for each user.

The Client PopUp does not need to be restarted if the PopUp type has changed.

Version 6.1.2
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7.5.1 Default PopUp type

e-FOLLOW allows to define a default PopUp type that will be assigned to the user accounts while they
are imported from the domain.

Attribute names / Test
Activated .
Projects Accounting Log v

Popup profile Confirmation w
Mone
Confirmation

Print settings Username
Username with password

Force duplex Project selection

Project selection with credentials

I Corce mono

7.5.2 Executing the e-FOLLOW client PopUp

The e-FOLLOW PopUp executable can be downloaded from e-FOLLOW.cloud Management >
SETTINGS - General > Popup.

Download:
e-FOLLOW PopUp.exe (version: 2.6.0)

e-FOLLOW PopUp Configuration
(from version 2.6.0 this configuration will automatically be integrated into to file e-FOLLOW
PopUp.exe. For more configuration options, see the documentation.)

Configuration:
-ip=popup-cs-test.test. e-follow.cloud -port=443

Popup

A good way to distribute e-FOLLOW PopUp would be to copy the executable to a shared network
folder and copy it to the workstations via login or startup script.

If you download e-FOLLOW PopUp.exe from the management the .exe file will contain its
configuration.

Configuration options can be overwritten by command line or via e-FOLLOW PopUp.ini file.

allow_closing | This option allows to quit e-FOLLOW PopUp by right clicking to the tray icon

lang= This option forces e-FOLLOW PopUp to use the language specified. (e.g. lang=nl)

ip= Enter the URL provided by Toshiba- This setting is mandatory!

port= Enter the Port number provided by Toshiba. This setting is mandatory!

debug This option will create debug messages in case of connection issues. The
messages can be seen when right clicking to the tray icon -> INFO
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To run e-FOLLOW PopUp automatically when a user logs on, create a shortcut in Startup menu or
add e-FOLLOW PopUp.exe to a login script.

Above options can also be used as command line options. In this case they need to be started with a
dash '-'. e.g.

\e-FOLLOW PopUp.exe -allow_closing -ip=cutomer.e-follow.cloud -port=12345 -lang=nl

e-FOLLOW PopUp will place a icon to the system tray.
Right clicking the icon will give you the Info option and - if enabled - the
option to exit the e-FOLLOW PopUp.
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7.6 e-FOLLOW Web-PopUp

Beside the Windows-PopUp executable, e-FOLLOW provides a platform independent PopUp based
on Web-Browser technologies.
To enable it, first you have to activate the PopUp for the UserPortal.

e Popup activated for Userportal ‘
Configuration
Unknown users
Unknown users's profile Username ~
Create unknown users automatically, when they log in by PopUp .
for the first time

Download:
e-FOLLOW PopUp.exe (version: 2.6.0)

e-FOLLOW PopUp Configuration
Application (from version 2.6.0 this configuration will autematically be integrated into to file e-FOLLOW
PopUp.exe. For more configuration options, see the documentation.)

Configuration:
-ip=popup-cs-test.test.e-follow.cloud -port=443

Then you will see the green Web-PopUp if you start e-FOLLOW UserPortal with your URL:

https://userportal-custom-ID.e-follow.cloud

EE FOLLOW # mC
cloud
Username: ingo.pfeiffer
Password: @

[Microsoft login] [Create account] (J Remember login

Version: 5.6.0 RC05 2 -
& o

o You probably need to accept browser popups/natifications for this specific URL.

For each print job the PopUp will now show up with the PopUp-type according the user’s
configuration.

e Microsoft Waord - e-FOLLOW-Operator_Manusl_Ehl_4.6.docx - Profil 1 - Microsaft Edge L] O =

@ about:blank

Microsoft Word - e-FOLLOW-Operator_Manual_EM_4.6.docx ~ )

9 Pages é:__?m

[ Skip popup for the next | print jobs.
["] Skip papup for the next minutes.

| Cancel || Confirm
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7.7  IPP printing from MAC

e-FOLLOW.cloud can not only receive print jobs from Windows clients but also from Mac and Linux.

To print to a virtual queue configure your Mac as follows.

Visit http://business.toshiba.com/support/index.jsp to download an appropriate driver for your MFP.

Then choose at the Add Printer dialog the type “Internet Printing Protocol (https)” and enter the IPP-

Url, which you can receive DEVICES - Virtual Queues—>[IPP URLSs]

Version 6.1.2

Type: Internet Printing Protocol (https)

Device: Another Device

URL: https://is

Name: e-FOLLOW Print

Location:

Use: Choose a Driver...

=1 Le-follow.cloudfipp

o |0
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7.8  Printing from Chromebooks

With the e-FOLLOW Print Chrome Extension you can easily distribute e-FOLLOW queue to users
which are using Google Chrome browser or working on a Chrome Book.

It can be retrieved from the Chrome Web Store or directly from this URL:
https://chromewebstore.google.com/detail/e-follow-print/fipnapffembidnjnpnicglbfadococcp
Or click on the link at SETTINGS—->User portal & User tools->Chrome Extension.

&~ chrome web store Q, Erweiterungen und Designs suchen

Discover Erweiterungen Designs

. e-FOLLOW Print

Erweiterung Workflow & Planung 7 Nutzer

After installing the extension it will show it's options dialog. When you are using it outside a Google
Workspace or the admin hasn’t set the policy for the extension you have to enter the UID (for e-
FOLLOW.cloud) or Hostname (for e-FOLLOW).

At the Main page of the extension you can access you PIN-Code for login at Toshiba devices.

% (e D w (e O
. " 2.9.3 s 9.9.3
¢ e-FOLLOW Print Options " ( e-FOLLOW Print "
ingo.pfffr@googlemail.com
UID/Hostname | cs-test ‘
|m‘ - PIN-Code for login at Toshiba's device =@
Send notifications? Options
Reload extension {can fix some issues) \ Reload \

Main page

The e-FOLLOW queues then will be shown additional to the other available printers when the user
selects a printer.

e-FOLLOW Print - pp Print on virtual queue e-FOLLOW Print (“'

e-FOLLOW Print - chrome_ipp  Print on virtual queus e-FOLLOW Print (-"
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7.9  Printing from mobile devices

e-FOLLOW provides a mobile application for iOS and Android that allows users to upload documents

to the e-FOLLOW.cloud server.

Get the App from App Store or Google Play by searching for "e-FOLLOW" or simply scanning below

QR-code:

Apple App Store

To connect the app enter your e-FOLLOW.cloud UID. The Port
is by default 443 and must not be changed.

Clicking to 'Test connection' to make sure the App is properly

connected and online.

Version 6.1.2

Google Play Store

Cancel Server settings Save

£ Server settings
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8 e-FOLLOW.cloud reference

This chapter describes the sequence of menus, functions, parameters and it’s dependencies.

8.1 MANAGEMENT

The user menu contains all data and settings related to users. The e-FOLLOW.cloud database can
hold user data imported from the local domain (Active Directory) as well as 'internal’ users (users that
do not have an AD-account)

8.1.1 User list

The user list table shows all users (domain & internal) stored in the e-FOLLOW.cloud database.

- FOLLOW
é — cloud

MANAGEMENT
Departments
Permissions
Projects

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba eSF
Maobile print

CLOUD SCAN & PRINT

Scan

REPORT
Reports

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

#t € Logout

ADD SELECT
EXPORT USERDATA

FILTER: ON

MANAGE MODIFY

csv mrort [2]

Q Search user... A 1‘;‘

CloudPrint
cp@control-systems.de

O

Denis Staritin
Denis.Staritin@control-systems. de

Hans Jiirgen Test
h.rest@control-systems. de

Hansjorg Zucker
h . ZuckerEce [-systems. de

Ingo Pfeiffer

Ingo.Ffeiffer@control-systems. de

Jii Ko
juergen_koshler@control-systems.de

Karin Zucker
karin. zucken@control-systems. de

Kersten Schmieder
Kersten Schmieder@control-systems de

Test IP
rest_ip@contro/-systems. de

Vlada Izotova
Vlzdz. Izotova@control-systems.de

iy sy i Riwiy sy Ty iy Riwiy yjs)

Ingo Pfeiffer (Ingo.Pfeiffer@control-systems.de)

Authentication

|

Login name:
Login type:
Activated:
Login-PIN:

Aliases: IngoPfeiffer
P

Card IDs:

Advanced Settings

User role
Accounting
EWB/Print settings
Projects

Teamprint

Ingo.Pfeiffer@control-systems.de

Microsoft Entra 1D (Azure Active Directory) (e-F-

H]

App)

31

+1 [

The List shows the users Username and Login name.

[1] On the right you see the user details sections to modify the

e User’s Authentication settings
Advanced settings

User role

Accounting settings
EWB/Print settings

User’s Projects

Teamprint

Operator Manual
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[2] Above the list you find the options to
Add internal users

Select users

Setting filters for the user list
Manage user accounts

Modify user accounts

CSV Import

Export userdata

8.1.1.1 Search user

To search for a specific user e-FOLLOW.cloud provides a convenient search engine.

ADD SELECT FILTER: OFF
EXPORT USERDATA

Q, search user.. Y |l':\| Isaac

= Test 0001 m

Enter any phrase into the search window. e-FOLLOW.cloud will query all relevant fields
Alias

Login Name

Full Name

UserPrincipalName

Card- ID

PIN

for that phrase.

The search can be narrowed down by selecting a specific field to be searched.

ADD SELECT FILTER: OFF
EXPORT USERDATA

Q Search user.. v |’l_"\| Isaac Newton (newton)
Alias = ;
Login name:
Login name . .
9 DistinguishedMame:
Full name .
e Login type:
UserPrincipalName .
Activated:
Card ID .
Login-PIN:
Pin . de
7= LUca. Marcuee Aliases: I=aa(

Use the 2. symbol to change the sort order of the search results.
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8.1.1.2 ADD (internal user)

Click to Add to adding a new internal user.

Login name, Username and password are mandatory.

Login name pelarc

Username

Password ssssss

Confirm password sseses

If available, select a department the user is belonging to and

enter his/her email address and home directory.

The user’s email address is registered to the Toshiba device

Department
Email address

Homedirectory

Peter Clark

(Fore- and surname)

pelarc@domain .com

*

*

*

*

when the user logs in and can be used according the email Cancel]

address settings.

8.1.1.3 SELECT

Using this option will help you to select/unselect
multiple users.

[1]1 checking [ v ] will move the user to the
selected users box [2]

Clicking to x will unselect the user and remove him
from the selected user box

8.1.1.4 FILTER

add

ADD SELECT
EXPORT USERDATA

FILTER: OFF

MANAGE MOD

Q, search user.

H] Hfnsjoerg Zucker
3

rg. zucker@control-systems. de

| Info Pfeiffer
indp.pfeiffer@control-systems.de

% Ingo Pfeiffer [2]

% Hansjoerg Zucker

The filter option allows setting a filter to the list of users by different criteria.

Filter all users according the following criteria:

General

Login type Microsoft Entra ID (Azure AD) users only Domain
User status A Department
Aliases A Card IDs
Login-PIN A
Accounting
Accounting mode v
[Cancel]

v

v

with Card IDs only b

[reset]

When a filter is active (set) this is indicated by a highlighted FILTER: ON in the function bar.

Operator Manual
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8.1.1.5 MANAGE

Use the manage function to disable/enable or delete a single or a number of selected users.

ADD SELECT FILTER: OFF MANAGE MODIFY
EXPORT USERDATA |
Disable selected users

Enable selected users

Q, search user... v l‘é

Robert Boyle
boyle

Delete selected users

CloudPrint
cp@control-systems.de

Before the execution of a management function, you
are requested to confirm this action.

You have selected 2 users. Are you sure to disable them?

8.1.1.6 MODIFY

The modify function allows a couple of modifications to the accounts of the selected users.

ADD SELECT FILTER: ON MAMAGE MODIFY CSV IMPORT
EXPORT USERDATA
Change department |_
A .
Q Search user.. T lz Selected users: Change Pop-Up profile
Robert Boyl L
O b:y;: =5 * Carl Friedrich Change Mobile App PIN login
Marie Curie . .
O] | ez * Galileo Galilei Change accounting mode
O Albert Einstein
einstein Change print settings
O Euclid
euchid Change project settings
O Leonhard Euler
FLEF Set quotas
Galileo Galilei
galilea
Change user roles
Carl Friedrich Gauss A -
gEuss

Change department
Assign a department to the selected user/s.

Change department for 2 users

Department narne| Entwicklung
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Ghango Pop-Up prof

Select the Pop-Up settings for the selected user/s.

Use this Pop-Up profile for 2 selected users:

O None

O confirmation

O username

() Username with password

(@] Project selection

O Project selection with credentials

[Cancel] apply

Change Mobile App Pin login iy R g
Change the Allow PIN login in Mobile App for the selected
User/S. Change Mobile App PIN login for 2 selected users

Allow PIN login in Mobile App VBX

Change accounting mode

Select the accounting mode for the selected user/s. Use this accounting mode for 2 selected users:

Ono accounting
O Al activities are logged only
O Use quotas

Attention
A If you change the accounting mode to "Use quotas" you must [Cancel]
make sure that quotas are set correctly. Else the users may not

perform any printouts or copies.
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Change print settings
Here you can change the general print setting used on Toshiba devices for the selected users.

The settings can be

Change print settings for 2 selected users

o Elc2l%l enabled, overwriting any

settings done for departments or print all jobs immediately after login (*Quickprint”) [»Elx
deVICGS Motify user if "QuickPrint” failed ."EK‘
Keep print jobs after printing for reprint |~ Ex
o ~El% unchanged. Settings will be T e s '“::‘
. Show print and keep button [» J
taken as defined by departments or R

. Force duplex printing M c B
deVICGS Enable duplex printing by default ."E?“
Enable simplex printing by default [vE%
. [~ disabled, overwriting any Force black & white printing (~Bx|
settings done for departments or e e e 'v::‘
. Force erasable blue printing 1 J
deVICeS Do not print if the device displays the warning "Low Paper” -“wa

Print job list sorted by v
Show print job list immediately [vElx

Automatic deletion of jobs

At logout |~ B
Cancel running jobs ."Exw
Delete on error after (~Ex seconds

Set project settings
Her you can change the project settings for the selected
users.

Change project settings for 2 selected users

The settings can be

Enable project selection at device ,vﬂx‘
X . Projects are mandatory ."Ex\

o  Elolx Setting will be set to enabled . o a
H‘Exi h d S tt ” b t k d f d Skip blank project list | X
d . ' unc ange ) e |ngS wi € taken as detne Allow manual entry of project names ,vﬂx‘
preVIOUS|y Allow manual entry of sub-project names ,vmx‘

e [¥I2E Setting will be set to disabled

Add manually entered projects to project list ,me‘

cocer (I

Set quotas

Here you can set quotas for the selected users. If you do
not wish to use quotas for a certain function - e.g. faxing,
scanning - you can disable the use of quotas by clicking to

Set quotas for the selected user

[disable]' Total quota: [disable 5000 Pages

The page quota field gets grayed out and the link changes

’[O [enable]. Color quota: [disable 350 Pages
Print quota: [disable Pages

This will make the selected function 'unlimited'. Copy quota:  [dizable] Pages
Scan quota: [disable Pages

Quotas are only checked at user login at the MFP. They Faxquota:  [dissble] Pages

are not used to interupt jobs. Therefore it is possible for

users to have negative quotas. ecet ([
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Change User Roles

Here you can modify the Roles assigned to the selected users.

The settings for roles can be

o [EA2l%/ role will be enabled

o ~EIx |eft unchanged. Settings will be taken as defined
previously

o [¥I2B role will be disabled

Operator Manual

Change user roles for selected departments 2

Change user roles for 2 selected users
Use user role ~ X
Cashier e m X
User list - E X
User role manager hd O B
Departments el ﬂx
Permissions d E X
Projects ~ N
Domains ~ E X
Virtual Queues VEX
Virtual Queues - Change user - X
Toshiba ~ m x
Toshiba eSF ~ B X
Mobile print ~ x
Reports o ﬂ x
General e E X
User portal & User tools ~ x
Encryption for records ~ E X
Dashboard ~ m x
Schedules - X
Rules s ﬂ X
Reader profiles - x
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8.1.1.7 USER - CSV Import

User data can be easily added or modified via .csv file. This function allows to add new (internal) users

to the e-FOLLOW database and to modify or add data to existing user accounts.

ADD SELECT FILTER: OFF CSV IMPORT

(valid values for Accounting type: Mone, Protocol, Balance, Quota, QuotafdndBalance)

If the user already exists new values for Alias, Card ID and Email Address will be added.
All other values will be overwritten. In general, empty values from the CSV file are ignored.

CSV import file: [1]
CSV import file syntax: [2]

User name,Full name, Password,Pin, Alias, Card ID,Email Address,Department,HomeDirectory, Accounting type

=

Separator: Comma A [3]
Check during impaort, if pin, alias, card ID or e-mail address . 4
are already assigned to an existing user.; [ ]

Check dashboard for import errors.

[1] Import file:
Here you can upload a .csv file containing user data.

[Cancel import] Start import

h---

You can easily upload/replace the user_import.csv file by pressing the button Upload new CSYV file.

[2] Syntax

Make sure the structure of the .csv file is correct. The first line will be imported too.

Valid values for Accounting type are

e None
e Protocol
e Quota

[3] Separators
Here you can define the field separators (comma, semicolon or tab stop).

[4] Check during import

Here you can define if all fields should be imported as they are or if pin, alias, card-id and e-mail

address should be only imported if not used by any existing user.

If the user already exists new values for Alias, Card ID and Email Address will be added.
All other values will be overwritten. In general, empty values from the CSV file are ignored.

All informations about import status and errors can be found in the dashboard.
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8.1.1.8 Export Userdata

All users can be exported to an HTML, PDF, or CSV file. To do this, select the desired columns and
click OK to start the export.

Some fields may contain multiple values, such as aliases, card IDs, or email addresses. With the
corresponding settings, you can choose whether to export only the first value or all values.

Select user data columns

Created % Username % Full name
[ uPN % Domain % Is activated
[ PIN % Alias ] Card-ID
E-mail % Department

[ Wnite all Aliases to the Alias field (else only the first Alias will be used)
[] Write all Card-IDs to the Card-ID field (else only the first Card-ID will be used)

[ write all E-mail addresses to the E-mail field (else only the first E-mail address will be used)

Select file type

@.htmi O, pdf O.esv
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8.1.1.9 User details / Authentication

To view or modify the user details just click to the name of the desired user.

% ingo v lrét Ingo Pfeiffer (ingo.pfeiffer@control-systems.de) =
Ingo Pfeiffer Authentication A
inge._pieiffer@control-systems. de

Login name: ingc-.pfeiffer@control—systems.:[e,l 1
Login type: Azure Active Directory (C5_AAD)
Activated: ‘2 1
Login-PIN: 31[31
aliases: ip
. 4
IngoPfeiffer [41
[+] [-1
|| Card IDs: 31 [5]
[+] [-]

Advanced Settings
User role

Accounting

EWB/Print settings

Projects

. . Aczigned projects:
Enable project selection o

Projects are mandatory

[1] user details
& Login name: This is also known as 'User Principal Name' It needs to be entered when logging
in with username and password
& Login type: Here you can see from which type of directory the user was imported and what its
name is.

o Domain user’s passwords are always authenticated against the domain controller

[2] use this switch to disable/enable the user account.

[3] Login-PIN: If the login type "PIN Code" is enabled at the MFP, the user’s PIN can be
assigned here

[4] Aliases: here you can enter additional login names for the user. This can be useful, if e.g. the
Login names are complex or very long. Aliases can also be used to map print jobs from other
environments (e.g. SAP), where they use different user names. Users may have multiple
(unlimited) aliases.

[5] Card IDs: If the users are allowed to login by card the card IDs can be entered here. Users
may have multiple (unlimited) card IDs.
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8.1.1.10 User Details / Advanced

—~ Y #* € Logout
- FOLLOW
é — cloud
ADD SELECT FILTER: ON MAMNAGE MODIFY CSV IMPORT
EXPORT USERDATA
MANAGEMENT
m Q, search user... v Ingo Pfeiffer (Ingo.Pfeiffer@control-systems.de) =
Permissions g co@control-systems. de
R Advanced Settings FS
Projects a Denis Staritin
Denis.Staritin@control-systems. de " -
Domains - Email address: Ingo.Pfeiffer@control-systen
D Hans Jirgen Test
h.test@control-systems.de
DEVICES Hansjérg Zucker =
O | hansiosr eucker@cantrol-systams.de [+1 [
Virtual Queues O Ingo Pfeiffer
Toshiba Ingo. Pleiffer@control-systems.de
e Department: Softwareentwicklung g
Toshiba eSF O
juergen_koehier@control-systems.de [Show Entra ID groups]
Mobile print 0 Karin Zucker
karin.zucker@control-systems. de Homedirectory:
Kersten Schmieder
CLOUD SCAN & PRINT O kereten Schmieder@control-systems. de
Scan Test IP Pop-Up profile: None A
D rest_ip@control-systems. de
Vlada Izotova
REPORT O | Visds. tzotova@cantrol-systems. de || Allow PIN login in Mobile App:
Reports
Is a Multi-User template for Chrome
SETTINGS Extension:
General
User portal & Permissions »
User tools
Dashboard User role
Schedules
Rules EWB/Print settings
Reader profiles 5
Projects
Teamprint
[«] [<] [:1 [»]
Page:
ersion: 6.0.0 RC8

Here you can define add advances user settings.

Email address
Here you can enter one or more email-addresses for this user.
Multiple Email-addresses may be useful for Email-to-print when sending jobs from different accounts.

Department/Homedirectory

Select a department from the list the user is belonging to.

By default, these values are synchronized from a directory service. If these items are not available or
in case of internal (non-domain) users you can add this here.

Pop-Up profile

In case Pop-Ups are required you can select the popup type for the specific user.

If the Pop-Up profile is “Project” then the Mandatory flag is shown. If this is enabled the user is forced
to always have a Project selected.

Allow PIN login in Mobile App
If enabled the user can login to the mobile App by just entering his PIN.

Is a Multi-User template for Chrome

Sets this users as Multi-User template for Chrome Extension. If there already copies of this Multi-User
template you can access the copies by clicking on the link.
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8.1.1.11 User Details / User role

e-FOLLOW.cloud provides a user role concept, allowing individual users to get access to certain

management options.

# C

Logout

- FOLLOW
é " cloud
MANAGEMENT
Departments
Permissions

Projects

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba eSF
Mobile print

CLOUD SCAN & PRINT

Scan

REPORT
Reports

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

ADD SELECT
EXPORT USERDATA

FILTER: ON

MAMNAGE MODIFY CS5V IMPORT

Q Search user...

v

CloudPrint
cp@control-systems.de

O

Denis Staritin
Denis. Staritin@control-systems. de

Hans Jirgen Test
h.test@control-systems.de

Hansjérg Zucker
hansjoerg. zucker@control-systems.de

Ingo Pfeiffer

Ingo. Pleiffer@control-systems. de

Ji K&
juergen_koehler@control-systems. de

Karin Zucker
karin_zucker@control-systems.de

Kersten Schmieder
Kersten.Schmieder@control-systems.de

Test IP
test_ip@control-systems.de

S| (S | D S e e 2] S ] =

Vlada Izotova
Vlzda. Izotova Bcontrol-systems.de

[»]

Ingo Pfeiffer (Ingo.Pfeiffer@control-systems.de)

Authentication
Advanced Settings

User role

Use user role

Select all

Select none
Cashier
User list
Uzer role manager
Departments
Permissions
Projects
Domains

Virtual Queues

Virtual Queues - Change user
Toshiba

Toshiba eSF

Mobile print

Reports

General

User portal & User tools
Encryption for records
Dashboard

Schedules

Rules

Reader profiles

Use user role

If enabled the user can login to e-FOLLOW.cloud management

Below you can select the user’s access permissions. All e-FOLLOW.cloud menu items can be

selected individually.

After login, the user can only see the options enabled for his role.

m #t € Logout
« FOLLOW
é —~ cloud
ADD REMOVE SELECT
MANAGEMENT Q Search queue ... l.n‘z\ Virtual IPP queue [IPF URLs] [Drawer and paper preconfiguration]
User list Additional settings »
#% e-follow.cloud Auto-delete jobs that have not been printed | after 14 days ~
D (7 Jobs)
(7 Jobs)
DEVICES O ipp_cs_test SELECT REFRESH: ON FILTER: OFF MODIFY
virtual Queues wp  (0Jobs)
wp (0 Jobs)
i Multilingual Te Denis.Stantin@con__. 2 4/23/2026 4:54:44
0 ipp Itili I i iti 23/
pp (0 Jobs)

Sample text in... Denis.Staritin@con 1 4/23/2026 4:54:17
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8.1.1.12 User Details / Accounting

Here you can define the accounting type of the user.

Q, search user... v Robert Boyle (boyle)
Robert Boyle Authentication v
D boyle
. Advanced Settings v
CloudPrint

D cp@control-systems.de
Marie Curie

CUNE. = O no accounting
Denis Hannig @® .
denis_hannig@econtrol-s All activities are logged only [change]
Denis Staritin O use quotas

denis. staritin@control-s:
ds

ds [Cancel] change
Albert Einstein
einstein

ISR RISy Nisiy gisiy yis)

To select a new accounting type, click to [change] and select the desired accounting mode.
No accounting: nothing will be tracked and logged for this user

Only log activities:  All activities (print, copy, scan, fax) are logged in the e-FOLLOW.cloud
transaction database. But the user is not restricted/limited.

Use Quotas: The user account is limited by quotas.

Use quotas @ [change]

Total quota: . 200 | Pages
Color quota: - 50 | Pages
Print quota: Pages
Copy quota: Pages
Scan quota: Pages
Fax quota: Pages

Beside a total 'over all' quota you can define additional quotas for color usage, prints, copies, scans
and faxes.

Attention

Quotas can also be set for Departments and Devices. So it might happen that even if the user still has
e.g. color quota available he can’t do color prints or copies if the color quota of his department or the
color quota of the device is used up.

Quotas are only checked at user login at the MFP. They are not used to interupt jobs. Therefore it is
possible for users to have negative quotas.
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8.1.1.13 User details / EWB/Print settings

Here you can define basic EWB and print settings on

e-BRIDGE for this user.

Print all jobs immediately after

logging in (QuickPrint):

Notify user if “QuickPrint” failed

Keep print jobs after printing for

reprint

Show “Keep print jobs” option in

job list

Show print and keep button

Force Duplex printing:

Enable duplex printing by default

Enable simplex printing by
default:

Force black & white printing:

Enabled black & white printing by
default:

Force erasable blue printing:

Version 6.1.2

EWB/Print settings ~
Note: The priority of the print settings is User-=Department->Deavice

3

print all jobs immediately after login
{"QuickPrint")

Notify user if "QuickPrint” failed

Keep print jobs after printing for reprint

Show "Keep print jobs” option in job list .
Show print and keep button

Force duplex printing

Enable duplex printing by default

Enable simplex printing by default

Force black & white printing

Enable black & white printing by default

Force erasable blue printing -:3/.

Do not print if the device displays the warning
Low Paper”

Print job list sorted by Date (new -= old) W

Show print job list immediately

Automatic deletion of jobs (This will activate single print)
At logout ()
Cancel running jobs

120

Delete on error after
seconds

If enabled all pending jobs for this user will be released

immediately after login (print selection screen is not shown)

If there was an error while printing jobs immediately after

login the user will receive a notification by email or popup.

The checkbox “Keep job after printing” is checked by default.

Selects if the checkbox “Keep job after printing” is visible or

not.

Will enable an extra button with “print & keep” next to the

print button.

all printouts on e-BRIDGE devices will be converted to

duplex

In case the Force duplex is set to off, you can configure if
the Duplex setting is enabled by default.

In case the Force duplex is set to off, you can configure if
the Simplex setting is enabled by default.

all printouts will be done in B&W

In case the Force black & white printing is set to off, you can

confiure if the B&W setting is enabled by default.

all printouts will be done in erasable blue (ECO device only)
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Do not print on .."Low Paper": If enabled printing cannot be started if the device has low
paper or no paper warning

Print job list sorted by: Select the default sort order for the print job list

Show print job list immediately: if enabled, the welcome screen will be skipped

Automatic deletion of jobs

The Automatic deletion of pending jobs on Toshiba / Toshiba eSF devices settings defines the
treatment of jobs that have already been selected for printing in case of an error, user log out or
user login.

This will ensure that documents will only be retrieved by the authorized user.

At Logout As soon as the user is pressing the logout button, e-
FOLLOW.cloud removes all jobs form the device’s job list.

To prevent removing the current job list due to auto-logout it is recommended to set the Autoclear
function on the device to 'No limit'

Cancel running jobs If enabled the currently running job is stopped and removed

additionally. Else the running job will be finished.

Delete on error after .. This will delete the current job that caused an error (e.g.
paper jam) and the pending job list after xx seconds. If the
error gets fixed in between the xx seconds, the device will
continue to print and to process the user’s current job list.

Once, one of the 'Automatic deletion of jobs' option is enabled, the printing system will change to
single-print-mode. This means that a next job of a selected list of jobs will not be sent to the device
before the prior job has been completely finished.

8.1.1.14 User details / Projects

Asszigned projects:

Click to [+] to add one or multiple Enable project selection @
projects to the list of user assigned _
iect Projects are mandatory P
projects. [] 7aoszAvillingen-Schwenn

Skip blank project list
Global project can’t be assigned to
a user as they are available by
default.

Allow manual entry of
project names

Allow manual entry of
sub-project names

Add manually entered
projects to project list [+]

You can define the handling of Project Codes in e-FOLLOW.cloud.
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Enable project selection.
Project are mandatory

Skip blank project list

Allow manual entry of project
names

Allow manual entry of sub-
project names

Add manually entered projects
to list

This enables the project selection for jobs on
e-BRIDGE devices (EWB client) for the current user.

If enabled the selection of a project code is mandatory. Jobs
without a project code will be cancelled.

If a user does not have any project codes assigned (and there
are no global projects available) the user will not be prompted
to select a project code when this option is enabled.

In addition to select project codes from a list, the user can be
allowed to manually enter a project code.

..same for sub-project codes.

If enabled, the manually entered project code will be added to
the user’s project code list.

o Global projects (projects that are available to all users) cannot be added to the list.

Version 6.1.2
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8.1.1.15 User details / TeamPrint

Here you can allow this user to release jobs originally printed/owned by other users.

* ingo

Ingo Pfeiffer

v

ingo. pfeiffer@control-systems. de

Ingo Pfeiffer (ingo.pfeiffer@control-systems.de)

Authentication
Advanced Settings
User role

Accourting

EWB/Print settings

Projects

-—
(-

The user has access to print jobs of following users, departments and
security groups

Users Departments
boyle Verwaltung

[+] [-1 [+] [-1
Groups (Entra ID)
Entwicklung

[21 [_1

User can create jobs, which don't appear in teamprint ‘ [2]

[1] Select individual users or departments or groups.

[2] Privacy setting
This option allows the user to flag individual print jobs as 'private' jobs. These jobs will not be seen in
the print job list on the MFP or mobile device by any other users, even if they have been granted the
right to release his jobs.

A To flag print jobs being private the client PopUp must be executed on the users Workstation.

Tnvoice-3324-03-2014.rtF === o |
Invoice-3324-03-2014 1t S E——
= e,.,—;.=|__.=,._,.

[ Hdspopupfarthenest | s,

[ | Hospopupforthenes minutes.

ke e |
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8.1.2 Departments

Departments are organizational units. Each user may belong to only one department. Usually the
association of users to departments is done in the Entra ID.
When synchronizing the domain e-FOLLOW.cloud automatically imports all departments and the

association of users.

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

/—ﬁ # € Logout
- FOLLOW
é/ cloud —
ADD SELECT ODIFR
MANAGEMENT Q, Search department... v 1’"‘ Description: created during synchronisation [change]
User list i i
O Buchhaltung 1 ] Print settings [ 3 ]
Departments created during synchronisation Note: The priority of the print settings is User->Department->Device
issi Demo - . -
: - after login ("QuickPrin
Projects O Entwicklung
Domains created during synchronisation Notify user if "QuickPrint”
O Geschiftsfilhrung failed
created during synchronisation L L
DEVICES Keep print jobs after printing
| GF for reprint
Virtual Queues created during synchrenisation
B Softwareentwicklung Show “Keep print jobs™ option
Toshiba B ey e R in job list >
Toshiba eSF a Test_5000 Show print and keep button
R R created during synchrenisation
Mobile print . Vertrieb Force duplex printing
created during synchronisation Enable duplex printing by
CLOUD SCAN & PRINT O Vertrieb & IT default
created during synchronisation
scan Enable simplex printing by
a Verwaltung default
created during synchrenisation
REPORT Force black & white printing
Reports Enable black & white printing
by default
SETTINGS Force erasable blue @
General printing

Do not print if the device
displays the waming “Low
Paper”

Use quotas @

Use user role

List of users:

[0 Hans Jiirgen Test

[0 multi@control-systems.dev

[2]

[ 1] List of departments

[ 2] List of users belonging to the selected department. Press ADD to manually add a department
press [+] to manually add users to the selected department

[ 3 1 Here you can change the print settings, quotas and user roles for all users belonging to this

department.

Version 6.1.2
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8.1.2.1 Use Quotas

Similar to user’s quotas you can define quotas for departments as well.

Beside a total 'over all' quota you can define additional quotas for color usage, prints, copies, scans
and faxes.

Attention

Quotas can also be set for Users and Devices. So it might occur that even if the Department still has
color quota available a user can’t do color prints or copies if his personal color quota or the color
quota of the device is used up.

Quotas are only checked at user login at the MFP. They are not used to interupt jobs. Therefore it is
possible for users to have negative quotas.

/"-’ # € Logout
- FOLLOW
é —~ cloud N B
ADD SELECT MODIFY
MANAGCEMEN B o
TANAGEMENT Q Search department... v IE Force duplex printing
User list -
Buchhaltung Enable duplex printing by
Departments O created during synchronisation default
Permissions O Demo Enable simplex printing by
created during synchronisation default
Projects -
Entwicklung . .
Domains O crested during synchronisation Force black & white printing
O Geschaftsfiuhrung Enable black & white printing
created during synchronisation by default
DEVICES
GF
. O i e Force erasable blue
Virtual Queues created during sy.ﬂthmnsaaon printing ®
Toshib O Softwareentwicklung
oshiba created during synchronisation Do not print if the device
Toshiba eSF [] Test_5000 displays the warning "Low
Mobile orint created during synchronisation Paper’
obile prin
Vertrieb
e Use quotas (3) oD
CLOUD SCAN & PRINT Vertrieb & IT .
scan O | Seated during synchronisstion Total quota: Fages
Verwaltung Color quota: - 100 | Pages
D created during synchronisation
REPORT Print quota: Pages
Reports Copy quota: Pages
SETTINGS Scan quota: Pages
SETTING!
General Fax guota: Pages
User portal & Use user role
User tools
Dashboard List of users:
asnpooan
Schedules
) [0 Hans Jiirgen Test
Rules
Reader profiles [0 multi@control-systems.dev
[+ [
[«] [<] ] [»]
Permissions »
Page:
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8.1.2.2 Use userrole

e-FOLLOW.cloud user roles can also be assigned by department. This means that a specific role can

easily be assigned (or revoked) to all users belonging to the same department.

- FOLLOW
é — cloud

MANAGEMENT
User list
Permissions
Projects

Domains

DEVICES
virtual Queues
Toshiba
Toshiba eSF
Mobile print

CLOUD SCAN & PRINT

Scan

REPORT

Reports

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

# € Logout
ADD SELECT MODIFY
Q, search department... v l‘i Use user role ‘
O Buchhaltung Cashier
created during synchronisation User list
O Demo
created during synchronisation User role manager
Entwicklung
O Gested during synchronisation Departments
O Geschéftsfihrung Permissions
created during synchronisation .
Projects
D GF
created during synchronisation Domains
Softwareentwicklung .
D created during synchronisation Virtual Queues
O Test_5000 Virtual Queues - Change
created during synchronisation user
Vertrieb .
O Crested during synchronisation Toshiba -
Vertrieb & IT Toshiba eSF ‘
U | e during synchronization
O Ve Mobile print
crested during synchronisstion || Reports
General

User portal & User tools
Encryption for records
Dashboard

Schedules

Rules

Reader profiles

List of users:

[J Hans Jirgen Test

[0 mult@centrol-systems.dev

Use user role: If enabled, user roles get enabled for all users belonging to the selected department
and you now can assign the desired roles to all users.

Attention

Disabling a user role will revoke the role from all users of that department.

Version 6.1.2
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8.1.2.3 Search for departments

To search for a specific department e-FOLLOW.cloud provides a convenient search engine.

ADD SELECT

¥ ent Y |

0 Entwicklung
created during synchronisation

Enter any phrase into the search window. e-FOLLOW.cloud will query all relevant fields
e Name
e Description

Ay
[l 3=

for that phrase.

The search can be narrowed down by selecting a specific field to be searched or by departments that
are configured with Quota in use or with Quota disabled.

ADD SELECT

Q, search department... (1z)

--ALL--
MName
Description
Quota in use Use the (4 | symbol to change the sort order of the search

Quota disabled results.
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8.1.3 Permissions

The concept of permissions in e-FOLLOW.cloud describes what functions & features users are
allowed or denied when printing to a direct queue or using a Toshiba e-BRIDGE X device.

# € Logout
-FOLLOW ([
é _— ¢loud &-BRIDGE Devices Toshiba eSF [1]
Devices: Users: Applies to: device "CNLH59919"
MANAGEMENT [ 2 ] [ 3 ] [ 4 ]
User list All e-BRIDGE devi... All users
Copy funktions
epartments S opy jobs |
[ permissions ___| print jobs vl
Projects Print management lvﬂxj
Domains Scan funktions
RemoteScan/W5Scan (Pull) | E x|
DEVICES Print functions
Virtual Queues Internetfax sending wEx
Toshiba Fax transmission (B
Toshiba eSF Fax received | Exj
Mobile print Output settings
Color | o]
CLOUD SCAN & PRINT
Local share
Scan Store to local storage | Exl
Store to USB device ~ ) X
REPORT || viEx]
Remote
Reports Send email ~Elx
Store to remote server v X
SETTINGS e
W5 Scan(Push) ~ o X
General B
u L e-filing
ser porta
User tools e-filing access | Bxl
Dashboard
Scan Profiles
Schedules _
Email (Email) (B
Rules . .
0OneDrive (OneDrive) lvﬂxj
Reader profiles ) .
[+1 -1 [Add users] SharePoint (SharePoint) lvﬂx]
[Add departments] Google Drive (Google Drive) lvaxj
[Add AD security group]
[Add Entra ID group] [-1

1. Permission settings are set for Toshiba or eSF devices.

2. Device list: First of all permissions are globally set for All devices. By default all features are
'allowed'. E2]x| To deny a feature change its status to 'denied' [v|cH

By pressing [ + ] you can add single Toshiba devices (or direct queues). By default
permissions are derived from the global settings for all devices.
This is indicated by the status |« [&] x|

3. The list of users shows whom the permissions are applied to. By default the settings are
applied to All users. Similar to the devices you can add individual users, departments, AD
security groups and Entra ID groups by pressing the corresponding link.

This allows to individually apply permissions for each combination of user, department, groups

and devices.

4. To adjust permissions e-FOLLOW.cloud offers a tri-state setting switch for each feature.
21 x| This feature is allowed

~[Elx| The permission for this feature is passed through

'~ o] This feature is denied

Version 6.1.2
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The Priority of permissions is organized hierarchically:
1. Toshiba device / direct queue

2. User
3. Department
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8.1.4 Projects

In e-FOLLOW.cloud print and copy transactions can - in addition to user and departments - optionally
be assigned to a Project code. Projects can be used. e.g. to charge back cost to projects or clients.

Each project can have an unlimited number of sub-projects allowing the administrator to realize a fine
grained accounting structure.

~ )
« FOLLOW
é _~ cloud

MANAGEMENT
User list
Departments
Permissions

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba eSF
Mobile print

CLOUD SCAN B PRINT

Scan

REPORT
Reports

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

it € Logout

ADD

SELECT

IMPORT

Q, search project... |’1f\|

IS IS TSt ISy TS St SO IS TSty T (St jSiy Sy ISty NIS)n (St RISiy JiSiy ais)

01067
Dresden

01069
Dresden

01097
Dresden

01099
Dresden

01108
Dresden

01109
Dresden

01127
Dresden

01129
Dresden

01139
Dresden

01156
Dresden

01157
Dresden

01159
Dresden

01169
Dresden

01187
Dresden

01189
Dresden

01217
Dresden

01219
Dresden

01237
Dresden

01239
Dresden

[>] [»]

Page:| 1 v

01067

Description:

Dresden [Change]

I Available for all users:

Assigned users:

Subprojects:

e-FOLLOW.cloud knows two types of projects:

global projects

these projects (and sub-projects) are available to all users.

personal assigned projects
these projects must be assigned to specific users. Only the assignees are able to select these projects

and their sub-projects.

Each project code can be specified as a 'personal’ project or 'global’ project by enabling or disabling
the Available for all users option.

Projects can either be selected at the e-BRIDGE embedded client, the workstation client popup or the
mobile print release App.

Version 6.1.2
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8.1.4.1 Import Projects from .csv

ADD SELECT IMPORT

Import file: alle_plz_e-FOLLOW.csv [1 ]
Structure of the CSV file: [2]

project,subproject,username
Subproject and usermame are optional. Username must always be in third place.

| IDROP_TABLE at the first line will delete all projects and user assignments. [4]

e.qg.

project1,subprojectl
project1,subproject?
project2

project3,subproject1

Syntax for user assigned projects:
e.g.

projectl,subprojectl, usernamel
projectl,subproject2 usernamel
project2, usernamel

projectl, username2

Descriptions for project and subproject can be added with brackets:
project1(description),subproject{description)

For more information and examples see documenation.

Separator: Comma hd [3]

Brackets for descriptions | Round brackets {Description) ~

CSV Import of 14316 lines finished at 10:28:49.

[Cancel import] Start import

The list of projects, sub-projects and user assignment in e-FOLLOW.cloud can be imported via a .csv
file.

[1] Import file:
Here You can easily upload / replace the project-csv file by pressing the button Upload new Project
Import File.

[2] Syntax
Make sure the structure / syntax of the .csv file is correct. Please refer to the examples for global and
user assigned projects.

Global: project-name
project-name, sub-project-name*

user assigned: project-name,,username
project-name,sub-project-name*,username

*) sub-project name is optional. Make sure, that in case of user assigned projects the username is
placed as third field.

[3] Separators
Here you can define the field separators (comma, semicolon or tab stop) and the type of brackets
containing the descriptions.
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[4]!DROP_TABLE
If you add the expression ''DROP_TABLE' at the first line of the .csv file all project codes and user
assignments will be deleted before importing the data from .csv. Else new data will be appended.
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8.1.5 Domains

e-FOLLOW.cloud supports the synchronization of users from the any directory service supporting a
secure LDAP connection. Additionally, e-FOLLOW.cloud supports the synchronization of Microsoft
Entra ID (Azure Active Directory (AAD)), Google Workspace and Windows Active Directory (not

recommended for e-FOLLOW.cloud).

-FOLLOW
e —~ cloud

MAMNAGEMENT
User list
Departments
Permissions

Projects

DEVICES
Virtual Queues
Toshiba
Toshiba eSF
Mobile print

CLOUD SCAN & PRINT

5can

REPORT
Reports

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

# € Logout
WRElEN REMOVE MODIFY USER IMPORT
Active Directory
LDAP gle Workspace)
rol Systems (workspace-sync@instant-ascent-4%9113-
Microsoft Entra ID {Azure Active Directory) iceaccount.com / instant-ascent-499113-g0)
multiple domains) [

Google Workspace

Projects

'orkspace group filter

If at least one group is selected, only users from these Google Workspace

groups will be imported.

Ignore disabled AD user accounts

Remove Card IDs from disabled user accounts
Ignore guest user accounts

Replace internal users @

Delete unknown users - else they get @
deactivated

Generate random PIN
PIN length

Send PIN by email to user

Additional settings »

Operator Manual

Synchronization will be performed immediately by clicking to [ USER IMPORT ]
Users can also be synchronized automatically. Pease refer to the chapter Schedules.

ADD REMONVE MOOIFY

LSER IMPORT
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8.1.5.1 Domains - ADD LDAP Domain

e-FOLLOW.cloud Professional can synchronize users from multiple directory services (AAD or LDAP
Servers). Clicking to [ ADD ] and selecting LDAP will allow entering the hostname/IP and credentials

for an additional Server.

MName

Hostname/IP Address

Port 389
SsL

Base DN
Example: DC=domain, DC=local

Admin DN

Example: CN=admin,DC=domain,DC=local
Active Directory: CN=Administrator,CN=Users,DC=domain,DC=local

Password

[Cancel]

o LDAP import can only be performed if the LDAP Server supports SSL & paged search.

Attention

When "Write new Cad-IDs to A.D." is enabled, the user specified here must have write-permission.

Version 6.1.2
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8.1.6

Domains — ADD Microsoft Entra ID (Azure Active Directory)

To synchronize your Microsoft Entra ID users with e-FOLLOW.cloud, you need to prepare one App at

your Entra ID.

Then you need your Tenant ID, the Application (client) ID and the Secret Key to create a Entra ID
domain at the management.

8.1.6.1

Create an application in Microsoft Entra ID (Azure Active Directory)

Start the Azure portal (https://portal.azure.com) and sign in with your Microsoft account and select
"Microsoft Entra ID" in Azure services

Select "App registration" on the left and then click on “New registration”

Home » Control Systems GmbH & Co. KG

g2 Control Systems GmbH & Co. KG | App registrations  #

0 overview
B0 Preview features
7~ Diagnose and solve problems
~ Manage
AL Users

&a Groups

@ External Identities
& Roles and administrators
& Administrative units

Delegated admin
partners

w

. Enterprise applications

&

| Devices

" App registrations

[&] Identity Governance

»

New registration

All applications Owned applications

@ Endpoints 2 Troubleshoot

'1:' Refresh = Df

Deleted applications

P Start typing a display name or application (client) ID to filter these r...

0 applications found

Display name T

Mo results.
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Give a name, select a Supported Account Type and click "Register"

Microsoft Azure £ Search resources, services, and docs (G+/) Lo 7 ingo.pfeiffer@control -
CONTROL SYSTEMS GMBH & CO.

Home > Control Systems GmbH & Co. KG | App registrations >

Register an application X

* Name

The user-facing display name for this application (this can be changed later).

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directory only (Control Systems GmbH & Co. KG only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra 1D tenant - Multitenant) and personal Microsoft accounts (2.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

we'll return the authentication respense to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios.

Select a platform e | | e.g. hitps://fexample.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies =

After creating the App you will find your Tenant ID and the Application (client) ID.

Home > Control Systems GmbH & Co. KG | App registrations >

- e-F-App #

¢ «  [i Delete @ Endpoints ) Preview features

| B overview
~ Essentials
i Quickstart
3 Display name t e-F-App
# Integration assistant
) I Application (client) ID : a i BT i 1 I
# Diagnose and solve problems Object ID . i
v Manage I Directory (tenant) ID : - I
= Branding & properties Supported account types : My organization only

3 Authentication
o Starting June 30th, 2020 we will no longer add any new features to Azure Acti
Certificates & secrats to Microsoft Authentication Library (MSAL) and Microscft Graph. Learn more

1l Token configuration

. Get Started Documentation
-9 API| permissions

& Expose an AP|
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Select "certificates and secrets" on the left and click on "New client secret"”

Enter a Description and an expiration date

..and click "Add"

= Microsoft Azure ' Search resources, serv,

Home > Control Systems GmbH & Co. KG | App registrations » e-F-App

e-F-App | Certificates & secrets =

|/'-j Search

| « SS" Got feedback?

B overview

& Quickstart

# Integration assistant
Manage

&= Branding & properties

—:)) Authentication

Certificates & secrets

Il Token configuration

-2 API permissions

Credentizls enable confidential applications to identify themselves to the al
scheme). For a higher level of assurance, we recommend using a certificate

o Application registration certificates, secrets and federated credentials can

Certificates (0) Client secrets (5)

A secret string that the application uses to prove its identity when request

Mew client secret

Federated credentials (0)

Copy the value of the client secret that you just added.

Attention

This is only shown once here. If you forget it, you can create another one

The Secret Key will expire after a certain time. Be sure to recreate it regulary or some feature of the
Microsoft Entra ID (Azure Active Directory) like synchronization will fail.

Alternatively, you can also upload a certificate to authenticate your e-FOLLOW instance against the

Entra ID.

Microsoft Azure

Home » e-Follow with cert VI

e-Follow with cert VI | Certificates & secrets =

D Search | o]

QOverview

Quickstart

" Integration assistant

Diagnose and solve problems

Manage

B Branding & properties

-:)) Authentication (Praview)
Certificates & secrets

1! Token configuration

Q Search resources, services, and docs (G+/)

Il

>

R'j Got feedback?

Credentials enable confidential applications to identify themselves to the au
location {using an HTTPS scheme). For a higher level of assurance, we recon

Certificates (1) Client secrets (0) Federated credentials (0)

Certificates can be used as secrets to prove the application’s identity whel

T Upload certificate

Operator Manual
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Select "API permissions"” on the left
You must add the following rights

S Application-type API

Therefore click +Add a permission

osoft Azure 2 Search resources, se
Show portal menu

Home > Control Systems GmbH & Co. KG | App registrations > e-F-App

- e-F-App | APl permissions =

L Search | « O Refrash Q,'j Got feedback?

# Overview

& Quickstart
0 The "Admin consent required” column shows the default value for an of
# Integration assistant

Manage Configured permissions

Applications are authonized to call APIs when they are granted permissio
all the permissions the application needs. Learn more about permissions

&2 Branding & properties

3 Authentication

Add a permission |~ Grant admin consent for Control Systems G

Certificates & secrets

Il Token configuration API / Permissions name Type Description

- v Micre Graph (8)
<2 AP permissions Microsoft Graph (8)

Then select "Microsoft Graph"

= Microsoft Azure A search resources, services, and docs (G+/) 1 A 7 ingo.pfeiffer@contro
CONTROL SYSTEMS GMBH &

Home > Control Systems GmbH & Co. KG | App 1 Request API permissions

- e-F-App | APl permission:

Select an API

|ﬁ Search | « O we

Microsoft APls  APls my organization uses My APls

B overview .
Commonly used Microsoft APls

& Quickstart o
;'.' Integration assistant | Microsoft Graph
— P
/ ‘\ Take advantage of the tremendous amount of data in Gffice 365, Enterprise Mobility = Security, and Windows 10.

Manage L ‘ Access Microsoft Entra ID, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and mare

Confi¢ \." through  single endpoirt.
=
&2 Branding & properties Applica

permiss

3) Authentication

Select 'Application permissions'

= Microsoft Azure L Search resources, services, and docs (G+/) (3 3 .pfeiffer@control-s.. ‘
CONTROL SYSTEMS GMBH & CO__

Home > Control Systems GmbH & Co. KG | App 1 Request API permissions N
- e-F-App | API permission:

CAll APIs
|;J Search ‘ « O R @ Microsoft Graph

https://graph.microsoftcom/ Docs

= Overview What type of permissions does your application require?

&b Quickstart
(i N Delegated permissions Application permissions
# Integration assistant | Your application needs to access the APl as the signed-in user. Your application runs as a background service or dagmen without a
signed-in user.
Manage

Select the following API permissions

S AccessReview.Read. All
& Directory.Read.All
SO Group.Read. All
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GroupMember.Read.All
User.Read.All

0D

User.Read (Delegated Permissions)
User.ReadBasic.All (Delegated Permissions)

0D
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Click "Add Permissions"

2 search resources, services, and docs (G+/)

Home » Control Systems GmbH & Co. KG | App 1 Request API permiSSiOnS X
- e-F-App | API permission:

ingo.pfeiffer@contr

CONTROL SYSTEMS GMBH & CO....

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. Your application runs as a background service or dasman without 2
‘;’3 Search ‘ « Ow signed-in user.
i overview
Select permissions expand all

& Quickstart

# Integration assistant | P Start typing a permissien to filter these results
F |

Permission Admin consent required
Manage confi
onti¢
[ i ~ AccessReview (1)
B2 Branding & properties APP\I_CS
3 Authentication permis . AccessReview Read.All @ .
Y as
Certificates & . Read all access reviews
ertificates & secrets + a
. \:‘ AccessReview ReadWrite All (0 v
i i es
iIf Teken configuration APL/ Manage all access reviews
- API permissions ~ i 0] AccessReview ReadWrite Membership () v
as

@ Expose 2n API Manage access reviews for group and app memberships

If you are not an administrator, you must ask your administrator for consent. He must then go to this
page with his account and click on the button "grant administrator consent for YOUR.DOMAIN".

Certificates & secrets

Configured permissions

{1} Token configuration Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

- APl permissions * all the permissions the application needs. Learn more about permissions and consent

& Expose an API + Add a permission /" Grant admin consent for Control Systems GmbH & Co. KG

L App roles API / Permissions name Type Description Admin consent requ... Status

& Owners v Micrasof: Gragh (7)

& Roles and adminisirators AccessReview Read All application  Read all access reviews Yes @ Granted for Control Syst,, +o+

L Manifest Directory.Read All Application  Read directory data Yes @ Granted for Control Syt =+

2 Support + Troubleshooting GroupRead All Application  Read all groups Yes @ Granted for Control Syst,, +e+

GroupMember.Read.All Application  Read all group memberships Yes @ Granted for Control Syst_ sss
UserRead Delegated  Sign in and read user profile No @ Granted for Control Syst,, ==+
User.Readl All Application  Read all users full profiles Yes @ Granted for Control Syst,, »=+
User ReaclBasic All Delegated  Read all users’ basic profiles No @ Granted for Control Syst,, ===

The status of all permissions should be green now.
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Allow pubilic client flows:

To enable login by username & password public client flow has to be enabled.

#. Diagnose and solve problems
Redirect URI configuration Supported accounts Settings

~ Manage

B Branding & properties Web and SPA settings

o If you are not building a web or SPA application, web and SPA settings are non-applicable. Web and SPA setting
-3 Authentication (Preview)

Allow public client flows | Learn more

m Enabled

App instance property lock Learn more
Configure the application instance modification lock. Configure

Certificates & secrets

1! Token configuration

-2+ AP| permissions

This can also be enabled at the "Manifest" on the left

#{ Diagnose and solve problems

Microsoft Graph App Manifest (New) AAD Graph App Manifest (Deprecating Soon)
' Manage
B Branding & properties a See Understanding the AAD Graph application manifest to learn how to edit AAD Graph app manifest.
-:') Authentication (Preview) _
Jiscard s Download T Upload
Certificates & secrets

1
11! Token configuration 2 "id": "5171d9f4-c24e-4f79-8e42-5c384b56348c",

3 "acceptMappedClaims”: null,
- API permissions 4 "accessTokenAcceptediersion”: null,

5 “addIge". [1
G E API . .

kpase an 6 "allowPublicClient": true,

B App roles 7 app H c-a8ce-0497bda2fa71",

] "appRoles": [],
&8 Owners a "oauth2AllowUrlPathMatching”: false,
s ol & scministrat 1@ “createdDateTime": "2826-05-13T14:43:197",
4z, Roles and administrators 11 "description”: null,
1 Manifest 12 “"certification™: null,

13 "disabledByMicrosoftStatus”: null,

sunnort + Trouhlechontino a4 " Bk Liorloime™ 11

Set "allowPublicClient" to 'true' and click save

Operator Manual Version 6.1.2



page 78 e-FOLLOW.cloud

In case e-FOLLOW.cloud shall be allowed to write back Card-ID or PINs to the Entra ID you need to
grant write-permission to the registered App

AccessReview.ReadWrite.All
Directory.ReadWrite.All
Group.ReadWrite All
GroupMember.ReadWrite.All
User.ReadWrite.All

CoODDD

User.Read (Delegated Permissions)
User.ReadBasic.All (Delegated Permissions)

0D

Certificates & secrets . L.
Configured permissions
"
11l Token configuration Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

-2~ API permissions o

& Expose an API + Add a permission " Grant admin consent for Control Systems GmbH & Co. KG

¥ App roles APl / Permissions name Type Description Admin consent requ... Status

4R Owners \/ Micrasoft Graph (7)

&, Roles and administrators AccessReview.ReadWrite Al Application  Manage all access reviews Yes @ Granted for Control Syst,, »++

Manifest Directory.ReadWrite.A Application  Read and write directory data Yes @ Granted for Control Syst,, »=+

7 Suppert + Troubleshooting Group.ReadWrite All Application  Read and write all groups Yes @ Granted for Control Syst, +=+

GroupMember.ReadWrite.All Application  Read and write all group memberships Yes @ Granted for Control Syst,, ==+
User.Read Delegated  Sign in and read user profile No @ Granted for Control Syst,, +a+
User.ReadBasicAll Delegated  Read all users’ basic profiles No @ Granted for Control Syst, +=+
User.ReadWrite. All Application  Read and write all users’ full profiles Yes @ Granted for Control Syst,, ==+
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8.1.6.2 Configuring e-FOLLOW.cloud domain Microsoft Entra ID (Azure Active Directory)

synchronization

Click to ADD — Microsoft Entra ID (Azure Active Directory)

Name

Tenant ID

Client ID

Authentication method Client Secret v

Client Secret

@Domain

(will be added to the username at printing at login if not present)

@your-azure-ad-demain-name.com

User self-enroliment

Microsoft Login

Additional settings »

Redirect URIs for Entra ID app, when User self-enrollment or Microsoft Login is used:

User portal:

Management:

https://userportal-cs-test.test.e-follow. cloud/?page=self_enrollment_callback

https://management-cs-test.test. e-follow.doud/?page=microsoft_login_callback

[Cancel]

Name Enter a name of your choice for the directory service
Tenant ID Enter the Directory (tenant) ID of your AAD
Client ID Enter the Application (client) ID of the service you just created

Authentication method

Select here if you want to authenticate with a Client Secret or Client

certificate (.pfx or .p12)

Client Secret

Authentication method Client Secret only:

Enter the Client Secret for the service you just created

Client certificate (.pfx or
.p12)

Authentication method Client certificate only:
Upload the .pfx or .p12 file containing the private key. The corresponding
public certificate must be uploaded to the Azure app registration. Both

certificates must have the same thumbprint.

Certificate password

Authentication method Client certificate only:
Enter the password used when the .pfx or .p12 file was created. This

password unlocks the private key and is not configured in Azure.

@domain

To simplify the login, this domain-addon will be added automatically to
the username at login, so the users do not necessarily need to enter their

full login name. E.g.: @control-systems.de

User self-enrollment

This option disables automatic synchronization with Microsoft Entra ID
(Azure Active Directory)
(Explained in chapter 8.1.7 Domains — ADD Microsoft Entra ID (Azure

Active Directory) with User self-enroliment)

Operator Manual
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Microsoft Login This option enables the Microsoft Login for this domain. As “Sign in with
Microsoft” button will be then available at the Management and User
Portal login page.

At SETTINGS->General and SETTINGS->User portal & User tools
you can choose to allow only Microsoft Login.

Redirect URI for User The Redirect URI for the login page of the User Portal. This URI will be
portal used for User self-enrolliment and Microsoft Login.

Enter it at your Entra ID App > Manage - Authentication > Web
Redirect URIs. See screenshot below.

Redirect URI for The Redirect URI for the login page of the Management. This URI will be
Management used only for Microsoft Login.

Enter it at your Entra ID App > Manage - Authentication > Web

Redirect URIs. See screenshot below.

Redirect URIs example for User self-enroliment and Microsoft Login.

= Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > e-F-App

5) e-F-App | Authentication =

B overview
Quickstart Platform configurations

#" Integration assistant Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URIs, specific authentication settings, or fields specific to the platform.
2 Diagnose and solve problems
v Manage = Add a platform
£ Branding & properties

2 Authentication Web Quickstart  Docsel  [il]

Certificates & secrets Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. The redirect
URI you send in the request to the login server should match one listed here. Also referred to as reply URLs. Learn more about Redirect URIs and their
restrictions

1l Token configuration

-2~ APl permissians

& Expose an API https://userportal-cs-test.e-follow.cloud,/?page=self_enrollment_callback v ‘ ]E[
53 Approles https://management-cs-test.e-follow.cloud/?page=microsoft_login_callback ]E
a Owners Add UR|

&, Roles and administrators
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8.1.7 Domains — ADD Microsoft Entra ID (Azure Active Directory) with User self-enroliment

If you need a more secure and limited access to Microsoft Entra ID (Azure Active Directory) users then
use the User selt-enroliment feature.

There you also have to register an API for Microsoft Entra ID (Azure Active Directory) but without the
rights to read all user informations.

Because of this synchronization of all users is no longer possible. Users have to add themselves

manually at the e-FOLLOW user portal by entering their email address. Then they will be redirected to
the Microsoft login page.

8.1.7.1  Create an application in Microsoft Entra ID (Azure Active Directory) with User self-enroliment

Start the Azure portal (https://portal.azure.com) and sign in with your Microsoft account and select
"Microsoft Entra ID" in Azure services

Select "App registration” on the left and then click on “New registration”

Home > Control Systems GmbH & Co. KG

g2 Control Systems GmbH & Co. KG | App registrations =

L L

New registration & Endpoints A Troubleshoot () Refresh 4 O

O Overview All applications ~ Owned applications  Deleted applications
I Preview features
A start typing a display name or application (client) ID to filter these r...
74 Diagnose and solve problems L Y P
~ Manage
& Users o
0 applications found
&8 Groups

Display name T
B= External Identities No results.
as» Roles and administrators
& Administrative units

Delegated admin
partners

i Enterprise applications

L Devices

i App registrations

(&) Identity Governance
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Give a name and select a Supported Account Type.

Choose at Redirect URI “Web” and enter the URL, which is shown at SETTINGS->Domains-=>ADD or

MODIFY.

The redirect URIs can also be edited later in Azure Management Portal (Entra ID App - Manage >

Authentication > Web Redirect URIs)

The URI format for user portal is (replace XXXX-YYYY with your Cloud-UID):
https://userportal-XXXX-YYY .e-follow.cloud/?page=self_enroliment_callback

= Microsoft Azure P Search)

Home > Control Systems GmbH & Co. KG | App registrations >

Register an application

* Mame

The user-facing display name for this application (this can be changed later).

Supported account types

Who can use this application or access this API7
@ Accounts in this organizational directory only (Control Systems GmbH & Co. KG only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
®box)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios.

I| Web A% ‘ | https:;’,-’userportal-XX:(X—\’WY.e-fo\lowcloud,-’?page:self_enrollmen...\/‘ I

After creating the App you will find your Tenant ID and the Application (client) ID.

Version 6.1.2

— Microsoft Azure

Home > Control Systems GmbH & Co. KG | App registrations

g e-F-App #

. . & oelete & Endpoints [l Preview features

| B overview
# Essentials

& Quickstart
Display name

#" Integration assistant I P—pr—— - - I
A ication (cle {] H aled 0 & .

2 Diagnose and solve problems

“ Manage

B2 Branding & properties Supported account types : A

—:9 Authentication
@ Starting June 30th, 2020 we will no longer add any new features to Azure Acti
Certificates & secrets to Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam more

I
1l Token configuration

. Get Started  Documentation
<= AP| permissions

&b Expose an AP|

Operator Manual



e-FOLLOW.cloud

page 83

Select "certificates and secrets" on the left and click on "New client secret"”

Enter a Description and an expiration date

..and click "Add"

= Microsoft Azure ' Search resources, serv,

Home > Control Systems GmbH & Co. KG | App registrations » e-F-App

e-F-App | Certificates & secrets =

|/'-j Search

| « SS" Got feedback?

B overview

& Quickstart

# Integration assistant
Manage

&= Branding & properties

—:)) Authentication

Certificates & secrets

Il Token configuration

-2 API permissions

Credentizls enable confidential applications to identify themselves to the al
scheme). For a higher level of assurance, we recommend using a certificate

o Application registration certificates, secrets and federated credentials can

Certificates (0) Client secrets (5)

A secret string that the application uses to prove its identity when request

Mew client secret

Federated credentials (0)

Copy the value of the client secret that you just added.

Attention

This is only shown once here. If you forget it, you can create another one

The Secret Key will expire after a certain time. Be sure to recreate it regulary or some feature of the
Microsoft Entra ID (Azure Active Directory) like synchronization will fail.

Alternatively, you can also upload a certificate to authenticate your e-FOLLOW instance against the

Entra ID.

Microsoft Azure

Home » e-Follow with cert VI

e-Follow with cert VI | Certificates & secrets =

|/-'> Search | o

B Overview
&4 Quickstart
;,' Integration assistant
# Diagnose and solve problems
~ Manage
B3 Branding & properties
S authentication (Preview)
Certificates & secrets

1! Token configuratian

Q Search resources, services, and docs (G+/)

Il

>

&7 Got feedback?
Credentizls enable confidential zapplications to identify themselves to the aU
location {using an HTTPS scheme). For a higher level of assurance, we recon

Certificates (1)

Certificates can be used as secrets to prove the application's identity whel

Client secrets (0) Federated credentizals (0)

T Upload certificate
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Permissions:

e Remove User.Read permission
e Add Delegated permissions:
& profile (View users’ basic profile)

& offline_access

Microsoft Azure

£ Search resources, services, and docs (G+/)

denis.staritin@control-s.
CONTROL SYSTEMS GMBH & CO.

Home > e-FOLLOW App

| L search

|<<

B overview
& Quickstart

# Integration assistant

Manage

= eranding & properties

3 Authentication
Certificates & secrets

Il Token configuration

-2 AP| permissions

& Expose an AP

i App roles

- e-FOLLOW App | API permissions = - X

O Refresh R'_f‘ Got feedback?

Configured permissions
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list

of configured permissions should include all the permissions the application needs. Learn more about permissions and consent

Add a permission  ~ Grant admin consent for Control Systems GmbH & Co. KG

API / Permissions n... Type Description Admin consent req...  Status
“~ Microsoft Graph (1) b
User.Read Delegated  Sign in and read user profile No B

Remove permission

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

Then click +Add a permission

Microsoft Azure A~ Search resources, services, and docs (G+/)

Home > Control Systems GmbH & Co. KG | App registrations » e-FOLLOW Self-Enroliment@VI

- e-FOLLOW Self-Enrollment@VI | AP| permissions =

| £ Search

O Refresh R'j Got feedback?

|<<

B overview

& Quickstart

Manage

3 Authentication

# Integration assistant

B2 eranding & properties

Certificates & secrets

Il Token configuration

o The "Admin consent required” column shows the default value for an ¢
your organization, or in organizations where this app will be used. Leas

Configured permissicns

Applications are authorized to call APIs when they are granted permissio
all the permissions the application needs. Learn more about permissions

Add a permission |~ Granta

APl / Permissions name

2= API permissions

Mo permissions added
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Then select "Microsoft Graph"

£ search resources, services, and docs (G+/) & ingo.pfeiffer@contro
CONTROL SYSTEMS GMBH &

Home > Control Systems GmbH & Co. KG | App r Request API permissions
= e-F-App | APl permission:

Select an APl

|/7 Search | < O re

Microsoft APls ~ APls my organization uses My APls

B overview

Commonly used Microsaft APls

Quickstart o
7 Integration assistant Microsoft Graph
/ 1 remendous amount of data in Office 365, E Mobility + Security, and Windows 10,
Manage > < ID, Excel, Intune, Outlock/Exchange, OneDrive, OneNote, SharePoint, Planner, and more
Confic \ 4 it
= ding & ies | e
Branding & properties Applica
permiss

3 Authentication

And then select delegated permissions
Request APl permissions X

CAll APl
¥ H i~
—, Microsoft Graph
E https://graph.microsoft.comy Docs

What type of permissions doas your application require?

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user, Your application runs as a background service or daemon without a
signed-in user,

e-FOLLOW.cloud will only see this information about users (see screenshot below)

https://graph.microsoft.com/oidc/userinfo

https://graph.microsoft.com/oidc/userinfo

Body

none form-data K-www-form-urlencoded binary GraphQL

"email”:
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In Azure portal there is a possibility to track account logins.

Therefore click in your Microsoft Azure portal on Microsoft Entra ID->Enterprise applications.
Then select your created App in the list.
At Activity you can then see the Sign-in logs:

= Microsoft Azure P Search resources, services, and docs (G+/)

Home » Control Systems GmbH & Co. KG | Enterprise applications > Enterprise applications | All applications > e-FOLLOW App

5) e-FOLLOW App | Sign-in logs =

Enterprise Application
+ Download ~ @ Export Data Settings K Troubleshoot 'U Refresh Columns ﬁ? Got feedback?
H Overview

o ‘Want to switch back to the default sign-ins experience? Click here to leave the preview. =
Deployment Plan

# Diagnose and solve problems

Date : Last 7 days Show dates as : Local Application contains 7¢3378a4-f80e-dacf-870c-0b6éd3fadb93e +v Add filters

Manage User sign-ins (interactive)  User sign-ins (non-interactive) Service principal sign-ins Managed identity sign-ins

il Properties

B Owners Date 4 RequestID T4 User T Application Ty Status IP address
9/6/2023, 1:25:49 PM db23ff1d-f588-42e3-baf5-f... Denis Staritin e-FOLLOW App Success 2.207.230.34

&b, Roles and administrators
&8 Users and groups

D single sign-on

& Provisioning

E! Application proxy

C  self-service

Security
% Conditional Access
2 permissions
© Token encryption
Activity
I D sign-in logs I

fil Usage & insights

B Audit logs
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You can also filter users which can perform self-enroliment.

Therefore select Microsoft Entra ID->Enterprise applications.Then select your created App in the list.

Then select Conditional Access and create a new policy.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > e-F-App

@ e-F-App | Conditional Access

« + New policy + New policy from template T Upload policy file 2 whatif

What is Conditional Access?

Enterprise Application

# Overview
Deployment Plan

# Diagnose and solve problems
Learn more &
Manage

i Conditions Controls
1

Properties

&8 Owners When any user is outside the company network

Reles and administrators
When users in the '‘Managers’ group sign-in

2
&% Users and groups
=

Single sign-on Get Started

@ Provisioning
1. Create your first policy by clicking "+ Create new policy”

2. Specify policy Conditions and Controls
3. When you are done, don't forget to Enable policy and Create

£ Application proxy
C  self-zervice

Interested in comman scenarios? &

Security

I ¥ Conditional Access I

=

Conditional Access gives you the ability to enforce access requirements when specific conditions o

They're required to sign in with

They are reqguired be on an Intu

P Search resources, services, and docs {G+/)

Home > Control Systems GmbH & Co. KG | Enterprise applications > Enterprise applications | All applications » e-FOLLOW App | Conditional Access »

Block Login

Conditional Access policy

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.

Control access based on who the policy will
apply to, such as users and groups, workload
identities, directory roles, or external guests.

Learn more Learn more
*
Name Include  Exclude
Block Login \/|
O MNone
Assignments O Al users

Users (D @ Select users and groups

Speaific users included D Guest or external users (O

Target resources () [] birectory roles @

1 app included
PP Users and groups

Conditions ©

0 conditions selected Select

1 user

Test Deactivate s
test_deactivate@control-syste...

Access controls

Grant (@

Block access

Session ©

0 contrals selected

Enable pelicy

(Reporony QD o )
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8.1.7.2 Configuring e-FOLLOW.cloud domain Microsoft Entra ID (Azure Active Directory)
synchronization with User self-enroliment

Click to ADD — Microsoft Entra ID (Azure Active Directory). Enable User self-enroliment.

Name

Tenant 1D

Client ID

Authentication method

Client Secret

@Domain

(will be added to the username at printing at login if not present)

Client Secret hd

@your-azure-ad-domain-name.com =

User self-enroliment (%

9|

Microsoft Login (?)

Additional settings »

Redirect URIs for Entra ID app, when User self-enrollment or Microsoft Login is used:

User portal: https://userportal-cs-test.test.e-follow. cloud/?page=self_enrollment_callback
Management: https://management-cs-test.test. e-follow.cloud/?page=microsoft_login_callback
[Cancel]
Name Enter a name of your choice for the directory service
Tenant ID Enter the Tenant ID of your AAD
Client ID Enter the Client ID of the service you just created

Authentication method

Select here if you want to authenticate with a Client Secret or Client

certificate (.pfx or .p12)

Client Secret

Authentication method Client Secret only:

Enter the Client Secret for the service you just created

Client certificate (.pfx or
.p12)

Authentication method Client certificate only:
Upload the .pfx or .p12 file containing the private key. The corresponding
public certificate must be uploaded to the Azure app registration. Both

certificates must have the same thumbprint.

Certificate password

Authentication method Client certificate only:
Enter the password used when the .pfx or .p12 file was created. This

password unlocks the private key and is not configured in Azure.

@Domain

To simplify the login, this domain-addon will be added automatically to
the username at login, so the users do not necessarily need to enter their

full login name. E.g.: @control-systems.de

User self-enrollment

Switch on User self-enrollment

Microsoft Login

This option enables the Microsoft Login for this domain. As “Sign in with
Microsoft” button will be then available at the Management and User

Portal login page.

Version 6.1.2
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At SETTINGS->General and SETTINGS—->User portal & User tools you

can choose to allow only Microsoft Login.

Redirect URI for User
portal

The Redirect URI for the login page of the User Portal. This URI will be
used for User self-enroliment and Microsoft Login.

Enter it at your Entra ID App - Manage - Authentication > Web
Redirect URIs. See screenshot below.

Redirect URI for

Management

The Redirect URI for the login page of the Management. This URI will be
used only for Microsoft Login.
Enter it at your Entra ID App - Manage - Authentication > Web

Redirect URIs. See screenshot below.

Operator Manual
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Redirect URIs example for User self-enrollment and Microsoft Login.

e ey

Home > e-F-App

3 e-F-App | Authentication »#

B overview
&

Quickstart

-

# Diagnose and solve prablems

~ Manage

B Branding & properties

2 Authentication

Certificates & secrets

-2 AP| permissions

& Expose an API

App roles

&8 Owners

B

4 Integration assistant

Token configuration

» Roles and administrators

¢« &7 Got feedback?

Platform configurations

Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URIs, specific authentication settings, or fields specific to the platform.

Add a platform

Web Quickstart  Doecscf [il]
Redirect URIs
The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. The redirect

URI you send in the request to the login server should match one listed here. Also referred to as reply URLs. Learn more about Redirect URIs and their
restrictions '

https://userportal-cs-test.e-follow.cloud/?page=self_enrollment_callback \/‘ ]E
https://management-¢s-test.e-follow.cloud/?page=microsoft_login_callback ]E[
Add URI

Version 6.1.2
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8.1.8 Domains — ADD Google Workspace

To synchronize your Google Workspace users with e-FOLLOW.cloud, you first need to create a
project in Google Cloud. In this project, create a service account, enable domain-wide delegation, and
generate a JSON key file. You will then need the delegated administrator email address, the service
account JSON key file, and your Google Workspace domain name to add the Google Workspace
domain in the e-FOLLOW.cloud management interface.

8.1.8.1  Configuration in the Google Admin console and Google Cloud console

Create or select a Google Cloud project
Google Cloud Console = Project selector > New Project

= Google Cloud Q +H & 4

New Project

— PI’{.-,(‘Z‘.[ name * .
‘ GoogleWorkspaceAuthentication @ ‘

Project ID: spiritual-verve-504509-k9. It cannot be changed later.  Edit

~ Organization *
‘ control-systems.dev v @ ‘

Select an organization to attach it to a project. This selection can't be changed later.

~ Parent resource * §
‘ B control-systems.dev Browse ‘

Select the organization or folder where this resource will be created |

Enabled Admin SDK API
Google Cloud Console >Navigation menu > APIs & Services - Library > Admin SDK API

= GoogleCloud [ 3* GoogleWorkspaceAuthentication | Q <4 ﬁ Q H o

& Product details

Admin SDK API

Google Enterprise API

Manage Google Workspace account resources and audit usage.

| Trythis APl 7 | @ APIEnabled

Overview Documentation Support Related Products
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Enable domain-wide delegation in Google Admin Console
Google Admin console - Menu - Security > Access and data control > API controls > Manage

Domain-Wide Delegation

The Client ID can be found in the Google Cloud console under:
Google Cloud Console - IAM & Admin - Service Accounts - select the service account >

Advanced settings = Client ID

These scopes are needed:
https://www.googleapis.com/auth/admin.directory.user.readonly
https://www.googleapis.com/auth/admin.directory.group.readonly
https://www.googleapis.com/auth/admin.directory.group.member.readonly
https://www.googleapis.com/auth/admin.directory.customer.readonly
https://www.googleapis.com/auth/admin.directory.orgunit.readonly
https://www.googleapis.com/auth/admin.directory.userschema.readonly
https://www.googleapis.com/auth/admin.directory.user

https://www.googleapis.com/auth/drive (is only needed, if scanning is also used)

= o Admin ¢ Askmeanythingeg, howtot [ X @ o

APl Controls » Domain-wide Delegation

API clients Addnew  Download client info
4+ Add afiler
Name Client ID Scopes
workspac.. ..fauth/admin.directory.user.readonly ...fauth/admin.directory.group.readc
My Works... .fauth/drive
test-app ..fauth/drive
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Create and download the JSON key in the Google Cloud console

Google Cloud console - Navigation menu = IAM & Admin - Service Accounts - select the service
account > Keys

= GoogleCloud [ 3* GoogleWorkspaceAuthentication | Q 4 ﬁ b QO : o
e IAM & Admin / Service accounts / Service account: ! Keys

Identity & Access ~ & Workspace—sync

+8

£ Details Permissions Keys Metrics Logs Principals with access
2 Service Accounts Add a new key pair or upload a public key certificate from an existing key pair.

H G Block service account key creation using organization policies 2

seti R Ticies for service accounts &

T e Learn more about setting organization policies for service accounts 2

£ Roles H Add key ~

E Workload Identity Fe...

Type Status Key Creation date

E3 Manage Resources o) @ Active Jun 11,2026
E; Release Notes [0} @ Active Aug 3, 2026
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Create LDAP client (only needed for username/password authentication)
Google Admin console > Menu > Apps > LDAP

For a typical e-FOLLOW.cloud configuration, use the following settings:

Set the Service status to On.
Allow Verify user credentials for the entire domain.

Allow Read user information for the entire domain, including system, public, and private
custom attributes.

Allow Read group information.
Generate and associate an LDAP client certificate.
LDAP access credentials are not required when certificate-based authentication is used.

Administrators may restrict the permissions to selected organizational units or groups, provided that all
users who need to sign in to e-FOLLOW.cloud remain accessible.

Download the generated LDAP client certificate and upload it to the LDAP client certificate field in
the e-FOLLOW.cloud Google Workspace domain configuration.

= © Admin @ Askmeanythingeg,howtoe QO ¥ @ i o
Apps > LDAP
Audit log Z
LDAP | 1 client ADD CLIENT
Q, search LDAP clients
Clients Access Permissions

Google Workspace Ldap Client

Rows per page: 30 Page 1 0f1
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Create custom attributes (only needed when Card ID or Pin is used)
Google Admin console > Menu - Directory - Users - More options > Manage custom attributes

The custom attribute category should be named ,,e-FOLLOW?*, and the field names should be
scardld“ and ,pin“. When creating a Google Workspace domain in the management interface, the
fields for Card ID and Login PIN are prefilled with customSchemas.e-FOLLOW.cardld and
customSchemas.e-FOLLOW.pin.

Other names may also be used, but the corresponding default attribute values in the management
interface must then be adjusted accordingly.

o Admin ¢ Askmeanythingeg, howtot [ R @& = o |

» Manage user attributes

View and manage user's profile attributes. ADD CUSTOM ATTRIBUTE

Custom atiributes

e-FOLLOW cardld pin V4
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8.1.8.2 Configuring e-FOLLOW.cloud domain Google Workspace synchronization

Click to ADD — Google Workspace

Name
Delegated admin email

Service account JSON

@Domain

(will be added to the username at printing at login if not present) @your-goag

Username/password login

LDAP client certificate

| Datei auswahlen | Keine ausgewshlt

[Cancel]

Name

Enter a name of your choice for the directory service

Delegated admin email

Enter the email address of the Google Workspace administrator that the
service account will impersonate.

The user needs to have at least these privileges: Read Users, Read
Groups, Read Organizational Units, Read Domains

If PIN or Card should be writen to the directory service these privileges

are needed additionally: Create Users, Update Users

Service account JSON

Upload the JSON key file created for the Google Cloud service account.

@Domain

To simplify the login, this domain-addon will be added automatically to
the username at login, so the users do not necessarily need to enter their

full login name. E.g.: @control-systems.de

Username/password

login

Enable this option to allow users to sign in with their Google Workspace

username and password through Google Secure LDAP.

LDAP client certificate

Upload the certificate downloaded from the Secure LDAP client
configuration. This is required when username/password login is

enabled.

Version 6.1.2
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8.1.9 Domain - REMOVE

This will allow to remove a domain from e-FOLLOW.cloud.

Attention

When removing a domain all users, user settings and the jobs pending for these users will be deleted

accordingly.

8.1.10 Domains — User import

Here the synchronization options are configured.

e-F-App (Microsoft Entra ID)

sel po

Mame: Control Systems GmbH & Co. KG (e-F-App)

Attribute names / Test

Order (with multiple domains) 4

Default user

Group filter

All Company

{if at least one group is set only users

Projects

from that groups will be imported)

Ignore disabled AD user accounts .

Remove Card IDs from disabled user
accounts

Ignore guest user accounts .

Replace internal users

Delete unknown users - else they (7 .
|| get deactivated -

Generate random PIN

PIN length

wn

Send PIN by email to user

Group filter

Ignore disabled AD accounts
Remove Card IDs from
disabled user accounts
Ignore guest user accounts
Replace internal users
Delete unknown users
Generate random PIN

PIN length

Send PIN by email to user

Operator Manual

This allows you to import users
only from specific Groups. Click
to [*] to select a Group from
your AAD .

Add additional filter: | control-systems.de Vl

[Cancel]

If enabled, accounts that are disabled in the domain will not be
imported to the e-FOLLOW.cloud database.

If enabled, the assigned card ids of disabled users will be
removed.

If enabled, only 'Member' type user accounts will be
imported/synchronized to the e-FOLLOW.cloud database.

If enabled, internal users will be replaced by the domain users in
case of identical user names (Login name / UserPrinzipalName)

Domain users that are present in the e-FOLLOW.cloud database
will be removed if the corresponding account in Azure Active
Directory does not exist anymore.

If enabled this will assign a random PIN to each user account
Defines the number of digits for new PINs

Each user will receive an email containing the new PIN
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8.1.11 Domains - Attribute names

The database fields in e-FOLLOW.cloud are retrieved from specific attributes. By default, the attribute
names are set to common values. Here you can change/ add the attribute names holding the data for
the specific database fields.

e-F-App (Microsoft Entra ID)
User import
MName: Control Systems GmbH & Co. KG (e-F-App)

To use the on-premises extension attributes, simply use extensionAttributel,
extensionAttribute2, ... as the attribute name.

Default user

Projects

Display name: displayName

Alias: displayName

Limit and shorten alias to allowed .
characters for windows login:

Remove existing aliases before

Import:

Email address: mail

Home directory: homeDirectory

Custom home directory £
Will be used if no home directory
s found. Wildcards:

Department: department
Card ID: extensionAttribute3
Login-PIN:

Test

Username / ID:

Passwerd (optional):

[Reset Entra ID Token]

[Check Entra ID Token]

To use the on-premises extension attributes, simply use extensionAttribute1, extensionAttribute2, ...
as the attribute name.

The Alias field is mandatory and essential for assigning print jobs. Therefore the Alias must be
changed to fit to the Windows login name (Limit and shorten alias to allowed characters for windows
login).

The 'custom home directory' can be used to define a user’'s homeDirectory even if it can’t be
retrieved from the directory service. Enter the SERVER & PATH and if required "::username" as a
wildcard for the user login name (sAMAccountName)

8.1.11.1 Entra ID actions

For Entra ID authentication, a token is used. If the Entra ID configuration changes (e.g., permissions),
you can press [Reset Entra ID Token] to obtain a new one.

You can also press [Check Entra ID Token] to view the assigned permissions and the token's
expiration time (the token is automatically renewed).

8.1.11.2 Google Workspace attributes and actions

The default attribute values for Card ID and Login PIN are customSchemas.e-FOLLOW.cardld and
customSchemas.e-FOLLOW.pin. If different names were used when creating the custom attributes,
these values must be adjusted accordingly.
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You can also press [Check Google Workspace connection] to test if the Google Workspace
connection is working.
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8.1.12 Domains - Default user

Here you can define the
user settings for newly
imported users from this
domain.

Projects

Activated

Accounting

Popup profile
Allow PIN login in Mobile App
Print settings

Automatic deletion of jobs

Version 6.1.2

e-F-App (Microsoft Entra ID)

User import

Mame: Control Systems GmbH & Co. KG (e-F-4pp)

Attribute names / Test

Activated
Accounting Log
Pop-Up profile

None

Allow PIN login in Mobile
App

Print settings

Print all jobs immediately after login
{"Quickprint™)

Motify user if "QuickPrint” failed

Keep print jobs after printing for reprint
Show “Keep print jobs™ option in job list
Show print and keep button

Force duplex printing

Enable duplex printing by default
Enable simplex printing by default
Force mono printing

Enable black & white printing by default
@

Do not print if the device displays the warning
“Low Paper”

Force erasable
blue

Print job list sorted by Date (new -= old)

Show print job list immediately

Automatic deletion of jobs (This will activate single print)

At logout (3}

New users can be imported in 'deactivated' mode. In this case
they cannot print or login to any device.

Select the accounting mode for new users. Depending the
selected mode Quota setting are getting active.

Select a popup profile for new users
Select enable or disable PIN login in Mobile App for new users
Select the print settings for new users

This defines the treatment of jobs that have already been
selected for printing in case of an error, user log out or user login.
This will ensure that documents will only be retrieved by the
authorized user.
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CSAAD (Microsoft Entra ID)

Select the default user User import
settings for Projects Attribute names / Test

Mame: Control Systems GmbH & Co. KG (CSAAD)

Enable project selection
Default user

Projects are mandatory
Quotas Allow manual entry of project names

Allow manual entry of sub-project
names

Add manually entered projects to
project list

CSAAD (Mi ft Entra ID)

The Default User - User import s e

. Mame: Control Systems GmbH & Co. KG (CSAAD)

QUOtas 0pt|0ns Only gets Attribute names / Test

available if the accounting Total quots: Pages

mode for the default user Selut e Color quota: - 250 | Pages

|S Set tO 'QUOtaS' Projects Print quota: Pages
Scan quota: Pages
Fax quota: Pages
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8.2 DEVICES

The devices menu contains all data and settings related to printing hardware (Toshiba e-BRIDGE Next
and e-BRIDGE eSF devices) and the settings for mobile printing.

8.2.1 Virtual IPP-Queues

A virtual IPP-Queue in e-FOLLOW.cloud is used to receive print jobs from Client PCs or mobile
devices and store these jobs for a later release.

There is No hardware (printer or MFP) assigned to a virtual queue.
If a client is printing to a virtual IPP-Queue
O The print jobs are held in e-FOLLOW.cloud internal spooling system

O The spool files are transferred and stored encrypted
& Jobs can be released at any MFP

@ This icon indicates a virtual IPP queue in e-FOLLOW.cloud

8.2.1.1  Adding virtual IPP-Queues

To add a virtual IPP queue simply enter a name for the
queue. The URL prefix is fix and cannot be changed.

Queus name: VPP

[Cancel] add

[ 1] Clicking to [ IPP URLs ] will show the IPPS URL for this virtual queue.

Q Search queue . |’l_~\| Virtual IPP queue  [IPP URLs] [ 13La and paper preconfiguration]
- T e 1 s v

O " e-follow.cloud
3 Jobs, SEL H ER:
( 7] SELECT REFRESH: ON FILTER: OFF
@ im—
O wp
@ 1
O wp [ 1309 ..
0 * :rl https://ipp-cs-test.test.e-follow. cloud :443/e-follow.cloud [copy wrl] [ 2 1:1 .35
PP
* E B:10:31 ..
mES S
O @4

Share the full URL [ 2 ] to the users so they can create an IPP port on their clients that points to this e-
FOLLOW.cloud virtual IPP queue.

Make sure the Internet printing client is installed on the client PC. Else users cannot connect to the
URL.
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For Windows clients e-FOLLOW.cloud provides a convinient Ipplnstaller that allows users to simply
install the IPP printer on their client — or Administrators to roll out the IPP printer to all clients.

8.2.1.2 Virtual queue properties

Virtual queues in e-FOLLOW.cloud are used to perform 'pull printing' or 'secure print release’. So
instead of forwarding the job to the destination printer e-FOLLOW.cloud moves the jobs to an internal
spooler and keeps the jobs until they are

e released by a user, or

e deleted due to a rule, by the user himself or by the administrator

ADD

SELECT

Q Search queue ...

@ ipp_cs_test
a wpp (0 Jobs)

| @ IPP-Queue

O % e-follow.cloud
(3 Jobs)

ool oo £ -V |

Tectceite

SELECT REFRESH: ON
I e e T

Auto-delete jobs that have not been printed | after 14 days v

FILTER: OFF

inan ofeifferfmconte

1_5/22/7074 5:17:09

The Auto-delete option will remove jobs that have not been released after the time defined by the

administrator.

The virtual queue view shows all
jobs that are currently spooled.
Clicking to the job’s row will show
it’s details.

Document name
Job ID

User

Associated project
Paper-size

Pages

Monochrome / color
Copies

Color job

Duplex

File size

PopUp state

Print Job Language (PIL)
Printer driver

IPPS

Encrypted

Created by

Microsoft Word - e-FOLLOW.doud-Operator_Manual_EN_5.5.0.docx

NBGOODD1

Ingo Pfeiffer (ingo.pfeiffer@control-systems.de)

yes (AUTO)

yes {DuplexBook)
30,323,387 bytes
None

PCLXL

TOSHIBA V4 Printer
es

Yes

Windows Spooler

Sent from "\110.240.0.146' on 11/16/2023 at 12:02:16 PM

The REFRESH option will update the list every 10 seconds if enabled.

Use FILTER to only show jobs of one or multiple user/s.

Operator Manual
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8.2.1.3 Virtual Queue Drawer and paper preconfiguration

Q, search queue ... dz

O #% e-follow.cloud
(32 Jobs)

O @ ipp_cs_test

Virtual IPP queue  [IPF URLs] [Drawer and paper preconfiguration]
Auto-delete jobs that have not been printe

REFRESH: ON FILTER: OFF

‘-—___*

These preconfigurations are only valid for print jobs created using User Portal, Email Printing, or Maobile Printing. I
These preconfigurations cannot be changed for print jobs printed using IPP.

For IPP print jobs, please use the IppInstaller with the printer properties.

Print settings for printing at Toshiba MFPs via the e-FOLLOW.cloud app

Drawer drawer3
Paper size a3

Paper type transparency
Scaling type fi

Settings for converting images to PDF print jobs

Standard paper size for converting images Ad

Virtual Queues can be used to receive print jobs by User Portal, Email Print or Mobile Print.

For these jobs the drawer, paper size, paper type and scaling type settings can be changed at
printing by the e-FOLLOW cloud App.

In order to enable the user to print on specific drawers or with special settings, you can create several
virtual queues with appropriate names.

If the user uploads images to a Virtual Queue it will be converted to a PDF print job. With the setting
for converting images to PDF print jobs it can determined which paper format will be used for the

PDF print job.
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General notes for Virtual Queues:

In case the PopUp status is different from 'None' or 'Closed' the job cannot be released because e-
FOLLOW.cloud is waiting for the client PopUp to be confirmed.

Q Search gueue ... Virtual IPP queue [IPP URLs] [Drawer and paper preconfiguration]

Auto-delete jobs that have not been printed | after 24 hours hd

O % ipp
(12 Jobs) SELECT REFRESH: ON FILTER: OFF | (Qllsiig gy

Change user

Delete print jobs

Testseite

If you have selected one or multiple print job/s, the MODIFY option gets available. You can now
S move the selected jobs to another virtual queue

& change the user (job owner) for the selected print jobs
& delete the selected print jobs
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8.2.2 Toshiba

This menu shows the list of all Toshiba e-BRIDGE Next devices.

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES

Toshiba esF
Mobile print

CLOUD SCAN & P

Scan

REPORT
Reports

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Version: 6.0.0

FOLLOW
(g

cloud

Virtual Queues

RINT

Reader profiles

RC&

#t € Logout
ADD SH ECT MANAGE MODIFY
|Q search device... 103 (CNLH59919) =
103 ® Empty drawers:
O CNLHE3919 Drawer 1, Large Capacity Feeder (left)
D CFLED2008 A =
116 (TOSHIBA e-
a CSCP40579 A STUDIOZ25154C)
CWIPODO23 Activated :
D CWIPD0023 A ‘
CSKNS4676 Serial number: CNLH59919
D CSKN54676 A
Local Hostname: MFP13460241 [change]
O CSAP&7710 A
CSAPSF710 Local IP address: 182.168.1.103 [change]
Description: 103 [change]
MName for reports: (3) eS103@dev [change]
Location: [change]
Sender email: [change]
App version: 3.0.0
Last login: 4{22/2026 5:51:22 PM
Locked until:
Last transaction: 4/22/2026 4:19:03 PM (Workflow-Id:
5258)
Log Data Privacy
Log Dzt @ store
Virtual queues: chrome_ipp
client_test
Drawerl
+1 [-]
Instructions to configure device for Cloud Mode »
Autoconfig settings » Permissions » Additional settings »
“« ¢ > »
L] [ i 1 EWB =etlings W
page: e ——————————————
C;
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8.2.2.1 ADD Toshiba device

By default, Toshiba devices add themselves to the list after the embedded Application has properly

been installed and started on the MFP.

Any way you can add devices manually (e.g. to prepare el s CNLH53913 =
a customer setup and apply specific configuration)

MName for report: 103_a &3
Mame for reports has to be unique.

To add a new e-BRIDGE Next device to the list click to T T R T R
changed.

ADD . Virtual queues:

Enter the serial number and a unique name for report e R

for the device

Select a virtual queue(s) for pull printing.

[Select all] [Cancel selection]
You can add a description to easily identify the device in Df"scl”""“”; |
C T o )
the device list. BRiDeE e dark v

Select the Display mode — dark or bright “

8.2.2.2 Edit Toshiba e-BRIDGE X/Next device

To edit the settings for a Toshiba device click to the corresponding row in the device list.

Q, search device... v (1% 103 (CNLH59919)

103 © Empty drawers:
a CNLH59919 Drawer 1, Large Capacity Feeder (left)

D CFLEO2008 ‘1
116 (TOSHIBA e-
O CSCP40979 A STUDIO2515AC)
CWJIP00023 Activated :
D CWIFD0023 A -
CSKNS4676 A Serial number: CNLH5991%
D CSKN54676
Local Hostname: MFP13460241 [change]
D CSAPGT710 A
CSAPEF710 Local IP address: 152.168.1.103 [change]
Description: 103 [change]
Name for reports: @ e5103@dev [change]
Location: [change]
Sender email: [change]
App version: 3.0.0
Last login: 4/22/2026 5:51:22 PM
Locked until:
Last transaction: ‘é.-‘;lzﬁ%2026 4:19:03 PM (Workflow-Id:
Log Data Privacy 2
Setting: @ Store [ ]
Virtual queues: chrome_ipp .
client_test [ 1 ]
Drawerl
[+  [-]
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8.2.2.2.1 General Settings

The settings in the General-Tab allow modifying the description and the virtual queue settings.

[ 1] Virtual queues:

Here you can add / remove virtual queues for that
device.

When a user is logging in to that MFP e-
FOLLOW.cloud will check these virtual queues for
print jobs for that user and add them to the print
release list.

[ 2] Log Data Privacy Setting

Here you can see the setting, which was set by the auto configuration (Settings > General-> Auto
configuration). It controlls if job data from the MFP should be stored for accounting or not.
Beside from this there are additional settings at Settings—> General->Data protection.

e Store
Job accounting is enabled for e-BRIDGE devices.

¢ Not to Store
No job accounting for e-BRIDGE devices.

Local Hostname
Automatically retrieved from the device. Required when the Local Print Module is active. Otherwise, it
is used to help identify the device and can be modified if needed.

Local IP address
Automatically retrieved from the device. Required when the Local Print Module is active. Otherwise, it
is used to help identify the device and can be modified if needed.

Description
Free-text description of the device. This value is displayed in the device list within the management
interface.

Name for Report
Unique device name for all job records for reporting. When the Name for reports is changed, all
records are automatically updated.

Location
The location is not retrieved automatically. It can be set to any value to help to identify the device.

Sender email
Has priority over the email address of the user. Is requested by the MFP at login.

App version
Version of the installed e-FOLLOW.cloud application.

Locked until
Here you can see if the device is currently locked due to wrong login attempts. This can be configured
at SETTINGS->General->Data protection.

Hint

Checking the Last Login / Last transaction entries shows if the app and the subscriptions are
working properly.
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8.2.2.2.2 Quotas

e-FOLLOW.cloud allows to control the usage of devices by setting quotas for color, prints, copies,

scans and faxes.
Quotas are only checked at user login at the MFP. They are not used to interupt jobs. Therefore it is

possible for users to have negative quotas.

o=
CNLH59919

D CFLEQ2008
O 116 Use quatas @ .
CSCP40979

Total quota: Pages

Color quota: . 500 | Pages
Print quota: Pages
Copy quota: Pages
Scan quota: Pages

Fax quota: Pages

Nowor

To enable device quotas, check the "Use quotas” button.

You now can individually enable the different quotas and enter the appropriate page numbers. Quotas
that are unchecked allow unlimited use.

Attention

Quotas can also be set for Departments and Users. So it might happen that even if the user still has
e.g. color quota available he can’t do color prints or copies if the color quota of his department or the
color quota of the device is used up.

Quotas are only checked at user login at the MFP. They are not used to interupt jobs. Therefore it is
possible for users to have negative quotas.
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8.2.2.2.3 Card login

Here you can modify the settings that are related to card reader usage.

Card reader profile:

reader profiles are used to convert the strings read Card reader profile gchar ¥
from a card. Reader Profiles can be created in Allow card self assignment @
> SETTINGS > Reader proflles Show unknown card IDs on the panel .

Allow card self assignment after login
Additional settings »

Show PIN field first

Show unknown card IDs on panel:
this defines if the IDs of unknown cards are shown in clear on the device panel.

Allow card self-association:
if enabled this function will allow users to assign unknown card IDs to their account by entering their
user credentials (username & password)

Allow card self-association after login

This will enable the option to self-associate a card from the Selection screen or print job list after the
user has logged in.

The link Additional settings P will lead directly to the general settings for card assignment.

Show PIN filed first
If enabled the user will be prompted with the PIN-Authentication first (instead of username &
password) when associating a new card to his account.

8.2.2.24 EWB settings

Here you can modify the EWB appearance.

EWB mode e-BRIDGE N {1024x600)

IDispIay mode (only e-BRIDGE Mext) dark W I

EWB mode
Here you can check in which mode the websites for the device EWB is displayed.

Display mode
For e-BRIDGE Next device the display mode of the e-FOLLOW.cloud application can be switched
between dark-mode (default) and bright-mode.
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Welcome Ingo Pfeiffer!

bright-mode

Document name £ |Date & Pages Details
Testseite
Testseite

2026 7

2026-04-17 1

Select all Delete

Document name

dark-mode
S Date S
] o] (] (W] Testseite

< Pages
2026-04-17 1

14-17

Select all

Delete

Print all

Print

[ |
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8.2.2.2.5 Print settings

The settings in this section will have impact on the handling and release of print jobs.

QuickPrint. {
If this function is enabled all print jobs of the user Note: The priorcy of the print settings is User->Department:>Device
(also TeamPrint jobs) will be sent to the device Print all jobs immediately after lagin ("QuickPrint")
immediately after login. Notify user if "QuickPrint” failed
Keep pnint jobs after printing for reprint
Attention Show "Keep print jobs™ optien in job list ®
Users are not able to individually select jobs for Show print and keep button
printing when QuickPrint is enabled. Force duplex printing

Enable duplex printing by default

Enable simplex printing by default

Notify user if QuickPrint fails: Force black & white printing

In case one or more jobs could not be printed — e.g. Enable black & white printing by defalt

due to missing permission or quota — the user will be Hide color jobs if no color rghts

notified by email_ Show staple (Top left, 2 staples left). (Is set automatically)

Show paper tray selection

Keep print jobs after printing for reprint:
If enabled print jobs will not be deleted after printing. They will be kept in the virtual queue so they can
be reprinted at a later time.

Show "Keep print jobs" option in job list:
If this option is enabled, the user can select for each job if it shall be kept for reprinting or immediately
deleted after printing. A flag in the job list is accessible for each job.

Show print and keep button

If this option is enabled an additional button will be shown below the print job list.
Releasing jobs by pressing this button will force the keep job for reprint option — independent of the
individual print job settings.

Force duplex printing / black & white printing / erasable blue printing:
These options allow the administrator to force printing of each job in duplex and/or black & white /
erasable blue.

Attention
If enabled it is impossible for users to print documents in simplex mode or in color on this device.

Enable duplex / simplex / black & white printing by default

In case the Force duplex, Force black & white is set to off, you can configure if as default these
settings (duplex, simplex, b&w / erasable blue) are enabled when the user is logging in.

In contrast to the "Force" -settings, these can be changed by the users.

Hide color jobs if no color rights
If enabled, color jobs will not appear in the job list if the user has no permission to print color on this
device. Else color jobs will be printed in BW.

Show staple
When the device is equipped with a staple unit, stapling options (top left & 2 staples left) are added to
the job details settings in EWB.

This is only an information and cannot be switched on/off.

If none of the options is selected in job details, the original stapling settings as set via printer driver are
valid.
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Show paper tray selection

If enabled, the user can select the paper tray in the job details when printing. This option is currently
available only for PCL XL print jobs. Depending on the output device, Tray 3 High Capacity may need

to be selected.

Show paper tray selection

Selection Options on the MFP Display:

Paper tray
Tray 1 hd
Tray 2 b

hd
v
v
hd

Shown name
Plain

Thick Paper

Only for PCLXL print jobs. For Tray 2, High Cap. may need to be selected.

FOLLOW

Welcome Ingo Pfeiffer!

Multi-print:

No preview available Paper tray:

Print in B&W:

Operator Manual

Card assign Logout

Testseite

12.08.2026 16:00:47

1

Duplex mode: Duplex book

No change |

Plain
Thick Paper

Keep job after printing:

Print
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8.2.2.2.6 Consumables

Here you can see the status of the device’s toner and paper level.

Last update: 4/23/2026 10:53:16 PM

Toner levels

Vellow [ | s0%
Magenta ﬁ| 92%
Cyan | | 8s%
— me
Paper drawers
Drawer 1 | | 0%
Drawer 2 - | 25%
Large Capacity Feeder - | 25%
Large Capacity Feeder (left) | | 0%

8.2.2.3 MANAGE Toshiba devices

When selecting one or multiple Toshiba devices the MANAGE option gets available.

ADD SELECT MANAGE MODIFY

Q, search device. .. 1 Delete selected devices

M _ c-rudcooin ChLHEQ010

You now have the possibility to remove the selected devices from the list.

Version 6.1.2
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8.2.2.4 MODIFY Toshiba devices

When selecting one or multiple Toshiba devices
the MODIFY option gets available. These
options are very helpful to perform modifications
for multiple devices in one single step.

Change queues

You now have the possibility to assign virtual
queues to the selected devices or to remove all
assigned virtual queues from the selected
devices.

Assign virtual queues

This option allows assigning one or multiple virtual queue/s to the

selected Toshiba devices in one step.

Attention

this action will replace existing assignments of virtual queues.

Remove assigned virtual queues
This option will remove all assigned virtual
queues from the selected Toshiba devices.

Attention

ADD SELECT MANAGE

Q, search device... v Hj‘ Change queues
103 Set quotas
O Cuiwssszs
0 112 Change card settings
CFLED2008
116
CECP40575

Change EWB settings

Change print settings

Set virtual queues for the selected device
(Existing assignments will be replaced)

efollow-cs-test-0\chrome_ipp

efollow-cs-test-0\client_test

efollow-cs-test-0'\Drawer3

efollow-cs-test-0\DrawerDefault
efollow-cs-test-0he-follow.cloud

efollow-cs-test-Ohipp

efnllow-retest MV TPP-Musues

[Select all] [Cancel selection]

[Cancel]

Are you sure to remove the assignment of virtual queues form the selected device?

[Cancel]

Make sure to assign at least one virtual queue to each Toshiba device. Else it will not be possible to

release print jobs.

Set quotas

Here you can set quotas for the selected Toshiba devices. If

you do not wish to use quotas for a certain function - e.g.

Set quotas for the selected device

faxing, scanning - you can disable the use of quotas by clicking

to [disable].

This will make the selected function 'unlimited'.

Operator Manual

Total quota: [disable] Pages
Color quota: [disable] Pages
Print quota: [disable] Pages
Copy quota: [disable] Pages
Scan quota: [disable] Pages
Fax quota: [disable] Pages
[Don 't use quotas]
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Change settings

This is a powerful method to change the settings for multiple Toshiba devices.

You have quick access to all settings as per individual device

e Card login settings
EWB settings
e Print settings

Generally, the pull downs offer three options:
e do not change - the current status keeps valid
¢ enable - enables the function
e disable - disables the function

Change settings for the selected device

Display mode (only e-BRIDGE Next) ‘ do not change + |

Version 6.1.2

Card reader profile

Enable card self assignment

[Cancel]

Change settings for the selected device

Show unknown card IDs on panel | do not change Vl

| do not change W |

| do not change |

save

Change settings for the selected device

Notify user if "QuickPrint” failed

Keep print jobs after printing for reprint
Show "Keep print jobs™ option in job list
Show print and keep button

Force duplex printing

Enable duplex printing by default
Enable simplex printing by default
Force black & white printing

Enable black & white printing by default

Hide color jobs if no color rights

[Cancel]

Print all jobs immediately after login ("QuickPrint™)

do ot change v
["do not change v|
["do not change v
["do not change v
["do not change ~|
["do not change v
["do not change v
[ do not change v
["do not change v|
["do not change v

| do not change V|
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8.2.3 Toshiba eSF
This menu shows the list of all Toshiba eSF devices.
A #t € Logout
- FOLLOW
é —~~ cloud
ADD SELECT MANAGE MODIFY
MANAGEMENT |Q search device.. v E (7017821101YKD) =
User list I 7017821101YkD A | Aoffline (last online: 4/10/2026 12:57:20 PM)
Departments e M\ Remote operator panel activated
Permissions [] 7530330311LDT A
Projects
Domains Activated : ‘
DEVICES Serial number: 7017821101YKD
Virtual Queues Local Hostname: LEXMARK-DEVICE [change]
Toshiba Local IP address: 192.168.1.101 [change]
Tos aSF Description: [change]
Mobile print Name for reports: @ 7017821101YKD [change]
Location: [change]
CLOUD SCAN & PRINT
Sender email: [change]
Scan
App version 2.4.18_C
REPORT Last login: 4/10/2026 12:57:19 PM
Reports Locked until:
Last transaction: 7/15/2025 2:05:43 PM
SETTINGS -
Virtual queues: chrome_ipp
General client_test
User portal & Drawert
User tools [+ [
Dashboard Anonymous print: ‘
Schedules
Permissions »
Rules
Reader profiles Quotas
Card login
Guest login
Print settings
[«] [<1 [>1 [»1

Version: 6.0.0 RC8

Page:

Consumables

Operator Manual
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8.2.3.1 ADD Toshiba eSF device

By default, Toshiba devices add themselves to the list after the embedded Application has properly be

installed and started on the MFP.
Serial number: | |=

Any way you can add devices manually (e.g. to prepare a
customer setup and apply specific configuration)

Name for report: | | =
Name for reports has to be unigue.

With each change, all records for the reports are also
changed.

To add a new Toshiba eSF device to the list click to ADD. o] e

Enter the serial number and the name for report of the

deVICG efollow-cs-test-0\ipp_cs_test
. o [Select all] [Cancel selection]
Select a virtual queue for pull printing. Descrption: EEEEEE—

You may add a description for the new device (e.g. place

of location).
add

8.2.3.2 Edit Toshiba eSF device

To edit the settings for a Toshiba eSF device click to the corresponding row in the device list.

ADD SELECT MANAGE MODIFY
Q Search device.. v (7017821101YKD) =
0 Zg};ﬁf}ﬂﬁeﬁg«n A A Offline (last online: 4./10;f2.026 12:57:20 PM)
A Remote operator panel activated
O Jmsasiaior A = =
Activated : L ]
Serial number: 7017821101YKD
Local Hostname: LEXMARK-DEVICE [change]
Local IP address: 1582.168.1.101 [change]
Description: [change]
Name for reports: (3) 7017821101YKD [change]
Location: [change]
Sender email: [change]
App version: 2.4,18_C
|| Last login: 4/10/2026 12:57:19 PM
Locked until:
Last branegction: Z/15/2025 2;05:43 PM
Virtual queues: chrome_ipp
dient_test [ 1 ]
Drawerl
| [-]
Anonymous print: [ 2 ] ‘
Permissions »
Quotas
Card fogin
Guest login
Print settings
[« L] L] [>] Consumables
Page:
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8.2.3.2.1 General Settings

The settings in the General-Tab allow modifying the description, name for reports, location, sender
email and the virtual queue settings.

[ 1] Virtual queues:

Here you can add / remove virtual queues for that device. When a user is logging in to that MFP e-
FOLLOW.cloud will check these virtual queues for print jobs for that user and add them to the print
release list.

[ 2] Anonymous print:

This option allows printing of jobs that do not have a PJL header referring to the job owner. The printer
will see this job as 'anonymous' and therefore cannot be accounted for the real job owner. By default,
e-FOLLOW.cloud will deny printing these kind of jobs.

Attention
If you allow Anonymous print the jobs will not be accounted / charged to a user.

Local Hostname
Automatically retrieved from the device. Required when the Local Print Module is active. Otherwise, it
is used to help identify the device and can be modified if needed.

Local IP address
Automatically retrieved from the device. Required when the Local Print Module is active. Otherwise, it
is used to help identify the device and can be modified if needed.

Description
Free-text description of the device. This value is displayed in the device list within the management
interface.

Name for Report
Unique device name for all job records for reporting. When the Name for reports is changed, all
records are automatically updated.

Location
The location is not retrieved automatically. It can be set to any value to help to identify the device.

Sender email
Has priority over the email address of the user. Is requested by the MFP at login.

App version
Version of the installed e-FOLLOW.cloud application.

Locked until
Here you can see if the device is currently locked due to wrong login attempts. This can be configured
at SETTINGS->General->Data protection.

Hint
Checking the Last Login / Last transaction entries shows if the app and the subscriptions are
working properly.

[Permissions]
This leads you to the permission settings page as described above. (see Permissions)
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8.2.3.2.2 AQuotas

e-FOLLOW.cloud allows to control the usage of -

devices by setting quotas for color, prints, copies, Use quotas (3) ®

scans and faxes. Total quota: (0] 200 | Pages
Color quota: . 50 | Pages

To enable device quotas, check the "Use quotas"”
button.

Print quota: Pages
Copy quota: Fages

Scan quota: Pages

You now can individually enable the different quotas
and enter the appropriate page numbers. Quotas
that are unchecked allow unlimited use.

Fax quota: Pages

Attention

Quotas can also be set for Departments and Users. So it might happen that even if the user still has
e.g. color quota available he can’t do color prints or copies if the color quota of his department or the
color quota of the device is used up.

Quotas are only checked at user login at the MFP. They are not used to interupt jobs. Therefore it is
possible for users to have negative quotas.

8.2.3.2.3 Card login

Here you can modify the settings that are related to card reader usage.

Card reader profile:

Reader profiles are used to convert the strings Card reader profile v

read from a card. Reader Profiles can be created Allow card self assignment ®

in Show unknown card IDs on the pane .

-> SETTINGS -> Reader profiles Show PIN field first ®
Card login sound

Allow card self-association Additions] settings >

if enabled this function will allow users to assign
unknown card IDs to their account by entering their
user credentials (e.g. username & password)

Show unknown card IDs in the panel

If enabled the card ID of a new unknown card is show in clear on the panel during the card self-
association process. Else the card IDs are starred out.

Show PIN filed first

If enabled the user will be prompted with the PIN-Authentication first (instead of username &
password) when associating a new card to his account.

Card login sound
Here you can enable or disable the sound that plays during card login.

The link Additional settings P will lead directly to the general settings for card assignment.
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8.2.3.2.4 Guestlogin

e-FOLLOW.cloud allows users that do not have an account to use the eSF devices. Therefore, a
special Guest Login can be enabled.

Enable guest login: here you can eneable Guest fogin n
/ disable the guest login option
Enable guest login: .
User for guest login: El [change]
User for guest login: select a user that is Guest screen first; @
used when a guest is logging in. Guest button text: Guest [change]
To assign transaction and apply permission [Copy settings to all printers]

or quotas a specific user must be selected
as ‘guest user’.

It is recommended to create an internal user (e.g. ‘guest’) that is used when logging in as guest. If
required, you can assign individual guest users to each eSF device.

Guest screen first: if enabled a large ‘guest button’ is B2 - roLLow
shown at the login screen.

If users need/want to login to their account they simply
swipe their card or press “LOGIN” to switch to the login
screen,

Free Access

Guest button text. here you can modify the
text for the guest button (e.g. Free Access)

Free Access

ID/Pass

[ Copy settings to all printers ]
Pressing this link will copy the current guest LOGIN
login settings to all Toshiba eSF devices.

8.2.3.2.5 Print settings

The settings in this section will have impact on the handling and release of print jobs.

QuickPrint. —
If this function is enabled all print jobs of the user (also e
TeamPrint jobs) will be sent to the device immediately Mot The prierisy of the arint setings iz User->Depanment->Davics
after |og|n Print all jobs immediately after login ("QuickPrint™) @
Notify user if "QuickPrint” failed
Attention skip blank joblist
Users are not able to individually select jobs for printing Keep print jobs after printing for reprint
When QUiCkPrint iS enabled. Show "Keep print jobs™ option in job list .

Force duplex printing
Enable duplex printing by default
Enable simplex printing by default

Force black & white printing

Notify user if QuickPrint fails:

In case one or more jobs could not be printed — e.g. due
to missing permission or quota — the user will be notified
by email.

Enable black & white printing by default

Hide color jobs if no color rights

Skip blank job list
If enabled, the joblist will not be shown after login if there are not print jobs pending on the server. The
user will be directly lead to the device home screen instead.
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Keep print jobs after printing for reprint:
If enabled print jobs will not be deleted after printing. They will be kept in the virtual queue so they can
be reprinted at a later time.

Show "Keep print jobs" option in job list:
If this option is enabled, the user can select for each job if it shall be kept for reprinting or immediately
deleted after printing. A flag in the job list is accessible for each job.

Force duplex printing / black & white printing:
These options allow the administrator to force printing of each job in duplex and/or black & white /
erasable blue.

Attention
If enabled it is impossible for users to print documents in simplex mode or in color on this device.

Enable duplex / simplex / black & white printing by default

In case the Force duplex, Force black & white option is set to off, you can configure if as default
setting. So Duplex / Simplex / B&W is enabled when the user is logging in.

In contrast to the "Force.." setting, this can be changed back to color by the users.

Hide color jobs if no color rights
If enabled, color jobs will not appear in the job list if the user has no permission to print color on this
device. Else color jobs will be printed in BW.

8.2.3.2.6 Consumables

Here you can see the status of the device’s toner and consumabiles level.

Last update: 09.07.2020 11:17:56

Black T

Maintenance Kit 100%%
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8.2.3.3 MANAGE Toshiba eSF devices

When selecting one or multiple Toshiba devices the MANAGE option gets available.

MODIFY

Delete selected devices

You now have the possibility to remove the selected devices from the list

8.2.3.4 MODIFY Toshiba eSF devices

When selecting one or multiple Toshiba devices the

MODIFY option gets available. These options are very = S
helpful to perform modifications for multiple devices in one SEshe: (%

single step.

Change queues

Change print settings

You now have the possibility to assign virtual queues to the selected devices or to remove all assigned
virtual queues from the selected devices.

Assign virtual queues

This option allows assigning one or

multiple virtual queue/s to the

selected Toshiba devices in one step.

Attention
this action will replace existing
assignments of virtual queues.

Remove assigned virtual queues
This option will remove all assigned

virtual queues from the selected
Toshiba devices.

Attention

Are you sure to remove the assignment of virtual queues form the selected device?
(Existing assignments will be replaced)

[ efollow-cs-test-0\chrome_ipp
efollow-cs-test-0\client_test
efollow-cs-test-0\Drawerl
efollow-cs-test-0\Drawer3
efollow-cs-test-0\DrawerDefault
efollow-cs-test-0\e-follow. cloud
[] efollow-cs-test-0\ipp

afnllna-re_tact-N\TEE-Ousus

[Select all] [Cancel selection]

Are you sure to remove the assignment of virtual queues from 2 selected devices?

o

Make sure to assign at least one virtual queue to each Toshiba device. Else it will not be possible to

release print jobs.

Operator Manual
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Set quotas

Here you can set quotas for the selected Toshiba devices. If you
do not wish to use quotas for a certain function - e.g. faxing,
scanning - you can disable the use of quotas by clicking to
[disable].

This will make the selected function 'unlimited'.

Quotas are only checked at user login at the MFP. They are not
used to interupt jobs. Therefore it is possible for users to have
negative quotas.

Modify settings
This is a powerful method to change the settings for multiple
Toshiba eSF devices.

You have quick access to all settings as per individual device

e Card login settings
e Print settings

Generally, the pull downs offer three options:
e do not change - the current status keeps
valid
e enable - enables the function
o disable - disables the function

Set quotas for 2 selected devices

Total quota: [disable]
Color quota: [disable]
Print quota: [disable]
Copy quota: [disable]
Scan quota: [disable]
Fax quota: [disable]
[Cancel]

Pages

Pages
Pages
Pages
Pages

Pages

[Don "t use quotas]

Change settings for the selected device

Card reader profile

Show PIN field first

Enable card self assignment

do not change
do not change +

do not change +

Show unknown card IDs on panel | do not change

[Cancel]

Change settings for the selected device

Print all jobs immediately after login ("QuickPrint™) | do not change W

Notify user if "QuickPrint” failed

Skip blank joblist

Keep print jobs after printing for reprint

Show "Keep print jobs™ option in job list

Force duplex printing

Enable duplex printing by default

Enable simplex printing by default

Force black & white printing

Enable black & white printing by default

Hide color jobs if no color rights

Version 6.1.2

[Cancel]

do not change v
do not change +
do not change
do not change w
do not change W
do not change v
do not change v
do not change v
do not change w

do not change
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8.2.3.5 Updating eSF — App

By default, the e-FOLLOW.cloud instance contains the latest eSF-App in = Settings > General >
Instructions & Configuration

e-FOLLOW

The current version of the installed App
is shown on the login screen.

If the version number does not end with _C (like 2.4.8 C) the app must be renewed by logging out or
MFP restart.

To guarantee unrestricted functionality it is mandatory that the latest eSF App version is installed on
the devices. If a deprecated version of the e-FOLLOW.cloud eSF App is installed on the MFP the
users are not allowed to login.

ER e-roLLow

A corresponding message is shown on
the device when trying to login.

LOGIM

Top Usage Info Error .

Device '7530330311LDT" has outdated app version. Please update it '

‘ Event Log manually.

In the e-FOLLOW.cloud Event Log you will also find a corresponding Warning.
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8.2.4 Mobile print

e-FOLLOW.cloud allows users to send documents for printing via email from any (mobile) device.
Most common office file formats, images and PDF are supported.

8.2.4.1 E-Mail printing

E-mail printing is very convenient way to send documents for printing as almost every device with an
internet or WLAN connection is capable to send out emails.

#t € Logout
-FOLLOW |
é/ eloud ADD REMOVE
MANAGEMENT Mail printing
User list Test [change]
exchange
Departments Enabled
Permissions 0385 Protocol Office 365 ¥
Projects print Tenant ID
Domains
§ L Client ID/App ID
print_gmail_imap
DEVICES User
. t I 3
Virtual Queues e Password
Toshiba public_pop Mailbox URI https://outlock.office365.com/EWS/Exchange. a:
kit EE -
Test (Test]
Mobile print
Last error message
REPORT
Reports Print to queue ipp  [change]
|| Min. size for images 5 KB
SETTINGS Max. mail size 20 MB
General o
Validation token (3)
User portal &
User tools Additionally print mail text
Dashboard E-mail Notification
Schedules Send PIN with notification
Rules
Reader profiles Anonymous printing
Enabled

Therefore, e-FOLLOW.cloud can constantly check one or more email accounts of different type
(IMAP, POP3, Exchange or Office 365).

e-FOLLOW.cloud separates the attachments and processes them into a print job. All common file
formats are supported.

PDF
Words:
Cells:
Slides:
Images:

Version 6.1.2

PDF
DOC, DOCX, XML, RTF, HTML, XHTML, MHTML, ODT, XPS, SWF, TXT, EPUB
XLS, XLSX, XLSM, XLSB, ODS, CSV

PPT, POT, PPS, PPTX, POTX, PPSX, ODP, PPTM

GIF, PG, JPEG, PNG, TIFF, TIF, BMP, EMF, EXIF, ICO, ICON, WMF
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If Anonymous mode is disabled e-FOLLOW.cloud accepts only emails from known senders. So the
sender’s email address must be identical to one of the email addresses stored in the user database.
If a sender address is unknown the email will not be processed and deleted.

Click to ADD to add a new email account to be monitored
by e-FOLLOW.cloud.

Enter a name for this account and d select the account type Hame:

(IMAP, POP3, Exchange or Office 365). Protocol: | IMAP v
POP3
Exchange

[Cancel]l | gffice 365

Depending the account type you need to enter the account credentials:

Test_IMAP  [change] [ 1
Enabled

0365 Protocol MAP v

print User imapuser@gmail.com
Password oo

print_gmail_imap
Hostname imap.googlemail.com
print_gmail_pop3
Port 993

public_pop Use 551 ®

Test [Test]

Last error message -

||| Print to queue e-follow. cloud [ 2

Min. size for images 5 KB
Max. mail size 20 |MB
Validation token @ [TOKEN]

Additionally print mail text

E-mail Notification

Send PIN with notification

Anonymous printing

Enabled @
Use existing user account
Create new user (3) (0]
PIN Length a4
[1]-IMAP/POP3
User Enter the username for this email account
Password Enter the password to login to the account
Hostname Enter the hostname or IP address of the email server
Port Port number of the server (the default values for IMAP and POP3
usually work fine)
Use SSL Enable to connect via secure SSL connection
Last error message If an error while retrieving email occurs, the error message is shown
here.
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[ 3] - Exchange

The settings for an exchange account are different from the above.

exchange [change] 3
e | Enabled [3]
0365 Protoco Exchange
print User test
. Password =0 | sssssssssssssss
print_gmail_imap
URL https: /3000000000000 EWS,/ Exchange. asm
print_gmail_pop3
Domain name (FQDN) csvs.loca
public_pop [Test]
Test Last error message
User Enter the username for this email account
Password Enter the password to login to the account
URL Enter the correct URL for the web access of your Exchange server
Domain Enter the name of your exchange’s domain

To determine the correct URL for the Exchange Web Service (EWS) of your server you may logon
to your exchange server and enter below power-shell command.

Get-WebServicesVirtualDirectory |Select name, *url* | fl
[ 2] - The following settings determine the processing and routing of the mails.

Print to queue This is the queue the processed document will be sent to. By
default the (first) virtual queue is pre-selected

Min. size for images This value avoids print out of small images like logos or icons

Max. mail size As processing of jobs needs some resources the size of emails
can be limited.

Validation token This is a security feature to avoid SPAM. If you enter any string
here all emails” subject must begin with this string.

Additionally print text If enabled not only the attachment will be processed but also the

email (body) itself.

E-Mail notification If enabled the sender will receive a confirmation email with the

status of the transmitted job.

Send PIN with notification If enabled the mail sent will contain the user’s login PIN

o Changing the output queue from a virtual queue to a direct queue will lead to an immediate printout of
the documents.
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8.2.4.2 Office 365 (modern Auth.)

e-FOLLOW.cloud supports fetching mails from an Office365 account. The high Office365 security
level (modern Auth.) requires some additional configuration.

exchange

print

print_gmail_imap

print_gmail_pop3

public_pop

Test

Test IMAP

0365  [change]

Enabled

Protocol Qffice 385w

[1]

Tenant ID

Client ID/App ID

[2]

User

Password tesmnssssrnsenn

Mailbox URI https: /foutlook.office 365.com/EWS/Exchange. as
[Tast]

Last error message

[ 1] Finding the Tenant-ID

Start the Azure portal and login with an Administrator account. Then select Azure Active Directory in
Azure services.

e e e e

Home >

(7 ) control-systems.de | Overview

Azure Active Directory

Overview

X H ©

=

lanage

Users

ke

Groups

B

Devices

«

-

Preview features

Diagnose and solve problems

& External Identities
» Roles and administrators
Administrative units

Enterprise applications

App registrations

} Identity Governance

£ Application proxy

.
@ Licenses

|- Add ~~ & Manage tenants [7] What's new

& Preview features 07 Got feedback? ~

Overview Monitaring Tutorials
L Search your tenant

Basic information

controlcugtemede Users 19
Tenant 1D Tl a2, [ Groups 5
Primary domain control-systems.de Applications 6
License Azure AD Free Devices 18
Alerts

A

Upcoming TLS 1.0, 1.1 and 3DES deprecation

Please enable support for TLS 1.2 on
clients{applications/platform) to avoid any service
impact.

Learn more [

You will find your Tenant-ID in the basic information of your AAD service.
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[ 2] Client ID/App ID

As Office365 does not allow direct access to a user mailbox, a specific client application needs to be

defined granting the required permissions.

Create an application in Azure Active Directory

Start the Azure portal (https://portal.azure.com) and sign in with your Microsoft account and select

"Azure Active Directory" in Azure services

Select "App registration” on the left

# Search resources, services, and docs (G+/)

Home >

0 control-systems.de | Overview

Azure Active Directory

“ |- Add ~ £ Manage tenants  [7] What's naw [5] Preview featurss 07 Got feedback?
@ Overview
— ~ Overview Monitoring Tutorials
K& Preview features =
. Diagnose and solve problems =
P e our te
Manage
Basic information
&, Users
& Groups Name control-systems.de Users 19
BE External ldentities Tenant ID adazooaas [ Groups 5
di, Roles and administrators . R
Primary domain control-systems.de Applications
& Administrative units
License Azure AD Free Devices 16
& Enterprise applications
—_— Alerts
I8 app registrations
T&! Identity Governance Q Upcoming TLS 1.0, 1.1 and 3DES deprecation
" Apolicati Please enable support for TLS 1.2 on
Application praxy clients{applications/platform) to avaid any service
impact.
Learn more &
4 Licenses
. " . .
Click on "New registration
= ? earc ces, s 5 (G+/ ultich maier@control-sy..
ices > control-systems.de
sz control-systems.de | App registrations x
F¥9 saure active Directory
+ New regist = ubleshooting () Refresh & Download Preview features A7 Got feedback?
O Overview
B Prev
" @ soorting oo new features to.Azure Active Directory Authentication Li Azure AD Graph. We will continue to provide technical supprt and securtty upelates but we will o
X Diag d saive proslems longer provie feature Updates. Applications will need te be upgraded to Microsoft Authentication Libr (crosot Graph. Lesm more
Manage
Al applications  ©Owned applications  Deleted applications
& Users R ——
2 Groups 0 Start typing a display name to filter these results Application (client) ID startswith Xy Add filters
85 External Identities

1 appiications found

Display name T Application (client) ID

n testuM 166424da-1097-

4 Licenses

B Azure AD Connect

Version 6.1.2

92-b7bb-51eb87612283

Created on T, Certificates & secrets

/1172022 @ Current
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eSS

> control-systems

Register an application

*Name

The user-facing display name for this application (t

i be changed later).

Supported account types

Who can use this application or access this API?

Accountsin

organizational directory only (control-systems.de only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Muftitenant)
O Accounts in any-

ganizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

(O Personal Microsoft accounts only

Helpm -

Redirect URI (optional)

Well return the authentication respos

Web

Give a name, select a Supported Account Type and click "Register"

Copy the Application (client) ID, you'll need and enter it to the mobile print account configuration [ 2 ].

services, and docs (G+/)

control-systems.de

« [il Delet: @ Endpoints Preview features.

B Overview . - ..
@ Gt secon Uie weui ove your feecisack an Micresst centy pistform (previousy Azure AD for Seveicper) >

Quickstart

' Integration

A Essentials

Manage

=
- Application (client) ID + 33a7ef05-f400-4cbc-9aaa-d1a1295¢27d7 I H
B Branding & properties

o T T ApplicationID URI

D Authenti

y (tenant) ID : 013eb5f2-6260-4228-28¢2-#414d67c:

Managed application in..

Supported account types : My

Token configuration

d improved App registrations. Looking to leam how it changed from App registrations (Legacy

> APl permissions

@ Expose an API

@ sartngune 3o,
i1 N0 0nger provid fastre updsta. AppICaTonS wi need 1 e cpgracd o Microsoft Autnantcaton Lary 0

we will N0 longer add any new festures to Azure Active Directory Authentication Library (ADAL) a D Graph.

i Approles and Microsoft Grapr

& Owners

& Roles and administrators Get Started Documentation

Wl Manifest

Support + Troubleshooting Build your application with the Microsoft identity platform

& Troubleshooting The Microssft dentity plstform is an authentication s=

standards-based authent

open-source libraries, and sppl
nd protect APls, and add

fon management to;
ur users and customers.  Learn

ion solutions,

& MNew support request

Select "API permissions" on the left
You must add the following permission

O EWS.AccessAsUser. All
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Therefore click +Add a permission

Microsoft Azure P Search resources, services, and docs

ervices > control-systems.de > e-F-A

- e-F-App | API permissions =

& Overview

Quickstart

@ Tre “Acmin consent required” column shows th
crganizations where this app will be used. Leam

# Integration

Manage
Configured permissions

B Branding & properties

D Authentication e peimisions i onlic

Applications are authorized to call APls when they are gre
ion needs. Leam

B Got feedback?

out permissio

Certificates & secrets | Add apermission

= APl permissions

HL App roles

& Owners

To view and manage permissions and user consent

&, Roles and administrators
B Manifest

Support + Troubleshooting
& Troubleshoating

& New support request

rant admin consent for control-systems de

Type Description

Delegated

Then select "Microsoft Graph"

Sign in and read user profile

¢ default value for an organization. However, user consent can be customized per pemission, user, or app. This column may not refiect the value in your orgar
-

anted permissions by users/admins as part of the consent process. The list of configured permissions should include

ems.de

5 e-F-App | APl permissions  »

e-F-App

« () Refresh

I Overview

Quickstart

@ The Acmin consent required™ column shows the defa
organizations where this 3pp will be usee.

#" Integratio

Manage

Configured permissions

B Branding & properties
D Authentication

Certificates & secrets | Add a permission

Token configuration

API/ Permissions name Type Description

> (B e v Microsoft Graph (1

@ Exposean API User ez Delegated  Sign in and read user profi
3 App roles

& Owners

To view and manage permissions and user consent, try

&. Roles and administrators
B Menifest

Support + Troubleshooting
& Troubleshaoting

& New support request

Applications are authorized to call APls when they
all the permissions the application needs.

A&7 Got feedback?

n more

n mos

Select "Delegated permissions'

It value for an organizz

are granted permissions by«
out permissions an

~/ Grant admin consent for control-systems.de

Admin consent requ... Status
No
CONTROL-SYSTEMS DE (CONTR.
Request APl permissions
Select an AP|
Microsoft APIs  APIs my organization uses My APs

Commonly used Microsoft APls

Microsoft Graph
Take a
Aqcess Azure AD, Bxce
single endpoint.

antage of the tremendous amount of data in Office 3

rprise Mob
SharePo

= Securty, and Windows 10.
anner, and more through a

‘oak/Exchange, OneDrive, OneNo!

g e Communicaton
& services

Rich communication experiences with
the same secure CPaaS platform used
by Microsoft Teams

B2 Aavre Data Lake

ccess to storage and compute
data anaiytic scenarios

() Aaure maps

n-zware weo znd moble

-
L) Azure Cosmos DB { Paure Data Explorer

Fast NoSQL database with open APIs

Pertom ad-hoc queries on terabytes of
forany scale n

2 10 bu
complex analytics solutions

e

l:l Azure DevOps

O Azure Key Vault

your key vaults as well 2s the
secrets, and certificates within
your Key Vaufts

Integrate with Az.
DevOps server

vOps and Azure

VLN

(al igl
l&. Sservices
Alow valigzted users to reac ang

Programmatic access to much of the

e

All services > control-systems.de

eF-App

MW Overview

Quickstart

Manage

D Authenticati

Certificates & secrets }

o APl permi

@ Expose an API

& Owners

#" Integration a:

Branding & properties

Token configuration

e-F-App | APl permissions =

AP Got feedback?

« O Refresh

@ The“Admin consent rec
organiza

Configured permissions

Applications are authorized to call APs when they are g
all the permissions the applic

n
Add a permission

API [ Permissions name Type

ns

 Microsoft Graph

UserRez

Delegated

To view and manage permissions and user consent. try

&, Roles and administrators

B daciact

Search/Select the following API permission

O EWS.AccessAsUser. All

Version 6.1.2

nted permissions by «

Description

it value for an organig

/ Grant admin consent for control-systems.de

Sign in and read user profi

Request AP| permissions

<Al APIs

o Microsoft Graph
N

oftcom/

https://graph.mi [

What type of permissions does your application reguire?

Delegated permissions
Your application needs to access the API as the signed-in user,

Application permissions
Your appiication runs a5 3 background service or daemon without 2
signed-in user,
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Click "Add Permissions"

Microsoft Azure £ Search resources, servioes, and docs (G+/)

bH & Co. KG

= 0365 | API permissions  # - X

faedhack?

I8 Overview

Quickstart

Manage
Branding perties t process. The list of
D Authentication all the permi
Certificates & secrets t fcdd & permission 7 Gran ot Cantr
I Token configuration . . .
? API / Permissions name Type Description Admin consent requ... Status

= AP permissions

@ Expose an AP
; T

If you are not an administrator, you must ask your administrator for consent. He must then go to this
page with his account and click on the button "grant administrator consent for YOUR.DOMAIN".

The status of all permissions should be green now.

Select "Manifest" on the left

Discard T Upload

nload | & Got feedback?

update this application by directly modifying its JSON representation. For more details, see: Unde

application manifest

819-9b11-36d2%ad4dc36c”,

null,

Manage edVersion”: null,

I Branding & properties
true,

9 Authentication aaa-d1a1295c27d7",

Certificates & secrets ‘atching”: false,

2622-83-87T14:

i1t Token configuration

o APl permissions
@ Exposean AP “grouphenbe
" fierUris”

App roles

& Owners 17

Set "allowPublicClient" to 'true' and click save
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page 134

e-FOLLOW.cloud

The Manifest setting can also be modified via:
= Authentication
= Advanced Settings
=> Allow public client flows..

= Microsoft Azure £ Search resources, services, and docs (G+)

Home » Control Systems Gmbé

) 0365 | Authentlcatlon =

0365

| A7 Got feedback?
Flatrorm conngurations

[ 2 Search (Ciris/)

B Overview
nding platform or device thi licatio targeting
& Guickstort Depending on the platform or device this application is targeting,

#" Integration assistant .
t Adda platform

Manage
EX Branding & properties

Supported account types
3 Authentication

Wha can use this spplication or sccess this A
Certificates & secrets

counis in this organizational direct:
I Token configuration O
= AP permissions
Help me decide
< Expose an AFI

B Approles

B Owners

ocaunts for an & stration. If you nead to enable
m tor. Leam more about these restrictions.

Advanced settings

Allow public client flows

il Roles and administrators

HE Manifest

Support + Troubleshooting

A2 Troublechaating
) Enable the fallowing mobile and dasktep flows:
& MNew support request

* App collects plaintext password {Resource Qwiner Password Credential Flow) Leam me

+ o keyboard [Dev

* 550 for domain- |:||ne:|\.l|-'d3n.|b\||ndc,\\s.l tegrated Auth Flaw) Learn more)

additional configuration may be required such as
redirect URls, specific authentication settings, or fields specific to the platform.

only [Control Systems GmbH & Co. KG only - Single tenant)

CCouUnts in any organizational directory (Any Azure AD directory - Multitenant)

Fi Due to temporary differences in supported functionaiity, we don't recommend enabiing persanal Microsoft
rsonal accounts, You €an 80 50 Using the manifest

[ 3] User Account & Mailbox URI

User
Password
Mailbox URI

0365 [change]

exchange
Enabled
print Tenant ID

) L Client ID/fApp ID
print_gmail_imap

Enter the username for this 0365 email account
Enter the password to login to the account
https://outlook.office365.com/EWS/Exchange.asmx

Office 365 v

User [ 3 ]
print_gmail_pop3

Password e
public_pop Mailbox URI https://outlook.office 365.com/EWS/Exchange.as
Test [Test]

Last error message -
Test IMAP

Make sure the Email-Account is licensed

Version 6.1.2
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8.2.4.3 Anonymous printing

By default, e-FOLLOW.cloud discards emails from unknown senders.
To allow emails from anonymous users being sent to this email account, e-FOLLOW.cloud offers two
different methods of handling emails from unknown senders.

Use a common user account

All emails from unknown senders will be assigned to a specific account.

If the jobs will be held in a virtual queue, print jobs from anonymous senders need to be assigned to a
user account for a later release.

o It is recommended to create a specific account for anonymous guest prints. This allows to disclose it’s
login credentials / PIN to guests and set a (daily?) limit to it.

Anonymous printing

Enabled

Use existing user account .

Account for printing 0001.test@control-systems.de  [change]

Create new user (7

Of course, any other user account can be selected as well.
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Create new user account

This option will create a new 'internal' user account for each email received from an unknown sender.

Create new user (3) ®
PIM Length 4
Accounting type None v
Delete users automatically
after 0| days 1| hours
Allow PIN login in Mobile
®

App

The account name (login name) and full name will be set to the email address.
The account password and login PIN will be generated by e-FOLLOW.cloud according the PIN length
setting.

You can also define the accounting mode for these new accounts and a limit or total quota.
This might be useful to avoid unlimited use of your printers for guests.

The user will be informed about the creation of his new account be email.

MNotification

von e-FOLLOW

BetrgffTickets 1234 [ 1]

E-mail was successiully received from your E-Mail address: u Aom
and is assigned to your new account; ull m

It will be processed immediately and sent to this virtual gueue: PO0S

The following PIM is assigned to your account for print release: 7745

Sent by Toshiba e-FOLLOW

Here the user can find his
e Username/login: email address
e Password / Login PIN: randomly created by e-FOLLOW.cloud
e Queue / Printer to where the job will be processed.

[ 1] Itis recommended to secure the email account for anonymous users by using a validation token.
This will ensure that e-FOLLOW.cloud will only accept emails when the subject contains this token.

Validation token -’\5_} 1234

To avoid uncontrolled number of 'anonymous' user accounts an expiry period can be defined for these
accounts. Once expired the account and pending print
jobs will be deleted automatically. Delete users automatically @

after| 0|days 1| hours
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8.3 CLOUD SCAN & PRINT

8.3.1 Scan

The Cloud Scan section of the e-FOLLOW.cloud application allows administrators to configure scan
destinations by creating and managing scan profiles.

Supported scan destinations include Email, OneDrive, SharePoint, and Google Drive. Scanned
documents are securely transmitted through the individual e-FOLLOW.cloud instance and then directly
forwarded to the selected scan destination.

For cloud storage services, two connection types are supported:
e Business / Organization (Admin-managed) — The connection is configured centrally by an
administrator and typically uses the organization’s cloud environment.
e Personal (User-managed) — Users connect and authorize their own personal cloud account.

/—-j & € Logout
-FOLLOW |
é — cloud
ADD REMOVE
MANAGEMENT Scan profile \
- CHEE .
Departments Enabled .
Permissions OneDrive The new selection screen de;ign for Teshiba MFPs is augcmatical\v
Projects enabled if at least one scan profile is enabled.
. SharePoint iti
Domains Additional settings »
Google Drive
DEVICES Display name Email
Virtual Queues Display order
Toshiba (with multiple 1
scan profiles)
Toshiba eSF
Sean Email b
Maobile print destination
Scans are sent as a download link or an attachment.
CLOUD SCAN & PRINT [Email templates] Email settings »
Recipient User can change B
REPORT || selegtiun . Logged-in user v
Reports Send email attachments always
as download link
SETTINGS Max email attachment size -
G | larger files will be sent as a 20| MB
enera download link
User porltal & Download link validity period (in 20
User tools days; for all scan profiles)
Dashboard
Schedules [Test Permissions
connection] >
Rules
Reader profiles
Scan File Settings
Prompt for
more pages .
Show preview .
Pattern User can change Scan_{date_time_short}-{second}
[File name nattern rules]
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8.3.2 Scan Profile

When adding a scan profile, several scan destinations can be chosen. They can also be changed

later.

For the scan destinations OneDrive, SharePoint and Google Drive you also have to choose the
connection type.

Example MFP screen (for Toshiba and Toshiba eSF) with the Email scan profile enabled. The
OneDrive button is user-managed and the user has not completed the sign in process.Therefore, it is
showing the Add Scan Destination button. This will be explained later.

nfo Reload

/stems.de | Change

5= Color mode File format

Full color PDF

/| Prompt for more

pages Show preview

= Scan settings
Destination

™ condio
— Sendto Email

F::ﬂ Resolution

200 DPI

Advanced @ Scan
Job Status > |

= Scan

+ Add

» Email address Ingo.Pfeiffer@control-systems.de

# Filename Scan_31-07-26_15-59-47

Scan settings

8.3.2.1 Scan profile settings for all scan destinations

Version 6.1.2

Scan profile ‘

— ..
Enabled
OneDrive

SharePoint

Google Drive
Display name
Email_ip .
Display order
(with multiple
scan profiles)

[Test
connection]

The new selection screen design for Toshiba MFPs is automatically
enabled if at least one scan profile is enabled.

Additional settings »

Email

Permissions
>
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Enabled
Scan profiles is not enabled by default, so that you can configure and test the settings first, before the
users will see the scan profile at the MFP.

0 access the scan button, the selection screen design has been updated to the new version. In this
version, you have an additional scan button as well as the Simple Copy and Simple Scan buttons. The
Simple Copy and Simple Scan buttons can be configured under Additional settings ».

Display name
The display name of the button on the MFP screen.

Display order
With the display order, you can arrange the scan buttons in the prefered order.

Test connection
Here you can enter a user email for connection testing.

Permissions

Every scan profile will appear at MANAGEMENT - Permissions. Here you can allow or disallow certain
scan profiles for devices, users, departments, AD security groups or Entra ID groups.

More details about permissions can be found in the chapter Permissions.

it € Logout
-FOLLOW [ |
é —~ cloud e-BRIDGE Devices Toshiba eSF
Devices: Users: Applies to: all e-BRIDGE devices
MANAGEMENT
Copy funktions
epartrents Copy jobs @)
[ permissions printjobs Bl
Projects Print management ~Ex
Domains Scan funktions
RemoteScan/WsScan (Pull) | B X/
DEVICES Print functions
virtual Queues Internetfax sending | EXJ
Toshiba Fax transmission l"ﬂxl
Toshiba eSF Fax received | BXJ
Mobile print Output settings
Color | E x|
CLOUD SCAN & PRINT
Local share
Scan Store to local storage |~ EXJ
Store to USB device ~ X
REPORT || || : E :
Remote
Reports Send email ~Ex
Store to remote server - x
SETTINGS (Push) l E :
WS Scan(Pus ~ X
General ~ax
y s e-filing
SEr portal -
User taols e-filing access | ij
Dashboard
Scan Profiles
Schedules
Email Ofx|
Rules .
OneDrive OX|
Reader profiles )
[+1 [Add users] SharePoint lv|O
[Add departments] Google Drive lv|O
[Add AD security group]
[Add Entra ID group] [-1
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Scan File Settings

Scan File Settings

Prompt for
more pages

Show preview

Pattern

Color mode

Toshiba File
format

Toshiba eSF
File format

Resolution
{DPI)

Duplex
Paper size

Skip blank
pages

Image mode

Image quality

Scan rotation

User can change (for all settings)
If this option is enabled, users can modify the corresponding scan setting directly on the MFP during
scanning. If disabled, the predefined value is fixed and cannot be changed by the user.

File name pattern

User can change

User can change

@

User can change

o

[l
@

er can change

User can change

@

[l
@
i

r can change

[l
@

er can change

[l
@

er can change

[l
@
i

r can change

[l
@

er can change

User can change

@

Scan_{date_time_short}-{second}

Full color

[File name pattern rules]

2-Sided (book)

Auto

v

[PDF]

[PDF]

200 DPT W

w

w

Text/Photo v

Middle

0 degrees

w

Defines the naming pattern for scanned files. Placeholders such as date and time can be used to
automatically generate unique file names.
A list of available file name pattern placeholders can be found at the link [File name pattern rules].

Color mode

Defines the default color mode for scanning (for example Auto, Full color, Monochrome (shades from
white to black) or Only Black & White).
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File format

Specifies the format in which the scanned document will be saved, such as PDF, JPEG, TIFF, or XPS.
Depending on the selected format and device capabilities, text recognition (OCR) can be enabled to
create searchable and editable documents (Toshiba devices: Word, Excel, PowerPoint; Toshiba eSF
devices: Word, CSV, TXT, RTF). You can also define the default file format, configure OCR settings,
and select the languages used for text recognition.

Toshiba eSF File format:

Allowed file formats

PDF (with text recognition)
Image (JPEG)

@ rrr

XPS

Toshiba File format:

Allowed file formats
PDF (with text recognition)
Image (JPEG)

Word Document {with text recognition)
CSV (with text recognition)
TXT (with text recognition)

TIFF
RTF (with text recognition
( T *PS
Default file format Available only for devices that support text recognition:
Text . .
PDF v . Xt recogt] Word Document {with text recognition)

Excel Sheets (with text recognition)

PowerPoint Presentation (with text recognition)
Allowed languages

Hrvatski - Croatian Cestina - Czel
Dansk - Danish Nederlands - Default file format
English - English Suomi - Finni PDF +| @@ Text recognition (OCR) enabled
Frangais - French Deutsch - Ge
EAhnvikd - Greek Magyar - Hur
. . - All d |
Italiano - Italian B#:E - Japal e e
Dansk - Danish Deutsch - German
Norsk - Norwegian Polski - Polish
N X L. English - English Espafiol - Spanish
Portugués (Portugal) - Portuguese {Portugal) Romana - Rof i .
. . . Frangais - French Italiano - Italian
Pycckuid - Russian Srpski - Serb)
i _ . o . Nederlands - Dutch Norsk - Norwegian
F3r( 18] |HAE - Chinese (Simplified) Legacy Slovenéina - . _ . .
Polski - Polish Portugués (Brasil) - Portuguese (Brazil)
Slovenstina - Slovenian Espafiol - Spz N o
Portugués (Portugal) - Portuguese (Portugal) Suomi - Finnish
Svenska - Swedish () = ) -
b Svenska - Swedish Tiirkce - Turkish
Tiirkge - Turkish . . ) . .
YCCKMIA - Russian = - Chinese (Simplifie
P R SF(iatE) - Chinese (Simplified)
H3r($E8) - Chinese (Traditional) H#5E - Japanese
Default language
User language A
Default language
User language hd

[Cancy

ot

Resolution (DPI)
Defines the scan resolution in dots per inch (DPI). Higher values produce better image quality but
result in larger file sizes.

Duplex
Determines whether documents are scanned single-sided or double-sided.

Paper size
Defines the expected paper size for the scan job. The Auto setting detects the paper size
automatically.

Skip blank pages
If enabled, blank pages detected during scanning are automatically removed from the final document.

Image mode
Defines additional image processing settings that may optimize the scan for specific document types.
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Image quality
Controls the balance between image quality and file size. Higher quality produces clearer scans but
larger files.

Scan rotation

Defines the orientation of the scanned image. The scan can be automatically rotated or set to a fixed
angle such as 0°, 90°, 180°, or 270°.
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8.3.2.2 Scan destination: Email

Scan name:
Scan destination: Email v

Send scans by email as an attachment or a download link (depending on file size and configuration).

[Cancel]

After creating a scan profile for Email you can set up the configuration.

For this scan destination, the same email settings as for the notification emails are used. You can
check and adjust these settings directly with the link [Email settings].

There you will also find the email templates that are used for this:
e Cloud Scan: Scan Email
e Cloud Scan: Scan Email with Download Link

Recipient selection
At the recipient selection it can be chosen, if the user is allowed to change to recipient. It also can be
chosen, if the Logged-in user is used as recipient or a list with fixed recipient emails are used.

Send email attachments always as download link
If enabled, scanned documents are not sent as email attachments. Instead, the email contains a
download link to retrieve the scanned file.

Max email attachment size — larger files will be sent as a download link
Defines the maximum size for email attachments. If a scanned file exceeds this size, it will not be
attached to the email and will instead be provided as a download link.

Download link validity period (in days; for all scan profiles)
Specifies how long the download link remains valid. After the defined number of days, the link expires
and the scanned file can no longer be downloaded.

Scan profile |
Email [change]
G | cnabled ®
OneDrive The new selection screen design for Toshiba MFPs is automatically
enabled if at least one scan profile is enabled.
SharePoint Additional settings »
Google Drive
Display name Ema
Email_ip
Display order
{with multiple 1

scan profiles)

Scan

destination Ema hd
Scans are sent as a download link or an attachment.

[Email templates] Email settings »

selection Logged-in user w

|| Recipient User can change

Send email attachments always
as download link

Max email attachment size -
larger files will be sent as a 20| MB
download link

Download link validity period (in

days; for all scan profiles) 30

[Test Permissions
connection] >

Operator Manual Version 6.1.2



page 144 e-FOLLOW.cloud

8.3.2.3 Scan destination: OneDrive & SharePoint Business/organization (Admin-managed)

When creating a OneDrive or SharePoint scan profile, you have to choose the connection type.

Connection type
Business/organization (Admin-managed)
e No user sign-in is required but Admin consent is required once.
e Uploaded files appear as created by the application, not a specific user.

Personal (User-managed)

e The user must sign in once for every scan destination. Therefore at the MFP screen, a QR
code is displayed so the user can sign in using a mobile phone, or a sign-in link can be sent
by email.

Personal (User-managed) connection type will be explain in the next chapter.

Scan name:
Scan destination: | OneDrive A4

Business/organization (Admin-managed) v
AT T Choose "Business” for Microsoft 365 or Google Workspace.
Choose "Personal” for individual accounts (user signs in on the device; no admin consent required).

[Advanced settings]
. T Scan name:

Only change these settings if your organizal
Scan destination: | SharePoint A

Business/organization (Admin-managed) A

EOTTEE I T Choose "Business” for Microsoft 365 or Google Workspace.

Choose "Personal” for individual accounts (user signs in on the device; no admin consent required).

example_company.sharep:
Host name™®
Enter the SharePoint hostname (e.g. example_company.sharepoint.com)

[Advanced sattings]

Only change these settings if your organization requires a custom app or domain configuration.

[Cancel]

Host name (SharePoint only)
Enter the SharePoint hostname of your Microsoft 365 tenant (for example:
yourcompany.sharepoint.com). You can find it in the URL when opening SharePoint in your browser.
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Advanced settings

By default the Entra ID public application from Control Systems is selected. However you can also
choose the Entra ID application, which is used for at MANAGEMENT->Domains or you can choose
your own Entra ID application.

Application registration: Use existing domain settings:

Scan name:
Scan destination: OneDrive v

Business/organization {Admin-managed) hd

EETEEI Choose "Business™ for Microsoft 365 or Google Workspace.

Choose "Personal” for individual accounts (user signs in on the device; no admin consent required).

[Advanced settings]

Only change these settings if your organization requires a custom app or domain configuration.

Advanced settings
Application registration
Use existing domain settings ~
Recommended is the easiest setup. Use the advanced modes only if you manage your own app registration or domain configuration.
Domain name
e-F-App hd
Make sure that the application has the following permissions:
SharePoint - Sites.ReadWrite. Al

OneDrive - Files.ReadWrite.All
Google Drive — https://www.googleapis.com/auth/drive.file

[Cancel]

Make sure that the applicaiton has the following permissions:
SharePoint — Sites.ReadWrite.All

OneDrive — Files.ReadWrite.All

Google Drive - https://www.googleapis.com/auth/drive.file
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Application registration: Custom app (manually configured):

Scan name:
Scan destination: OneDrive A

Business/organization (Admin-managed) A

ETTTEENT ST Choose "Business” for Microsoft 365 or Google Workspace.

Choose "Personal” for individual accounts (user signs in on the device; no admin consent required).

[Advanced settings]

Only change these settings if your organization reguires a custom app or domain configuration.

Advanced settings
Application registration
Custom app (manually configured) v
Recommended is the easiest setup. Use the advanced modes only if vou manage your own app registration or domain configuration.

Domain configuration
Domain configuration

Use @Domain suffix hd

@Domain suffix*®
@example_company.com

App credentials

Tenant ID*

Client ID*

Client Secret®

Make sure that the application has the following permissions:
SharePoint - Sites.ReadWrite. Al

OneDrive - Files.ReadWrite.All

Google Drive - hitps://www.googleapis.com/auth/dnve.file

[Cancel]

Make sure that the applicaiton has the following permissions:
SharePoint — Sites.ReadWrite.All

OneDrive — Files.ReadWrite.All

Google Drive - https://www.googleapis.com/auth/drive.file

Domain configuration & @Domain suffix
The domain suffix is used, to check if the user is allowed to see this scan profile. The domain suffix
can be entered manually or used from an existing Entra ID domain.

For example there are two Entra ID domains configured (see MANAGEMENT—>Domains).
Domain1:

Name = domain1

@Domain = @domain1.com

Domain2:
Name = domain2
@Domain = @domain2.com

If a user logs in, which is found at Domain1, he will only see the OneDrive or SharePoint scan profiles
with the same domain suffix (@domain1.com).
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Admin consent
After creating a scan profile, admin consent will be requested.

Click "Grant consent” to open Microsoft Entra ID and grant consent for your tenant.

Admin consent can also be granted later or revoked. All settings of the scan profile can be changed at
any time after creation.

Scan profile |
) SharePoint [change]
Email
Enabled
OneDrive The new selection screen design for Toshiba MFPs is automatically

enabled if at least one scan profile is enabled.

Google Drive
Display name SharePoint
Display order
{with multiple 3
scan profiles)

Scan

e e SharePoint (Admin-managed) b4
Mo user login is required. Uploaded files appear as created by the
application, not a specific user.
Application

registration Recommended (public app) ~

|| Admin consent

. status: Admin

required
[Revoke consent]
Host name* controlsystemsde.sharepoint.com
Site path
Drive name Documents

Remote folder User can change

[Remote folder pattern rules]

[Test Permissions
connection] »

Site path (SharePoint only)

Specifies the SharePoint site where scanned documents will be stored. Enter the path of the target
SharePoint site relative to the SharePoint host name (for example: /sites/Accounting or /sites/HR). If
left empty, the default site of the tenant will be used.

Remote folder

Specifies the folder in the destination storage where scanned documents will be saved. This folder is
located within the selected drive or document library (for example in OneDrive or SharePoint). If left
empty, scanned files will be stored in the root folder. If “User can change” is enabled, users can select
or modify the destination folder during scanning.

Using the [Remote folder pattern rules], the folder name can be generated from predefined
placeholders.
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8.3.2.4 Scan destination: OneDrive & SharePoint Personal (User-managed)

When creating a OneDrive or SharePoint scan profile, you have to choose the connection type.

Connection type
Business/organization (Admin-managed)

e No user sign-in is required but Admin consent is required once.

e Uploaded files appear as created by the application, not a specific user.
Business/organization (Admin-managed) connection type is explained above.

Personal (User-managed)

e The user must sign in once for every scan destination. Therefore at the MFP screen, a QR
code is displayed so the user can sign in using a mobile phone, or a sign-in link can be sent

by email.
See: 8.3.2.7 User sign-in process for OneDrive, SharePoint or Google Drive Personal (User-
managed)
Scan name:
Scan destination: | OneDrive v
Personal (User-managed) b

AT S T Choose "Business” for Microsoft 365 or Google Workspace.

Choose "Personal” for individual accounts (user signs in on the device; no admin consent required).

[Advanced settings]
) o Scan name:
Only change these settings if your organization r

Scan destination: | SharePoint v

Personal (User-managed) hd

EETTEEIET BT Choose "Business” for Microsoft 365 or Google Workspace.

Choose "Personal” for individual accounts (user signs in on the device; no admin consent required).

example_company.sharep:

Host name™ = o )
Enter the SharePoint hostname (e.g. example_company.sharepoint.com)

[Advanced settings]

Only change these settings if your organization requires a custom app or domain configuration.

[Cancel]

Host name (SharePoint only)
Enter the SharePoint hostname of your Microsoft 365 tenant (for example:
yourcompany.sharepoint.com). You can find it in the URL when opening SharePoint in your browser.
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Advanced settings
By default the Entra ID public application from Control Systems is selected. However you can also
choose choose your own Entra ID application.

Scan name:
Scan destination: OneDnive b

Personal (User-managed) b

(S EEE Choose "Business” for Microsoft 365 or Google Workspace.

Choose "Personal” for individual accounts (user signs in on the device; no admin consent required).

[Advanced settings]

Only change these settings if your organization requires a custom app or domain configuration.

Advanced settings
Application registration
Custom app (manuzlly configured) v

Recommended is the easiest setup. Use the advanced modes only if you manage your own app registration or domain configuration.

App credentials
Client ID*

Client Secret*®

Make sure that the application has the following permissions:
SharePoint — Sites.ReadWrite. A

OneDrive — Files.ReadWnte. All

Google Drive — https://www.googleapis.com/auth/drive.file

[Cancel]

Make sure that the applicaiton has the following permissions:
SharePoint — Sites.ReadWrite.All

OneDrive — Files.ReadWrite.All

Google Drive - https://www.googleapis.com/auth/drive.file

Client ID
Specifies the unique identifier of the registered application in Microsoft Entra ID. It identifies the
application that is used to access the OneDrive or SharePoint API.

Client Secret

Specifies the secret key created for the registered application in Microsoft Entra ID. It is used together
with the Client ID to authenticate the application when connecting to the Microsoft cloud service.
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All settings of the scan profile can be changed at any time after creation.

Scan profile |

Email

Geogle Drive

Site path (SharePoint only)

SharePoint

Enabled

Display name
Display order
(with multiple
scan profiles)

Scan
destination

Application
registration

Host name™*
Site path

Drive name

Remote folder

[Test
connection]

[change]

The new selection screen design for Toshiba MFPs is automatically
enabled if at least one scan profile is enabled.

Additional settings »

SharePoint

SharePoint (User-managed) ~

The user must sign in once. Files are uploaded under the signed-in
user’s personal account.

Recommended (public app) ~

controlsystemsde.sharepoint.com

Documents

User can change

[Remote folder pattern rules]

Permissions
>

Specifies the SharePoint site where scanned documents will be stored. Enter the path of the target
SharePoint site relative to the SharePoint host name (for example: /sites/Accounting or /sites/HR). If
left empty, the default site of the tenant will be used.

Remote folder

Specifies the folder in the destination storage where scanned documents will be saved. This folder is
located within the selected drive or document library (for example in OneDrive or SharePoint). If left
empty, scanned files will be stored in the root folder. If “User can change” is enabled, users can select

or modify the destination folder during scanning.

Using the [Remote folder pattern rules], the folder name can be generated from predefined

placeholders.
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8.3.2.5 Scan destination Google Drive Business/organization (Admin-managed)

When creating a Google Drive scan profile, you have to choose the connection type.

Connection type
Business/organization (Admin-managed)
e No user sign-in is required.
e Files are uploaded under the signed-in user’s personal account.
e Currently (e-FOLLOW.cloud v6.0.0) only useful if the e-FOLLOW Print Chrome Extension is
used.

Personal (User-managed)

e The user must sign in once for every scan destination. Therefore at the MFP screen, a QR
code is displayed so the user can sign in using a mobile phone, or a sign-in link can be sent
by email.

e Files are uploaded under the signed-in user’s personal account.

Personal (User-managed) connection type will be explain in the next chapter.

Scan name:
Scan destination: Google Drive b

Business/organization (Admin-managed) b

CATEET ST Choose "Business” for Microsoft 365 or Google Workspace.

Choose "Personal” for individual accounts (user signs in on the device; no admin consent required).
@example.com

@Domain suffix®
Enter your organization’s email domain (@Domain addition). Example: @company.com

[Advanced sattings]

Only change these settings if your organization reguires a custom app or domain configuration.

[Cancel]

@Domain suffix

The domain suffix is used, to check if the user is allowed to see this scan profile.

Currently (e-FOLLOW.cloud v6.0.0) it is only possible to have automatically created Google
Workspace users by using the e-FOLLOW Print Chrome Extension (see 8.5.2.5 Chrome Extension).
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Advanced settings
By default the Google Drive public application from Control Systems is selected. However you can
also choose choose your own Google Drive application.

Scan name:
Scan destination: Google Drive 4

Business/organization {(Admin-managed) ~

CTTTEEI T Choose "Business” for Microsoft 365 or Google Workspace.

Choose "Personal” for individual accounts (user signs in on the device; no admin consent required).

@example.com
@Domain suffix*® — ) ) .
Enter your organization’s email domain (@Domain addition). Example: @company.com

[Advanced settings]

Only change these settings if your erganization requires a custom app or demain configuration.

Advanced settings
Application registration
Custom app {manually configured) »
Recommended is the easiest setup. Use the advanced modes only if you manage your own app registration or demain configuration.
App credentials

Service account key (JSON)™

Make sure that the application has the following permissions:
SharePoint - Sites.ReadWrite. A

OneDrive - Files.ReadWrite.All

Google Drive - https://www.googleapis.com/auth/drive.file

[Cancel]

App credentials
Specifies the authentication information for a custom Google Drive application. These credentials
allow the e-FOLLOW.cloud service to securely authenticate with the Google Drive API.

Service account key (JSON)

Paste the JSON key file of the Google Drive service account that was created for the application. The
key contains the credentials required to authenticate the application and grant access to Google Drive
according to the configured API permissions.
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All settings of the scan profile can be changed at any time after creation.

Scan profile |
) Google Drive [change]
Email
Enabled
OneDnve The new selection screen design for Toshiba MFPs is automatically
enabled if at least one scan profile is enabled.
SharePoint Additional settings »
Google Drive
Display name Google Drive
Display order
{with multiple 4

scan profiles)

Scan

destination Google Drive in Workspace (Admin-managed) hd

Mo user login is required. Files are uploaded under the signed-in
user’s personal account.
Application .\
registration Recommended (public app) b
|| Domain-wide Delegation Client ID: ", [}

@Domain . ;

suffix= @control-systems. dev

Drive name My Drive

)
Remote folder .,se‘car‘ change

[Remote folder pattern rules]

Domain-wide Delegation Client ID

Displays the Client ID of the application that is used for Google Workspace domain-wide delegation.
This ID must be authorized in the Google Workspace Admin Console to allow the application to
access Google Drive on behalf of users in the domain.

Drive name
Specifies the target Google Drive location where scanned documents will be stored. In most cases this
is My Drive, which refers to the user’s personal drive within Google Workspace.

Remote folder

Specifies the folder within the selected Google Drive where scanned documents will be saved. If left
empty, files will be stored in the root folder of the selected drive. If “User can change” is enabled,
users can select or modify the destination folder during scanning.

Using the [Remote folder pattern rules], the folder name can be generated from predefined
placeholders.
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8.3.2.6  Scan destination Google Drive Personal (User-managed)

When creating a Google Drive scan profile, you have to choose the connection type.

Connection type
Business/organization (Admin-managed)
e No user sign-in is required.
e Files are uploaded under the signed-in user’s personal account.

e Currently (e-FOLLOW.cloud v6.0.0) only useful if the e-FOLLOW Print Chrome Extension is
used.
Business/organization (Admin-managed) connection type is explained above.

Personal (User-managed)

e The user must sign in once for every scan destination. Therefore at the MFP screen, a QR
code is displayed so the user can sign in using a mobile phone, or a sign-in link can be sent
by email.

e Files are uploaded under the signed-in user’s personal account.

Scan name:
Scan destination: Google Drive ~

Personal (User-managed) ~

CANTEEET ST Choose "Business” for Microsoft 365 or Google Workspace.

Choose "Personal” for individual accounts (user signs in on the device; no admin consent required).
[Advanced settings]

Only change these settings if your organization requires a custom app or domain configuration.

[Cancel]
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Advanded settings
By default the Google Drive public application from Control Systems is selected. However you can
also choose choose your own Google Drive application.

Scan name:
Scan destination: Google Drive e

Personal (User-managed) ~

CTTTEEI T Choose "Business” for Microsoft 365 or Google Workspace.

Choose "Personal” for individual accounts (user signs in on the device; no admin consent required).

[Advanced settings]

Only change these settings if your organization requires a custom app or domain configuration.

Advanced settings
Application registration
Custom app (manually configured) w
Recommended is the easiest setup. Use the advanced modes only if you manage your own app registration or domain configuration.

App credentials
Client ID*

Client Secret®

Make sure that the application has the following permissions:
SharePoint — Sites.ReadWrite. A

QOneDrive - Files.ReadWrite.All

Google Drive — https://www.googleapis.com/auth/drive.file

[Cancel]

Client ID
Specifies the unique identifier of the registered Google Drive application. It identifies the application
that is used to access the Google Drive API.

Client Secret

Specifies the secret key associated with the registered Google Drive application. It is used together
with the Client ID to authenticate the application when connecting to Google Drive.
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All settings of the scan profile can be changed at any time after creation.

Redirect URI

Scan profile |

Google Drive [change]
Email
Enabled
OneDrive The new selection screen design for Toshiba MFPs is automatically
enabled if at least one scan profile is enabled.
SharePoint Additional settings »
‘Google Drive

Display name
Display order
{with multiple
scan profiles)

Scan
destination

Application
registration

Remote folder

Google Drive

Google Drive in Workspace + Personal (User-managed)

The user must sign in once. Files are uploaded under the signed-in

User can change

user's personal account.

Recommended (public app) e

[Remote folder pattern rules]

Specifies the callback address used during the OAuth sign-in process. When using a custom
application, this URI must be configured as an authorized redirect URI in the application settings in the
Google Cloud Console.

Remote folder

Specifies the folder in the destination storage where scanned documents will be saved. If left empty,
files will be stored in the root folder of the user’'s Google Drive. If “User can change” is enabled, users

can select or modify the destination folder during scanning.

Using the [Remote folder pattern rules], the folder name can be generated from predefined

placeholders.
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8.3.2.7 User sign-in process for OneDrive, SharePoint or Google Drive Personal (User-managed)

To use a OneDrive, SharePoint or Google Drive scan destination configured as Personal (User-
managed), the user must sign in once to authorize access to their cloud account. This sign-in process
connects the user’s personal cloud storage with the scan profile.

Example MFP screen (for Toshiba and Toshiba eSF) for OneDrive — Connection type: Personal (User-
managed). The user has not completed the sign-in process yet.Therefore, the Add Scan Destination
button is shown.

nfo Reload

ems.de | Change

5= Color mode File format B Resolution

Full color PDF 200 DPI

% Prompt for more

v pages Show preview Advanced @ Scan

Job Status > |

= Scan settings = Scan

Destination

m e a
— Sendto Email +Add
» Email address Ingo.Pfeiffer@control-systems.de

,0‘ File name Scan_31-07-26_15-59-47

Scan settings

Operator Manual Version 6.1.2



page 158 e-FOLLOW.cloud

After pressing the Add Scan Destination button, the user is forwarded to the overview screen for all
scan destinations that use a personal user sign-in. Here the user can connect to the scan destination.
Later, the user can also test or remove this connection.

Pfeiffer!

Before using a ne\ n destination, you must first connect it to your OneDrive account.

+ ™ One Connect

Back

Job Status

Cloud connectors

Connect

OneDrive

Or
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The MFP provides two options to start the sign-in process: scanning a QR code with a mobile device
or sending a sign-in link to an email address.

FOLLOW

Welcome Ingo Pfeiffer!

Send by Email QR Code

Enter the email add and tap the button to send the URL Scan this QR code with your mobile device to open the URL
to connect the instantly.

Re t el

Ingo.Pfeiffer@control-systems.de

Send to email

Cancel

Connect account

Email address

Vlada.lzotova@controlsystems.

Send sign-in link

If multiple scan profiles are connected to the same OneDrive or SharePoint destination, the sign-in
process only needs to be completed once.

After completing the sign-in process, a confirmation screen is show on the MFP and at the browser to
mobile phone indicating that the connection to the cloud storage has been successfully established.
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FOLLOW Reload

Welcome Ingo Pfeiffer!

e OneDrive

Connected successfully.

OK

]
-5~ FOLLOW
€ eou

Connection successful. Admin or user consent has been granted.

Logout

Disconnect

Test

Job Status
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8.3.3 Print

Print for Cloud functionality is currently under development and will be available in a future release.
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84 REPORT

e-FOLLOW.cloud provides a numerous number of standard reports. By simply selecting the desired
report and it’s parameters the Operator has quick access to all transaction data stored in the e-

FOLLOW.cloud database.

8.4.1 Reports

This menu contains the powerful built in report generator. e-FOLLOW.cloud offers a row of predefined

report templates for user-, department- and printer-based reports [ 1 ].

D)

# € Logout

- FOLLOW
é —~ cloud I
ADD REMOVE

MANAGEMENT

[1]

User reports

User list
Permissions Details
Projects -

by printer - summary
Domains

by printer - details

DEVICES by project - summary

Virtual Queues Iy proEct detaiks

Toshiba )
by job type - summary

Toshiba eSF

Mobile print by Job type - details

by color usage - summary

CLOUD SCAN & PRINT .
by color usage - details

5can
Department reports
REPORT
Printer reports
=
Project reports
SETTINGS
General Protocol reports

User portal &

User tools Custom reports
Dashboard

Eco report
Schedules
Rules Balance report

Reader profiles

Description

Summary of the users activities

[4]

Group by

Sort by

User A |E|

Filter [ 3 ]

Period Today: 4/24/2026 - 4/24/2026

[change] [reset]
Create now: [ 5 ]
[-html] [-pdf] [.csv]

Enter password if encryption is enabled
Password1

Password2

Report history

[6]
Auto-delete reports

T T e

User reports
Summary

after 7 days [Delete all]

= 4/24/2026
i} 24/

10:30:07 AM e

[Download]
Html

[2] The ADD — REMOVE — COPY options allow to manage customized Reports.
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Description
summary of the department activities
Department reports
Enter a name for the new template Group by

Template name Details

Detailed by user - sumn
by user - detaili  Enter a name for the new template
el by printer - sun 20/2024
Template name
by printer - det
You can ADD a new template and configure by project - sur [Cancel]
it’s settings or COPY the current 'active' by project - det i 3
. o, . . Create now:
template with all it’s settings into a AR TR

customized report template.

[ 3] Filter

When you have selected the e T
template you can specify the time e =
period for the report, specific users, -

Departments, printers, projects etc. e

to filter the data for the report. S

You can also filter on paper size (e.qg.
only jobs that contain A3) or on color-
/duplex-usage, or job type.

Usar bagin [ Dapartmant

Columns allows to select / deselect the
data/columns that are taken to create
the reports. g Printer

Usar Ermail

a
]
1

o
[

a
o
[=

3
#
u

2
3
<]
[
=

i
7

<]
¥
a
]

L]

[ 4] Grouped by / Sort order
According the selected template data can be grouped and the sort field and order can be selected.

Click to T2 to select the sort order ascending or descending.

[ 5] Create now:
Confirm the template you have selected by clicking to one if the [ .html ] [ .pdf ] or [ .csv ] buttons.
The report will be generated according your selection, filters, etc.
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Grouped by Department and User name.

Period from 01.10.2013 to 31.10.2013. Created on 31.10.2013

Black -
[n— Job Document Total = Color Job Recording
type name pages white pages details time

Department: ‘Financial Accounting and Auditing’ - Dorothy Williams

Financial Accounting Dorothy ) 24.10.2013
and Auditing williams TR Copy R 16:30:52
Financial Accounting Dorothy ) 24.10.2013
and Auditing williams TR Copy g 16:43:52
Department: ‘Marketing’ - Peter Clark
peter . 24.10.2012
Marketing == 192.168.1.102 Copy. S5xAd s

Reports can also be exported to a PDF file by clicking to [ .pdf ] or to a comma separated file by
clickingto [ .csv ].

In case usernames / document names are encrypted, you’ll need to enter the
passwords (1 + 2) to create the reports decrypted. Else the report will replace

usernames and document names with the phrase 'encrypted'.

Grouped by Department.

Periad fram 1

18 10 13,

-

Department: Support

Black
oot Tatar o color
pages coiia pagss

Create now:
[htral]  [pdf]  Lesv]

Enter passward if enceyption is enabled

Passwordl |ssssssssssssess

Passwnrdz

Jab details

_ 12.03.2018
Suppart encrypted o0z-1 Brint encryptad 0.00¢ o prren e oy
Suppart encrypted o0z-1 Brint encrypted 0.008 o 2 12092018
Support encrypted 192 fise.1.122 Print encrypted o.04e o 1444 o
12.03 2015

[ 6 ] Report history

Here you can view an overview of the latest reports that have been generated or are currently being
generated. The Report filter provides more details and helps you find the correct report if you've tried
multiple filters.
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8.4.1.1 Ecoreports

e-FOLLOW.cloud is not just tracking the number of pages printed, but also the sheets of paper that
have been saved due to jobs not being printed or converted to duplex.

Reasons for 'saved' paper may be:

Job deleted by user User don’t need the job anymore and deletes it from the job list at
the MFP

Job deleted by system Job is timed out and automatically deleted from the virtual queue

Job deleted by rule The job is deleted due to a rule set in e-FOLLOW.cloud — e.g. no
jobs > 100 pages on this device..

Job converted to duplex Jobs that are converted to duplex by a rule or policy will save 50% of
the sheets

Additionally, e-FOLLOW.cloud is also tracking the number of sheets of paper that have been recycled
(erased) for re-use by e-STUDIO3508LP/4508LP/5008 devices.
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The report gives a brief overview of the pages printed, not printed, converted to duplex and recycled.

User reports
Dapartmsnk reports
Printer reports
Project reports
Praotecel reports
Custom reports

Fea reports

[changs] (raxst]

Craata nave:
Lpd#]  [resv]

Total Dversicw

Output details

Prirtad (25)
Mot Printed (6]

Reomycled (10])

n

Printad BYW [L4)
Prirted Seolor (3]
Erazable Blus (B)

Hot Printed (€]

Conwerted o duplex (3]

i _ .

By clicking to the [.pdf] link a PDF file is generated containing the detailed eco-statistics and graphs.

Eco report

Periad from 01.07 2017 to 30.09.2047. Created on O7.07. 2017,

SJohis
Total printed

Printed BW 6%
Frinted Color 12%
Pririted Erasable blue | 32%
Nat prinbed BW 2%
Mot printed Color 19%
Mot Printed EB L]
Duglex BW o
%
2%
19%

= 0,000 Traefs)

= 0,191 kg CO2

Taotal Bvcrvicw

Owlput dedaike

EE

#rinted

Prnted (26 ]
Mad Prinfod (&)

Eacycled [10F

Frimed 5w (14 )
Printed Colar {3)
Erasable Blue (5)
Mat Printed (&)

Conreried W duplax (3)

Besides the paper saving it also shows the savings for wood, water, electricity and CO2.
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The calculation is based on below parameters and can easily be adjusted in SETTINGS - General
- Expert Settings in terms the basic input values are different in your region.

. EcoValueElectricity (0,054) 0,054
Expert settings
EcoValueKGCO2 (0,0059) 0,0059

EcovalueWater (0,21) 0,21

EcoValueWood (0,017) 0,017
name ‘ default ‘ description
EcoValueWood 0,017 Kg wood used to produce 1 sheet of paper (80g/sq.m. - size A4)
EcoValueWater 0,21 liter of water used to produce 1 sheet of paper (80g/sg.m. - size A4)
EcoValueElectricity 0,054 Kwr/h electricity used to produce 1 sheet of paper (80g/sq.m. - size A4)
EcoValueKGC02 0,0059 Kg CO; emitted to produce 1 sheet of paper (80g/sq.m. - size A4)
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8.5 SETTINGS

In the settings section you have access to all global configuration settings in e-FOLLOW.cloud.

# € Logout

- FOLLOW
é _~  cloud

.
Instructions &
Configuration

MANAGEMENT Download:

U list e-FOLLOW.cloud-Operator_Manual_EN.pdf (version: 6.0.0)
ser s e-FOLLOW.cloud-Operator_Manual_FR.pdf (version: 5.8.0)
Departments
Permissions Instruction to set up Toshiba e-BRIDGE Next devices A
Projects . -
)] License 1. Install Application
i information . .
Domains L. Open installation window
II. Upload e-FOLLOW cloud archive
DEVICES Application i
. Download:
Virtual Queves e-FOLLOW cloud.zip (version: 3.0.0) ‘
Toshiba . -
} Auto configuration IIL. Confirm License Agreement
Toshiba eSF ) ) ) ) )
) ) IV, Wait for successful instalation for 20-30 seconds. Otherwise, refresh the page in

Mobile print TopAccess.

Data protection

2. Set up the Application
CLOUD SCAN & PRINT 1. Open e-FOLLOW cloud setup page

Scan Custom formats II. Enter appropriate values

e-FOLLOW cloud Configurations

REPORT
. https://ewb2-cs-test.test.e-
Reports FFELLE LS follow cloud [copy]
LDAP rd FRExERERE
SETTINGS ra Loy

For manual LDAP configuration

LDAP SSL/TLS Port Number: 1026

User portal & .
. Check Autoconfig settings

User tools IIL Check Aut fig setting
Dashboard IV, Click on the "Apply settings and configure” button
Schedules \. Wait for the finish of configuration

| VI. Start the Application if it wasn't done automatically
Rules
Reader profiles Instruction to set up Toshiba eSF devices

Windows Pop-Up

Ippinstaller (Microsoft Intune)

8.5.1 General

Here you find all configurations related to the application itself.

8.5.1.1 Instructions & Configuration

Here you find all relevant data, settings and files to successfully connect your e-BRIDGE and eSF-
devices to e-FOLLOW.cloud.

8.5.1.1.1 Instruction to set up Toshiba e-BRIDGE Next devices

This section leads you step by step setting up your e-BRIDGE based devices. Screenshots will help
you to find the menus in TopAccess
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e-FOLLOW cloud Configurations

https://ewb2-cs-test.test.e-

e-FOLLOW URL:
follow. cloud

[copy]

LDAP password EEREREAFES [copy]

The e-FOLLOW cloud Configurations box shows your specific custom data required to configure the
App in TopAccess.

8.5.1.1.2 Instruction to set up Toshiba eSF devices

This section leads you step by step setting up your eSF-based Toshiba devices. Screenshots will help
you to find the menus in the device Web-Management.

[irsncsn o s ostbassroomems
e-FOLLOW.cloud provides the latest 1. Install e-FOLLOW App

version of the embedded eSF-application 1 Open netallstion dileg

II. Upload e-FOLLOW installation file

and your custom specific server URL that
is required to connect the devices to e- 3. Configure e-FOLLOW App
FOLLOWCIOUd 1. Open App configuration page

II. Set up Application

Download:
efollow.fls (version: 2.4.8)

e-FOLLOW Configurations

https://esf-cs-test.test.e-

Server URL: follow. cloud

[copy] ‘

8.5.1.1.3 Instruction to set up Windows PopUp

Here you will find the download and configurations for the e-FOLLOW PopUp for Windows clients.

Download:
e-FOLLOW PopUp.exe (version: 2.6.0)

Windows PopUp configuration

o The executable e-FOLLOW PopUp.exe comes with an integrated configuration. More configuration for
the PopUp can be fould at the General->Popup section.
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8.5.1.2 Database / Support

From here, you can enable the support account, back up and clean up the database, and configure

the User Transactions Export Server.

Auto configuration
Toshiba eSF

Maobile print

Data protection

CLOUD SCAN & PRINT

Scan ‘Custom formats

REPORT
Reports

SETTINGS

General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

/—’ # € Logout
- FOLLOW
e —~ cloud
Instructions & Support ree
Configuration i
MANAGEMENT Activate support account @ ‘
User list
Database [ Datab.
Departments Support ase
Permissions [Backup database] [Restore database]
Projects P [Download backup] [Upload backup] [Delete backup]
Domains information
Backup User-Transactions from 24
DEVICES Application database older than (months):
Virtual Queues Note: Old User-transactions will be autematically experted to an archive file once 2 year
Toshiba

[Backup old user-
transactions]

[Download user-
transactions backup]

Remove User-Transactions from
database older than:

[Restore old user-
transactions]

[Upload user-transactions
backup]

[Delete user-transactions
backup]

2026-04-23 [remove]

User-Transactions Export

Activate User-Transactions Export
Server @

URL to access the User-Transactions
Export Server:

User-Transactions Export Token:

Test User-Transactions Export as CSV manually:

Start Date:

End Date:

https://record-export-cs-test.test.e-follow.cloud

E3Vq4_MyLoSe2_BkHyfRFVq1HPYKAFSIRDNTUjSSPTQ

[Last User-Transactions Export operations]

2026-03-23
2026-04-23

[Download CSV file]

8.5.1.2.1 Support service

Support service

Activate support account @

Enable this setting to allow the support-team access to your management. Else the support-team
would need your operator password for accessing the management.
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8.5.1.2.2 Backup database

[ Backup database ]

Will create a backup archive. By default, the filename is
e-FOLLOW _TIMESTAMP. You can modify the filename
before executing the baCkUp. Please select a name for the database backup.

Filename: | e-follow_2024-05-24-03-46 |

Click to OK to start the backup process.

[Restore database]

Here you can restore a backup of your choice. You

have access to all backup files - auto-generated by a

backup-task or manualy generated backups. FesRs el
X Hink:
SeIeCt the baCkUp to be reStored and klle to OK In this process, all unsaved data will be lost. To prevent data loss be sure

that you don't need the current content or create a database backup.

File: dbbackup_2022-06-23-13-00 (1.53 MB) v

[Download backup]
[Upload baCkup] Do oad database backup
Here you can download a backup from
e-FOLLOW.cloud to your local PC or upload a backup
file that you have previously downloaded.

Please select the backup file to download.

File: | dbbackup_2022-06-23-13-00 (1.53 MB) v |

pload gatabase D3 up

Please select the backup file to upload.

File to Upload:

[Cancel] Upload

[Delete backup]
This menu allows you to remove a backup file from your e-FOLLOW.cloud instance.
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8.5.1.2.3 Backup User-Transactions

[Backup old user-transactions]

Will move old user-transactions (data records for reports) to a file. This can be used to clean up and

reduce the amount of data at the user-
transactions.

Note: These records will be removed from

the database.

Backup of old user transactions »®

Displayed below is the name of the backup for old user transactions.
Note: These records will be removed from the database.

Filename: RecordsBackup_before_2022-05-24-14-56_created_at_2024-05-24-14-56

[Cancel]

Backup User-Transactions from database older than (month): Here you can change the default period

for the user-transaction backup of 24 month.

[Restore old user-transactions]

Will restore the deleted user-transaction from the selected file.

Restore old user transactions

Please select the restore user transactions backup.

File: | RecordsBackup_before_2022-05-16-12-35_created_at_2024-05-16-12-35 (10.85 KB) V|

[Cancel]

[Download user-transaction backup]
[Upload user-transaction backup
Here you can download a backup from
e-FOLLOW.cloud to your local PC or
upload a backup file that you have
previously downloaded.

pload backup of old use

File to Upload:

Please select the backup file of old user transactions to upload.

oad backup of old use

Please select the backup file of old user transactions to download.

File: | RecordsBackup_before_2022-05-16-12-35_created_at_2024-05-16-12-35 (10.85 KB) V‘

[Cancel]

[Cancel] Upload

[Delete user-transaction backup]

This menu allows you to remove a backup file from your e-FOLLOW.cloud instance.
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Remove records older than:

This allows to clean up your
transaction database by removing
records 'older than...'

Caatabase

[Backup databasa)

[Restore database]

Remowe records older than:

Directory service

Mame [e-FOLLOW]

Search base [do=e-follow]

User name [uid=admin,dc=e-follow]
Port [11389]

S5L-Port [L1636]

2016-12-31

[remowve]

o December 2018 [+]
Mo Tu We Th Fr Sa Su
1 2
3 4 5 6 7 8 g
0 1 12 13 14 15 16
17 18 19 20 211 22 123
24 25 26 27 18 29 10

A It is recommended to perform a
backup of the data before removing them from the database.

Once the deletion is executed the data

Remove old records

are gone.

Are you sure you want to remove records?

In this process, all unsaved data will be lost.
To prevent data loss be sure that you don’t need the current content or create a database backup.

[Cancel]

Depending the number of records that will be deleted the execution of this task may take some

seconds or even minutes.

When finished a message showing the
number of records deleted is shown.

Operator Manual
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8.5.1.3 User-Transaction Export

When the User-Transactions Export Server is activated, external applications can download recorded
user-transaction data (print, scan, copy, eco) in CSV format through a secure HTTPS interface.

Each request must include a valid token and define the desired date range.

User-Transactions Export

Activate User-Transactions Export ‘

Server @

URL to access the User-Transactions

Export Server: | https://record-export-cs-test.test. e-follow.cloud

User-Transactions Export Token: | - e el R e .

[Last User-Transactions Export operations]

Test User-Transactions Export as C5V manually:

Start Date: | 2025-08-30

End Date: | 2025-10-30

[Dowmnload CSW file]

The Last User-Transactions Export Operations link provides an overview of the recent export

processes, including successful exports and any errors that occurred.

Recent User-Transactions exports ®

Start End Initiator Records Processing time Created Error
2020-09-28 2025-10-31 10.240.2.233 4208 | 516 ms (0.52 =) 2025-10-30T16:50:02 -
2020-0%-28 2025-10-31 10.240.2.54 4208 441 ms (0.44 5) 2025-10-30T16:43:21 -
2020-09-28  2025-10-31 | 10.240.2.54 0 | 0 ms (0.00s) 2025-10-30T16:43:12  Wrong token {aE3Vq4_MyLoSe2_BkHyfRFVq...
2020-0%-28 2025-10-31 10.240.2.54 4208 | 456 ms (0.46 5) 2025-10-30T16:42:18 -
2020-0%-28 2025-10-31 10.240.2.54 4208 | 499 ms (0.50 5) 2025-10-30T16:41:57 -
2020-09-30 2025-10-31 Operator - 2.207.230.34 4208 | 573 ms (0.57 5) 2025-10-30T16:40:04 -
2025-10-24 2025-10-25 Operator - 2.207.230.34 1 2ms(0.00s) 2025-10-24T16:52:29 -
2025-09-24 2025-10-25 Operator - 2.207.230.34 26  6ms(0.01s) 2025-10-24T16:52:10 -
2025-10-23 2025-10-25 Operator - 2.207.230.34 0 2ms(0.00s) 2025-10-24T16:49:50 -
2025-10-24 2025-10-25 Operator - 2.207.230.34 0 2ms(0.00s) 2025-10-24T16:49:41 -
2025-09-24 2025-10-25 Operator - 2.207.230.34 25 4 ms (0.00s) 2023-10-24T16:47:47 -
2025-09-24 2025-10-25 Operator - 2.207.230.34 25 88 ms (0.09 s5) 2025-10-24T16:47:18 -

The export can be tested directly using Download CSV File.

The CSV file is now being generated and can be downloaded.
CSV file is being generated.

CSV file with 4208 records was generated in 0.47034598 seconds.

Download: Download CSV
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8.5.1.3.1 Required Query Parameters

Parameter Description Example
token Security token that authenticates the request.

start Start date for the export. Must be in the format yyyy-MM-dd.  2020-09-28
end End date for the export. Must be in the format yyyy-MM-dd.  2025-10-30

Example Request

The export can be tested by using PowerShell.

Replace xxxx-xxxx with the UID of the e-FOLLOW.cloud instance or take it from “URL to access the
User-Transactions Export Server”.

Replace yyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyy with your “User-Transactions Export Token”.

Choose “start”, “end” and “OutFile” as you prefer.
Invoke-WebRequest -Uri "https://record-export-xxxx-xxxx.e-follow.cloud/?start=2020-09-
28&end=2025-10-30&token=yyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyy" -OutFile

"RecordExport.csv"

The server supports gzip compression automatically if the client includes the header Accept-Encoding:
gzip.
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8.5.1.3.2 CSV File Structure

The exported CSV file contains one line per user transaction (e.g., print, scan, copy, fax, eco).
Each line includes general user information, device data, job details, and processing statistics.

e The first line of the CSV file always contains the field names (column headers).

¢ New fields may be added in future versions of the export feature to support additional data.
e Date and time values follow the ISO 8601 format.

e Empty fields indicate that no data was available for that column.

e The CSV file uses UTF-8 encoding and may be gzip-compressed if the client supports it.

Example CSV data:

id,type,username,userfullname,upn,email,department,device,ip_serial_ or_name,device_type,doc
_name, job_id,workflow_id,project,sub_project,scan_pages,eco_pages,eco_reason,prints,created
,created_utc,model,description,location,has_color,download_job_size,upload_job_size
"6880fa64130b781cccb466f2", "Copy", "ingo.pfeiffer@control-systems.de","Ingo
Pfeiffer","","ingo.pfeiffer@control-

systems.de", "Entwicklung","eS116@dev", "CSCP40979", "Ebx","","","395","78050","", 0", "0","","
4-A4-FullColor-false","2025-07-23T17:06:12.0550000+02:00", "2025-07 -
23T15:06:12.0550000Z" , "TOSHIBA e-STUDIO2525AC","116","","True","0","0"
"68d695e4130b7821a07cfd5f","Print","ingo.pfeiffer@control-systems.de","Ingo
Pfeiffer","","ingo.pfeiffer@control-
systems.de","Entwicklung", "eS103@dev", "CNLH59919", "Ebx", "Microsoft Word -
Dokumentl","P9Q@eoe1","1","78050","","0","0","","2-A4-Monochrome-true", "2025-09-
26T15:32:20.1640000+02:00","2025-09-26T13:32:20.1640000Z", "TOSHIBA e-
STUDIO2515AC","103","", "False","32376","32376"
"68e7422d130b78265c70c3f3","Scan", "ds","", "Internal”, "denis.staritin.cs@gmail.com","", "CWIP
00023","CWIPOOO23", "Ebx",""," ", "440Q" """, "2" Q""" " "2025-10-
09T707:03:41.9740000+02:00","2025-10-09T705:03:41.9740000Z" , "TOSHIBA e-

STUDIO4@1AC","","", "False","0","0"
"68ef76b2130b780ab8cb3821","Eco","Ingo.Pfeiffer@control-systems.de","Ingo
Pfeiffer","","Ingo.Pfeiffer@control-systems.de", "Softwareentwicklung","e-follow.cloud","e-
follow.cloud", "Unknown","*1 - Notepad","","","","","@","1","DeletedByPolicy","1-A4-
FullColor-false","2025-10-15T12:25:54.1290000+02:00","2025-10-
15T10:25:54.1290000Z","","","", "True","0","13642"
"68d695e4130b7821a07cfd60","Eco","ingo.pfeiffer@control-systems.de","Ingo
pPfeiffer","","ingo.pfeiffer@control-
systems.de","Entwicklung","eS103@dev", "CNLH59919", "Ebx", "Microsoft Word -
Dokument1","P9Qeeee1","1","78050","","0","1", "ConvertToDuplexByUser","2-A4-Monochrome-
true","2025-09-26T15:32:20.1660000+02:00","2025-09-26T13:32:20.1660000Z" ,"TOSHIBA e-
STUDIO2515AC","103","", "False","0","0"
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8.5.1.3.3 CSV Column Descriptions

Column

id

type
username
userfullname
upn

email
department

device
ip_serial_or_name
device_type
doc_name

job_id

workflow _id
project
sub_project

scan_pages
eco_pages

eCco_reason

prints

created
created_utc
model
description
location
has_color

download_job_size

upload_job_size

Operator Manual

Description

Unique internal identifier of the transaction.

Type of transaction (e.g. Print, Copy, Scan, Eco).
Login name of the user who performed the action.
Full name of the user (if available).

User Principal Name (if available).

Email address of the user (if available).
Department assigned to the user (if available).

Unique Device identifier. Can be changed by the customer, which will
result in an update of this field.

Serial number of device.

Ebx for Tosiba devices. Esf for Toshiba eSF device. Unknown for most
Eco transactions.

Document name of print job. Only available for type Print and Eco.
Internal e-FOLLOW job identifier (only for type Print).

Internal workflow reference (only for type Print).

Project name associated with the job (if available).

Sub-project name if defined (if available).

Number of scanned pages (only for type Scan).

Number of pages (only for type Eco).

Reason (only for type Eco).
Possible values with explaination:

Recycled: Ink was removed from paper. Only available for Toshiba
ECO MFPs.

DeletedByUser: User has deleted the job.

DeletedByPolicy: Automatic deletion of job by the server.
DeletedByRule: Job was deleted because of a certain rule.
ConvertToDuplexByUser: User has converted the job.
ConvertToDuplexByPolicy:Automatic convertion to dublex by the
server.

ConvertToDuplexByRule: Job was converted to duplex because of a
certain rule.

Print-specific data (pages-format-color mode-duplex).

Multiple formats for one job are separated by semicolon.
Example:

3-A4-Monochrome-false;1-A4-FullColor-false

Local timestamp when the transaction was created.

UTC timestamp of the same event.

MFP model (if available).

Optional descriptive text assigned to the device (if available).
Device location (if available).

Indicates if the job contained color pages (True / False).

Size in bytes of downloaded job data from the server by the MFP (only
for type Print).

Size in bytes of uploaded job data to the server. This means uploading
or printing jobs to the server (only for type Print and Eco).
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8.5.1.4 License Information

Under the license tab you will find the current license status of your e-FOLLOW.cloud server.

Toshiba eSF
Maobile print

CLOUD SCAN & PRINT

Scan

REPORT
Reports

SETTINGS

General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

~ ) # € Logout
- FOLLOW
e —~ cloud
Instructions & e-FOLLOW Cloud
Configuration
MANAGEMENT Version 6.0.0
User list . Yearly Subscription license until
License 01.06.2027
Departments
o Maximum number of Toshiba/Toshiba eSF device 25
Permissions licenses
Projects License Available Toshiba/Toshiba eSF device licenses 17
Domains information
DEVICES Application
Virtual Queues
Toshiba

Auto configuration

Data protection

Version e-FOLLOW.cloud version that is currently installed
License Your current license status

Maximum number of
Toshiba/Toshiba eSF

device license

Number of supported Toshiba device licenses

Available Toshiba/Toshiba

eSF device license

Number of available Toshiba devices licenses
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8.5.1.5 Application

The application tab allows changing some basic configuration.

)

-3

€ Logout

- FOLLOW
(&

‘ e ~ cloud

MANAGEMENT
User list
Departments
Permissions
Projects
Domains

DEVICES

Virtual Queues
Toshiba
Toshiba eSF
Mobile print

User portal &
User tools

Dashboard
Schedules

Rules

Reader profiles

Log file [Show]
Log file PrinterManager

Log file IppServer

General

MNew GUI (frameless design)
Administrator user name: "Operator”
Time Zone (7)

Language

[add or customise language]

Microsoft Login

Domains with Microsoft Login enabled:

Only Operator and Microsoft Login is allowed

Login

Add new domain users to database
automatically

Check user in domain at every login
Synchronise department on user login

Ignore MFA for Microsoft Entra ID (fAzure
Active Directory)

Card assign

Card self assignment overwrites existing
Card IDs

Card self-assignment is only possible if no
card has been assigned yet.

Write new assigned Card IDs to Active
Directory/LDAP/Entra ID

[Open in new tab]
[Open in new tab]

[Open in new tab]

[Download current] [Download all]
[Download current]

[Download current]

[Change password]
(UTC+01:00) Amsterdam, Berlin, Bern, Rome, S¥

English ~

e-F-App

Write Card IDs now to the directories

8.5.1.5.1 Logdfile

Here you can [ Show ] (live mode) the

current log file, open it in a new window , [

Download current ] or
[ Download all ] Lodfiles.

Use the pause/play button to stop / start the

live viewing.

The [ Download ] options will allow to

D o

hittps:/f192.168.1.55:11080,Tpage = setting e =

download the current or all available log files.

Additional you can also Open/Download the
log files from PrinterManager and IppServer.

Operator Manual
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8.5.1.5.2 General

New GUI
Here you can switch the appearance of e-FOLLOW.cloud management between 'classic' and a newer
frameless design.

'Operator' password
Click to [Change password] to change the password for the user 'Operator'. Enter the current and the
new password.

Time Zone
Here you can select your current time zone. This has impact on the time stamp of print jobs,
transactions and log files.

Time Zone @ (UTC+01:00) Amsterdam, Berlin, Bern, Rome, 5%

Attention:
Changing the Time Zone is not possible for SmallBusiness Licenses. These are typically installations
with fewer then 25 devices.

Language
Select the language from the pull-down.

e-FOLLOW.cloud is designed to support up to 36 languages. Use the link [add or customize
language] to modify the text or add new language.

To add or customize a language, a2 language file must be created.
This language file can then be downloaded, edited and uploaded again.

1. Select language | norsk - Nerwegian Create new language file

2. Download language file:

lang_en.txt [delete]

lang_no.txt [del=te]

. Uplead edited language file

Steps to create a new language file:
1. Select your prefered language and click on [Create new language file]

2. Then you can download the language file template and modify it. Make sure to
remove the leading #-signs — else the modified string will not get effective.
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) lang_no.txt - Editor - ] X

Datei Bearbeiten Format  Ansicht  Hilfe

### Norwegian -
##H If you want to change a message remove # at the start of the line.

### Please use backslash to escape a special character:

## A\t Insert a tab in the text at this peint.

##H# \b Insert a backspace in the text at this point.

## \n Insert a newline in the text at this point.

##H \r Insert a carriage return in the text at this point.
#H# \f Insert a formfeed in the text at this point.

### The number between brackets (if set) represents the max. possible length of

##HF EVENT LOGGER #H#

#event.cardserver.start.failed=Starting card server failed. {0}
#event.card_server.unknown=Can't find NetCardReader with ip address {8} in data
#event.card_server.unknown.user=NetCardReader ({8}). Couldn't find user for car

#avant rand carmian arintino=llcan "fO1' Taocad in by rand  [11 dahc will ha rala

Zeile 1, Spalte 1 100% Windows (CRLF) UTF-8 mit BOM

3. Finally click on [Upload edited language file] and upload your new language file.

8.5.1.5.3 Microsoft Login

Domains with Microsoft Login enabled
Here all Entra ID domains are listed, where Microsoft Login is enabled.

Only Operator and Microsoft Login is allowed
If this option is active, the Username at the login is fixed to the Operator and can not be changed.

7

- FOLLOW

‘ - ~ cloud

Q

Username:

Password:
m Sign in with Microsoft

8.5.1.5.4 Login settings

Add new domain users to database automatically

If enabled, users will be added immediately to the e-FOLLOW.cloud user database after successful
authentication when printing or logging on to a Toshiba device. Else, new users will only be added
while synchronizing.

Check user in domain at every login

If enabled and login is performed by card or PIN, e-FOLLOW.cloud checks if the user is still
available/valid in the domain.
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Synchronize department on user login
If enabled e-FOLLOW.cloud will check the user’s department at each login. In case the user’s
department has changed it will be updated immediately in the e-FOLLOW.cloud database.

Ignore MFA for Azure Active Directory

If enabled Multi Factory Authentication will ignored for Azure Active Directory. Else you have to add
your public IP address range of your e-FOLLOW server to the trusted Ips at your Azure Active
Directory (Microsoft Azure - Azure Active Directory = Security = Conditional Access - Named
locations = Configure multifactor authentication trusted IPs - Skip multi-factor authentication for
requests from federated users on my intranet).

8.5.1.5.5 Card assign

Card self assignment overwrites existing Card IDs
If enabled the user can associate a new card ID to his account. Any existing ID will be replaced by the
new card ID.

Attention

In case ‘Write new assigned Card IDs to Active Directory/LDAP/Entra ID'. is enabled, e-
FOLLOW.cloud will not only replace existing Card-IDs in its own database, but also in the user’s
account in the directory service (A.D.).

Card self-assignment is only possible if no card has been assigned yet
If enabled, users are allowed to self-assign a card ID only if no card ID is currently associated with
their account. Existing card IDs will prevent self-assignment.

Write new assigned Card IDs to Active Directory/LDAP/Entra ID
If enabled, e-FOLLOW.cloud can write new card ID’s that are self-assigned by users back to the
user’s account in the directory service.

This presupposes following conditions
e The attribute for Card-ID is specified in domain settings
e The user specified in domain settings has the permission to write
e The user’s Card-ID is not set in directory service (is blank)
or
e the Above parameter "Card self-association overwrites existing Card IDs" must be
switched ON.

Write Card-IDs now to the directories

Card assign
Card =elf assignment overwrites existing Card IDs (‘:}

Write new assigned Card IDs to Active Directory/LDAP (:5

Clicking to this link/button will immediately start writing the current card-IDs to the corresponding
directory services of each user.

Make sure writing card-IDs to directories is enabled.
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8.5.1.5.6 PIN

Write generated Pin to Active Directory/LDAP
Here you can define that if a new PIN is generated for a user (by Import, Synch., UserPortal or
Administrator), the PIN is written to the directory service attribute defined in ‘domains’.

When writing the generated Pin to Active Directory/LDAP, overwrite existing pin
If enabled, e-FOLLOW will overwrite an existing PIN in the corresponding attribute when a new PIN is
generated. Else an existing PIN in the directory service will be kept unchanged.

Attention
In case overwriting is disabled, the user’s PIN in e-FOLLOW and the PIN stored in the directory
service may not match.

This presupposes following conditions
e The attribute for PIN is specified in domain settings
e The user specified in domain settings has the permission to write
e The user’s PIN is not set in directory service (is blank)
or
e the Above parameter "... overwrites existing PIN" must be switched ON.

Write PIN now to the directories

Pin
Write generated Pin to Active Directory/LDAP @

When writing the generated Pin to Active Directory/LDAF, overwrite existing pin

Clicking to this link/button will immediately start writing the current PIN to the corresponding directory
services of each user.

Make sure writing PINs to directories is enabled.

8.5.1.5.7 Print

Allow unknown users to print
IF enabled, users that do not exist in the domain or in the e-FOLLOW.cloud database can print
anyway.

PJL user name has priority

This will force e-FOLLOW.cloud to check the print job’s PJL header to extract the username (or alias)
to map the job to the correct user account. This may be helpful if the printer is mapped under a
different username or in SAP environments.

Show printed jobs which are waiting for accounting in the virtual queue job list

(these jobs are displayed in blue)

If enabled jobs that are already printed will stay visible in the virtual queue list until e-FOLLOW.cloud
receives the accounting information from the MFP

Don't create preview of print jobs
If enabled the preview images of the print jobs will not be created and cannot be viewed on the MFP
panel or in Mobile App.
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Prevent users to enable QuickPrint

If enabled the checkboxes “Print all jobs immediately after logging in.” at Toshiba EWB screen and
“Print all jobs immediately after login ("Quickprint")“ at UserPortal - ACCOUNT—Settings screen will
not be available for users.

8.5.1.5.8 Notifications

Send Notifications by email
if enabled e-FOLLOW.cloud will send naotifications to users via email.

Show notifications via PopUp
If enabled e-FOLLOW.cloud will use the PopUp to show natifications to the user.

8.5.1.5.9 Toshiba

Default display mode for new devices
Here you can select the display mode (dark or bright) that will be assigned to e-BRIDGE Next devices
that are newly added to the device list.

User for accounting of system jobs

Usually these types of jobs cannot be associated to a specific user and therefore do not appear in any
reports.

If required, create an internal "system" user for assigning these job types.

Detect user from "Printope" print jobs and do accounting
In case the user is unknown (e.g. by an internal device error) the job will be printed as user 'Printope’'.
If 'Detect user..."is enabled these jobs can be accounted properly if the job’s ID is known.

Enabled scan profiles
Displays the scan destinations that are available on Toshiba MFPs (e.g. Email, OneDrive). These
destinations are automatically provided based on the configured scan profiles.

Use new selection screen design
Enables the new selection screen design on Toshiba MFPs.
The new design is automatically activated if at least one scan profile is enabled.

Use selection screen (eSF)
Enables the new selection screen design on Toshiba eSF MFPs.
The new design is automatically activated if at least one scan profile is enabled.

Show additional scan button after login (new selection screen design)
Defines whether an additional scan button is displayed after user login when the new selection screen
design is active.

Destination of additional scan button (new selection screen design)
Specifies the scan destination that will be opened when the additional scan button is used.

Destination of copy button (new selection screen design)

Specifies the destination that will be opened when the copy button is selected in the new selection
screen design.
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8.5.1.5.10 Perinter drivers

e-FOLLOW.cloud provides a convenient Printer Drivers
method to deploy Virtual Queues to the Printer drivers list TOSHIBA V4 Printer Driver v10.70 x54
. . TOSHIBA V4 Printer Driver v10.70 x32
client PCs via UserPortal. Therefore, a TOSHIBA Universal Printer Driver 2 v7
personalized IPPinstaller package is A R
created for each user containing
[+1 =1

< IPP URL

<> Certificate

<> Driver

<> Driver properties

To provide different drivers that can be assigned to virtual queues, driver packages can be managed
here. Clicking to [ + ] will open the driver upload window.

Enter the driver's name
and optionally a
‘simple name’
displayed to the users.

Choose printer driver and enter its name. If it there is already one with the same name, it will be replaced.

Name

Select the dr|Ver Zip-archive with driver files (.inf-file should be in the root) Datei auswahlen | Keine ausgewshlt

package (.zip file)

containing all driver [Cancel]
files and .inf file and

press upload.

e-FOLLOW.cloud will check the archive and add the driver to the list.

8.5.1.5.11 Mobile App

Allow PIN login
If enabled the option to login to the mobile app by using only the user’s PIN is generally enabled. A
switch to enable PIN login will appear on the mobile app login screen.

10:30 T - w0:30 v

FOLLOW FOLLOW

PIN en @)
User PIN Numiber
Password

Remember credentials Remember credentials

Login Log in

Change server

This feature then can be set individually for each user.
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8.5.1.5.12 Other settings

Reset all Azure Active Directory tokens

Certain changes to Azure Active Directory will not take effect until a new token is issued. By default,
tokens are automatically regenerated after 60 minutes. With the manual deletion of the token, you no
longer have to wait for it.

Also reduce Total Quota for scan and fax jobs

By default (enabled) e-FOLLOW.cloud will reduce the total quota for scan and fax jobs. In case the
total quota shall stay untouched for these types of jobs it can be switched off here. (Scan- and Fax-
quotas will still be reduced)

Custom Home Directory

Here you can enter / define the user’s HomeDirectory. If — for example - scans shall be stored in a
folder like \\server\userData\scans\USERNAME you can enter the path here. The wildcard
::username’ will replace the actual user name logged in at the MFP.

In any case this Custom HomeDirectory will be used — even if it has been imported from A.D., LDAP
or it has been entered manually.

Web session timeout
The operator will be auto logged out after this time of inactivity.

Log level

Here you can define the level of details stored in the e-FOLLOW.cloud log file.
e Verbose: log will contain detailed information
e Error: only errors will be logged

Log Filter

Here expressions can be entered to filter the log content.

A separate log file e-FOLLOW.cloud-DATE.filter.log will be created containing only messages
matching the filter.

This should only be set on request by support.

8.5.1.6 Use Radius Authentication

e-FOLLOW.cloud supports user authentication against a RADIUS server.

RADIUS authentication typically is used in environments where several domains or authentication
servers shall be merged to one single point of authentication.

If enabled in General — Application the RADIUS authentication options get available.
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- FOLLOW
é — cloud

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba esSF
Mobile print

CLOUD SCAN B PRINT

Scan

REPORT
Reports

SETTINGS

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

Version: 6.0.0 RC&

€ Logout
e Use RADIUS Authentication -
Configuration IP address of primary server |
IP address of secondary server |
Authentication Port [1812] 1812'

License
information

Application

Auto configuration

Data protection

Custom formats

RADIUS Server

Shared Secret
Attribute (NAS Identifier)

[test RADIUS Login]

Convert all domain names in RADIUS name

[Add Domain alias]

Operator Manual

Please request your administrator to obtain the details for the configuration of the RADIUS
authentication service.
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8.5.1.7 Auto configuration

At the auto configuration settings you can set up the configuration, which is downloaded and used at
the e-FOLLOW.cloud App for e-BRIDGE devices.

/‘—w #t € Logout
-FOLLOW |
é — cloud
e PIN Code Authentication .
Configuration -

MANAGEMENT Minimum PIN Code Length 3
User list Assign function key 1 with e-FOLLOW b
Departments ) ) _

L. Assign function key 2 with Job Status hd
Permissions
Projects Default screen after login e-FOLLOW b
Domains Auto clear time Don't change ~
DEVICES Authentication failed print job/Raw Print Job Delete hd
VIE S

e Application .
virtual Queues Enable Home Directory .
Toshiba Use cache information when user authentication failed

Auto configuration
Toshiba eSF Validity Period of Cache 7
Mobile print
Data protection
Card Authentication

CLOUD SCAN & PRINT Auto Change Login User .
Scan )

Enable Guidance Screen

REPORT )

Use EWE language settings
Reports
Confidential Settings

SETTINGS 9

Log Data Privacy Setting Store v
User portal & Use MFPs’ setting: Use TopAccess setting (Administration->Setup-=Confidentiality Setting)

Mot to Store: No job accounting for e-BRIDGE devices.
User tools Store: Job accounting is enabled for e-BRIDGE devices
Dashboard
Schedules Keep foreign Subscribes for Toshiba devices
Rules
Reader profiles

PIN Code Authentication
If enabled, the default login screen at the Toshiba e-BRIDGE device will be the PIN code entry screen.

Minimum PIN Code Length
The minimum length for a valid PIN code.

Assign function key 1/2 with
Here you can define, which MFP function should be called when the corresponding hardware key is
pressed.

Auto clear time

Here you can set the time for the automatic user logout.

If you enable the feature at

User list > EWB/Print settings > Automatic deletion of jobs (This will activate single print) > At logout
then the auto clear time should be changed to No Limit

Authentication failed print job/Raw Print Job
This option defines, what the MFP should do with print jobs from an unknown user and domain
name/LDAP server.

Set this setting to “Print” if users should be allowed to print directly to the device. But this setting is not
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recommended because these jobs won’t be accounted correctly. The MFP will assign jobs for
unknown user to “printope”, which are not accounted by default.

With the setting
General - Application - Toshiba - User for accounting of system jobs
you can set one user, to which these unknown jobs are assigned.

Enable Home Directory
Here you can enabled the Home Directory settings. Keep it disabled if you don’t use a Home Directory
and you don’t want to have the warning message at the MFP display after login.

Card Authentication - Auto Change Login User
If activated, a card login can be carried out even if a user is currently logged in.

Card Authentication - Enable Guidance Screen
If enabled, at guidance screen is shown for card login.

Use EWB language settings
If enabled, the language of the EWB is used.

Confidential Settings - Log Data Privacy Setting

Here you can see the setting, which was set by the auto configuration (Settings > General-> Auto
configuration). It controlls if job data from the MFP should be stored for accounting or not.
Beside from this there are additional settings at Settings—> General->Data protection.

These settings are possible:
e Use MFPs’ setting
The setting from TopAccess->Administration> Setup-> General> Confidentiality Setting is
read and set at auto configuration.

¢ Not to Store
No job accounting for e-BRIDGE devices.

e Store
Job accounting is enabled for e-BRIDGE devices.

Keep foreign Subscribes for Toshiba devices

By default other event subscribes are removed when the e-FOLLOW.cloud App adds its event
subscribes to prevent timeout errors.

In case the event subscribes to other services are needed, this option has to be enabled.
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8.5.1.8 Data protection

e-FOLLOW.cloud provides some unique functions to ensure a maximum level of data protection and
privacy of user data.

~ ) # € Logout
- FOLLOW
é — cloud

 ——— Data protection and privacy settings

Configuration
MANAGEMENT
A Don't record document names

User list
Don't record user names

Departments

Permissions Encrypt document names in records

Projects Encrypt user names in records

Domains Password1 for decryption: [Change password]
Password2 for decryption: [Change password]

DEVICES Application e
Virtual Queues ock device

B Mumber of attempts 3
Toshibz Auto configuration
Toshiba eSF Lock time (in minutes) 1
Mobile print

Data protection

CLOUD SCAN & PRINT

Scan

REPORT
Reports

SETTINGS

General

User portal &
User tools

Dashboard

Schedules
Rules

Reader profiles

Don’t record document names
If enabled the document names will not be recorded in the transaction database.

Don’t record usernames

If enabled the usernames will not be recorded in the transaction database

Encrypt document names in records

If enabled, the document names will be stored encrypted in the transaction database
Encrypt user names in records

If enabled, the user names will be stored encrypted in the transaction database
Password1 for decryption:

Password 1 for the decryption of document names and user names when creating reports.

Password2 for decryption:
Password 2 for the decryption of document names and user names when creating reports.
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Password 2 may be left blank.
The usage of two passwords allows performing a 2 factor authentication for the decryption of user
names and document names.

Lock device

This will enable a security option against trying out credentials. If a user enters multiple invalid user
credentials (username, username & password, PIN) reaching the Number of attempts, the device
gets locked for the Lock time.

FOLLOW

Due to wrong logon attempts, this device will be locked for 0 min 52

Device is locked.

e-FOLLOW

Locking of a device is also indicated in the device’s General settings.

Operator Manual

192.166.1.101

[TOSHIBA e-STUDIOGAES)

License: &
Serial numbser: 7017821100YKD [chang
Dr:cr:ptic n: hange=
Location: Control Systems dav [chang
ADD WErsicn: 1.3.0
|=.-r|.-:-:.-.- L2 00 S01s n8.23..40
Lochoad until: 13.09.2019 09443:132

L 1y = Tl TEwe

Tictiial oioion

Device is locked for next
3:03 minute(s)
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8.5.1.9 Custom formats

e-FOLLOW.cloud allows to customize the time and currency formats to your specific requirements.

- FOLLOW
é — cloud

MANAGEMENT
User list
Departments
Permissions
Projects
Domains

DEVICES
Virtual Queues
Toshiba
Toshiba eSF
Maobile print

CLOUD SCAN B PRINT

Scan

REPORT

Reports

SETTINGS

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

# € Logout

Instructions &
Configuration

Application

Auto configuration

Data protection

Custom formats

Date/Time

Date

Time

Report delimiter

Csv report delimiter

Pattern

M/ dfyyyy

himm:ss tt

Preview
4/23/2026

11:58:01 PM

Template

Date & Time

The Date/Time Pattern allows to specify your individual appearance of date and time inside

e-FOLLOW.cloud and the reports. The most common patterns are available from the Template pull-
down.

Report delimiter
Here you can select the field delimiter that shall be used for the .csv export of reports.
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MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba eSF
Mobile print
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8.5.1.10 SMTP / E-mail
This section allows you to configure the emails sent by the e-FOLLOW server.

#t € Logout

TInstructions &
Configuration

Application

Auto configuration

Authentication type SMTP (Username and Password) %
SMTP settings

Hostname / IP address: ex.control-systems.de

SMTP port: 25
ssL L]
Additional encryption

options @@ | STARTTLS (Typically port 587) ¥

SMTP authentication
Email settings

Admin email:

Sender Email (F : i
ender Email (From) vlada.izotova@control-systems.de

Data protection Subject: Motification from cs-test
CLOUD SCAN & PRINT Signature: Sent by Toshiba e-FOLLOW.doud {cs-test)
sean ggﬁ:ilﬁ:email address @control-systems.de
REPORT SMTP / Email If the user doesn't have an email address, it will be created from login name and this domain.
Reports [test the SMTP and email settings]
SETTINGS Email Template-Editor

General

User portal &
User tools

Dashboard
Schedules

Email Template: - 4

Additional settings »

Rules

Reader profiles

8.5.1.10.1 SMTP (Username and Password)

Configure the hostname or IP address of your SMTP server.
If you enable SSL/TLS, the specified hosthame must match the hostname on the SMTP server’s
certificate.

When enabling SSL the default encryption (STARTTLS) is used.

By enabling Additional encryption options it is also possible to choose between STARTTLS
(Typically port 587) and SSL/TLS (Typically port 465).

If SMTP authentication is required, enter the credentials of an account that is authorized to send
emails through this server.

Operator Manual Version 6.1.2



page 194 e-FOLLOW.cloud

8.5.1.10.2 Authentication type OAuth 2.0 / App only (Office 365)

OAuth Setup

1. Create an OAuth Application

o Register a new application.
o Add permission
= |nthe Azure portal, choose the APl Permissions
= Select Add permission.
= Select the APIs my organization uses tab and search for "Office 365 Exchange
Online".
= Click Application permissions.
= For SMTP access, choose the SMTP.SendAsApp permission
= Get tenant admin consent

Y OSMTP (1)
SMTP.SendAsApp (@)

o R Yes
Application access for sending emails via SMTP AUTH

> Tasks

2. Create a Client Secret

#< Diagnose and solve problems

' Manage o Application registration certificates, secrets and federated credentials can be found in the tabs below.

Branding & properties

2 Authentication (Preview) Certificates (0) Client secrets (1)  Federated credentials (0)

Certificates & secrets . . . : .
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as applicatio

11! Token configuration password.

9= APl permissions New client secret

@ Expose an API Description Expires Value (O secret ID

App roles
e Password uploaded on M... 1/24/2026 g 88135404-f122-4b3a-83.. [

afh Owners -

3. Register service principals in Exchange

You must register your Entra application's service principal in Exchange via Exchange
Online PowerShell. This registration is enabled by the New-ServicePrincipal cmdlet.

To use the New-ServicePrincipal cmdlet, install ExchangeOnlineManagement and connect to
your tenant as shown in the following snippet:

Install-Module -Name ExchangeOnlineManagement
Import-module ExchangeOnlineManagement
Connect-ExchangeOnline -Organization <tenantld>

If you still get an error running the New-ServicePrincipal cmdlet after you perform these steps,
it's likely because the user doesn't have enough permissions in Exchange online to perform
the operation.
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Registration of an Microsoft Entra application's service principal in Exchange is shown in the
following example:

New-ServicePrincipal -Appld <APPLICATION_ID> -Objectld <OBJECT _ID> [-Organization
<ORGANIZATION_ID>]

The OBJECT _ID is the Object ID from the Overview page of the Enterprise Application node
(Azure Portal) for the application registration. It is not the Object ID from the Overview page of
the App Registrations node. Using the incorrect Object ID will cause an authentication failure.

The following screenshot shows an example that finds the correct Object ID.

— Microsoft Azure P Search resources, services, and docs (G+/) I T Copilot B 1’ s e &

e E prise applications

o
EEEEntﬂnrise applications | All applications v

{ New application () Refresh & Download (Export) @ rreview info Columns 3] Preview features A7 Got feedback?
> Ouenview
' Manage
i ANl applications
Private Network Application type == Enterprise Applications X Application ID starts with % T Add filters

1 application found

& User settings Name T. ObjectID Application 1D Homepage URL Created on T4 Certificate

B App launchers D ] |
4 »

-, Custom authentication
extensions

> Security
» Activity

Troubleshooting + Support

The tenant admin can now add the specific mailboxes in the tenant that will be allowed to be
accessed by your application. This configuration is done with the Add-MailboxPermission
cmdlet.

The following example shows how to give your application's service principal access to one
mailbox:

Add-MailboxPermission -Identity "john.smith@contoso.com" -User
<SERVICE_PRINCIPAL_ID> -AccessRights FullAccess

If you're trying to use Client Credential Grant Flow with SendAs, you need to grant SendAs
permissions to the sender: Add-RecipientPermission (ExchangePowerShell).

Add-RecipientPermission -Identity "no-reply@contoso.com” -Trustee "mailer@contoso.com” -
AccessRights SendAs

no-reply@contoso.com — the address you want to appear in the From field
mailer@contoso.com — the user you're authenticating as (using the token)

SendAs — this means the email will look like it's really from no-reply, and the recipient won'’t
see the real sender (mailer)

4. Collect Required Information

O O O O

Tenant ID

Client ID

Client Secret

User email (the mailbox to authenticate)
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Client Credentials

Tenant ID: OO OO0
Application (client) ID: <>-:xx:-::<x>::-cx)::-:xx:-:xx:-::-(x:-::d|
Client Secret: sessEsssEEEsEEEERR R RER S
Authentication Email: some.email@control-syste

Authentication email is used to authenticate with the SMTP server via OAuth.
Sender email (From) can either match the Authentication Email or be different if SendAs permission
is configured.

Links:
https://learn.microsoft.com/en-us/exchange/client-developer/legacy-protocols/how-to-authenticate-an-
imap-pop-smtp-application-by-using-oauth

https://learn.microsoft.com/en-us/powershell/module/exchangepowershell/add-
recipientpermission?view=exchange-ps

8.5.1.10.3 E-mail settings

Use the E-mail settings to enter a From address: a Subject: an a signature.

Enter an Admin e-mail address that will receive administrator notifications e.g. in case of
Maintenance is going to expire

The default E-mail address domain will be used if the user has no e-mail address assigned.
e-FOLLOW.cloud will then try to send notifications to 'username'@'default_E-
mail_address_domain’

[test the SMTP and e-mail settings]

Enter the sender and recipient and press

test e-mail. e-FOLLOW.cloud embedded will try

to send a test email. Recipient address

Example text

This is a test email.

Check the in-box of the recipient to make sure, settings
are correct. [Cancel]
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8.5.1.11 Sending mails via Microsoft 365

You can use Microsoft 365 as an SMTP server to send out mails to users.

o It is recommended to add a specific user that is used for authenticating against MS365.

Login to Microsoft 365 admin center and select Active Users.

Microsoft 365 admin center 2 Suchen

Start > Aktive Benutzer J) Dunkler Modus

i Aktive Benutzer
£ Benutzer ~
| Aktive Benutrer
_ Empfohlene Aktionen (1) v
Gastbenutzer
ELER D £ Benutzer hinzufigen [2] Benutzervorlagen & Mehrere Benutzer hinzufiigen - T Fiter O Durchsuchen der Liste der akti...
& Teams und Gruppen ~
B Aprechnung v O Anzeigename 1 Lizenzen 2 Spalten auswahie
& sewp O oosinard e Seontrolsystemsde onmicre Nicht lizenziert
T e 0O & 5i3) Alarn = i gesiroleyztemad  Nicht lizanziert
O  Acicews s Duenwolsystems de Micrasoft Teams Exploratary
O  CloudPrint : cp@controlsysterns de Microsoft Teams Exploratory
0 -<ommmeeeme : Gy S T L e systemsde.cr Nicht lizenziert

Add a new user for your domain.

o It will take some minutes to create the user’s mailbox.

Open the user settings and change to E-Mail — manage e-Mail apps.

Aktive Benutzer
no reply_2

<, Kennwort zuriicksetzen () Anmeldung sperren
Empfohlene Aktionen (1)
Foto dndern

A, Benutzer hinzufiigen [ Mehrstufige Authentifizierung () Aktualisieren . Konto Gerite Lizenzen und Afps E-Mail Onelrfys

O Anzeigename | Benutzername
Mailbox storage 0% (9. 764 KB/50G8)
[

d no reply : noreply@control-systems.de

Learn more about mailbox storage quotas
no reply_2 Q no_reply@controlsystemsde.anm
Postfachberechtigungen

“Lesen und Verwalten®-Berechtigungen Alle Apps zulassig

E-Mail-Apps verwalten

Berechtigunge:

In globaler i i E-Mail g
la Keine

Sichtbarkeit von globalen Adresslisten E-Mail-Weiterleitung verwalten
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Make sure ‘authenticated SMTP’ is
checked. <« %

E-Mail-Apps verwalten

Wiahlen Sie die Apps. in denen no reply_2 auf Microsoft 365 E-Mail zugreifen kann.

u Qutlook im Web

Outlook Desktop (MAPI)
Exchange-Webdienste

B 1obil (Exchange ActiveSyne)

B mar

g

Authentifiziertas SMTP

You can now enter/edit the SMTP settings in e-FOLLOW

Hostname smtp.office365.com
SMTP Port 587
SSL ON

SMTP authentication enter the username & password

SMTFP scttings
Hostname / IP address: smip.office365. cam
SMTP port: SB7
551 ]
SMTFP authenbcation [chang= credentials) .
E-mail settings
Admin e-mail:
From address: na_reply @ controlsystemsde. onmicroseft. com
Subject: Motification from e-FOLLOW. doud
Signature: Sent by Toshiba e-FOLLOW
default e-mail address domain: @control-gystems. de
If the yssr dosan't have an e-mail address, it will be created from login name and this domain,

[b=st the SMTR and &-mail settings]

E-Mail Template-Editor

E-Mail Template: -- bl

Attention
Make sure the ‘From address’ is identical to the user credentials for logging in to MS365.
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8.5.1.12 E-Mail Template-Editor

e-FOLLOW.cloud provides a convenient e-mail template editor that allows you to modify the e-mail
content sent out to the users according your specific requirements.

Select the desired Template from the list.

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba eSF
Mobile print

Scan

REPORT
Reports

SETTINGS

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

#t

€ Logout

FOLLOW
é. —~~ cloud

CLOUD SCAN & PRINT

General

Instructions &
Configuration

License
information

Application

Auto configuration

Data protection

Custom formats

SMTP / Email

Authentication type
SMTP OAuth 2.0 settin
Hostname:

SMTP port:

Client Credentials
Tenant ID:

Application (client) ID:
Client Secret:

Authentication Email:

Email settings
Admin email:

Sender Email (From):

Subject:
Signature:

Default email address
domain:

If the user doesn't have

Email Template-Editor

Email Template:

SMTP (DAuth 2.0 / App-only) .

[*] User sync: PIN Motification

[*] User portal: Complete registration

[*] User portal: Changed user for job

[*] User portal: Reset password

[ 1 Mail print: Mail too large

[*] Mail print: Validation Token is missing in Subject
[*] Mail print: Mail received and moved to gueue

[*] Mail print: Mail received and moved to virtual queue

[ 1 Mail print: Mail received and sent to Toshiba device

ail received and sent to Toshiba-eSF device

[ 1 Mail print: Mail received and moved to queue (existing account)

[*] Mail print: Mail received and moved to virtual queue {existing account)

[ 1 Mail print: Mail received and sent to Toshiba device {existing account)

[ 1 Mail print: Mail received and sent to Toshiba-eSF device (existing account)
[ 1 Mail print: Mail received and moved to queue (new account + PIN)

[*] Mail print: Mail received and moved to virtual queue (new account + PIN)
[ 1 Mail print: Mail received and sent to Toshiba device (new account + PIN)

[ 1 Mail print: Mail received and sent to Toshiba-eSF device (new account + PIN)

[ 1 Rule: Job was deleted by a rule

v

Additional settings »
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You can now edit the default email content by using placeholders, images, links etc.

Placeholders
here you find the placeholders/variables that can be used for this template.

Delete template
This will delete the current content of the template and the default content will be used.

Enable/Disable template
If enabled the modified template will be used. Enabled templates are indicated by [*].
Else the default content will be used.

Available placeholders:

::pin = Login-PIN

::username_default = Login name of the receiver
::aliases = A list of all aliases of the receiver
::fullname_default = First and last name of the receiver
::mail_to = Mail address of the receiver
::product_name = Product name
::product_version = Product version
s:current_date = Current date ("dd. MMMM yyyy™)
=:current_time = Current time ("T")
Subject:

Notification

s B U A~-m = = =+ Hr o W

<>
Hello fullname_default,

this PIM for login was assigned fo you: ~pin
‘fou can now use this for login at Toshiba device.

Sent by Toshiba e-FOLLOW

e FOLLOW

e e enoive ) T
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8.5.1.13 Expert settings

This menu lists all advanced parameters of the e-FOLLOW.cloud system.

ATTENTION!

These parameters MUST only be modified under the control of software support / development.

Any change may lead to malfunction or make your site not working anymore.

Warranty may end at this point.

A # € Logout
« FOLLOW
é ~~ cloud . ;
Expert settings. Change of values at your own risk!
Instructions &
Configuration The default value is always in parentheses.
MANAGEMENT
User list DataManager efollow-cs-test-0 (127.0.0.1) A
Departments
Permissions AdminName (Operator) Operator
Projects AsposeModuleExtralogging (false)
License
Domains information AutoConfigExtraLegging (false)
AzureadExtralogging (false)
DEVICES S
Application AzureAdGraphapiMaxResults (999) 999
Virtual Queues . .
ClientExtralogging (false)
Toshiba e . -
Toshiba eSF SRl D) cjicntisAliveTimeWait (3000) 3000
#obile print ClientIsAliveTimeWaitTries (3) 3
Data protection N R
ClientLocalHostnameSetAutomatically (true) ‘
CLOUD SCAN & PRINT ClientLocallpAddressSetfAutomatically (true) ‘
Scan Custom formats .
ClientNewlobUselLoggedInUserName (false)
REPORT ClientOperationCleanerTime (3600000) 3600000
Reports ClientWaitForErrorTime (20000) 20000
ChromeGetPagesCountOnClient (true) ‘
SETTINGS
ChromeGetPagesCountOnClientMaxChunkSize (104857600) 104857600
ChromeMultiUsersSuffixLength (4) 6
User portal &
User tools Debugldap (false)
Dashboard DebugldapSsl (false)
Schedules DebugPrintPreview (false)
Rules DebugPrintSelect (false)
Reader profiles DebugProcessWorkflows (false)
DefaultLanguageEnglish (false)
DefaultPaperFormat (A4) Ad
DeleteNotificationsAfterHours (1) 1
DomainAuthenticationExtralogging (false)
ersion: 6.0.0 RC8
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8.5.2 User portal & User tools

8.5.2.1 User Portal

e-FOLLOW.cloud provides an enhanced user portal. This allows users to maintain their account or
upload documents. Here you have access to the settings that are related to the e-FOLLOW.cloud user
portal.

-~ Y # € Logout
-FOLLOW
e ~ cloud
User portal User portal settings
MANAGEMENT Use User portal -
User list New GUI (frameless design)
Departments Address https://userportal-cs-test.test.e-follow.cloud
Permissions IppInstaller Allow file upload @
Projects Upload queues: Drawerl .
D . Drawer3
omains Local Print Module DrawerDefault
[+] [-1
DEVICES
Virtual Queues T EEE Connection
Toshiba Session timeout 6 hours A
Toshiba eSF
R . PIN self assignment
Mobile print
Allow PIN self assignment .
CLOUD SCAN & PRINT PIN length 5
Scan
IPP queues
REPORT Show personalized IPP-Printers .
Reports Show details of queues L]
Installation helper as IppInstaller.exe with .
SETTINGS integrated configuration
General Installation helper as ZIP archive L]
User portal & Installation helper as MSI installer L]
User tools . .
Installation helper silent mode
Dashboard
Default printer driver TOSHIBA V4 Printer Driver v10.70 x64 v
Schedules
Rules Printer driver for particular queue
Reader profiles Printer Drivers »
Select IPP queues: e-follow.cloud
IPP-Queus
PropTEST

8.5.2.1.1 User portal settings

Use User portal
This will enable/disable the general availability of the portal to the users

New GUI (framless)
This will enable/disable the new frameless design for the UserPortal.

Address
This shows the URL to access the UserPortal of your e-FOLLOW.cloud instance. Share this URL to all
users that shall have access to the UserPortal.

Allow file upload
IF enabled the upload option gets available for the users.
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Upload queues

Add one (or multiple) upload queues the users can
select as destination. This can be virtual queues (for a
later release) or direct queues (for instant print job
release) (+1 [

e-follow. cloud

8.5.2.1.2 Connection

Session Timeout
This defines the time after a user session is close automatically when there is no activity.

8.5.2.1.3 PIN self-assignment

Allow PIN self-assignment
If enabled the option to self-assign a PIN is available to the users.

PIN length
Defines the number of digits for the new PINs

Due to security reasons (trying/finding other user’s PINs) the user cannot select a new PIN by himself.
Instead the system will randomly create an available new PIN.

8.5.2.1.4 IPP queues

Type Name Installer % Details
ppinstaller.exe Archive Window
. 4 e-follow.cloud (preconfigured) m Installer Show details
(-msi)

Use personalized URLs below te add IPP printers to your
system.

Mame e-follow.cloud

Printer URL https:/ /ipp-cs-test. test.e-follow. @

r

Show personalized IPP-Printers
This option enables the download for personalized IPP-Installer package that contains the certificate,
the personalized URL and the driver files.

Show details
If enabled the option to display the personalized URL for manual installation.

Installation helper as Ipplnstaller.exe with integrated configuration

If enabled the button with Ipplnstaller.exe (preconfigured) will be show. When this executable is
started it will automatically download all necessary files and install the IPP printer.

Operator Manual Version 6.1.2



page 204 e-FOLLOW.cloud

Installation helper as ZIP archive
If enabled the button with Archive (.zip) will be show. This archive will contain all necessary files to
install the IPP printer.

Installation helper as MSI installer
If enabled the button with Windows Installer (.msi) will be show. This installer contains all necessary
files and will install the IPP printer. When the user uninstalls it, also the IPP printer will be uninstalled.

Installation helper silent mode
This option will turn on silent mode for all installation helpers.

Default Printer driver
Here you can select the default printer driver that will be chosen for building the Ippinstaller packages.

Installation helper silent mode

Userportal

Default printer driver TOSHIBA V4 Printer Driver v10.70 x64 hd
Printer driver for particular queue

Select IPP queues: e-follow.cloud

To assign a different driver to an IPP queue, simply select the queue in the list and assign the
Printer driver for particular queue

Select IPP queues
Click to [ +] to add IPP queues that shall be published as personalized IPP-Installer packages via the
user portal.
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8.5.2.1.5 Include printer properties template with Ipplnstaller package

This is a powerful method of configuring the capabilities and equipment of a virtual IPP queue.

o This works only for Toshiba V4 printer driver!

Click to [ change ] to start the procedure for creating a printer property template.

How to export printer's properties

Setup printer's properties. Enter printer's name in the field below. Copy the resulting command and execute it in powershell.

$(Get-PrinterProperty -Printername " Printer's Name [' -Propertyname "ToshibaPrinterProperties”).value » printer_properties.txt
[copy to clipboard]

Upload printer’s properties file

Dalei auswahlen | Keine ausgewshlt

Download current printer’s properties template file

[Download]

Delete current printer’s properties template file

[Dalet=]

Close

On your workstation install a printer using the Toshiba V4 driver and modify it’s configuration. All the
settings stored at Device Settings will be included to the property file.

& IntuneDistribut Print Preferences

User name (Alias)

ds

Device Settings

Z Toshiba Device Console - IntuneDistribut *

Device Drawer  Custom Paper Size SNMP Accoun > Q ?

Model Selection Drawers

I

Universal W Drawer 1,2 & LCF

. Toner Save

External LCF
. Do not Print Blank Pages
External LCF v
SNMP Communication in Printing

Automatic Duplexing Unit

I

Installed

Finisher
Update Automatically

Update Now

Saddle Stitch Finisher (2 Trays & 1Fi

Hole Punch Unit

I

2/3 Holes

Inserter Unit

Restore Defaults Cancel

I

Not Installed

Harddisk
Installed

Restore Defaults
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Then enter the printer name into the corresponding filed in the Manage printer properties template
dialogue.This will generate the PS command line. Copy the PS command line to clipboard, run Power
Shell and execute the command.

How to export printer's properties

Setup printer's properties. Enter printer's name in the field below. Copy the resulting command and execute it in powershell.

${cet-PrinterProperty -Printeriams IPr’:ers Name 'I -PropertyMame "ToshibaPrinterProperties”).Value > printer_properties.txt

[copy to clipboard]

T(Get-Print ¥ J:Value > primter_pi

This will now generate the file printer_properties.txt.
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You can now upload this file to e-FOLLOW

How to export printer's properties
Setup printer's properties. Enter printer's name in the field below. Copy the resulting command and execute it in powershel

${Get-PrinterProperty -Prinmteryame " Printer's Name [' -PropertyMame "ToshibaPrinterProperties™).value >

[copy to clipboard]

Upload printer's properties file

Datei auswahlen | Keine ausgewshlt

Download current printer's properties template file

Downlozd]

"AutoluplexinglUnit™s:
"BlackFreeMode™:
"BoldValus™: "0
"Bypass_Attribute”: "None™,
"Bypass_Faper3ize™: "Automatic”,
"Bypass_FaperType™: "Flain”,
"CakePassID": "7,

"Caspianfge”:

"CompressBitmap": "False™,
"ConfigureTabSupport™: "False™,
"CustomDrawerl_Enable": "False",
"CustomDrawerl PaperSize™: "",
"CustomDrawerl PaperSizeHeight": "1",
"CustomDrawerl PaperSizeWidth™: "1",
"CustomDrawer2_Enable": "False",
"CustomDrawer2_PaperSize™: "",
"CustomDrawer2_PaperSizeHeight": "1",
"CustomDrawer2_PaperSizeWidth™: "1",
"CunatombDrawerd Enable™:

“True”,
"False",
017",

None™,
"False™,

oinController

"False"

Delete current printer's properties template file

[Delete]

Close

Include personalized token in URL
Use this option to add a user-specific token to the IPP-printer URLSs.

It should only be disabled if multiple users are using the same PC and if you can make sure that the
username of the currently logged in user is added correctly to the print job PJL-header.

8.5.2.1.6 Microsoft Login

Domains with Microsoft Login enabled

Here all Entra ID domains are listed, where Microsoft Login is enabled.

Only Microsoft Login is allowed

If this option is active, the input fields for username and password are not longer available at the User

Portal login screen.

- FOLLOW
é — cloud

[Create account]  [J Remember login m Signin with Microsoft

Version: 5.8.0

& e~
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8.5.2.1.7 Self-assignment / registration

6) ~- FOLLOW 0 ¢
[\l cloud
Username: | ‘
Password:
[Microsoft login] [Create account] [ Remember login m
Version: 5.5.0 RCO1 A: EN |+
ul

Allow self-registration
If enabled users can self-register an internal account to e-FOLLOW.cloud. An appropriate link will be
shown on the User Portal login page.

Allow E-Mail self-assignment
If enabled the users may add additional E-Mails to their account. This will allow the user to send print
jobs by from other mail accounts.

Allow Alias self-assignment
If enabled the users may add additional Aliases to their account. This will allow the user to send print
jobs under another user context (e.g. from SAP)

Accounting-MOde Self assignment
Here you can define the accounting mode Allow self-registration ®
for users, that have self-registered to e- Allow email self assignment

Allow to change password for intemal users
Allow password reset for internal users

FOLLOWCIOUd . Allow alias self assignment
| Accounting Quotas \J
@
5

Validity time of the password reset email {in
minutes)

Allow to change password for internal users
If enabled internal users (not synchronized with a directory service) are allowed to change their
password.

This can also be important for users that have been created automatically — e.g. by sending a job via

email. In this case the password is initially blank and can be set by the user themselves.

Allow password reset for internal users
If enabled internal users will see a [Forgot Password?] link in case the password they entered was
wrong.

An email to reset the password is sent to the user. The reset Link in this mail must be used before the
Validity time of the password reset time expires.
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8.5.2.1.8 Print Job List

This option will enable/disable the print job list in the user portal.

j— # mC
Currently the user will have the esE e .
option to preview the job, to delete = PESr—————
the job or to reassign it to another @ e e
Ingo Pleiffer Date: 111672023 12:02:22 PM
user. rossiea e
‘ >;\sm-y :_'i run-».\;: Ad
EX [Saeprnt - °
Upload Operator Manual
Install Printers o Change user: ingo.pfeiffer@control-sysee
s
Permissions
iy

Allow users to reassign their jobs to other users
If enabled users will see the option to change the ownership of their own jobs in the print job list.

To assign a job to another user the 'recipient' needs to allow that users can assign jobs to him.
If disabled he will not be selectable for other users.

/-_.’ B C
- FOLLOW
é —~ cloud
Ingo Pfeiffer
I Other users can assign their print jobs to me: L] I
. PRINT
Once ajob has — Quota:
been assigned mP s Total quota -
tO another user Upload Color quota 100
the '0r|g|na|' TOOLS Print quota Unlimited
user has no install Printars Copy quota Unlimited
: ACCOUNT
access to thls Scan quota Unlimited
. ettings
JOb anymore Permissions Fax quota Unlimited
Logout
Print all jobs immediately after logging in (Quickprint)

Current language: & o -
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8.5.2.1.9 Show permissions menu

This option will enable / disable the user’s permission table in the UserPortal

Version 6.1.2

FOLLOW
é, " cloud

#
~

@

Ingo Pfeiffer

PRINT
History
Print jobs
Upload
TOOLS
Install Printers
ACCOUNT
Settings

Permissions

Logout

Copy jobs

Print jobs

Print management
RemoteScan/WsScan (Pull)
Internetfax sending

Fax transmission

Fax received

N EN
= (=]

N KN
=] (=]

Color

Store to local storage
Store to USB device
Send email

Store to remote server
WS Scan(Push})

e-filing access

< <
=] =]

N N
=] =]

B

)

)
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8.56.2.2 PopUp settings

# € Logout

- FOLLOW |
e - cloud
@

Pop-Up activated for User portal

MANAGEMENT Unknown users

User list Pop-Up Unknown users's profile Project selection v
Departments ) .
P Create unknown users automatically, when they log in by Po-pUp .
Permissions IppInstaller for the first time
Projects
D . Download:
omains Local Print Module e-FOLLOW PopUp.exe (version: 2.6.2)
— e-FOLLOW Pop-Up Configuration
DEVICES (from version 2.6.0 this configuration will automatically be integrated into to file e-FOLLOW

. Chrome Extension L EXE. i i i =
virtual Queues PopUp.exe. For more configuration options, see the documentation.)

Toshiba Configuration:
-ip=popup-cs-test.test.e-follow.cloud -port=443 allow_closing

Toshiba eSF
i i Additional Parameters:
Mobile print -allowClosing  Enables dosing of Pop-Up

-lang= Sets language (two-letter code, e.g. EN, DE}

CLOUD SCAN & PRINT

Scan

REPORT
Reports

SETTINGS
General
User tools
Dashboard
Schedules

Rules

Reader profiles

Unknown users
Here you can define the behaviour of PopUp if a job from an unknown user is received by e-
FOLLOW.cloud

Unknown users’ profile
Here you can define what type of PopUp shall be used for unknown users.

Create unknown users automatically when they login by PopUp for the first time

If enabled an unknown user that authenticates himself via e-FOLLOW.cloud PopUp will be
automatically added to the e-FOLLOW.cloud database.

Download

At the download section you can download the e-FOLLOW PopUp.exe with integrated configuration.
You can also see and modify the configuration. Every time when you download e-FOLLOW
PopUp.exe the current configuration will be integrated.

More information about the configuration option can be fould at chapter:

7.5.2 Executing the e-FOLLOW client PopUp
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8.5.2.3 Ipplnstaller

Here you can generated preconfigured Ipplnstallers for all Virtual queues.

/-—w # € Logout
-FOLLOW | ] N
é — cloud o
To build Microsoft Intune app see Operator Manual's chapter Roll out IPP printer with Intune.
For manual creation of IppInstaller see Operator Manual's chapter Manual creation of IPP
Printer-Installer.
MANAGEMENT ]
: Download:
User list IppInstaller.zip {version: 2.0.3)
Departments
Permissions IppInstaller Configure and download queue specific IPP-Printers
Projects
. = N
Domains Local Print Module
Installer type EXE with configuration
DEVICES
. e B Install mode Silent ~
Virtual Queues
Toshiba e-follow.cloud  Frinter driver UP2 x64 ¥ [Download]
Toshiba eSF Printer properties Mo
Mabile print
P User (for personalized [change]
installer) -
CLOUD SCAN & PRINT
Scan Installer type EXE with configuration
Install mode Silent hd
REPORT
Reports ipp_cs_test Printer driver TOSHIBA V4 Printer Driver [Download]
Printer properties No +
SETTINGS
General User (for personalized [change]
installer) -
User portal &
User tools Installer type EXE with configuration
Dashboard
schedules Install mode Silent hd
Rules IPP-Queue Printer driver TOSHIBA V4 Printer Driver W [Download]
Reader profiles . .
P Printer properties No
User (for personalized [change]
installer) -
Installer type EXE with configuration %
Install mode Silent hd

Installation type EXE with configuration

If selected Ipplnstaller.exe with included configuration (metadata info of the file) can be downloaded.
When this executable is started it will automatically download all necessary files and install the IPP
printer.

Installation helper as ZIP archive
If selected a Archive (.zip) can be downloaded. This archive will contain all necessary files to install
the IPP printer.

Installation helper as MSI installer
If selected a Windows Installer (.msi) can be downloaded. This installer contains all necessary files
and will install the IPP printer. When the user uninstalls it, also the IPP printer will be uninstalled.

Installation helper silent mode
This option will turn on silent mode for all installation helpers.

Printer driver

Here you can select the default printer driver that will be chosen for building the Ipplnstaller packages.
If you want to create an Ipplnstaller, which will create a Windows Protected Print Printer then select
here “Windows Protected Print mode (no driver)”.
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Printer properties

Here you can select if the printer properties file should be included to the Ipplinstaller package. More
informations about the printer properties can be found in the chapter “Include printer properties
template with Ipplnstaller”

User (for personalized installer)

If a user is selected, a personalized Ipplnstaller package for this user can be downloaded. In this case
the IPP Url will contain informations about the user. When the field is empty the Ipplnstaller package
with default IPP Url can be downloaded.

It is also possible to create an Ippinstaller package mHere you will find an Ipplnstaller ZIP archive to
create your own installer.

Download:
IppInstaller.zip (version: 2.0.0)
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8.5.2.4 Local Print Module

The e-FOLLOW.cloud Local Print Module will enable local print spooling on Client-PCs. It also will
automatically create the needed local printer(s).

The Local Print Module is not enabled by default. It is an optional module, which can be
purchased.

)
EE? FOLLOW
cloud

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba eSF
Mobile print

CLOUD SCAN & PRINT

Scan

REPORT
Reports

SETTINGS
General
User tools
Dashboard
Schedules
Rules

Reader profiles

#t € Logout

Ipplnstaller

Local Print Module

Chrome Extension

Configuration for Local Print Module:

Allows local print spooling on client PCs and will also install the local printer(s) automatically.

Only one e-FOLLOW Client may be installed per Client-PC.

You can find more information about this in the Operator Manual under User portal & User tools ->

Client.

Local Print Module expert settings W

client_test

e-follow.cloud
PP

e-follow.cloud

ipp
e-follow.cloud
IPP-Queue
ipp_cs_test

[+]

[+]

[+]

[+]

[-1

[Configure]

[Configure]

[Configure]

[Configure]

[Add new configuration]

[Generate and download MSI]
Configuration ID: 001

[Generate and download MSI]
Configuration ID: 002

[Generate and download MSI]
Configuration ID: 003

[Generate and download MSI]
Configuration 1D: 004

Version 6.1.2

Many different configurations can be created by pressing [Add new configuration].

For each configuration a MSI installer can be downloaded. This MSI installer will be generated when
you press download. It does contain the configuration, printer driver, printer properties and executable
for the windows service.
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Only one configuration can be installed on a Client-PC.
Everytime you make a change at the configuration settings and generate and download the MSI
installer, the version number of the installer will be increased. This is necessary in order to

carry out upgrades correctly.

On the Client-PC only a upgrade is allowed. Downgrade to a lower version number is not

possible.

‘ I [+ = | Ch\Users\ip\Downloads

Freigeben Ansicht

I ; > Dieser PC » Lokaler Datentrdger (C:) » Benutzer * ip » Downloads

7 Schnellzugriff
I Desktop

4 Downloads
= Deokumente

| Bilder

MName

~ Heute (3)

i5 Client_client_test_001_1.1.2.msi

ﬁ';'_::yj Client_e-follow.cloud_ipp_002_1.1.1.msi
i5 Client_client_test_001_1.1.0.msi

The MSI installer will install a windows service with the name: e-FOLLOW Local Print Module ...
This windows service then will automatically install the local printer(s) with a raw printer port to IP

address 127.0.0.1.

When the user prints one job to this printer, the print job will be stored encrypted on his PC and the job
informations will be sent to the e-FOLLOW.cloud instance.
The windows service also starts polling to the e-FOLLOW.cloud instance for the next operations

(delete job/release job).

These print jobs will now have the same functionality as every job in e-FOLLOW. In the management
you only see the difference if you check the print job details:

Document name
Job ID

User

Associated project
Paper-size

Pages

Monochrome / color
Copies

Color job

Duplex

File size

PopUp state

Print Job Language (PIL)
Printer driver

Encrypted

"Testseite”
NBS00001

Ingo Pfeiffer (ingo.pfeiffer@control-systems.de)

Ad

1

0/1

1

ves (AUTO)

no

91,664 bytes

None

PCLXL

TOSHIBA V4 Printer

Yes

Created by
Client ID

Sent from "\CSIP2020" on 11/28/2023 at 10:42:21 AM

Client Service

£171e642-2a0a-44ed-966e-2ach24c585ba

Before releasing one Job (IPPS is used for this) the Client-PC checks if he can reach the MFP by
IPPS. If there are any errors an message will be displayed on the MFP display. More details can be

found at the dashboard of the management.
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For the detailed settings you can select one or more queues and click on configure:

Local Frint Module [Generate and download MSI]

Configuration ID: 001

DEVICES [+

virtual Queues
B e-follow.cloud
Toshiba =

s e

e-follow.cloud | e-follow.cloud TOSHIBA V4 Printer Driver v10.70 x64 v | | 9101

There you can set up the Local printer name. This will be the name of the printer which will be
automatically installed on the Client-PC.

You can also select one of the default printer drivers. The printer properties are containing the printer
settings for the TOSHIBA V4 printer driver.

New printer drivers and the printer properties are currently only configurable at SETTINGS->User
portal & User tools>Userportal.

Because the windows service starts a local TCP listener for each printer the local printer port has to be
unique.

The MSI installer is not signed with a digital signature. The digital signature is needed to deploy the
MSI installer in a Windows Active Directory environment.

To digitally sign the installer, send a request to support@control-systems.de with a download link (e.g.
wetransfer.com) to the MSI installer.

Alternatively, you can check this setting in the properties of the downloaded MSI installer:

ﬁ Client_ipp_local-ipp_dDc3b13d-4a49-4638-b38a-bbB30... X

Custom Details Previous Versions
General Compatibility Security
I__IZI |c3b13d-ia494638—b93a-bb€90313a9|}4_ﬂ.9.2.m5\

iy

Type of file:  Windows Installer Package (msi)
Opens with: ﬁ! Windows® installer Change...

Location: ClUsers'ds'Desktop
Size 73.3 MB (76,894,208 bytes)
Size ondisk: 73.3 MB (76,898,304 bytes)

Created: Friday, November 3, 2023, 11:44:21 AM
Modffied: Friday, November 3, 2023, 11:44:22 AM
Accessed: Today. November 3, 2023, 11:44:22 AM

Attributes: [JRead-only []Hidden Advanced...

Security: This file came from another
compLter and might be blocked to
help protect this computer.

Cancel Apply
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The Local Print Module Expert Settings are the same settings as the Expert Settings for the PrinterManager.
These settings may only be changed in consultation with the support team.

Operator Manual

default value is in the brackets.

ClientAnalysePostScript (true)

ClientanalysePostScriptBytesRead (1048576)

ClientAnalyzePdfafterConvert (true)
ClientDebuglppPrint (false)
ClientDebugParse (0)
ClientDebugPrintlobAnalysis (false)
ClientDebugRawPnint (false)
ClientHttpTimeout (240000}
ClientIppsPrintingTimeout {1800000)
ClientIppsTestTimeout (10000}
IppsUriTemplate (https://{0}/print)
IppUriTemplate (http://{03}/print)
ClientLocal PrinterPortStart {9100)
ClientOnlyAllowPclAndPS (false)
ClientParssBuffersize (262144)
ClientParseTimeLimit (300000)
ClientPdXIDeepAnalysis (true)
ClientPclXIFastanalysis (trug)
ClientPrintingType
ClientPrintingUseHostname (true)
ClientProjectCodeFromPil
ClientRawPrintBufferSize (524288)

ClientRawPrintCloseTimeout (-1)

1048576

240000

1800000

10000
https://{0}/print
http://{0}/print

9100

262144

300000

IPPS

524288

-1

These parameters may only be changed in communication with support. The

888
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8.5.2.5 Chrome Extension

With the e-FOLLOW Print Chrome Extension you can easily distribute e-FOLLOW queue to users
which are using Google Chrome browser or working on a Chrome Book.

It can be retrieved from the Chrome Web Store or directly from this URL:
https://chromewebstore.google.com/detail/e-follow-print/fipnapffembidnjnpnicglbfadococcp
Or click on the link at SETTINGS->User portal & User tools->Chrome Extension.

£~ chrome web store Q, Erweiterungen und Designs suchen

Discover Erweiterungen Designs

(. e-FOLLOW Print

Erweiterung Workflow & Planung 7 Nutzer

After installing the extension it will show it's options dialog. When you are using it outside a Google
Workspace or the admin hasn’t set the policy for the extension you have to enter the UID (for e-
FOLLOW.cloud) or Hostname (for e-FOLLOW).

At the Main page of the extension you can access you PIN-Code for login at Toshiba devices.

% (e O w (e D
[ —
e e-FOLLOW Print Options 122 e e-FOLLOW Print ¥1+2:2
@googlemail.com

UID/Hostname | cs-test |

- PIN-Code for login at Toshiba devices **x @ -
Send notifications? Options
Reload extension {can fix some issues)

Main page

The e-FOLLOW queues then will be shown additional to the other available printers when the user
selects a printer.

e-FOLLOW Print - ipp  Print on virtual queue e-FOLLOW Print (&2

1

n |

e-FOLLOW Print - chrome_ipp  Print on virtual queue e-FOLLOW Brint {2

n |

r
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Configuration:

FOLLOW
éf _—~  cloud

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba eSF
Maobile print

CLOUD SCAN & PRINT

Scan

REPORT

Reports

SETTINGS
General
User tools
Dashboard
Schedules
Rules

Reader profiles

#t € Logout
URL to e-FOLLOW Print Extension:
https://chrome.google. com/webstore/detail/fjpnapffembidnjnpnicalbfadococcp
Confi ion without gle Workspace
1. Install the extension
2. Enter next value to "UID/Hostname" field:
IppInstaller cs-test.test [copy]
Configuration for Google Workspace
Local Print Module o .
1. Sign in to your Google Workspace Admin Console
2. From the Admin console Home page, go to Devices = Chrome
3. Click Apps & extension, then Users & browsers
Chrome Extension 4, If the extension e-FOLLOW Print is not installed, then install it
Extension ID:
fipnapffembidninpnicglbfadococcp [copy]
5. Choose e-FOLLOW Print extension
6. The following permissions must be allowed: "Identity”, "Notifications", "Printers”, "Storage”,
"Web requests”
7. Enter this 150N string as policy:
Policy for extension:
[copy]
{"token":{"Value":"blbeasbb-38d5-4529-3F22- o fil
9d192458881¢"}, "uid": {"value": "cs-test.test"}} [save tofile]
[save as registry value]

IPP-Queues, which will be installed as printers:

Default color mode:
Default duplex mode:

Additional print settings and restrictions are available in Google
Workspace:

Default paper format:

e-follow.cloud

ipp
chrome_ipp
+1 [-]1
Color -
Book hd

Google Workspace

A4 v

Create users automatically from Google Workspace as internal
user:

Create users automaticallv from outside Gooale Workspace as

Default user settings

e

Configuration without Google Workspace
First the users have to install the extension and then they have to enter the shown value at
UID/Hostname at the Options screen of the Chrome Extension.

Adminstrators in a Window Domain can also deploy the registry value from the ,Policy for extension®
to the users. Then they don’t have to enter UID/Hostname at the Options screen of the Chrome

Extension.
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Configuration for Google Workspace

When the users are organized in a Google Workspace the e-FOLLOW Print Chrome Extension can be
installed and configured automatically.

When you want to distribute the Extension to the users for your Google Workspace you need to
execute the following steps.

Login to you Google Workspace Admin Console and go to Devices->Chrome—->Apps &
extensions—>Users and Browsers

= o Admin Q, Search for users, groups or settings

Devices » Chrome > Apps & extensions
PINNED

Printers

Apps & Extensions

Print servers

AR A <

Qverview

Iil Home

EE Dashboard

Users v

» & Directory Organizational Units A

+~ [0 Devices

Search for organizational units

Overview
+ Control Systems
= Chrome

Setup guide

Devices

Managed browsers

Settings

Apps & extensions

Connectors

Printers

s Donosrio
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Then search for the Extension in the Google Web Store by name ,,e-FOLLOW Print*

oradd it by ID: fjpnapffembidnjnpnicglbfadococcp

Add Chrome app or extension by ID

Chrome apps and extensions can also be added by specifying the ID. If it is outside the
Chrome Web Store, you must also specify the URL where the extension is hosted

Extension ID

fjpnapffembidnjnpnicglbfadococcp

From the Chrome Web Store ¥

CANCEL SAVE

Add Chrame app or extension by ID
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After adding the e-FOLLOW Print extension click on Customize permissions for this app/extension

= o Admin Q,  Search for users, groups or settings a 8 ®

Devices » Chrome > Apps & extensions
PINNED

Printers =1 Overview Users & browsers Kiosks Requests

Apps & Extensions

Print servers 2 Play Store  Chrome : B
R Y ADDITIONAL e-FOLLOW Print TR X
Allow all Web Store * SETTINGS
Qverview N apps. Allow all
Users v admin apps, Installation policy
(@ Home manages admin
o= Groups ~ blocklist manages Force install + pin to browser toolbar
=m0 Dashboard blocklist
Locally added
-] i Qrganizational Units ~
» = Directory g + Search or add a filter
+ [0 Dpevices ) B Version pinning
Search for organizational units
- s - App Installation’ £ e version pinning is not supported for this Chrome app or
Overview .
~ Control Systems . extension
e e-FOLLOW Print Force insta
~ Chrome & fipnapffembidnjnpnicglbfadococcp
Chrome Web Store options
Setup guide
Include in Chrome Web Store collection )
Devices Inherited from Google default

Managed browsers
Permissions and URL access

Settings

C i issions for this app. ion v CUSTOMIZE

ADns &

Then select ,If the extension uses a permission that is not selected, block users from installing or
using it.“ and check Identity, Storage, Web requests, Notifications and Printers.

If the extension uses one of the selected permissions, block users from installing or using it.

If the extension uses a permission that is not selected, block users from installing or using it.

O alarms [0 Audio capture [ certificate provider [] Clipboard read Clipboard write Context menus

|:| Cookies |:| Desktop capture |:| Document scan |:| Enterprise device Experimental APls Fullscreen apps
attributes

[ Filebrowser handler [] File system [ File system provider [] HID Override fullscreen Detectidle

escape

Native messaging Captive portal

authenticator

Identity O Google Cloud [ ceolocation [ wedia galleries
Messaging

O Power I Notifications I Printers O serial

Storage [ syncfile system [0 cPumetadata O Memory metadata

[ storage metadata [0 Texttospeech [ unlimited storage O use

Set proxy Platform keys

Network metadata Display metadata

0O 00O o0 oo o
0O OO0 o oo o

Video capture VPN provider

Web requests O slock web requests

DONE
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Then select the extension e-FOLLOW Print and set the Installation policy (e.g.: Force install + pin to
browser toolbar). Also set the Policy for the extension with the JSON value from the e-FOLLOW

management.

The token from the Policy will e-FOLLOW allow to detect, if the user is from the Google Workspace or
not. The uid is used to select the correct e-FOLLOW.cloud instance.

Overview

Play Store Chrome Web Store
Block all apps, admin manages allowlist

add a filter

+ Sear
App Installation policy

() e-FOLLOW Print
© fipnapffembidnjnpnicglbfadococcp

Operator Manual

Allow all apps, admin manages blocklist

Force install + pin to browser toolbar

Users & browsers

a ADDITIONAL SETTINGS

Version pinning

Kiosks Requests

e-FOLLOW Print B A X

Installation policy

Force install + pin to browser toclbar +

Locally added

Version pinning

The version pinning is not supported for this Chrome app or extension

Chrome Web Store options

Include in Chrome Web Store collection
Inherited from Geogle default

Permissions and URL access
Customize permissions for this app/extension « CUSTOMIZE

Blocked hosts

One per line. Maximum of 100 URLs

Allowed hosts

One per line; allowed hosts override blocked hosts. Maximum of 100 URLS

Locally applied w

Policy for extensions

{"uid"{"Value""cs-ds00.test"}, token"{"Value™"16e2b24c-
dlad-4db1-a020-ebdcfe51d43e"}}
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e-FOLLOW Management Settings:

IPP-Queue, which will be installed as printers
Select here the queues, which should appear as printers in Google Chrome.

Default color mode
Choose here if ,Color” or ,Black and White“ should be the default color mode.

Default duplex mode
Choose here the default duplex mode for printing.

Additional print settings and restrictions are available in Google Workspace

If you are using the Google Workspace you can set here additional settings and restrictions. For
example you can here restrict color printing or restrict duplex mode. Just click on the setting to change
it.

Default paper format

Default paper format for the printers

Create users automatically from Google Workspace as internal user
Create users automatically from outside Google Workspace as internal user
Here you can allow or deny the automatical user creation for Google Workspace users or users

= o Admin Q_  Search for users, groups or settings 0 E @ i o
Devices » Chrome > Settings
EE User & browser settings Device settings Managed guest session settings
° Settings
Category: "Printing" + Searchor add a filter CLEAR FILTERS YD Recent changes
Lo
Organizational Units ~
B G printing  (7)
e Search for organizational units ) ) )
Setting Configuration Inheritance Supported on
ih ~ Control Systems
Printing Enable printing Google default O & & s
B8
. Allow using print
Print preview Google default J
@ P preview ¢ ©
Deprgcaled privet D|§ab|e Qe;recated Google default ] @
[a) printing privet printing
Print preview default 4 sub settings Google default Ooe
Allow to add new
Printer management A_CM users toadd new Google default ]
printers
Default color printin
P g Color Google default |
mode
Restrict col inti D t restrict col
estrict color printing Qn.o restrict color Google default |
mode printing made
Default page sides One-sided Google default ]
Do not restrict duplex
Restrict page sides l Google default |
printing mode

outside the Google Workspace.

At the Default user settings or Default user settings outside Google Workspace you can set the default
values for new users.

For more details about the default user values see:

8.1.12 Domains - Default user
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Delete users automatically:
Additionally you can setup that users will be automatically deleted, when they have no print jobs in a
virtual queue.

Delete users automatically even if they have jobs:
Use this setting ff the users should be deleted even when they still have jobs in a virtual queue.

If the Google e-mail address of the user is not know at e-FOLLOW, printing with the Chrome
Extension is not possible. Therefore the users autocreation has to be enabled or a user with
the Google e-mail address as login name or e-mail address must already exist in e-FOLLOW.

Multi-Users
Here you can set up users, which are usually used by many individuals like ,guest or student®.

When you now login with a Multi-User account on new Chromebook or Chrome browser a copy of the
original Multi-User will be created. The copy of the Multi-User account will have ,_xxxxx* added to the
login name, where ,xxxxx“ stands for random characters. Also the copied user will get a new random
PIN.

At the user list these users are shown in this way:

#t [ Logout

()- FOLLOW
-~ 4 cloud —~ C v R
- ADD SELECT FILTER: OFF CSV IMPORT
EXPORT USERDATA

MANAGEMENT

user list < multi v |IF‘\| multi@control-systems.dev (multi@control-systems.dev_r71855) copy of
== multi@control-systems.dev (multi@control-systems.dev)
Departments O multi@control-systems.dev e
- " trol Authentication
Parmissions multi@control-systems.dev -
Projects m“, —— s;‘;s Login name: multi@control-systems.dev_r71855
Domains O multi@control-systems.dev Password: #EE [set/modify]
multi@control-systems.dev_zn237g ) . .
Login type: Chrome Extension {Internal Multi-User)
DEVICES
Activated: (0]
Virtual Queues
Toshib Login-PIN: 611645
oshiba
A - - ¥
Toshiba e5F Aliases: [+1

When you delete the original Multi-User account also the copied Multi-User accounts will be
deleted.

PIN length:
Set here the length of the PIN fir copied Multi-Users.

Account jobs of the copied Multi-Users to the Multi-User template account:
Use this setting if the job accounting should be assigned to the Multi-User template instead of the
Mulit-User copy.

Delete users automatically:
Additionally you can setup that Multi-Users copies will be automatically deleted, when they have no
print jobs in a virtual queue.

Delete users automatically even if they have jobs:

Use this setting ff the Multi-Users copies should be deleted even when they still have jobs in a virtual
queue.
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8.5.3 Dashboard

The e-FOLLOW.cloud Dashboard is the central point of information.

8.5.3.1 Top Usage

The Top Usage section provides an overview of the monthly printed pages and uploaded file sizes.

# <

Logout

«- FOLLOW
é —~ cloud

MANAGEMENT

Usage overview

Monthly Printed Pages Overview
User list

Departments

Permissions

Device warnings

Projects

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba eSF

Mobile print

o] ] -
& @'&ﬁ 0‘1‘1@ @ g W g G g ol o

CLOUD SCAN & PRINT

REPORT

Reports
Monthly Overview of Uploaded File Sizes
SETTINGS 5

General 68
User portal & ]
User tools

53
Dashboard

45
Schedules

38
Rules

0
Reader profiles

2

15

&

0

i 5 ]
S G 0 Pl o o B B et
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When you scroll down, you can view more details on top usage by user or device.
e-FOLLOW.cloud has a fair use limit for file uploads. At the bottom of the page, you can check if you

are likely to exceed this limit.

#

€ Logout

- FOLLOW
e — cloud

Usage by User/Device

MANAGEMENT Time period This month
User list _ : -
Printed pages per user Upload per user (MB) Printed pages per device
Departments
L Q, search... Q, search... Q, search...
Permissions Device warnings
Projects Jonathan Steele (Jonatha.. Kenneth Sutton (Kenneth_.. 192.168.1.102
. 12471 199.17 54647
Domains . . -
Elizabeth Hawkins (Elizab__ Jeremy Sharpe (Jeremy. 192.168.1.104
12015 196.01 53568
DEVICES Danielle Bowden (Daniell... Megan Goldstein (Megan.... 192.168.1.105
. 11807 154.48 53353
Virtual Queues . .
Kevin Johnston (Kevin.Jo... Robert Raynor (Robert.R... 152.168.1.106
Toshiba 11512 194.24 532532
H Kenneth Sutton (Kenneth... Rebecca Proctor (Rebecc... 192.168.1.108
Toshiba eSF 11478 193.62 52287
Mabile print James McNamara (James... Shannon Chandler {Shan... 192.168.1.110
11414 193.2¢9 51548
Andrew Desai (Andrew.D... Daniel Wagner {Daniel.W... 152.168.1.118
REPORT 11410 192.58 51434
Reports Samantha Case (Samant... Elizabeth Hawkins (Elizab... 192.166.1.109
11397 192.81 51326
Shannon Chandler (Shan James Mchamara (James. 192.168.1.115
SETTINGS 11355 192.55 51306
General Megan Geldstein {Megan.... Angela Eason (Angela.Ea... 1592.168.1.113
User portal & 11284 19223 51236
User tools
[«1 [<1 [1 [»] [«1 [<1 [1 I[»] [«1 [1 [-1 [»]
Dashboard
: - : W : -
Schedules Page: | 1 Page: | 1 Page:| 1
Rules
) Total upload included for time period 13.01.2025 - 31.01.2026 : 450 GB
Reader profiles
Total upload currently used for time period 13.01.2025 - 24.01.2025 : 17,35 GB
Estimated total upload for time period 13.01.2025 - 31.01.2026 : 57,41 GB
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8.5.3.2 EventLog

The Event Log shows the current status of activities by showing a list of messages.

#t € Logout

¢ FOLLOW
: cloud

Info - Warning ' Error -

MANAGEMENT User 'Ingo.Pfeiffer@control-systems.de’ has logged in at Toshiba MFD ‘
User list 'CNLH59919" by pin.
Departments . . .
User 'Ingo.Pfeiffer@control-systems.de’ has logged in at Toshiba MFD
Permissions i i
Device warnings 'CNLH59919' by pin.
Projects
o . Device '7530330311LDT' has outdated app version. Please update it
omains
manually.
DEVICES Device "CSAP67710" has outdated app version (v2.0.0).
Virtual Queues Device "CSKN54676" has outdated app version (v2.0.0).
Toshiba . .
Device "CWIPD0023" has outdated app version {v2.5.1).
Toshiba eSF
Mobile print Device '7530330311L0T" has outdated app version. Please update it
manually.
CLOUD SCAN & PRINT Device "C5APE7710" has outdated app version (v2.0.0).
Scan Device "CSKN54676" has outdated app version (v2.0.0).
REPORT Device "CWIPD0023" has outdated app version {(v2.5.1).
Reports Device '7530330311L0T has outdated app version. Please update it
manually.
SETTINGS . N q
Device "CSAP67710" has outdated app version (v2.0.0).
General
User portal & Device "CSKN54676" has outdated app version (v2.0.0).
User tools Device "CWIPD0023" has outdated app version (v2.5.1).
Dashboard
_ Device '7530330311L0T" has outdated app version. Please update it
Schedules
manually.
Rules

. SIS R R T | Device '7530330311L0T has outdated app version. Please update it
Reader profiles
manually.

CVG Y v IR EB BT A | Device "CSAP67710" has outdated app version (v2.0.0).

CYEEYFLPIREB VAT AN ) Device "CSKN54676" has outdated app version (v2.0.0).
[Refresh: Off] [remove all logs]

Auto-delete old event logs | do not delete

Version: 6.0.0 RC&

Use the buttons on the top of the list to filter the list by message types [info], [warning] or [error].
If [Refresh:0n] is active, the list will be auto-updated by new events.

[Clear log] will clear the current list.
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8.5.3.3 Device Warnings

Here an overview of the devices that at current are unavailable (offline) or that show any errors or

warnings.

Toshiba eSF
Mobile print

CLOUD SCAN & PRINT
5can

REPORT
Reports

SETTINGS
General

User portal &
User tools

Schedules
Rules

Reader profiles

Offline (last online: 7/10/2025 5:01:38 PM)

/ﬁ # € Logout
«-FOLLOW
é —~ cloud
103 o 112 A
Empty drawers: Offline (last enline: 4/23/2026 3:58:23 PM)
MANAGEMENT Drawer 1,Large Capacity Feeder (|eft) Low paper level for drawers:
U list Low paper level for drawers: Drawer 2,Drawer 3
ser s Event Log Drawer 2,Large Capacity Feeder
Departments
Permissions Device warnings
F'rojects 116 A 7017821101YKD
. Offline (last online: 4/13/2026 12:00:43 PM) Offline (last enline: 4/10/2026 12:57:20 PM)
Domains Low paper level for drawers: Yellow toner is empty
Drawer 1,Drawer 3 Magenta toner is empty
Cyan toner is empty
DEVICES
Virtual Queues
Toshiba 7530330311LDT A CWIP0DD23 A

Offline (last online: 10/22/2025 11:00:01 AM)

CSKN54676 A
Offline (last online: -)

CSAP67710 A
Offline (last online: -)

Clicking to one device will directly switch to the corresponding device showing more details regarding

the warning/errors.
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8.5.4 Schedules

A lot of tasks In e-FOLLOW.cloud can be performed automatically. e-FOLLOW.cloud provides a
powerful schedule tool for defining and planning the execution of these tasks.

- FOLLOW
e — cloud

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba eSF
Mobile print

CLOUD SCAN & PRINT

Scan

REPORT
Reports

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

# € Logout
ADD REMOVE

Quota [ 1 ] Usersync [ 2 ]
e Activated: ‘

Mext run: 4/24/2026 02 w|: 00 W
remID

Repeat every:
report

=gl

0 0 o 1

[Execute now]

Task type: "Synchronization”

Domain:

Add new user

Generate random PIN for new
Users

PIN length

Send generated PIN to user by
email

Synchronize user's alias

Limit and shorten alias to
allowed characters for windows
login

Remove existing aliases before
Import

Synchronize user's display name

Synchronize user's email
address

Synchronize user's home
directory

[show domain
settings]

e-F-App hd

[31]

)8 88

[1] Task list

The task list can hold an unlimited number of scheduled tasks. Click to ADD to create a new task or
click to DELETE to remove an existing task from the list.

When adding a new task, you need to enter a task name and the type of the task. It is also
recommended to enter a short description.

[2] Schedule

The schedule section defines when a task is executed.
Select the date and time for the next (fist) execution. Then

select the repetition options.

[3] Task details

This section describes the details of the scheduled task.

Version 6.1.2

Task type

Enter a name and choose the type for the task

Task name

Description

Synchronization v
Synchronization

Report creation

Export transactions to SQL

User quota change

Department quota change

Device quota change

Remove Card Ids
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8.5.4.1  Synchronization Task type: "Synchronization”
Domain: SSEI-O,-::,‘JTa n CSAAD hd
This will automatically synchronize the e- e °
FOLLOW.cloud user database and the domain. fee e s
Generate random PIN for new
users
You can select if new users shall be added and/or — g
what data shall be updated if they have changed in the } . _
d . Send generated PIN to user by
Omaln. ema
Synchronize user's alias .
If new users are added to the database a random Limit and shortn alias o
Login PIN can be created and sent to the new users e characters for windows ®
ema'l addreSS Remove existing aliases before
Import
?;:f:rcn ze user's display .
aS;;IEIE‘lsrscn ze user's e-ma .
.:lsrr;g'j;ﬁ: ze user's home .
Synchronize user's department .
Synchrenize user's card 1D
Synchronize user's login-FIN .
8.5.4.2 Report creation
Task type: "Report creation”
This task will automatically create a report and send it Send report to all  (3)
. . USers
as an attachment via e-mail. R ) )
Recipient e-mail i_ﬁ/‘ [show details]
address
Here you can select the type of the report that shall be
. . _ L - SUMMary
scheduled. Select the sorting order and the file type. Report: e
File type

If you like to automatically receive reports like "last month device summary" or "Ytd total of department
X" it is recommended to create a custom report first and have this scheduled here.

Operator Manual
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8.5.4.3 Export transactions to MS SQL

This task will export the transaction data (user’s

. e sql
copy-, print-, scan- and fax-activities) to an external _
SQL database Description: [change]
Activated: .
Mext run: 5/24/2024 11 % |:| D0
[ 1 ] Enter the database details and credentials. Repeat every:
If allowed by SQL Server, you can also use 0 0 0 1
Windows Authentication. S
[ Execute now ] will run the task immediately. Task type: "Export transactions to SQL” [1]
Hostname/IP 192.168.1.234
Port 1433
Windows Authentication
Domain
Use the [ Test connection ] link to check if e- Username sA
FOLLOW.cloud can establish a connect to the e
selected SQL-database. Database () FOLLOW. DB
Schema dbeo
[Test connection]
Table e—FGLLG'.m'_r[eru]
[Create table]
Last export
[Reset last axport]

[ 2] The table e-FOLLOW.cloud_records will be created by clicking to the
[ Create table ] link.

If the table already exists it will be
deleted (dropped) and created new.

Drop table 'e-FOLLOW_records’ and create new table?

This must be done before the first run, if table wasn't already created by another e-FOLLOW server.

e-FOLLOW.cloud remembers the records already exported to the MS SQL database. In case you
need to export again all data — e.g. after recreating the table — you can reset the last export by
clicking to

[ Reset last export ]

In addition to the default reports the device’s serial number, Model, Location and description are
exported to the SQL database.

l At current no other SQL databases than MS SQL are supported.
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8.5.4.4 Change quota (user, department, device)

This task will automatically add or set quotas. |Iwre missed tasks: O|
Depending the task type quotas will be set for
users, departments or

Task type: "Quota change”

e_BRIDGE X deV|CeS Add total quota W 500 | Pages
@ For all users
Select the type of quota (total, color, copy, print, O For users from list:

fax, etc.), if it shall be set to an amount of pages
or added to the current quota and finally the
amount of pages.

Then select if this task shall be applied to all
users or to individual users / departments /
devices.

If you enable the switch Ignore missed tasks e-FOLLOW.cloud will not retry to execute tasks that
could not be run at the scheduled time due to any reason.

8.5.4.5 Remove Card IDs

This task will remove the association of card IDs to user
accounts. This may make sense if a set of 'one day' cards is
emitted to users that have forgotten their personal card or if O Remove all card Ids
cards are replaced every X months/years. ® Card 1ds from list:

Task type: "Remove Card Ids"

[] 1234

Select if all card ID associations shall be removed or if only
the card IDs from the below list shall be removed.

[+1 [-1

Use [+] and [ -] to add or remove card IDs to / from the list.
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8.5.5 Rules

e-FOLLOW.cloud provides a very convenient and powerful tool to apply rules for routing and
converting of print jobs.

MANAGEMENT
User list
Departments
Permissions
Projects
Domains

DEVICES
Virtual Queues
Toshiba
Toshiba esF
Mobile print

Scan

REPORT
Reports

SETTINGS
General

User portal &
User tools

Dashbeard
Schedules

Reader profiles

- FOLLOW
é — cloud

CLOUD SCAN & PRINT

# € Logout
ADD REMOVE ACTIVATED: ON FINALIZE CHANGES (\Z':'
O‘ Search... 1E force BW [change]
(W force BW v oA Condition: Document name contains  [change]
'az26'
Action: Convert to black&white [change]
Notification:
Applies to:
Users: Departments:
- ALL-- - ALL -
[+1 [-1 [-1
|| Queues/Printers: Security groups:
- ALL-- - ALL -
[+ I-1 [-1
Entra ID groups:
All Company
[+ I-1

[«] [<]

Page:

[>] [»]

[Switch to editor]

This enables you to setup a very sophisticated rule based print management system.

Based on several conditions

Conditions

Document name | Contains..
Ends with..
Starts with..

Pages # Greater than..
Less than..

File size Greater than..
Less than..

Paper format Unknown, A3, A4, A5, ....

Color print Y/N

Duplex Y/N

Application

Version 6.1.2

Pages#
File size
Paper format

greater than

ancel]

OK

Color print
Duplex
Application
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A specific action can be executed.

Actions

Delete -

Convert to Black & White
Duplex
B&W + Duplex

Move to queue

[virtual queue]

Change user

[ username ]

If the condition was met, following action will be invoked for the job:

Convert to b

Black & White W
Black & White

Duplex
o B&W + Duplex g
Erasable Blue

EB + Duplex

You can define as many rules as you like. Use the arrows behind the rule

name to change the order of execution.

If enabled a Notification is sent to the user if the job
has been processed / modified due to this rule.

For each rule you can define if it is a 'general’ rule
or if It shall apply to specific users, departments or

groups.

Operator Manual

Notification:

Applies to:

Users:

- ALL --

[+1 -1

Queues/Printers:

e-follow.cloud

[+1 -1

Entra ID groups:

Entwicklung

[+1 -1

ADD ACTIVE

force BW ¥ A

—- |

Departments:
GF

[+1 -1

Security groups:

- ALL --

[+1 -1
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To not disturb current printing of users you can switch off the e-FOLLOW.cloud rule system by clicking
to the ACTIVATED button.

Once it's Off you can add or modify rules without taking effect on current printing.

When you have done any modifications on rules the FINALIZE CHANGES status changes to
FINALIZE CHANGES @D

— Y # € Logout
-FOLLOW |
cloud -
e/ ADD ACTIVATED: ON FINALIZE CHANGES )
MANAGEMENT Q search... Uz forcenw [change]

User list
L Document name contains [change

Permissions Action: Convert to black&white [change]
Projects Notification:
Domains
Applies to:
DEVICES
Virtual Queues Users: Departments:
Toshiba - ALL - - ALL -
Toshiba eSF
Maobile print

+1 [ +1 [
CLOUD SCAN & PRINT

Scan
|| Queues/ Printers: Security groups:
REPORT - ALL -- -- ALL --
Reports
SETTINGS [+ [ 1 [
General

User portal &
Entra ID groups:

User tools
Dashboard EllkE Ay
Schedules
Reader profiles +1  [-1
Page:
. [Switch to editor]
Clicking to will generate the script and save it to the database.

The FINALIZE CHANGES status is changing to .@. .

e-FOLLOW.cloud is using the Python script language. By clicking to the [ Switch to editor ] link on
the bottom you have direct access to the script editor.

Attention

any changes done inside the editor may lead to malfunction of the rules system. This editor is
intended for administrators only being very familiar with the Python syntax.
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ACTIVATED: ON SAVE SCRIPT

Python script:

# coding=UTF-3
def runScript{job):

#Rule 1: force BuW
if "az22" in job.DocumentMame.lower()} and job.Department in ["GF"] and job.QueusName
in ["e-follow.cloud"]:
job.ConvertToBW("force BW", True)

#Rule 2: move large

if job.Pages > 1@@:
job.MoveTo("efollow-cs-test-@\\e-follow.cloud”, "move large”, False)

return job

[Switch back to assistant]

o Make sure to activate the rules system by clicking to the ACTIVATED button before leaving this page.
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8.5.6

Reader Profiles

Card reader profiles are used to modify the string read by a card reader.

D)

- FOLLOW
é — cloud

MANAGEMENT

User list
Departments
Permissions
Projects

Domains

VICES

Virtual Queues
Toshiba
Toshiba eSF
Mobile print

UD SCAN & PRINT

CLO

Scan

REPORT

Reports

SETTINGS

General

User portal &
User tools

Dashboard
Schedules

Rules

Reader profiles

€ Logout

ADD REMOVE

8char

test

Skip at front

Skip at end
Characters to use
Revert byte-by-byte
Convert

Format

Test string
o
0

8

- ~

to UPPER +

Default profile for new devices

This can be required if the UIDs of your cards are already stored in active directory. Depending how
the IDs are read by the reader the IDs might need to be converted or reversed so they match.

To add a new profile click to [ +].
You can enter a test string to directly check the impact of the current settings to the string.

You can use the Test string field to insert data and check if the conversion is working properly
according the data that are required.

Version 6.1.2
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9 Using Ipplnstaller packages

From the UserPortal users have access to the Installer-packages of IPP queues.

- FOLLOW
e " cloud

@ Type Name Installer &8 Details

Ingo Pfeiffer

. Ippinstaller.exe Archive
e-follow.cloud (preconfigured) (.zip) Show details

PRINT

History
Print jobs
Upload
TOOLS
ACCOUNT
Settings
Permissions.

Logout

o Any kind of Ipplnstaller must be run as administrator.

9.1 Ipplnstaller.exe (preconfigured)

After executing Ipplnstaller.exe (preconfigured) it will download all necessary files to a directory with

the same name as the executable. Also a log file is generated, which can be sent to the support in
case of problems.

¥ = | Downlaads

m Start Freigeben Ansicht

« = ~ 4 ¥ > DieserPC > Downloads

A Name Anderungsdatum Tp Groke
3t Schnellzugriff
I Desktop + ~ Heute (3)
3 Downloads . @ Ippinstaller_ingo pfeiffer@control-systems.de IPP-Queue TOSHIBA V4 Printer Driver v10.70x64.og  15.06.2023 18:00 LOG-Datei 1KB
Dok " + € Ippinstaller_ingo pfeiffer@control-systems.de_IPP-Queue TOSHIBA V4 Printer Driver v10.70 x64.exe | 23 18:09 Anwendung 100 KB
ckumente
Ippinstaller_ingo. pfeiffer@centrol-systems.de_IPP-Queue_TOSHIBA V4 Printer Driver v10.70 x64 15.06.2023 12:09 Dateiordner
[&=] Bilder 2
€ e-FOLLOW IPP Printer Installer v2.0.1 X
Printer name |PP-Queue
IPP server URL: https://ipp-cstest test efollow cloud:443/1P
Printer driver [TOSHIBA V4 Printer |
Install cerificate
JERlTE s e-FOLLOW IPP Printer Installer v2.0.1 X
Install Print
o Printer with name “IPP-Queue” already exists.
Please choose another printer name.

It will also check if the printer name already exists and will force the user to user another printer name.
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9.2 Ippinstaller ZIP archive

The Ipplnstaller ZIP archive contains all files which are needed. The configuration is included as the
file config.cfg. The user has to extract the ZIP archive and run the Ippinstaller.exe.

GroBe Gepackte GroBe

38873729 18932419

165 170

[ IppInstaller.exe 101 376 36485
PP

@printer,pmpemes.mt 14270 24990

The Ipplnstaller is the same as mentioned above. It will also check for existing printer name and will
also write a log file.

9.3 Ippinstaller MSl installer

The MSI installer will install the Ipplnstaller to the desired location and will then execute the same
Ipplnstaller as mentioned abve.

ﬁ e-FOLLOW IPP Printer installer (e-follow.cloud) Setup — x

5 ) ATl o ib

COLL MM TOD Dicin k.

W
(') - FOLLOW in 1%] e-FOLLOW IPP Printer installer (e-follow.cloud) Setup — x
Destination Folder =)
(Click Next to install to the default folder or dick Chanae to choose another, 2 F O -=O%W

The
(e ®
Ca ) =

Install e-FOLLOW IPP Printer installer P =

fter
& |
Printer name: ‘IPP-Queue |

|C:\Prngram Files (x86)\e-FOLLOW Tf
IPP server URL: https://ipp-cedest test efollow cloud:443/1P

Change...

Printer driver: [TOSHIBA V4 Printer |

Install certficate

Install printer driver

Install Printer

Back Finish ™ Cance

After the installation it can be uninstalled with the windows control panel. While uninstallation also the
IPP printer will be removed.

0]

<« “ 1 [ » Systemsteuerung » Alle Systernsteuerungselemente » Programme und Features v (] Programme und Features durchsuchen

Startseite der Systemsteuerun . . u
4 ? Programm deinstallieren oder andern

Installierte Updates anzeigen

E; Windows-Features aktivieren
oder deaktivieren

Wahlen Sie ein Programm aus der Liste aus, und klicken Sie auf "Deinstallieren”, “Andern” oder "Reparieren”, um es zu deinstallieren.

Programm vom MNetzwerk Organisieren v  Deinstallieren  Andern

installieren o
Name Herausgeber Installiert am  GréBe Version
€ e-FOLLOW IPP Printer installer (IPP-Queue) Control Systerns GmbH & Co.KG 15062023 167MB 2.0
€ e-FOLLOW IPP Printer installer (e-follow.cloud) Control Systerns GmbH & Co.KG 15.06.2023 16, 7MB 2.0
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10 Manual creation of IPP Printer-Installer

Beside of the autogenerated Ipplnstaller packages from the user-portal it is also possible to create an
installer ZIP-archive manually. The package can be downloaded from the > SETTINGS —> General
-> Instructions & Configuration page.

—

Instructions &
Configuration Instruction to set up Toshiba eSF devices

Instruction to set up Toshiba e-BRIDGE Next devices

Windows FopUp

IppInstaller

Download:
IppInstaller.zip {version: 2.0.1)

Ippinstaller.exe must be executed as Administrator © - FOLLOW PP Printer Installer v2.0.1 x

Printer name: |PP-Queue

There is also a silent version of Ipplinstaller,
IppinstallerSilent.exe.

IPP server LURL: https:/fipp-ca4est test efollow cloud:443/1P

Printer driver: [TOSHIBA V4 Printer |

Install certificate

Install printer driver

Before executing Ipplnstaller it needs to be customized for your Instal Prrter
specific needs.

IPP Installer consists of these components.

Mame Typ Komprimierte GroBe
driver Dateiordner
@ config.cfg Configuration-Cuelldatei 1KE
[5] Ipplnstaller.exe Anwendung 33 KB
[5] IpplnstallerSilent.exe Anwendung 33 KB
(@ ReadMe.bct TKT-Datei 1KEB
Ippinstaller.exe the installer program

IppinstallerSilent.exe The same installer program but with build in silent parameter
config.cfg the configuration file for Ippinstaller

driver Subdirectory holding the printer driver for the IPP/IPPS Queue

This allows you to create individual Ipplnstaller-packages, suitable for your current requirements.

e.g.
e packages for each IPP/IPPS queue
e packages for IPP/IPPS queues to be installed on PCs running inside your local network
e packages for IPP/IPPS queues to be installed on PCs running outside your local network
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10.1 Ipplnstaller config.cfg

IpplInstaller can get its configuration from command line parameters or config.cfg. If you download
IpplInstaller from the user-portal the configuration is included to the .exe file.

The configuration from config.cfg has priority over the included to .exe file configuration. And
configuration by command line parameters has priority over config.cfg.

E.g. the config.cfg file for Ipplnstaller can look like this:

config.cfg . +

Datei Bearbeiten Ansicht

# IppInstaller by Control Systems GmbH & Co. KG

#

# Example configuration file for IppInstaller.

#
# server and name are mandatory.
# All other options are optional.

# Remove the leading "#" from an optional setting to enable it.

# MANDATORY: Full URL of the IPP/IPPS printer to be installed.
# Example: https://ipp-YOUR_E-FOLLOW.CLOUD_UID.e-follow.cloud:443/ipp
server=https://ipp-csde-1234.e-follow.cloud:443/ipp

# MANDATORY: Display name of the printer in Windows.

name=e-FOLLOW_IPP

formatierter Text 1002 Windows (CRLF) UTF-8

If a printer driver is required, place the driver files in the \driver directory. If a certificate is required,
place the .cer file in the \certificate directory.

During installation, the user can choose whether to install an available printer driver or certificate.
Use forceinstalldriver or forcecertificate to install them automatically.

Parameters (for command line and config.cfg):

debug

server=*

name=

wpp

silent

forcecertificate

forceinstalldriver

download_driver=

download_cert=

download_printer_properties=

Version 6.1.2

This will add more detailed information to the installer-log. It can
be disabled by # or by removing it from the config.cfg file.

This defines the full URL of the IPP/IPPS printer to be installed.
Make sure to enter the correct URL.

shown name of the printer

Installs as Windows Protected Print Printer. No printer driver is
needed.

If enabled the installer will run in silent mode. It can be disabled
by # or by removing it from the config.cfg file.

If there is an .cer file in the certificate directory it will be forced to
be installed. Not needed for e-FOLLOW.cloud

If there is an driver in the driver directory it will be forced to be
installed.

Download driver as ZIP archive from the given URL. The ZIP
archive will be extracted at the start of IppInstaller.exe.

Download certificate from the given URL.

Download printer properties file from the give URL. Explanation
to get this file can be found at the e-FOLLOW.cloud
Management-> Settings>General>User Portal
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readonlyserver IPP Server URL is read only
readonlyname Printer name is read only
lang= Lanuage of IPP Installer. Currently available: de en
uninstall Uninstall Ipplnstaller
uninstallall Uninstall Ipplnstaller and remove printer
*) Make sure to use the correct URL.
[ 1] Select the IPP printer / virtual queue of your choice
[ 2] Click to 'Virtual IPP queue — IPP URLs'
[ 3] Copy the URL — external IPPS
A # € Logout
- FOLLOW
é - cloud =R
ADD REMOVE SELECT
MANAGEMENT Q, search queue ... Virtual IPP queue [IPP URLs] [ Z)l]awe and paper preconfiguration]
User list —
Departments Auto-delete jobs that have not been printed | after 14 days ~
Permissions PP URLS for selected queue MODIFY
Projects e
pomains https:/fipp-cs-test.e-follow.cloud: 443/e-follow.doud  [copy url] [ :
DEVICES
[1] o)
Toshiba
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10.2 Ipplnstaller — driver
Ipplnstaller allows you to install any driver of your choice.

Copy the full content of the driver package to the driver folder.

Make sure the driver’s .inf file is located in the root of * Ippinstaller > driver v| B

the ..\driver folder S ® P
=4 esfbu.cat 05.02.
€] esf6u.dll 05.02.
| | eSféu.gpd 05.02.
] eSfBu.inf 05.02.
£z eSfu.ini 05.02.
|| eSféu.ver 05.02.
|| eSféuxml 5.0,
|| eSfeuaddprinter.dil )
i esrouaddprinter.zip 05.02.

il aSffuihars All 15 (17
If there is a ZIP archive with the name driver.zip in the Ipp Installer root directory at start it will be

extracted to the folder \driver.
You can also specifiy one URL with downloaddriver= where driver.zip can be downloaded.

Ipplnstaller is optimized for Toshiba V4 Printer Driver and Toshiba Universal 2 printer driver.
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10.3 Roll out IPP printer with group policy

In case you like to roll out an IPP/IPPS queue to clients via policy it is recommended to

create a .batch file executing IpplnstallerSilent.exe
Add the batch to clients GPO startup script

1 Roll out IPP printer with Intune

Create a new empty folder with any name.

Home Share View

« v 4 » ThisPC » Desktop » Intune

~
Name Date modified Type Size

This folder is empty.

roll out the certificate to client’s Trusted Root Certification Authorities
place the Ipplnstaller-package on a Server that all clients have access to

] Search Intune

Download IntuneWinAppUtil.exe to the created folder from the official resource.

Home Share View

€ o v

Application Tools

» ThisPC » Desktop » Intune v O

MName Date modified Type Size
[ IntuneWinAppUtil.exe

14-Jun-23 2:51 PM Application 54 KB

Create there new empty subfolders with name “Input” and “Output”.

Home Share Wiew

L T » ThisPC » Desktop » Intune »

v O
Name Date modified Type Size
Input 14-Jun-23 5:01 PM File folder
Qutput 14-Jun-23 5:.01 PM File folder
[#] IntuneWinAppUtil.exe 14-Jun-23 2:51 PM Application 54 KB

Operator Manual
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Download Ippinstaller.zip to any temporary place from e-FOLLOW Management -> Settings ->

General -> Instructions & Configuration -> Ipplnstaller ->

Unpack the archive to “Input” folder.

Home Share WView

« v » ThisPC » Desktop * Intune » Input »
Mame Date modified
driver 13-0ct-20 1:01 PM
config.cfg 14-Jun-23 255 PM
% |ppinstaller.exe 14-Jun-23 424 PM
% IppinstallerSilent.exe 14-Jun-23 4:24 PM
ReadMe.bet 14-Jun-23 2:55 PM

Delete files from “Input” folder to keep “driver” folder and “IpplInstallerSilent.exe” file:

e config.cfg
e Ipplinstaller.exe
e ReadMe.txt

Home Share View

« v o » ThisPC » Desktop » Intune » Input »

MName Date modified
driver 13-0ct-20 1:07 PM

5§ IpplnstallerSilent.exe 14-Jun-23 424 PM

Version 6.1.2

Type

File folder
CFG File
Application
Application
TXT File

Type

File folder

Application

Size

Size

v O O Search Input

1KB
9 KB
99 KB
1KB

v 0 D Search Input

99 KB

Operator Manual



e-FOLLOW.cloud

page 247

Download printer driver (for example from e-FOLLOW Management -> Settings -> General -> Printer

Drivers with help of

Home Share

€ - v

#
Mame

= eschm.cat
eScBm.dll
D eSchm.gpd
>B eSchm.inf
| eScbm.ini
D eSchmover
| e5chmaxml
| eSchm-constraints.js
| eScBmdefprxml
| eScbm-devmodexml
| eSchmdevSettingsxml
eSchmfwdsdk.dll
| eScbmfwsdk.js
[#5] e5c6mHS5P.exe
eSchmifweb.dll
eScBmimpl.dil
eSchmjcore.dll
| eScbm-manifest.ini
[#5] e5c6mOVL.exe
[8E] eScbmpath.exe
eScBmpclxl.dil

e5cim-PipelineConfig.xml

View

button) and put driver files with .inf to the “driver” folder.

Date modified

9-May-22 8:29 A

9-May-22 8:
12
22

19-May-

S-May-22 &

9-May-22
12
2

19-May-

S-May-22 &

9-May-22
18-May-22
19-May-22 8:
19-May-

19-May-

9-May-22 8:29 AM
19-May-22 8:29 AM
19-May-22 8:29 AM

19-May-22 8:29 A

» ThisPC » Desktop » Intune * Input » driver »

Type

Security Catalog

Application exten..,

GPD File

Setup Infermation
IMI File

VER File

XML File

J5 File

XML File

XML File

XML File

Application exten...

J5 File

Application

Application exten...
Application exten...

Application exten...

INI File
Application

Application

Application exten...

XML File

Size

67 KB
31 KB
68 KB
24 KB
1KB
1KB
4 KB
24 KB
1KB
1KB
6 KB
1.085 KB
2KB
31 KB

542 KB
4815 KB
1KB

26 KB
37TKB
201 KB
1KB

w

o

e

Search driver
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If you want to distribute “TOSHIBA V4 Printer Driver”, you could include default printer properties
(drawers, finishers etc.). See e-FOLLOW Management -> Settings -> General -> Userportal -> IPP
queues -> Include printer properties template with Ippinstaller package. There you can export printer
properties from the template printer to a file with a command. This file should be placed in “Input”

folder.

MANAGEMENT

Departments
Permissions
Projects

Domains

DEVICES
Virtual Queues
Toshiba
Toshiba eSF
Maobile print

CLOUD SCAN B PH

Scan

REPORT
Reports

SETTINGS
General
User tools
Dashboard
Schedules
Rules
Reader profile

~ FOLLOW
é _~ cloud

Show list of all users

€ Logout

User portal Default printer driver TOSHIBA V4 Printer Driver v10.70 x64

v

Printer driver for particular queue

Printer Drivers »

Select IPP queues: e-follow.cloud
IPP-Queue

PropTEST

IppInstaller

Local Print Module

[+]

Chrome Extension

Include printer properties template with
Ipplnstaller package @

Manage printer’s properties template file

How to export printer's properties
Setup printer’'s properties. Enter printer's name in the field below. Copy the resulting command and execute it in powershell.

$(Get-Printerproperty -Printernane 1 Printer's Name
[copy to clipboard]

[change] @i

r' -PropertyMame "ToshibaPrinterProperties”).value > printer_properties.ixt

[-1

Upload printer's properties file

|[ Datei ausw3ahlen ] Keine ausgewshit [Upload]

Download current printer’s properties template file

[Download]

Delete current printer's properties template file

[Delete]

Close

Show permissions menu

Show permissions menu

Version 6.1.2
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Open IntuneWinAppUtil.exe file:

e source folder: Input

e setup file: IpplnstallerSilent.exe
e output folder: Output
[ ]

file ".intunewin' already exists. Do you want to delete it (Y/N)? Y (Happens only by process

repetition)
o specify catalog folder (Y/N)? N

Home Share View Application Toaols

< v o » ThisPC » Desktop * Intune
o
MName Date modified Type
Input 14-Jun-23 5 File folder
Output 14-Jun-2 File folder
L0=] IntuneWinAppUtil.exe 14-Jun-2 Application

B ChUsers\ds\Desktop’IntunetintuneWinAppUtil.exe

IppInstallerSilent.exe
Output
N

& Search Intune

4 KB

You will get IppInstallerSilent.intunewin file in “Output” folder. This Intune app could be used to
install any Virtual Queue as Printer on user’'s PC with the selected printer driver. For another printer

driver please create another Intune app.

Home Share View

&« v » ThisPC » Desktop » Intune » Output
=
Narne Date modified Type
| IppinstallerSilent.intunewin 14-Jun-23 5:08 PM INTUMEWIN File

Operator Manual
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Open Intune portal.

Click on “Add new App”.

Microsoft Intune admin center

ﬁ Home

i) Dashboard
= All services
ﬁ Devices
£ Apps

®

Endpoint security
Reports

Ad Users

&& Groups
.'.:‘ Tenant administration

X Troubleshooting + support

Home > Apps

iz2 Apps | All apps

|/"-7 Search

|:<

O Overview
HE Allapps
H monitor
By platform
Windows

i05/iPadOs
=
]

macOs

Android

Policy

App protection policies

App configuration policies

®, 05 app provisioning profiles
E[ s mode supplemental palicies

Policies for Office apps

-

Add ':_) Refresh N Filter W Export Columns
|/"-7 Search by name or publisher
Name Ty Type Status Versior

Version 6.1.2
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Select “Windows app (Win32)” App type. Click on “Select”.

Microsoft Intune admin center

Home > Apps Select app type

A Home = Apps | All apps Create app

(1
&4l Dashboard
. App type
= All services |,’-') Search | « + add (O | Select app type
ﬁ Devi N TTCTTITTe TG PR

sE= @ overview .
L Search by na Windows 10 and later
Apps HE Allapps
Name macOs
‘ Endpoint security & wmonitor
Microsoft Edge, version 77 and later

Reports

By platform Windows 10 and later
.'. Users

Windows macos
A& Groups - .

i0S/iPad0S Microsoft Defender for Endpoint
.'.} Tenant administration

5 macos macos
X Troubleshooting + support

B Android Web Application

Policy 10S/iPadOS web cip

Windows web link

=9 App protection policies

BS App configuration policies Other
® i0s app provisioning profiles Web link
Built-In app

E[ 5 mode supplemental paolicies

1 policies for Office apps Line-of-business app

Windows app (Win32)

(] Policy sets
@ Quiet time macOs app (DMG)

Android Enterprise system app
Other i B Bt
- x
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Select IpplinstallerSilent.intunewin file.

Microsoft Intune admin center

« Home > Apps | All apps >

ﬂ‘ Home Add App

E4ll Dashboard Windows app (Win32)
= All services
[l Devices o App information

22 Apps

‘ Endpoint security

@ Open
+ » ThisPC » Desktop » MewlntuneFolder » Output
Organize » Mew folder
Mame Date modified Type
D IppInstallerSilent.intunewin 14-Jun-23 400 PM INTUMNEWIN File

Select file * @ Select app packag

Size

18534 KB

App package file

App package file * @

| "IppinstallerSilentintunewin®

Name: IppinstallerSilent.exe
Platform: Windows

Size: 13.1 MiB

MAM Enabled: No

v D £ Search Output

File name: | IppInstallerSilent.intunewin

v| INTUMEWIM File (*.intunewin) ~

= [ @

Version 6.1.2
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Fill in the fields as you wish.

Microsoft Intune admin center

Home > Apps | All apps >

ﬁ Home Add App

E4ll Dashboard Windows app (Win32)

i= All services -
Name * (@

q Devices

Description * (@

i Apps

‘} Endpoint security

IntuneQueue

Installs IntuneQueue to your PC

Reports Edit Description
". Users B
Publisher = (D | Control Systems GmbH & Co. KG |
& Groups
) i App Version @ | 1.0.0 |
&} Tenant administration
X Troubleshooting + support Category © | Other apps v |
Show this 25 3 featured app in the I: Yes No :I
Company Portal (O
Information URL (D) | https://www.control-systems.de/software/e_follow_cloud |
Privacy URL @ | https://www.control-systems.de/unternehmeny/datenschutz |
Developer O | Control Systems GmbH & Co. KG |
Owner | Control Systems GmbH & Co. KG |
Notes (O ‘
Lloge @ Change image
- FOLLOW
é" " cloud
Operator Manual Version 6.1.2
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Choose a Virtual Queue you want to distribute from e-FOLLOW Management -> Devices -> Virtual

Queues. Its name further will be referred as <QUEUE_NAME>.

Copy target queue’s url from [IPP URLs] -> [copy url]. This url further will be referred as <IPP_URL>.

*) Make sure to use the correct URL.

[ 1] Select the IPP printer / virtual queue of your choice
[ 2] Click to 'Virtual IPP queue — IPP URLs'

[ 3] Copy the URL — external IPPS

[ &

Logout

-

2024 5:12:09
2024 5:10:32

% 102 5:10:31 ..

-~ , ﬂ
- FOLLOW
é/ eloud ADD REMOVE SELECT
MANAGEMENT Q Search queue ... Virtual IPP queue  [IPP URLs) jDrsz' a]1d pfper preconfiguration]
User list Gl el 4 days
O #% e-follow.cloud
Departments (3 Jobs) SELECT FILTER: OFF  MODIFY
Permissions O ipp_cs_test
Projects - .
D -0
Domains IPP URLs for selected queue %® —
a
DEVICES )
[ 1 ] — m https://ipp-cs-test.test.e-follow. doud:443/e-follow. cloud [copy url] [
irtual Queues
IGHIIED O
a
Mobile print =T
D 1pp_D1
wp (0 Jobs)
REPORT O ipp_02
Reports wp (0Jobs)
O ipp_03
wpp (0 Jobs)
SETTINGS 0 Drawer3
General Lo O
O Drawerl
User portal & wp (0 Jobs)
User tools O DrawerDefault
Dashboard e (D
P A3
Schedules a PP fﬂa?m?zrs)
Rules
Reader profiles
[«1 [<1 [-1 [=1
o - Page: [«] [«] [=1
version: J.0.0 KCO/

[»]
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Go to “Program” step

Microsoft Intune admin center

Home > Apps | All apps »

ﬂ Home
Add App
E4ll Dashboard Windows app (Win32)
= all services
LW Devices o App information o Program

H] Apps - - - .
Specify the commands to install and uninstall this app:

‘; Endpoint security

Install command * (& | IppinstallerSilent.exe "-Name=Intune" -Server=https,//ipp-cs-testteste-follow.... |
Reports
. Uninstall command * (& | IppinstallerSilent.exe "-Name=Intune" -Uninstallall < |
&A Users
— /a . ™
&2 Groups Install behavior @ ' User )
A2} Tenant administration Device restart behavier © | No specific action ~ |

Troubleshooting + rt 5 - . . ;
# Troubleshooting + suppo Specify return codes to indicate post-installation behavior:

Return code Code type
| ] ‘ | Success ~ |
+ Add

Install command: IpplnstallerSilent.exe "-Name=<QUEUE_NAME>" -Server=<|PP_URL>
Uninstall command: IppinstallerSilent.exe "-Name=<QUEUE_NAME>" -UninstallAll
Install behavior: System

Device restart behavior: No specific action

Keep only 0 return code.
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Go to “Requirements” step

Microsoft Intune admin center

& Home > Apps|All apps »

ﬂ‘ Home Add App

il Dashboard Windows app (Win32)
= All services

Devices o App information o Program e Requirements

SR Specify the requirements that devices must meet before the app is installed:

‘} Endpoint security

Cperating system architecture * (0 ‘ 2 selected o |
Reports

Minimum operating system * (O ‘ Windows 10 1803 A |
o Users
—_—
&2 Groups Disk space required (MB) © ‘ |
&} Tenant administration Physical memory required (MB) @ ‘ |

Minimum number of logical processors

X Troubleshooting + support ‘ |
required (0

Minimum CPU speed required {(MHz) © ‘ |

Configure additional requirement rules

Type Path/Script

Mo requirements are specified.

+ Add

e Operating system architecture: 32-bit and 64-bit
¢  Minimum operating system: Windows 10 1803

Version 6.1.2 Operator Manual
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Go to “Detection rules” step

Microsoft Intune admin center

& H > A All » H
ome > Apps | All apps Detection rule
Home
# Add App
4l Dashboard Windows app (Win32)
- Create a rule that indicates the presence of the app.
= All services
. P
ﬁ Devices o App information o Program o Requirements Rule type * @ | Registry
HIN
) Configure app specific rules used to detact the presence of the ap .
Key path* O | HKEY_LOCAL_MACHINE\SOFT
.} Endpoint secunty
Rules format * @ Manually configure ¢ .

Reports Value name () | Name
&& Users Type Path/Code Detection method * @ | String comparisan
[ Mo rules are specified.
A B Operator* @ | Equals
&2 Tenant administration + Add )

e Value* O | Intune
7% Troubleshooting + support

Associgted with a 32-bit app 'Z:_ Yes No :'

on 64-bit clients O

Rules format: Manually configure detection rules
Add one rule:

e Rule type: Registry

Registry key: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Print\Printers\<QUEUE_NAME>

Value name: Name

Detection method: String comparison

Operator: Equals

Value: <QUEUE_NAME>

Associated with a 32-bit app on 64-bit clients: Yes
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Go to “Assignments” step

Select needed user groups.

Microsoft Intune admin center

‘ﬁ‘ Home

B4l Dashboard
= All services
ﬁ Devices
Apps

‘, Endpoint security

Reports

.'. Users

& Groups

.'.:‘ Tenant administration

X Troubleshooting + support

<:/fendpoint.microsoft.com/#

Home > Apps|All apps >

Add App

Windows app (Win32)

o Detection rules

o Program

o Requirements

o Any Win32 app deployed using Intune will not be automatically removed from the device when the device is retired. The app and the
the device. If the app is not remaved prior to retiring the device, the end user will need to take explicit action on the device to remove

Required O

Group mode Group Filter mode
Mo assignments

]

+ Add group @ + Add all users @ + Add all devices ©
Available for enrolled devices &)

Group mode Group Filter mode
@ Included Intune-enreliment Mone

]

+ Add group @ + Add all users @ + Add all devices ©
Uninstall ©
Group mode Group Filter mode

No assignments

4

o Dependencies

Filter

Filter

None

Filter

o Supersedence o Assignr

End user notifications

End user notifications

Show all toast
notifications

End user notifications

Finish app creation enrollment.

Version 6.1.2
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12 Printing from Chromebooks

These steps are not needed any more when the e-FOLLOW Chrome Extension is used.
See: 8.5.2.5 Chrome Extension

e-FOLLOW can not only receive print jobs from Windows clients but also from Chromebooks.
The challenge for printing from Chrome to e-FOLLOW server is the personalization of print jobs

(assign a printjob to its owner). By default, all jobs are sent "anonymous".

e-FOLLOW can cover this by providing individual IPP URLs for each user. Once enabled in
- SETTINGS-> General - Userportal >

L*'1 L2
i Show parsonalized IPP-URLs [ &
Bl

the IPP-Printer tab appears in the user portal.

Type Name Installer 58 Details
Ippinstaller.exe Archive Windows
(preconfigured) (.zip) Installer Show details
(.msi)

Use personalized URLs below to add IPP printers to your
system.

. IPP-Queue

Name IPP-Queue

Printer URL https:/ /ipp-cs-test.test.e-follow. @

.

Here you will find the list of available IPP virtual queues and IPP printer queues followed by their
personalized URLs.

To add a personalized queue to your Chromebook follow the steps as described below.

Personalized URLs may not only be used on Chrome but also on any other client that can print using
the IPP protocol.
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Change to the Printers section of Chrome Settings and click to Add Printer.

= Seftings

0, Ssarch printers

& Printers

Sal up or manage CUPS printers. Leam maone m

Add a nearby printer

Unknown

unknown

TOSHIBA TOSHIBA e-5TUDIOATER

TOSHIBA TOSHIBA e-STUDIOA4ES

TOSHIBA e-5TUDID3510c Serles PS5

Unknown

Ricoh Aficio MP 9000 - CUPS+GEutanprint v5.2.9 Simplified

KOMICA MINOLTA C5545eriesPS(P)

Genaric PCL &/PCL XL Printer - CUPS+Gutenprint v5.2.9 Simplifiad

Generic PogtScript Printer

LSWEW CUPS+Gutenprint v5.2.9 Simplifiad

Add Manually

Cancel Add

Then Select Add Manually

Add a printer manually

Attention aeme
The URL shown in User portal cannot be e-FOLLOW virtual
entered in one step / filed.

Adldr ens

It has to be entered splitted in the fields: 19215811
Name: any printer name of your choice e

Intemet Printing Protocol (HTTRS) -
Address: Server IP e

virtual/ VEMDBZw-e¥oaam 1 UhnRaigg

Protocol: select HTTPS

Queue: printer name + token

Add Mearby Printers Caneel m
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Click to Add

Then select the manufacturer & model or select
an appropriate printer PPD file.

Clicking to Add will finish the printer setup.

Advanced printer configuration

e-FOLLOW wirtual could not be configured avtomatically. Please specify advanced
printer details. Leam mare

Manufachires

Tashiba

Pz clel]

Or apecily pour pricter PPD Laars mors

e5h&p.ppd Browse

Fancel “

¥ Hetwork & Printers O, Search printers
%  Bluetooth

Set up or manage CUPS printers. Leam maore
0  connected devices
W Media Plugins a-FOLLOW wirtual :

Now the printer is available for printing from Chrome to e-FOLLOW and jobs will be assigned to your

user name.

Operator Manual
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13 eSF Scan-to-Folder setup
Toshiba eSF devices come with a convenient Scanning-App called 'Scan Center’

This chapter describes the relevant settings for Scan Center Scanner App so users can easily scan to
their HomeDirectory folder defined in A.D. or another LDAP-Server.

Open the device’s website and run the Scan Center Configuration.

Scan Center
Shorteut

L

Metwork Folder
In Network Folder: Tl

(] MCreate Nework Folde

Create Metwork Folder
Name and Location

1;'|.'7'l::'.‘-' user to edit on printar control panel.

| Show netwark path

Display Mame * Scan2MyHame J
. Diomain 'may domain| ]
Enter the Display Name cormecion . .
for this target and your e S [=)
local domain. Folder Address * Waehomedir ==
_ e — =]
The Folder Address is — “

%homedir%

=] Allow user to edit authenlicalion opbions on prinler contrel panal

Authentication Options Aslk for user name and password | = |

[ asvanced Options

Authentication Options

Ask for user name and password. if the users login to e-FOLLOW.cloud by e.g. PIN or Card this
option will request the user’s credentials when scanning.

Use static username and password: this option allows to define a 'global user'. Make sure that this
user has write permission to all user’s HomeDirectories.
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After launching the Scan Center App LN 8 e

select Network Folder. "\ Scan Settings 300 dpi, 1-sided

Metwork Folder
e E-mail Maone

ﬂ | Printer Nane

£ MNetwork Folder
Select the ScantMyHome target

(4 Create Network Folder

[ Scan2MyHome

If required, the user gets prompted to
enter his credentials

LogIn
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14 Advanced Settings

This chapter describes advanced Administrator settings that should only be done in case of
malfunction or / and or if Toshiba support requested you to modify any of these settings.

Change of any of the following parameter may have severe impact on proper functionality of your
e-FOLLOW.cloud setup.

14.1 Single Print Timeout

If deletion of jobs at user logout or after error is enabled e-FOLLOW.cloud printing mode is changed to
single print. In case a the finish event of the current job is missing subsequent printing is blocked.

The SinglePrintTimeout defines the time after the printing for this user will be reseted if there are no

events from his print jobs.

Change to Expert settings — DataManager and search for SinglePrintTimeout

Default value [ms] 1.800.000 = 30 min.

14.2 Project Code from PJL

e-FOLLOW.cloud can extract the project code for a print job from its PJL header.

In > SETTINGS —> General > Expert settings select the PrinterManager and find the parameter
ProjectCodeFromPijl.

Here you can enter the PJL tag containing the Project Code.
(e.g. @PJL COMMENT DSSC PRINT ACCESSCODE=)
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14.3 HID Omnikey 5427 CK configuration

HID provides documentation for their readers that describes how to configure KBW mode. See
Chapters 2 and 3 in this document.

https://www.hidglobal.com/documents/omnikey-5x27ck-keyboard-wedge-configuration-user-guide

Keyboard mode configuration of this reader is complex and requires "boot interface" device

keyboard mode option enabled as well as [ENTER] post keystroke for each supported card type to
work properly with our printers.

o No extra apps or drivers are needed.

¢ 1) Enable Keyboard Wedge and Boot Interface

Keyboard

i General i CardData | Card Data
Config Selection Manipulation

Keyboard Wedge Enable |~/

Output Type |keyboard Weadage n

Boot Interface /|

e 2) Configure all card types that are needed and set the Poststroke to [ENTER]

Keyboard " Reader | Host System
Wedge Information Interfaces Consoles

" General " CardData e
Config Selection Manipulation

Card Type |MIFARE Classic [~ |

Enable MIFARE Classic Li.l” Card In Event Keystrokes [LED_BUZ7]

Data Field Prestrokes Key %:5; Sector Block Offset Length Poststrokes
5] &N V] [ENTER]
% PACS | |

Operator Manual Version 6.1.2
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e 3) Configure Card Data Manipulation also for each type:

Keyboard
Wedge

" General | CardData el
Config Selection Manipulation
Card Type MIFARE Classic PACS Leading Byte | Hex Qutput Case Lower
Datafield Filtering Format Reverse Padding

CSN v Char0  Direction|Leading [~ | [HEX [~] ' v/ ||| Char0  Direction|Leading | v | Length 0
_J Char0 Direction[Leacing [+ ] [AEx [~] || || Char0  Direction|Leacing [ v | Length 0

PACS

e 4) To disable annoying Beeper go to Card Data Selection and remove content of Card In
Event Keystrokes field.

Keyboard
Wedge

" General i Card Data i Card Data
Config Selection Manipulation

Card Type |IMIFARE Classic [ ~]
Sets the Card Type
Enable MIFARE Classic l\_‘J" Card In Event Keystrokes [_ED_BUZZ] 1
Data Field Prestrokes Key 1?:::{: Sector Block Offset Length Poststrokes
CSN l\_‘J" [EMTER]

(v]
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14.4 Toshiba eSF Admin access

In some cases, it may be necessary to locally log in to the device — e.g. for local device administrator.

Therefore, a local user need to
be created via the device web
interface.

By assigning it to a specific group
you can define the permissions
and functions the user has

access to.

So a local user can be
Administrator or 'Guest' being
allowed to do BW copies only.

To log in as local user/administrator
press the user icon and enter the
credentials.

If the login was successful press the

home icon to access the device
menu.

Operator Manual

Select Option

Status
Settings

Device

Print

Paper

Copy

Fax

E-rmail

FTP

USB Dnve

N kPorts

Securnity;
Reports
Address Book
Shortcuts
Bookmark Setup
Apps

Site Map

Security
Login Methods

Public

Manage Permissions

Local Accounts

Add User

Al g GroypsPermissions

b Lser NamePacoward Accounts

2 Accounts
Default Browser Login { Change )
Default Contral Panel Login Methed ( Change )

1 Account

Network Accounts

Add Login Method

Seflings = Security = User HamaPassword Accounds. = E

Edit User Name/Password Account

User Information
MNama
User Mame
E-mail
Password

Confirm Password

Permission Groups

Add New Group

User Name/

saword

User Name

ord

Cancel
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15 Appendix A — SQL structure for e-FOLLOW.cloud_records table

_id GUID (not null)
type STRING (not null)
username STRING (not null)
userfullname STRING
department STRING
domainname STRING
device STRING
device_type STRING
sending_host STRING
doc_name STRING
job_id STRING
submission_time DATETIME
finish_time DATETIME
workflow_id STRING
project STRING
subproject STRING
cost INTEGER
has_color BOOLEAN
accounted INTEGER
pages INTEGER
scan_pages INTEGER
fax_pages INTEGER
created DATETIME
Unknown_color_duplex INTEGER
Unknown_color_simplex INTEGER
Unknown_bw_duplex INTEGER
Unknown_bw_simplex INTEGER
A3_color_duplex INTEGER
A3_color_simplex INTEGER
A3_bw_duplex INTEGER
A3_bw_simplex INTEGER
A4_color_duplex INTEGER
A4_color_simplex INTEGER
A4 _bw_duplex INTEGER
A4 _bw_simplex INTEGER
A5_color_duplex INTEGER
A5_color_simplex INTEGER
A5_bw_duplex INTEGER
A5 _bw_simplex INTEGER
A6_color_duplex INTEGER
A6_color_simplex INTEGER
A6_bw_duplex INTEGER
A6_bw_simplex INTEGER
B4_color_duplex INTEGER
B4_color_simplex INTEGER
B4 _bw_duplex INTEGER
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B4_bw_simplex INTEGER
B5_color_duplex INTEGER
B5_color_simplex INTEGER
B5_bw_duplex INTEGER
B5_bw_simplex INTEGER
Postcard_color_duplex INTEGER
Postcard_color_simplex INTEGER
Postcard_bw_duplex INTEGER
Postcard_bw_simplex INTEGER
Invoice_color_duplex INTEGER
Invoice_color_simplex INTEGER
Invoice_bw_duplex INTEGER
Invoice_bw_simplex INTEGER
Executive_color_duplex INTEGER
Executive_color_simplex INTEGER
Executive_bw_duplex INTEGER
Executive_bw_simplex INTEGER
Legal_color_duplex INTEGER
Legal_color_simplex INTEGER
Legal_bw_duplex INTEGER
Legal_bw_simplex INTEGER
Letter_color_duplex INTEGER
Letter_color_simplex INTEGER
Letter_bw_duplex INTEGER
Letter_bw_simplex INTEGER
Tabloid_color_duplex INTEGER
Tabloid_color_simplex INTEGER
Tabloid_bw_duplex INTEGER
Tabloid_bw_simplex INTEGER
AnsiC_color_duplex INTEGER
AnsiC_color_simplex INTEGER
AnsiC_bw_duplex INTEGER
AnsiC_bw_simplex INTEGER
AnsiD_color_duplex INTEGER
AnsiD_color_simplex INTEGER
AnsiD_bw_duplex INTEGER
AnsiD_bw_simplex INTEGER
AnsiE_color_duplex INTEGER
AnsiE_color_simplex INTEGER
AnsiE_bw_duplex INTEGER
AnsiE_bw_simplex INTEGER
model NVARCHAR(1024)
serial NVARCHAR(1024)
location NVARCHAR(1024)
description NVARCHAR(1024)
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