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1 Introduction

Thank you for purchasing e-FOLLOW Essentials. e-FOLLOW is an advanced document management
& accounting solution for Toshiba e-BRIDGE 3, e-BRIDGE X, e-BRIDGE Next and TOSHIBA eSF
multifunctional printers providing features like

- Authenticated printing, copying, scanning and faxing

- Secure print release

- Print-2-Me

- End-to-end encrypted printing

- color, print, copy, scan and fax quota management

- accounting for print, copy, scan and fax

- mobile printing

- mobile print release

Additionally, e-FOLLOW provides queue management and accounting for standard printers (PCL/PS).
This guide describes instructions on how to install and configure this software and Toshiba MFPs.

1.1 Symbols in this manual
In this manual, some important items are described with the symbols shown below. Be sure to read
these items before changing any configuration.

Hint:
Indicates information to which you should pay attention

Warning:
Indicates a situation where modification of the settings may have severe impact on correct operation.

e-FOLLOW is available in two versions.
Essentials: This is the basic version of e-FOLLOW

Professional: provides additional features like
= management of projects
= management of user balances
= management of multi print server environments
= management of multi domain server environments

Pro:

This manual covers both versions. Chapters and/or functions that are only available in e-FOLLOW
Professional are marked with this sign.

The screenshots in this manual usually are taken from the Professional version. So according the
license you have installed some items or buttons may not be visible.

Operator Manual Version 5.9.0
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2 Concept of queues and devices

e-FOLLOW is designed to manage, track and route print jobs from the users clients (PCs, mobile
devices etc.) to Toshiba multifunctional printers (MFPs). Additionally, e-FOLLOW allows to track and
manage printing to any networked printer. Thanks to its advanced design, e-FOLLOW does not need
to install any additional port or similar to take control of the Windows printing system / print queues.
e-FOLLOW knows different device types and queues, that can be linked to them.

2.1 Virtual Queues

The concept of virtual Queues in e-FOLLOW is used to keep print jobs spooled on the server for a
later release to a MFP when the user is in front of it. e-FOLLOW knows two types of virtual queues:

Virtual queue (Win)

A virtual queue is a shared Windows print queue that is NOT linked to a physical device (Toshiba MFP
or printer). Print jobs that are sent to a virtual queue will be spooled on the e-FOLLOW server until
they are requested for printout at any device/printer or deleted (by user/admin intervention or due to a
rule).

Virtual IPP queue

A virtual IPP queue is an URL offered by e-FOLLOW IPP server. HTTPS is used to securely send
jobs SSL encrypted from any clients to e-FOLLOW server. Print jobs that are sent to a virtual IPP
queue will be spooled encrypted on the e-FOLLOW server until they are requested for printout at any
device/printer or deleted (by user/admin intervention or due to a rule).

2.2 Pull printing to MFP

The setup for (pull) printing to a MFP is very simple and straight forward.

Usually the clients are printing to one (or several) virtual queue that is shared to the users. The virtual
queue can either be of Windows type [ 1] or a virtual IPP-queue [ 2 ] provided by e-FOLLOW IPP
server.

1 =

[ ~]. i ‘Winspool

e spoor L 3]
-
IPP IPP

In both cases the print job is moved to the internal e-FOLLOW print spooler [ 3 ], waiting to be
released.

Hint
If the clients are sending their jobs via IPP to the Virtual-IPP-queue, the spool files are stored
encrypted.

[ 4 ] After login at the MFP e-FOLLOW is sending the job via RAW to the device.
RAW print

e-FOLLOW supports to send print jobs / spool files directly via RAW printing (TCP to port 9100) to any
printer or MFP. So no Windows queues needs to be setup on your print server for each MFP.

Version 5.9.0
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As an alternative to RAW you can define a Device-IPP-URL.
The data stream to the MFP is now secured by SSL i >
encryption.

‘Winspool

a-FOLLOW
spooler

In both cases — RAW & IPP — no Windows queue is required to send out the print job to the MFP. This
is a big advantage and eases the setup of a e-FOLLOW environment dramatically for pull-printing.

2.3 Printing to printer

printing to printers — actually their shared Windows print queue — can easily be controlled by

e-FOLLOW.
(= \

Winspool

IFF IFF
SErVEr clignt

e-FOLLOW is pausing the job and checking permissions, balance/quotas, rules, printer status, etc.
before releasing it to the printer.

?

Winspool

b
IPP IPP
SATVET cliant

Alternatively, e-FOLLOW can remove the job from Windows spooling system and forward it via RAW
or encrypted via IPPs to the printer.

¥
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2.4  SSL printing to printer

Clients can also send their print jobs encrypted to the printer. Therefore, only 2 IPP-URLs are
required.

(= )

Winspool | |
E "

R

IPP IPP
SErVEr clignt

Direct IPP queue
This is the URL provided by the e-FOLLOW IPP-Server that can be shared to any client for 'directly’
sending print jobs securely to a printer or MFP via e-FOLLOW server.

Printer IPP-URL
e-FOLLOW then forwards print jobs / spool files via it’s IPP-client to the printer that supports IPP

printing.
No Windows queue is required for this setup ©

Alternatively e-FOLLOW can forward the job from e-FOLLOW IPP Server to the printer via RAW.

== \
) Win spool

RAW print

e-FOLLOW supports to send print jobs / spool files directly via RAW printing (TCP to port 9100) to any
printer or MFP. This is a big advantage and eases the setup of a e-FOLLOW environment dramatically
as no Windows queues are required for printing to a printer device.

Version 5.9.0
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2.5 Device types

Toshiba devices (e-BRIDGE 3, e-BRIDGE X & e-BRIDGE Next, e-BRIDGE eSF) usually do NOT
need a dedicated print queue in an e-FOLLOW environment. The built in PrintManager in e-FOLLOW
is taking care of forwarding the print jobs to the correct MFP.

Depending the level of security jobs can be sent via RAW or SSL encrypted via IPP to the MFP.

If users shall be able to directly print to a Toshiba device — without the opportunity for pull-printing or
secure print release - a direct queue or a direct Printer URL can be assigned to that device.

Printer
Is any SFP or non-Toshiba device. Printing to this printer usually is performed by assigning the
dedicated shared direct Windows print queue to the printer.

Additionally, you can also share a 'direct printer URL' so the user’s jobs are transmitted SSL secured.
If supported by the printer e-FOLLOW can forward the job via IPPs to the printer.

Networked Card Readers

are used to offer PullPrinting capabilities for direct print queues. Therefore, print jobs are held in
e-FOLLOW virtual queues. To release all print jobs of a user he simply swipes his card at the reader
associated with the printer. e-FOLLOW will automatically send all jobs of that user to the printer’s
queue.

If supported by the printer e-FOLLOW can forward the job via IPPs to the printer.

Print Release App (iOS & Android)

Instead of a networked card reader spooled print jobs can be released using e-FOLLOW's mobile
print release app. Users authenticate themselves to the server via the app. After selecting the printer
(via printer list or QR code scan) the job list is shown on the mobile device. Jobs can individually be
requested for printout.

If supported by the printer e-FOLLOW can forward the job via IPPs to the printer.

Load.UP is no longer available (end of life).

Load.UP

In payment environments load.UP kiosk can be used to accept money (bank notes and coins) or
payment via bank cards, credit cards, google pay, apple pay (depending your region) to top up user’s
account balances.

Braintree — payment service

e-FOLLOW is ready to interface to the online payment provider 'Braintree' via e-FOLLOW's user
portal. This allows users to easily top up their account balances by numerous online payment methods
(e.g. paypal, credit cards, google pay, and various others).

Operator Manual Version 5.9.0
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3 End-to-End encryption

e-FOLLOW offers highest security level by providing 100% end-to-end encryption of print job data.

.-
|

The built in IPP Server allows clients to transmit print job data via secure socket connection
HTTPs/IPPs to the e-FOLLOW server. In case jobs are held in a virtual queue for a later release the
spool files are stored fully encrypted on the e-FOLLOW server’'s HD.

O

IPP Server [ IPP client

Via the built in IPP client e-FOLLOW can send the spool files SSL encrypted to the printer (MFP /
SFP).

Attention
End-to-end encryption requires printers / MFP that support IPP printing.
Else RAW or SMB/TCP needs to be used. These protocols do not support encryption.

o Encrypting / decrypting requires a certain amount of server resources. So using secure IPPs protocol

will slow down printing slightly.
This should be taken into account when designing your e-FOLLOW setup.

Version 5.9.0
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4 Requirements

o Toshiba Universal 2

O O O O O

Toshiba V4 Printer Driver
Toshiba Universal PS3
Toshiba Universal XPS
Toshiba Generic PCL5
Toshiba Generic PS3

o Toshiba Generic XL
e Support for non-Toshiba devices (printers) printers using PCL and Postscript printer drivers.

GDL printers are not supported.

Microsoft Windows (32 and 64-bit — Server OS recommended)
Microsoft .NET 4.8
Modern Web browser like: Firefox, Chrome, Edge
Supported printer drivers:

e 2 GB of Memory (Depending on the number of users/devices, up to 32 GB. Reports with a

large number of transactions, in particular, require a lot of storage)

e 10 GB of Hard Disk (Depending on the size and storage duration of the print jobs and the
number of transactions in the database, up to 500 GB)

4.1 Ports used by e-FOLLOW

Function Port (default) can be can be switched direction mandatory
changed off
DataManager 11030 Yes No IN/OUT Yes
PrinterManager 11031 Yes No IN/OUT Yes
UserPortal 11070 Yes Yes IN No
WebServer 11080 Yes No IN Yes
OpenPlatform 11081 Yes No IN Yes
Subscribes
MobileServer 11082 Yes Yes IN No
CardServer 11083 Yes Yes IN No
PopupServer 11090 Yes Yes IN No
Web-PopUp 11070 Yes Yes IN No
LDAP Server/SSL 11389/11636 Yes No IN Yes
SNMP Traps 162 Yes Yes IN No
IC TerminalServer 2613,1234,1235 | No Yes (when notused) | INNOUT No
SMTP 25 Yes No ouT No
POP3 110 Yes Yes (when notused) | OUT No
IMAP/IMAP SSL 143/993 Yes Yes (when notused) | OUT No
SNMP 161 Yes Yes (when notused) | OUT No
LDAP/SSL 389/636 Yes Yes (when notused) | OUT No
SQL Export 1433 Yes Yes (when notused) | OUT No
RAW Printing 9100 No Yes (when notused) | OUT No
IPP/IPPS 631 /443 Yes Yes (when notused) | INNOUT No
MongoDB (local 11088 Yes No ouT Yes
only)
ODCA/SSL 49629 / 49630 Yes No ouT Yes
FTP 20/ 21 No No ouT Yes
Toshiba eSF 10084 Yes No ouT Yes
Operator Manual Version 5.9.0



page 16 e-FOLLOW

4.2 Supported MFPs

e Supported Toshiba e-BRIDGE eSF devices

A4 Color
e-STUDIO338CS, e-STUDIO388CS/CP
e-STUDIO389CS, e-STUDIO479CS

A4 Monochrome
e-STUDIO448S, e-STUDIO478S, e-STUDIO528P

e Supported Toshiba e-BRIDGE Next devices

A3 Monochrome MFP

e-STUDIO2508A/3008A/3508A/4508A/5008A
e-STUDIO2518A/3018A/3518A/4518A/5018A
e-STUDIO2528A/3028A/3528A/4528A/5528A/

e-STUDIO5508A/6508A/7508A/8508A
e-STUDIO5518A/6518A/7518A/8518A
e-STUDIO6529A/7529A/9029A

6528A

A3 Eco Hybrid MFP - Monochrome
e-STUDIO3508LP/4508LP/5008LP

A3 Full Color MFP

e-STUDIO2000AC/2500AC
e-STUDIO2010AC/2510AC
e-STUDIO2505AC/3005AC/3505AC/4505AC/
5005AC

e-STUDIO2020AC /2520AC
e-STUDIO6526AC/6527AC/7527AC

e-STUDIO5506AC/6506AC/7506AC
e-STUDIO2515AC/3015AC/3515AC/4515AC/
5015AC

e-STUDIO5516AC/6516AC/7516AC
e-STUDIO2525AC/3025AC/3525AC/4525AC/
5525AC/6525AC

A4 Full Color MFP
e-STUDIO330/400AC

e Supported Toshiba e-BRIDGE X devices

A4 Monochrome MFP
e-STUDIO477S
e-STUDIO527S

A3 Monochrome MFP
e-STUDIO257/307/357/457/507/557/657/757/857
e-STUDIO256SE/306SE/356SE/456SE/506SE
e-STUDIO556SE/656SE/756SE/856SE

A4 Full Color MFP
e-STUDIO287CS
e-STUDIO347CS
e-STUDIO407CS

A3 Full Color MFP A3 Full Color SE MFP
e-STUDIO2040C/2050C/2051C e-STUDIO2040CSE/2540CSE
e-STUDIO2540C/2550C/2551C e-STUDIO2555CSE/3055CSE/3555CSE
e-STUDIO3040C/3540C/4540C e-STUDIO4555CSE/5055CSE
e-STUDIO5560C/6560C/6570C e-STUDIO3040CSE/3540CSE
e-STUDIO4540CSE/5540CSE
e-STUDIO6540CSE/6550CSE

e Supported Toshiba e-BRIDGE 3 devices

A3 Monochrome MFP
e-STUDIO255/305/355/455
e-STUDIO555/655/755/855

A3 Full Color MFP
e-STUDIO2020C/2330C/2820C/3520C/4520C
e-STUDIO5520C/6520C/6530C

Even if e-BRIDGE 3 devices are supported by e-FOLLOW, they are no longer maintained by
development.

i ]

Version 5.9.0
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5 Installing e-FOLLOW

Before installing e-FOLLOW make sure your server host is supported, operational and the event
viewer does not show any critical errors.

e-FOLLOW can take control / accounting of all printers locally installed on your print server. So it is
recommended to install and configure all printers and their appropriate drivers before installing
e-FOLLOW.

5.1 Pull printing

In case you intend to setup a pull printing environment at least one central (virtual) queue is required,
where the users are printing to and where the print jobs are spooled until they will be released 'on
demand' by the print job owner.

This virtual queue is a standard Windows queue that will be 'converted' by e-FOLLOW. So it is
recommended to add a new printer to your server that will be used as virtual queue by e-FOLLOW.

Attention:
Jobs kept in a virtual queue will be routed to different target queues/devices. So keep in mind to
assign a compatible printer driver to this queue.

5.2 Installing the software

Setup.exe

To install e-FOLLOW run the Setup.exe program and follow the instructions.

Make sure the maintenance of your system | & eFoLLoW Sewp Wizsrd - Welcome = X
is matching the version you are installing /
updating to. Click Next

Welcome to the Setup Wizard for e-FOLLOW

E FOLLOW

This wizard will guide you through the installaion of e-FOLLOW.

It is recommended that you close all other applications before starting Setup.
This will make it possible to update relevant system files without having to
reboot your computer.

Please do not install this version if the n e date of your registration
key is earlier than 05/2024.

Click Next to continue.

€-FOLLOW v3.6.0 RCO4 Next =
€ e-FOLLOW Setup Wizard - License = x
To continue accept the terms of the license —— T e
agreement and click Next. el S
END USER LICENSE AGREEMENT 2

This End-User License Agreement contract (the “Contract’) is a legal contract,
BETWEEN

Tnchiha Ter Rarmanu Imagine Sucteme RmhH with ite recictared nffira at Carl-Schirr-Strake 7 414R0 ¥

You must accept the agreement to install e-FOLLOW. Please click the check box below to accept the terms of
agreement and click Next to continue.

| accept the terms of the License Agreement

Operator Manual Version 5.9.0
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Select if you want to install a main server
(DataManager & PrintManager) or a
secondary print server (PrintManager
only).

In this case you need to enter the main
server IP address and the DataManager
port (default = 11030)

Accept or modify the ports required by
e-FOLLOW.

Make sure the ports are available and not
blocked by a firewall or other applications.

Select the destination folder for your
e-FOLLOW installation.

Click Install.

Setup will now unpack the files to your
system and install and run the
e-FOLLOW services.

Done! You successfully installed
e-FOLLOW on your server.

Click Finish to finalize the installation.

Version 5.9.0

€ e-FOLLOW Setup Wizard - Install type -

Installation type

FOLLOW
E/:

Please choose the instalation type

(® Install DataManager and PrinterManager (Main server)

(O Install PrinterManager only (Secendary printserver)

MWain server IP address

11030

Main server DataManager port

< Back Cancel

e-FOLLOW v5.6.0 RCO4

€ e-FOLLOW Setup Wizard - Settings =

Application Settings

FOLLOW
g‘;

Server IP address

Enter required application settings.

192.168.1.207 ~
e —
11081

Repeat password

Web (http) Management port number (11080}

&-BRIDGE Open Patform port number {11081)

Al required ports of the Windows firewall wil be opened.

= Back

€-FOLLOW v5.6.0 RCO4 Cancel

€ e-FOLLOW Setup Wizard - Location =

Choose Install Location

FOLLOW
é,-’- -

Setup will install e-FOLLOW in the following folder. To install in a different folder, click Browse and select another
folder. Click Next to continue.

Choose the folder in which to install e-FOLLOW.

Destination Folder

C:\Program Files\e-FOLLOW Browse...
Space available: 22,56 GB
-FOLLOW v5.6.0 RCO4 < Back Cancel

€ ¢FOLLOW Setup Wizard - Complete -

Completing the e-FOLLOW Setup Wizard

=

E'- FOLLOW
&-FOLLOW has been instaled en your camputer.

Run e-FOLLOW Administration

e-FOLLOW v5.6.0 RCO4
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5.3 Updating the software

To update e-FOLLOW run the Setup.exe program and follow the instructions.

Make sure the maintenance of your system € &-FOLLOW Setup Wizard - Welcome - X

is matching the version you are updating to.

Click Next

Setup detects a former version of
e-FOLLOW.

Click Update

Done! You successfully updated
e-FOLLOW on your server.

Click Finish to finalize the installation.

Woelcome to the Setup Wizard for e-FOLLOW

FoLLOW
&~

This wizard wil guide you through the installaion of e-FOLLOW.

It is recommended that you close all other applications befare starting Setup.
This will make it possible to update relevant system files without having to
reboot your computer.

Please do not install this version if the maintenance date of your registration
key is earlier than 05/2024.

Click Next to continue.

e

€-FOLLOW v5.6.0 RCO4

€ e-FOLLOW Setup Wizard - Update = x

~Y Update Application

g- FOLLOW

Setup has detected a former version of e-FOLLOW.

Aformer version of e-FOLLOW was detected.

The service will be stopped for updating.

To avoid LOSS OF DATAmake sure no users are logged on to any MFP

Click Update to continue.

€-FOLLOW v5.6.0 RCO4

€ -FOLLOW Setup Wizard - Complete - 'S
Completing the e-FOLLOW Setup Wizard
: p g p
g: FOLLOW

&-FOLLOW has been installed on your computer.

_ Click Finish to close this wizard.

Run e-FOLLOW Administration

e-FOLLOW v5.6.0 RCO4

In case you are running remote PrinterManagers these need to be updated accordingly.

Operator Manual
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5.4 Installing a remote PrinterManager

In case you are running several print servers in one or multiple locations e-FOLLOW can also take
care of these remote servers. Therefore, only the PrinterManager part of e-FOLLOW needs to be

installed on the remote server.

To install e-FOLLOW PrinterManager run the Setup.exe program and follow the instructions.

Make sure the maintenance of your system is
matching the version you are installing.

Click Next

To continue accept the terms of the license
agreement and click Next.

Select the 'Install PrinterManager only' option and
enter the main e-FOLLOW server IP address.

Click Next

Version 5.9.0

€ e-FOLLOW Setup Wizard - Welcome = *
— Welcome to the Setup Wizard for e-FOLLOW
E: FOLLOW

This wizard wil guide you through the installaion of e FOLLOW.

It is recommended that you close al other applications before starting Setup.
This will make it possible to update relevant system files without having to
reboot your computer.

Please do not install this version if the maintenance date of your registration
key is earlier than 05/2024.

Click Next to continue.

e-FOLLOW v5.6.0 RC0O4

€ e-FOLLOW Setup Wizard - License = x
-~ ’ License Agreement
- FOLLOW
é_/ Please review the license terms before installing e-FOLLOW.

END USER LICENSE AGREEMENT 2

This End-User License Agreemant contract (the "Contract”) is a legal contract,

BETWEEN

Tachiha Tar Garmany Imagine Suerame GmhH wirh ire ragicrarad Affira ar Carl-Srhorr-Grealta 7 414A0 !

You must accept the agreement to install e-FOLLOW. Please click the check box below to accept the terms of
agreement and click Next te continue.

| accept the terms of the License Agreement

Sl

€-FOLLOW v5.6.0 RCO4

€ e-FOLLOW Setup Wizard - Install type - X
gt ) Installation type
- FOLLOW
é_/ Please choose the installation type

() Instal DataManager and PrinterManager (Main server)

(®) Instal PrinterManager enly (Secondary printserver)
Main server IP address

11030

Main server DataManager port

e-FOLLOW v5.6.0 RCO4
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Select the destination folder for your

€ e-FOLLOW Setup Wizard - Location

e-FOLLOW installation.

Click Install.

Setup will now unpack the files to your

Choose Install Location

FOLLOW
&l

‘Choose the folder in which to instal e-FOLLOW.

folder. Click Next to continue.

Destination Folder

C:\Program Files\e-FOLLOW

Space available: 22,58 GB

system and install and run the
e-FOLLOW services.

= Back

€-FOLLOW v5.6.0 RCO4

Setup will install e-FOLLOW in the following folder. To install in a different folder, click Browse and select another

Cancel

Done! You successfully installed
e-FOLLOW PrinterManager on your server.

€ e-FOLLOW Setup Wizard - Complete

)

g
&-FOLLOW has been installed on your computer.

e-FOLLOW v5.6.0 RCO4

Completing the e-FOLLOW Setup Wizard

The PrinterManager registers itself to the main e-FOLLOW server. A new tab for this PrinterManager
appears in the Printers and Virtual Queues section.

)

# C

Configuration help

Logout

[change]
[change]
[change]

[change]

- FOLLOW
/ Profasianal
ADD SELECT SNMP
MANAGEMENT C5IP2020.csvs.local cssupportvm(1.firma.intra I
User list cssupportvm01.firma.intra (192.168.1.207) ®  [manage PrinterManager] [IPP Server Settings)]
Departments P
Permissions Q search printer... Uz Model: [get]
Projects O e-STUDIO4485 Serial number: [get]
s 0 Job:
Domains & 2 Description:
Location:
DEVICES
Virtual Queues o
; RAW printing support:
y Print via IPPS
Toshiba
5 Auto-detect IP add H
Toshiba esF drordels acdress
Mot e D, IP address: 192.168.1.101

Attention

If you are creating IPP printers or virtual queues on a remote PrinterManager, be aware to Install the
appropriate client certificate provided by this PrinterManager.

Operator Manual
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6 1st start of e-FOLLOW management

You can run e-FOLLOW management from any client computer in your network. Enter the URL:

http://e-FOLLOW-Server-IP:11080

o Port 11080 is the default value for the application web server. It can be changed in the management

general settings.

? -FOLLOW
o Profousional

Username: |Operator

The default value for the operator password is ' ' [blank] .
! It is strongly recommended to change/enter a secure password!

e-FOLLOW management will automatically run the Configuration helper.

This helper will lead you to the basic steps to configure your e-FOLLOW environment.
You can run Configuration help at any time by clicking to the link on the top right.
The e-FOLLOW Management GUI is available in a framed and a frameless design version. The

screenshots in this manual are mainly taken from the framed version. You can easily switch the
versions in > SETTINGS - General > Application

| 3 ¢ ICmﬁgu-'ation help Logout

Log file [Show] [Open in new tab] [Download current] [Downlaad all]

Log file IppServer [Open in new tab] [Download current]

MANAGEMENT

User list General

Departments

Mew GUI (frameless design) I

You can also run e-FOLLOW Management in Dark Mode by switching # &

Version 5.9.0
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6.1 Import user

e-FOLLOW will automatically recognize the domain and hostname of your server.

10 € Configuration help Logout

SroLLow [ Compwationnp %
Protfessional
é/ ADD REMOVE MODIFY USER IMPORT

e
csvs. local
MANAGEMENT *  Virtual queue
User list csvs.local (Active D
Departments Hostname: cs-dc2.cs .
Permissions Attribute names »  Encrypted printing (IPPS)
. Order {with multiple +  Add Toshiba device
Projects Default user ou filk
iiter . N
m . (if at least one QU is *  Add Toshiba eSF device
Projects from that OU will be .
»  Permissions
DEVICES Balance
Virtual Queues Security group filt!
Printers s (if at least one grou  Please check the default settings and press [USER
i from that groups will  |)\pORT] to import users.
Toshiba
Toshiba eSF ) This process may take several minutes. Later new
NetCardReader Ignare disabled AD §  domain users are created as required.
Repl int I
Mobile print Place IMEMTUSE £ the server isn't member of a domain you can add a
Delete unknown use| domain by pressing ADD.
Load UP || get deactivated
Generate random PI -
REPORT
Reports PIM length 5
Accounting Send PIN by email to user
SETTINGS
General
User portal &
User tools
Dashboard
Schedules
Rules
Reader profiles
Version: 5.5.0 RC03

In case "System Account" has no access to the domain

click to
[Enter login data] to enter the credentials of an
administrative user.

Then select the synchronization options and check the
attribute names.

Local domain

For more details see Domains

Operator Manual

Hostname/IP Address | |+
Login name | \ =
Password | ‘ =
[Cancel] add
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6.2 Virtual queue

A virtual queue is required for pull printing to any Toshiba,
Toshiba eSF device or printer.

e-FOLLOW will collect and store print jobs sent to a virtual
queue, until they are requested to release after login on to a
device.

Follow the instructions to create Windows queue to be used
as a virtual queue in e-FOLLOW.

6.3 Encrypted printing (IPPS) Toshiba

To enable encrypted PullPrinting on Toshiba devices via * Import user '
IPPS, the virtual queue must be created as an IPP queue. With the + Virtual queue

IPP(S) URLs, which are displayed after the creation, the clients can

then connect to this queue.

On Windows clients install the client certificate from this print server

first.

6.4 Encrypted printing (IPPS)

Encrypted printing directly to other printers is also possible. For
this, the printer must be created as an IPP printer. The IPP(S)

URLs are generated for the clients from the IPP queue name. Also o Encrypted printing (IPPS) Toshiba
the clients on Windows first need the certificate for this print server.

For the output you can select to print directly to the IP address via «  2dd Toshiba eSF device

RAW or to print to the IPP(S) URL of the printer.

Version 5.9.0

= Imiport user

= Encrypted printing {IPPS) Toshiba

= Encrypted printing (IPPS]
» Add Toshiba davice

s Add Toshiba eSF devion

& Permissions

A& virtual queue is a PullPrinting queue to collect print
jobs. This virtual quewe can be assigned to any
number of Toshiba devices,

To create a virtual gueue first instzll a default TCP-
I printer with an actual Toshiba printer driver.
Choose the IP address of any running e-BRIDGE device
and disable SHMP,

Loreanshot printer diver]

By pressing [+] you can add this quaue and use it as
virtual quewe.

= Encrypted printing (IPPS
» Add Toshiba device
» Add Toshiba eSF device

= Parmisslans

To enable encrypted PullPrinting on Tashiba devices
via IPPS, the virtual queue must be creatad as an PP
queuz, With the IPP(5) URLs, which are displayed
after tha creation, the clients can then connect to this
queus,

On Windows, the client must first install the
certificate for this print server,

To ensure that the print job is also sent encrypted
from the print server to the Toshiba device, the "Print
wia IPPS” option must be activated for the Toshiba
device,

- .Impnrt user

@  Virtual queus

» Add Toshiba device

» Permissions

Encrypted printing directly to other printers is also
possibla. For this, the printer must be created as an
IPP printer. The |r=p.;sj URL: are generated faor the
clients from the IPP queue name, Alsa the dients on
Windows first need the certificate for this print
TEMVET.

The sutput can be selected to print directly to the 1P
address via RAW or ko print to the IPP{S) URL of the
printer.

Operator Manual
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6.5 Add Toshiba device

Before adding a Toshiba device to the list, make sure the device
settings in TopAccess have been done correctly.

Once it is added to the list click to the device and check it's general
settings. Import roles and check the subscription addresses of the
device. Click to (Check subscription addresses). Make sure the own
address (your server) is subscribed.

6.6 Add Toshiba eSF device

Before adding a Toshiba eSF device make sure your MFDs are in
the list of supported devices and are accessible by the e-FOLLOW
server via the network.

Then press ADD to add the device.
The app will be installed automatically. You can also install the app

manually from management using [Install app] button at the General
tab.

Operator Manual

e |mport user
*  Virtual queue

Add Toshiba device

*  Permissions

* Quotas

Before adding a Toshiba device
ODCA needs to be enabled first:
TopAccess ODCA

Then press ADD to add the device.
The virtual queue created before is
already selected.

For complete setup the following
settings in TopAccess are necessary:
[TopAccess Directory Service]
[TopAccess Authentication]
TopAccess EWE

& lmpork user
*  Virtual gueus
* Encrypted printing [WPPS) Toshiba

#  Encrypted printing [PPS)

+  Add Toshiba device

Add Toshiba eSF device

*  Permissions

Befare adding 2 Toshiba 25F device make sure your
MFDs are in the list of supported devices and are
accessible by the e-FOLLOW server via the network.

Then press ADD to add the device,

The app will be installed automatically, You can also
install the app manually from management using
[Install app] button at the General tab.

After installation the app configuration is needed.
For that go to the device's webpage and undar menu
“apps’ search for the e-FOLLOW app:

[Teshiba =5F Webpags]

Click to Configure, enter the e-FOLLOW Server I
addrass and ‘Apply’

Canfiguration

Version 5.9.0
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6.7 Permissions

The concept of permissions in e-FOLLOW describes what functions & features a user is allowed or
denied to use at a Toshiba device or a printer.

Permissions are derived from a global setting "permission for all users at all devices/printers". By
default all permissions are 'allowed'.

% C Configuration help Logout
= FOLLOW -
~ T Profemsienst e-BRIDGE Devices Toshiba eSF Printers
Devices: Users: Applies to: all e-BRIDGE devices
IANAGEMENT
Al SRIBEEdE —— ellusers
User list
Departments Copy funktions
Projects Print jobs EElx
Domains Print management Cl_lxl
Scan funktions
DEVICES RemoteScan/WSScan (Pull) Cl_l x|
Virtual Queues Print functions
—

To modify permission e-FOLLOW offers a tri-state setting switch for each feature.

(21| %/ This feature is allowed
,#EK, The permission for this feature is passed through (e.g. from All devices or All users)

\v| |3 This feature is denied

Priority of permissions is

1. User (highest)

2. Department

3. Security Groups/Entra ID Groups
4. All devices/users (lowest)

So once a feature is denied (e.g. on department level) it can only be allowed on a higher (user) level.
6.8 Quotas

Quotas are a powerful tool in e-FOLLOW to get control on the usage of Toshiba devices.

Marthe Miller [disable]

Use quoats [change]

You can set a total quota for the general usage as well as

quotas for color usage, printing, copying, scanning and faxing. Total quota: o@ e 5000] Pages
Quotas can be set for devices, departments and users. Color quota; o@ s 1000] Pages
Print quota: © . Pages
Copy quota: © . Pages
Scan quota: © . Fages
Fax quota: o© . Pages

Congratulations, the basic steps to configure e-FOLLOW are done.

Version 5.9.0
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6.9 e-FOLLOW service helper

In the startup folder you will find a service helper tool that allows the administrator to Start / Stop the

e-FOLLOW services

| e-FOLLOW
2 administration
tf Services
ﬁ Lrinstall
, Manuals

e

e-FOLLOW - Services

FOLLOW
é

DataManager Service

PrinterManager Service

Install, start or stop e-FOLLOW services.

e |

Stop

Stop

Cancel

Make sure to stop / restart the services while nobody is using the system or printing.

Operator Manual
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7 Configuration of e-BRIDGE X/Next MFPs

This chapter describes the setup of e-FOLLOW embedded for Toshiba e-BRIDGE X devices. The
embedded application will allow user authentication, quota control, user permissions and monitoring of
all device features. It also allows secure release of print jobs on demand as well as pull printing from a
central virtual queue.

Therefore, a couple of settings need to be done at the MFP.

7.1 Device requirements
Make sure the following points are checked before starting to set up a Toshiba device:
e e-FOLLOW is installed and running
o Make sure your MFPs are in the list of supported devices
o Make sure the embedded web browser (EWB) is enabled on your devices (Option GS-1020)
e Make sure the Toshiba devices are accessible by the e-FOLLOW server via the network

7.2 Configuring the 08-Serivce Mode settings

Warning:
a qualified Toshiba technician should do all 08 "service mode" changes.

7.2.1  Activate USB Card Reader

In case login shall be performed using RFID cards the USB port needs to be enabled to support card
readers.

e Enter 08-service mode

e Enter 3500 and press Start-Button

o Enter 90001 (for Elatec TWN reader) and press the Start-Button
(other values: e-BRIDGE IDGATE/HID iClass: 40002 e-BRIDGE IDGATE/Mifare: 30001)
Press "OK" button on the touch panel
Shut down the MFP by holding down the main power button until it is shutting down.

e Press again to restart

7.2.2 Make EWB screen the default screen after login

Enter 08-service mode

Enter 9132 and press Start-Button

Enter 99

Press "OK" button on the touch panel

Shut down the MFP by holding down the main power button until it is shutting down.
Press again to restart

7.2.

w

Support zero stop functionality

Enter 08-service mode

Enter 6086 and press Start-Button

Enter 1

Press "OK" button on the touch panel

Shut down the MFP by holding down the main power button until it is shutting down.
Press again to restart
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7.3 Adding a e-BRIDGE X / Next device
Clicking to ADD will open the ‘add device’ window.
IP address/hostname: &
IP-address or hostname N S e
Enter the IP address or hostname of the device. e
With each change, all records for the reports are also
changed.
When entering the device’s DNS-hostname, e-FOLLOW Of—finge:
needs to resolve the associated IP-address. This may
ODCA port: 459529 | *
take some seconds.
ODCA SSL port: 459530 | *
e-FOLLOW frequently resolves the device IP-address to Lelsstieqonc.
properly handle the device in case the IP-address has —
changed.
Password:
To use the default values login data @n stay blank
Name for reports: Configure automatically: .
reports usually use the device IP to identify the MFP. [Autoconfig settings]
When enabled in > Settings General = Application Virtual queues:
- Reports the field ‘name for report’ appears und must — .
be filled with a unique name for the device.
7.4  Auto configuration
For e-BRIDGE X and e-BRIDGE Next devices e-
FOLLOW provides a convenient auto configuration of
most device Settings. IP address/hostname: =
o LDAP directory services TR .
° Security Settings MName for reports has to be unigue.
° EWB Settings \Cfi;\ia::ge:dclh change, all records for the reports are also
e Home screen setting offiine:
o Roles ODCA port: 496529 | *
s LDAP mapplng QODCA SSL port: 45630 | *
o Auto change login user Jee 551 for ODCA:
e Enable guidance screen
e PIN code authentication Login name:
will be set automatically. Password:
To use the default values login data @n stay blank
. . . . Configure automatically: .
Therefore, just tag the 'Configure automatically’ option et et
when adding a new device. m”Ja';euer —
.
The link [ Autoconfig settings ] will take you to the Autoconfiguration settings page.
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' Make sure ODCA setting for SSL port is enabled.
Else the auto configuration will fail.

Device Job Status Logs Regitration
Setup
General | Mebtwork | Copier | Save 35 6le | Email | IntermetFae | Printeve-Filing | Printer
[ Save ] [ Cancel |
Off Device Customization Architecture Setting
Natwark
Enalla Port Enable -
Poet Mumber 45629
Enabla S5 Part Enable =
S5L Port Number 49@
Configuration
Sassion Timeowt(§0-99990) 20 Seconds
Motification Events.
Deleta All

"Delete zll netification events thal were registered from 2n application.

o After auto configuration is finished a reboot of the MFP is recommended.

l Make sure the ports for Non-SLL and SSL are set correctly and are enabled in e-FOLLOW General
~ = Server Settings

Port [11389] 11389 [change] )

SSL-Port [11636] 11636 [change] ]
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7.5 LDAP Configuration

The following chapters describe the manual configuration of e-BRIDGE X and e-BRIDGE Next
devices via Top Access. This is required only if you like to setup the device manually or to
adjust specific settings.

The Toshiba devices connect to the e-FOLLOW server by using LDAP to authenticate users logging in
via username & password, user ID (PIN) or card.

Logon as “Administrator” to the MFP web site (TopAccess)
Change to ™= Administration = Maintenance = Directory Service

TopAccess e£iling

Logout
Device Job Status Logs Registration Counter User Management Administration My Account

Maintenance

Maintenance
Upload Software | Remove Software | Create Clone File | Install Clone File | Import | Export | Delete Files | Directory Service | Dotification | Languages | Svstem Updates | Reboot

Mew

Click to to add a new directory service. Enter the LDAP server settings as shown below.

TopAccess

Device Job Status Logs Registration
Maintenance

Directory Service Properties pirectoy senvice List

*Required
*Directory Service Name e-FOLLOW
*Server |P Address senver-ip-address
*Port Mumber 11389
Authentication Simple Bind -
Search Base de=e-follow
User Name uid=admin.dc=e-follow
FPassword [IITTT)
Search Timeout 5 -
Enable SSL Accept all certificates without CA hd
S8L Port Number 11636
Directory Service Name Name for the directory service - e.g. e-FOLLOW
The IP address of the e-FOLLOW server.
Server IP Address
Port Number 11389
Authentication Simple Bind
Search Base Dc=e-follow
User Name uid=admin,dc=e-follow
Password eBX 0000
Search Timeout 5
SSL Accept all certificates without CA
SSL-Port 11636
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Above values are default values. If required, you can change the directory service settings in
e-FOLLOW management. = Settings = General = Server = Directory service

Make sure that the Directory Service Name defined in e-FOLLOW Management is identical to
the Directory Service Name used in TopAccess.

# € Configuration help Logout

EE - FOLLOW

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES

virtual Queues
Printers
Toshiba
Toshiba eSF
MetCardReader
Mobile print
Load UP

REPORT
Reports

Accounting

SETTINGS

General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

Server

Application

Auto configuration

Data protection

Database

[Backup database]

Database backup path

Remove User-Transactions from database

[Restore database]

C:\Program Files\e-FOLLOW\db\backup

older than: 2023-11-30 [remove]
Services

Server Hostname [/ IP address 192.168.1.35 [change]

External server Hostname / IP address [change]

Web (http) port [11080] 11080 [change]

DataManager port [11030] 11030 [change]

Mobile service port [11082] 11082 [change] L ]
Card server port [11083] 11083 [change] L ]
eSF service port [11084] 11084 [change] [ ]
Popup server port [11090] 11090 [change] L ]
SNMP trap port [162] 162 [change] L ]
Directory service

Name [e-FOLLOW] e-FOLLOW @

Search base [de=e-follow]

User name [uid=admin,dc=e-follow]
Port [11389]

S5L-Port [11636]

de=e-follow
uid=admin,dc=e-follow
11389 [change]

11636 [change]
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7.6 Enable Off Device Customization Architecture (ODCA)
To enable the advances communication capabilities the ODCA settings must be enabled.

Logon as “Administrator” to the MFP web site (TopAccess)

Change to TonA

=» Administration

Device Job Status Logs Repistration
=> Setup » ODCA
and make sure these settings are Setup
made. General | Metwork | Copier | Save as e | Email | InternetFac | Printere-Fiing | Prner
Save || Cancel |
Off Device Customization Architecture Setting
Hetwark
Enanla For Enable =
Port Mumber 48629
Enabla S5 Fort Enable =
2S5L Port Number 48630
Sassion Timeouwl(G0-09000) o0 Seconds
Hotification Events
Deleta All

*Dielete 2l notificabon events that were registered from an application.

7.7 Enable LDAP user
authentication

Logon as “Administrator’ to the MFP web site (TopAccess)
Change to "2 Administration "2 Security

In the User Authentication section change the options as shown below

Security
Authantication | Cadificale Manasemant | Passwaord Palice

£

User Authentication Setting

User Authenbication Enable -
Copy Enable -
Fax Enable ~«
Prin Enable -
Scan Enabla =
List Enable -
User Fundions Dizable -
Authentication Method for Admin User Mame and Password =
Authentication fziled print joRaw Prind Job Delete -
Auty Release on Lagin Disable -

7| Use Password suthenticatian far Print Job
*Itis nat able ko prink fram alber than Windaws Cligntwhen his undian is enablad,

I”] Enatle Guast Usar
Authantication Tipe LOAP Authenticabon -

?I reake | lens Intniermalinm Al e alls
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Select one of the LDAP server entries in the list that is
e-FOLLOW server configured previously.

m_ |

LDAP Authentication

LDAP Authentication
LDAP Server1 e-FOLLOW A
) windows Server

@ LDAP Server (Other than Windows Server)

Aftribute type of ‘User Name' uid

LDAP Server2 Disable A
@) windows Server

LDAP Server (Other than Windows Server)
: |_»

LI

il

Select the “LDAP Server (Other than Windows Server)” option

e Set the “Attribute type of ‘user name” to uid

Press to confirm.

not used (e.g. LDAP Server 1) and assign the

Scroll down to Role Based Access Setting. Set “Role Based Access using LDAP server” to

“Enable”.
Set the LDAP server to the e-FOLLOW server defined previously.

Dizable

LOAP Serveri

Role Based Access Setting

Role Based Access using LDAP server Enable -

LDAP Server e-FOLLOW -

7.7.1 PIN Code Authentication

If using PIN Code Authentication for user login enable PIN code Authentication.

PIN Code Authentication Setting

PIN Code Authentication Enable -
Minimum PIN Code Length 1 (1-32)
Primary LDAP Server Type Attribute type of "User Name” Attribute type of "PIN"
@ LDAP Server] e-FOLLOW LOAP Server (Other than Windows Server)| uid eBMUserPIN
LDAP Server2 Disable
LOAP Serverd Disable

Card Aunthanticatinn Sattinn

Set the authentication server to the e-FOLLOW server defined previously.

Version 5.9.0
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PIN Code Authentication

PIN Code Authentication
LDAP Server1 e-FOLLOW -
) windows Server
@ LDAP Server (Other than Windows Server)
Attribute type of ‘User Mame® uid
Aftribute type of "PIN" eBMUserPIN
LDAP Server2 Disable -

@ Windows Server

7.7.2 Card Authentication

If using card authentication, set the LDAP server for card authentication to the e-FOLLOW server
previously defined.

Administration

Security

Authentication | Certficate Management | Password Palicy

LDAP Serverd Disaole
LDAR Sarverd Dizable

Card Authentication Setting
_yio Change Login User Enable ~
[Z] Enable Guidance Screen
|| Require PIN Code
Primary LDAP Server Tyoe
- LDAP Serverd e-Follow S
LDAP Serverd Disable

Affribute type of “User Name™ Attribute |
LOAP Server (Other than Windows Server) uid

eBlUser

In case PIN shall be required when swiping a card enable the option "Require PIN code™
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Card Authentication

Card Authentication

LDAP Servert e-FOLLOW
) windows Server

@ LDAP Server (Other than Windows Server)

Aftribute type of ‘User Mame’ uid

LDAP Server2 Disable

@ Windows Server

Attention

To allow Card self-assignment after login Auto Change Login User must be Enabled.

Attention

If you enable "Require PIN Code" for Card Authentication Card self-assignment will not work
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7.7.3 Email Address Setting

At login e-FOLLOW distributes the user’s email address to the MFP. As an option you can define how
this address is used.

TopAccess

Device Job Status Logs Registration Counter User Management

Security

Authentication | Certificate Management | Password Poli

Save Cancel

Email Address Setting
From Address 'User Name' of LDAP -

LDAP Server: e-Follows -
Attribute type of ‘User Name': uid
Aftribute type of ‘Email Address': mail
Domain Mame : domain.local

From Address cannot be edited in Scan to Email.
From Mame 'User Name' of LDAP

LDAP Server e-Follows -

Attribute type of ‘User Name”  uid

Aftribute type of From Mame” displayname
Restriction setting for Email Destination ‘To -

Select the e-FOLLOW server previously defined as LDAP server.

Restriction setting for Email Destination will define the usage of the email address of the
authenticated user.

Option Mode

None User’s email address is not used as destination

Fixed To Destination is fixed to the authenticated user’s email address
To User’s email address is added to the To destination(s)

Cc User’s email address is added to the Cc destination(s)

Bcc User’s email address is added to the Bcc destination(s)
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7.8 EWB Setting

Logon as “Administrator” to the MFP web site (TopAccess)
Change to "2 Administration =» Setup =» EWB

TopAccess

Device Job Status Logs Registration Counter User Manageme|

Setup

General | Metwork | Copier | Save asfile | Email | InternetFax | Printer/e-Filing | Printer | PrintSenice | ICC Profile | Print Dat:

Save Cancel

Embedded Web Browser
Home Page Setting

Home Page http:,‘fserver—lPlﬂDSD,‘ewb

Proxy Setting
Host Mame
FPort Mumber
Exception URL

EWB History Setting
EWB Histary Disable -
*Cookies, Passwords and a part of Form Data are saved.

Server Registration Setting
Add

Enter the following URL to the field ,Home Page”
http://server-IP-address:11080/ewb

and click to

Enter the same address to "Server Registration Setting" and click to }

To avoid that users may log in if they have suspended jobs (e,g, due to running into low balance)
e-FOLLOW requires two directory services — one configured with SSL for user login and a second one
with No- SSL for user roles.

It is strongly recommended to run Auto-Configuration for each device. This will automatically create
the required services.

Make sure the ports for Non-SLL and SSL are set correctly and are enabled in e-FOLLOW General
Server Settings

[ General | P e e e ~
Dashboard SSL-Port [11636] 11636 [change] ;
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8 Configuration of e-BRIDGE 3 MFPs

This chapter describes the setup of e-FOLLOW embedded for Toshiba e-BRIDGE 3 devices. The
embedded application will allow accounting as well as secure release of print jobs on demand and pull
printing from a central virtual queue.

Therefore, a couple of settings need to be done at the MFP.

8.1 Device requirements
Make sure the following points are checked before starting to set up a Toshiba device:
o e-FOLLOW is installed and running
e Make sure your MFPs are in the list of supported devices
o Make sure the embedded web browser (EWB) is enabled on your devices (Option GS-1020)
e Make sure the Toshiba devices are accessible by the e-FOLLOW server via the network

8.2 Trap Accounting
Change to "® Administration " Setup " Network

TopAccess

Device Job Status Logs Registration Counter User Management C

Setup

General | Network | Copier | Save asfile | Email | InternetFax | Printer/e-Filing | Printer | Print Sewvice | ICC Profile | Print Data Converter

| SNMP Network Service

Enable SNMP V1/v2 Enable
Read Community public
Read Write Community private
Enable SNMP V3 Dizable
SNMP V3 User Information/Number User Name [Authentication Protocol  |[Privacy Protocal [[Permissions Level
Enable SNKMP V3 Trap Disable
SMNMP V3 Trap User Name

SHMP V3 Trap Authentication Protocol HMAC-MDS
SNKP V3 Trap Privacy Protocol None
Enable Authentication Trap Enable
Enable Alerts Trap Enable

IP Trap Address1 0.0.0.0

IP Trap Address2 0.0.0.0

IP Trap Address3 0.0.0.0

IP Trap Address4 0.0.0.0

IP Trap Address5 0.0.0.0

IP Trap Addresst 0.0.0.0

IP Trap Address? 0.0.0.0

IP Trap Addressg 0.0.0.0

IP Trap AddressS

IP Trap Address10 I|serve r-P
IP Trap Community

IPX Trap Address [

Enter the IP address of the server to the field “IP Trap Address10”.
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8.3 Configuring the 08-Serivce Mode settings

Warning:
a qualified Toshiba technician should do all 08 "service mode" changes.

8.3.1 Enable SNMP-Traps

For each job the MFP can send Trap-messages containing the usage data.
e Enter 08-service mode
e Enter 3623 and press Start-Button
o Enter 255 and press [Enter] on the touch panel
Enter 3624 and press Start-Button
Enter 4294967295 and press [Enter] on the touch panel
Shut down the MFP by holding down the main power button until it is shutting down.
Press again to restart

8.3.2 Make EWB screen the default screen after login

Newer e-BRIDGE firmware versions (since 04/2011) allow to set EWB as priority screen and
automatically start EWB after the user has successfully logged on to the MFP.

Enter 08-service mode

Enter 331 and press Start-Button

Enter 8

Press "OK" button on the touch panel

Shut down the MFP by holding down the main power button until it is shutting down.
Press again to restart

8.3.3 Activate USB Card Reader

In case login shall be performed using RFID cards the USB port needs to be enabled to support card
readers.

e Enter 08-service mode

Enter 1772 and press Start-Button

Enter 90001 (for Elatec TWN reader) and press the Start-Button

(other values: e-BRIDGE IDGATE/HID iClass: 40002 e-BRIDGE IDGATE/Mifare: 30001)
Press "OK" button on the touch panel

Shut down the MFP by holding down the main power button until it is shutting down.
Press again to restart

Version 5.9.0
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8.4 LDAP Configuration

The Toshiba devices connect to the e-FOLLOW server by using LDAP to authenticate users logging in
via username & password, user ID (PIN) or card.

Logon as “Administrator” to the MFP web site (TopAccess)
Change to ™ Administration = Maintenance = Directory Service

Logout

Administration
Maintenance

Maintenance
Upload Software | Remove Software | Backup | Restore | Delete Files | Directory Service | Notification | Import | Export/ClearLog | Reboaot

New

Default Server |Directory Service Mame Server IP Address Search Base
TOSHIBA e-STUDIOZ2820C localhost

Click to to add a new directory service. Enter the LDAP server settings as shown below.

TobAccess

Device Job Status Logs Registratior

Maintenance

Directory Service Properties pirectory Senice List
[ 0K H Reset H Delete ]

*Required
*Directory Service Name e-FOLLOW
*Server [P Address serverlP-address]|
*Port Number 11389
Authentication Simple Bind -
Search Base dec=e-follow
User Name uid=admin.dc=e-follow
Password [TTITTIIT]
Search Timeout 5
Directory Service Name Name for the directory service - e.g. e-FOLLOW
The IP address of the e-FOLLOW server.
Server IP Address
Port Number 11389
Authentication Simple Bind
Search Base Dc=e-follow
User Name uid=admin,dc=e-follow
Password eBX_0000
Search Timeout 5
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Important:

Above values are default values. If required, you can change the directory service settings in e-
FOLLOW management. = Settings =» General = Directory service

#

Configuration help Logout

g - FOLLOW

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES

Virtual Queues
Printers
Toshiba
Toshiba eSF
MetCardReader
Mobile print
Load UP

REPORT
Reports

Accounting

SETTINGS

General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

Application

Auto configuration

Data protection

SMTP / E-mail

Database

[Backup database]

Database backup path

[Restare database]

C:\Program Files\e-FOLLOW\db\backup

Remove User-Transactions from database

o 2024-10-18 [remove]
Services

Server Hostname / IP address 192.168.1.55 [change]

External server Hostname / IP address [change]

Web (http) port [11080] 11080 [change]

DataManager port [11030] 11030 [change]

Mobile service port [11082] 11082 [change] ‘
Card server port [11083] 11083 [change] ‘
e5F service port [11084] 11084 [change] ‘
Popup server port [11090] 11090 [change] ‘
SNMP trap port [162] 162 [change]

Directory service

Mame [e-FOLLOW] &-Follow.55 @
Search base [dc=e-follow] de=e-follow

User name [uid=admin,dc=e-follow] uid=admin, dc=e-follow

Port [11389] 1138% [change] ‘
SSL-Port [11636] 11636 [change] ‘
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8.5 Enable LDAP user authentication
Logon as “Administrator” to the MFP
web site (TopAccess) User Management Setting
Change to "2 User Management
=» Authentication Role Based Access Sefting

Role Based Access Disable «
Click to [User Management Setting |. LDAP Server e-FOLLOW -

Logout

Authentication

Authentication

Depariment Setting

User Management

Current Setting

Department Code I Disable

Department Code Enforcement | Dizable

[ User Management Setting ]

‘Current Setting I
|User Auth i | Enable |

Now follow the instructions of User Management Setting...

Select
LDAP Authentication

Select ON for “User Authentication
Enforcement”

Click to .

Now, select the LDAP server
created for e-FOLLOW

Enable
LDAP Server (Other than
Windows Server)

..and enter uid for “Attribute
type of User name”.

Click to | Detail Settings |.

Operator Manual

User Management Setting

User Authentication LDAP Authentication

User Authentication Enforcement ON -

Create User Information Automatically
Enable Guest User

Card ID is used as User Name
(Initializing user data is required.)

User Management Setting

[ Cancel H Finish H Detail Setting ]

LDAP Authentication Setting

Primary
@ LDAP Server 1 e-FOLLOW
© windows Server
@ |DAP Server (Other than Windows Server)
Attribute type of User Name' uid
LDAP Server 2 Disable

@ windows Server

) LDAP Server (Other than Windows Server)
Aftriburte tvne of Llser Namea'
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Role Based Access Setting: Enable

User Management Setting

Cancel Mext

Card Authentication Setting
Primary

@ LDAP Server 1 e-FOLLOW -

LDAP Server 2 Disable

Click to .

In case a Card reader is connected to the MFP and the Cart reader configuration is activated the Card
Authentication Setting appears.

LDAP Server1: select the LDAP server created for e-FOLLOW

Click to ..

In case you have enabled the Guest

User you will be prompted to enter User Management Setting
it's ACL settings. Cancel | [ Next
Guest ACL Settings

[¥lEnable Copy
[“IEnable Email
[CIEnable File share
[“IEnable Internet Fax
[CIEnable Print
[CIEnable e-Filing Box
[T1Enable Fax

[CIEnable Color Output
Click to [Next]| .. [“IEnable Remote Scan

[Z] Permit Guest User's autharity for all registered users
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Select: Setting Address is searching from 'User Name' of LDAP.

Attribute type of 'E-mail Address': mail
Attribute type of 'User Name': uid
Mail Domain Name: your Email-Domain-Name

User Management Setting

Setting method of From Address field.
@ Setting Address is 'User Name + @ + Mail Domain Name’
Mail Domain Mame

firma.intra
@ Setting Address is searching from "‘User Name’ of LDAP.
..More Information
LDAF Server e-FOLLOW
Adttribute type of ‘E-mail Address’ mail
Adtribute type of ‘User Name' uid

Mail Domain Name yourdomain.com

(©) From Address is acquired from Email setting.
*From Address registered by what Email Setting is used.

From Address cannot be edited in Scan to Email.

Setting method of From Name field

@ Setting Name is "Account Mame of From Address + From Mame of Email Setting

@ Setting Mame is searching from 'User Name’ of LDAP.
..More Information

LDAP Server e-FOLLOW
Aftribute type of From Name' displayMame
Adtribute type of ‘User Name' uid

@ From Name is acquired from Email setting.
*From Mame registered by what Email Setting is used.

Click to to save the current settings.
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8.6 Role Based Access (RBAC)

To use card assign or to show login error messages (like not enough quota)it is necessary to login the

user with limited rights. Therefore RBAC_eFOLLOW.xml must be uploaded to each MFP. This file
contains all user roles required.

Change to =» User Management = User Confirm/Create/Modify "2 Role Information

Abmelden
Gerét Auftrage Protokolie Registrierung Zahler Benutzerverwaltung Administration
Benutzer Priifen/Erstellen/Andern

Liste der Benutzerinfurmationen| Funktionsinformation | Abteilungsyerwaltung Exportfimport
Standard
RBAC Sefting Sample
[Betugnis Einstelungen  |Kopieren  |E-Mall |FleShare  |internetFax  |Drucken |e-Fling |Fax |Farbausgabe  |RemoteScan |
Administrator On ON o O oM ON O O ON oM ]
Manager OFF OFF o OFF oM OFF OFF OoN OFF oM ]
Colorlser OFF OFF OFF OFF OFF OFF OFF OFF | ON OFF ]
Zuri Sei

TOSHIBATEC CORFORATION Al Rights Reserved.

Click to Export/Import (1) httpsff192.168.1.112:8080/TopAccess(UssrManagement/Confirm_Creste_Edt/Rokelrfo) 7 |

Export/Import
Export | |mportieren

Export (Funktionsinformation)

Dateinarme CurrentRBAC xml
Dateigroie 11236

Erstelltam THUAUG 13 14:22:28 2008

Select Import [ hetpilf192.168.1.112:8080/TopAccess/UserManagement | Corfim_Creste_Edit/RolelnfojRalelnfolmpo. 17 | |

Export/Import

Expart | Importieren
Importieren (Funktionsinformation)

Dateiname :C:\Dokurnente und Einste\lungen\urrl ‘Durchsuchen..! l[ Importieren ]

Select the file RBAC_eFOLLOW.xml and click Import.
By default, the .xml file is located in the install directory c:\Program Files\e-FOLLOW\etc\
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8.7 EWB Setting

Logon as “Administrator” to the MFP web site (TopAccess)
Change to "2 Administration =» Setup

Scroll down to the “EWB Setting” section

TopAccess

Device Job Status Logs Registration Counter User Management Administ
Setup

Setup

etwork | Copier | Save asfile | Email | InternetFax | Printer | Print Service | ICC Profile | Version
Joarca)

EWB Setting
Default Page

) Factory Default Page
lapad eIl Bacs Ducbanchen | koing Doigi susoquzhl e
@ External URL http:/jyour-server-IP:11080/ewb

Server Registration http:/fyour-server-IP:11080/ewb

| I 5I’UEI' mress I

To register the e-FOLLOW server enter the address http://your-server-1P:11080/ewb into the Server
registration field and click to [ Add |.

Then select External URL and enter the same address http://your-server-IP:11080/ewb

Attention
Don't forget to save the settings. Click to at the top of the website.
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9 Configuration of Toshiba eSF MFPs

This chapter describes the setup of e-FOLLOW embedded for Toshiba eSF devices. The embedded
application will allow user authentication, quota control, user permissions and monitoring of all device
features. It also allows secure release of print jobs on demand as well as pull printing from a central

virtual queue.

9.1 Device requirements

Make sure the following points are checked before starting to set up a Toshiba device:

o e-FOLLOW is installed and running

e Make sure your MFDs are in the list of supported devices
o Make sure the Toshiba devices are accessible by the e-FOLLOW server via the network
L]

Make sure FTP is enabled

Click to ADD to add a new Toshiba eSF device to the list. Enter it’s IP address or hostname and

select the virtual queues for this device.

i { Configuration help Logout

- FOLLOW
- Profussiansl
SEARCH ADD SELECT
MANAGEMENT 6)
User list ha.g,
IP address/hostname: = —

s 7
MName for report: &3

(TOSHIBA e-STUDIO4485)

Permissions
. . FCo
Projects Name for reports has to be unigue.
. With each change, all records for the reports are also
Domains changed.
Offline: Iress:
DEVICES
Virtual Queues Virtual gueues:
Printers = @
Toshiba cssupportvm01.firma.intra\ipp
Toshiba eSF CSIP2020. csvs. local\WQ Test
MetCardReader C51IP2020.csvs.local\VQ_IPP
Mobile print
Load UP [Select all] [Cancel selection]
SNMP community: public
REPORT )
Descriphion:
Reports
Accounting

SETTINGS
‘ Print via IPPS:

Genaral

IP-address or hostname
Enter the IP address or hostname of the device.

When entering the device’s DNS-hostname, e-FOLLOW needs
to resolve the associated IP-address. This may take some
seconds.

e-FOLLOW frequently resolves the device IP-address to

properly handle the device in case the IP-address has changed.

Name for reports:
reports usually use the device IP to identify the MFP.

@
192.168.1.101 [resolve]
7017821101YKD [change]

[change]
7017821101YKD [change]
Control Systems dev [change]

[change]
2.4.7

22.03.2023 18:37:14

22.03.2023 18:37:54

VQ Test
vQ_IPP

[unlock]

[+1 [-1

1P address/hostname:

Name for report:

Name for reports has to be unique.
‘With each change, all records for the reports are also
changed.

Offline:

Wirtual queues:

==

When enabled in > Settings General > Application > Reports the field ‘name for report’ appears

und must be filled with a unique name for the device.

Clicking to [ install app ] will install the e-FOLLOW eSF-client on the device.
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MANAGEMENT @ search device... v (ET0021B7E7BFCS)
User list ( | A App version outdated
Departments W eTo02187E7BFCE A
.
Permissions
. ET0021B7E7BFCE (TOSHIBA e-5TUDIO4485)
Projects
Domains License : L
Resolved IP address: 192.168.1.101 [resclve]
DEVICES Serial number: 7017821101YKD [change]
Virtual Queues Description: [change]
Printers Name for reports: (3)  7017821101¥KD [change]
Toshiba )
Location: Control Systems dev [change]
Toshiba eSF
Send il: ha
NetCardReader enaeremal [eheres]
Mobile print || App wversion: 2.4.7
Load UP Last login: 22.03.2023 18:37:14
Locked until: [unlock]
REPORT Last transaction: 22.03.2023 18:37:54
Reports \irtual queues: ViQ Test
Accounting vQ_1ep
[+ [-1
SETTINGS
General Print via IPPS:
Dashboard Anonymous print: [ )
Schedules [Permissions] [Install app] [Supportad paper size]
ADD SELECT MANAGE MODIFY
[, search device.. T (192.168.1.101)
[m 192.166.1.101

Device successfully initlalized

Last login: Mever
Last transaction: Mever
Brint via [PPS: o0

Operator Manual
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Log in to the eSF device’s webpage and change to 2 Apps 2 e-FOLLOW

Select Option Apps
Status Launch Apps
Settings
Device System Info AT gervice Info
Print Shows memaory, thread, and Shows defziled information
F'aper parsistent storage infarmation about the senvices that
Co and allows the VTS garkage applicabions have reglstersd
Py collector to be run.
Fax
E-mail
FTP
LISE Drive
Network/Ports
Security
Repaorts Installed Apps
g?‘dress Book App Framework Configuration
- °m“:i Setup Application Settings Example
BETA -Debug Application
Card Copy

Site Map lomization
e-FOLLOW

G
Unimstall

Descriplion e-FOLLOW Toshiba App
Warsion 620
LY/ o ey Coaoteal C4ong P N |

Click to Configure and enter the e-FOLLOW Server IP address.

_ e-FOLLOW
-
Done!
Server IP Address 192168131 Q
Your Toshiba eSF Server Port 1155;
device is ready for
e-FOLLOW. Development Mode

| impon | Export || Restore Defaults || Re
Status  Chck Apply to save satlings

o If requested by support the 'development mode' tag can be set.
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9.2 Required device settings

To ensure that the e-FOLLOW eSF App can be automatically installed / updated blow device settings

are required.

For newer models it might be necessary to
enable FTP before e-FOLLOW can install or
update the App.

If not enabled an error message will be shown
when trying to install the App.

Could not automatlcally Install the app vla FTP.

app [ChwaarkspaceiVisualStudioe.

derm Remoteserver kann micht hergestellt werden.

Please activata FTP on the device (192.168.1.101) or install the
FOLLOVASetuphinstallDatatbinDebugibimefollow. fls) manually.

Error code: Ftp request failed. Exception: Die Verbindung mit

QK

In order for the eSF-App to be updated automatically, the "Import / export all settings" option must be

available for the public profile.

Otherwise the remote server is not available and e-FOLLOW cannot install the application.

Selings = Securily

Selact Option Security
Status Login Methods
Settings

Device Public

Prnt

Paper - .

Kanzge Permigsions

Copy e

Fax

E-mail

ETP Local Accounts

USE Drve

Metwork/Ports m

Security e .

REFIEIF[S _.1ar 208 GroupsiPern
Address Book User Hame/Pass
Shortcuts 1 Accounl
Bookmarks Defauh Biowser Lot
Apps Default Contrnl Pan

Operator Manual

Seftngs = Secunty

Manage Permissions

Access Contrals

[#] [¥] Funetion Aessss
[#] [[] Adminstrative Menws
3] [¥] bevice lanagement
[F Remois Managemani
|7_ Frmware Updates
[# Apps Configuration
_ e
¥ import / Export 40 Setiings
T2 Wt 07 Bervich troas
[¥ Embedded Web Server Access
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(;.a 10 e-FOLLOW client PopUp
~  The Windows clients in your network can be configured to have a window pop up after each print job,
allowing the user to add additional information to the print job. e-FOLLOW provides different PopUp
types according the custom requirements.

PopUp type purpose

Confirmation Provides a PopUp message containing the current print job information
(number of pages, document name, etc.)

Username This allows the user to enter / change the username (owner) of the
current print job. (delegate job)

Username & Password | This type is intended for 'anonymous' workstations running under a
guest account and requests to enter the username and password for
assigning the current print job to a specific user.

Project selection This PopUp provides alist of project codes to the user for assigning the
print job to a specific project / sub-project.

Project selection & This is a combination of the project selection PopUp and the Username
User credentials & Password PopUp.
Q, search user... v |IE\| Ingo Pfeiffer (ip) =

Denis taritin
ds

Advanced Settings ~
Hansjérg Zucker

|

D hz . . cr
- Email address: ingo.pfeiffer@control-systems. de
:
ip
O ,Ilfserslen Schmieder [+] -1
Karin Zucker
[ s :
Department: Control Systems / Softwareentwicklung
D p counter
TERLTIET Homedirectory: \iesdaten\user$\ip
Ulrich Maier
D um
O \."_Iada Izotova Popup profile: Mone w
“ None
O Werkstatt Confirmation
warkstat Allow PIM login in Mobile Username
App: Username with password
i o Project selection
[Permissions] Project selection with credentials

The PopUp type can be selected individually for each user.

Therefore, change to
- MANAGEMENT - User list > select the desired user > General > Popup profile

o The Client PopUp does not need to be restarted if the PopUp type has changed.
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10.1 Default PopUp type

e-FOLLOW allows to define a default PopUp type that will be assigned to the user accounts while they
are imported from the domain.

Activated .
Projects Accounting Log w
Popup profile

None
Confirmation
Print settings Username
Username with password
Force duplex Project selection

Project selection with credentials

Force mong

10.2 Executing the e-FOLLOW client PopUp

The e-FOLLOW PopUp executable can be downloaded from e-FOLLOW Management - SETTINGS
- User portal & User tools > Popup.

Popup activated for User portal .
Assi t of PopUp by (AND operation):

Popup Usemname

Hostname or IP address

IppInstaller

Unknown users

Unknown users's profile None ~

Create unknown users automatically, when they log in by PopUp for
the first time

Allow unknown users to assign their jobs with PopUp .

Download:
e-FOLLOW PopUp.exe (version: 2.6.1)

e-FOLLOW PopUp Configuration
(from version 2.6.0 this configuration will automatically be integrated into to file e-FOLLOW
PopUp.exe. For more configuration options, see the documentation. )

Configuration:
-1p=192.168.1.55 -port=11050

A good way to distribute e-FOLLOW PopUp would be to copy the executable to a shared network
folder and copy it to the workstations via login or startup script.

If you download e-FOLLOW PopUp.exe from the management the .exe file will contain its
configuration.

Configuration options can be overwritten by command line or via e-FOLLOW PopUp.ini file.

allow_closing | This option allows to quit e-FOLLOW PopUp by right clicking to the tray icon

lang= This option forces e-FOLLOW PopUp to use the language specified. (e.g. lang=nl)

ip= Enter the URL provided by Toshiba- This setting is mandatory!

port= Enter the Port number provided by Toshiba. This setting is mandatory!

debug This option will create debug messages in case of connection issues. The
messages can be seen when right clicking to the tray icon -> INFO
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To run e-FOLLOW PopUp automatically when a user logs on, create a shortcut in Startup menu or
add e-FOLLOW PopUp.exe to a login script.

Above options can also be used as command line options. In this case they need to be started with a
dash '-'. e.g.

\e-FOLLOW PopUp.exe -allow_closing -ip=cutomer.e-follow.cloud -port=12345 -lang=nl

e-FOLLOW PopUp will place a icon to the system tray.
Right clicking the icon will give you the Info option and - if enabled - the
option to exit the e-FOLLOW PopUp.
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10.3 e-FOLLOW Web-PopUp

Beside the Windows-PopUp executable, e-FOLLOW provides a platform independent PopUp based
on Web-Browser technologies.

To enable it, first

Then you will see the green Web-PopUp if you start e-FOLLOW UserPortal with your URL:

you have to activate the PopUp for the UserPortal.

Application

Auto configuration

Data protection

Custom formats

Popup activated for Userportal ‘

Assignment of PopUp by (AND operation):

Usemame ‘

Hostname or IP address

Unknown users
Unknown users's profile Mone v

Create unknown users automatically, when they log in by PopUp
for the first time

Allow unknown users to assign their jobs with PopUp

Download:
e-FOLLOW PopUp.exe {version: 2.6.1)

e-FOLLOW PopUp Configuration
(from wersion 2.6.0 this configuration will automatically be integrated into to file e-FOLLOW
PopUp.exe. For more configuration options, see the documentation.)

Configuration:
-ip=192.168.1.35 -port=110%0

https://server-ip:1

1070

EE - FOLLOW
Protossional

C

Username: ip

Password: |

[J Remember login

Version: 5.4.0 §|§ EN -
You probably need to accept browser popups/notifications for this specific URL.
For each print job the PopUp will now show up with the PopUp-type according the user’s
configuration.
e Micrasoft Ward - e-FOLLOW-Operator_Manwal Eh_4.6.doc - Profil 1 - Microsaft Edge = O =
®  aboutblank
Micrasoft Word - e-FOLLOW-Operator_Manual_EN_4.6_docx =]
o, Fagas éf/gu.uw
[] skip popup for the next | print jobs.
["] skip popup for the next inutes.
| Cancel || Confirm
Version 5.9.0
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11 Configure TCPConv

e-FOLLOW supports PullPrinting and fast print release not only for Toshiba devices but also for any
print queue. The user authentication can be performed by means of a networked card reader
(NetCardReader).

A NetCardReader typically consist of a USB to Ethernet adapter (TCPConv) and a card reader
supporting the specific card technology in use.

TPConv is a serial device server providing two Ethernet plugs connected to an internal TCP switch.
This allows attaching a networked or USB reader to a printer or multifunctional even if only one
Ethernet connection is available.

LAN Switch

The device is transparent in regard of the communication to the printer. The card reader will keep it’s
own IP address and port.

The Configuration of TCPConf is performed with the TCConfig tool provided with the device server.

e to get the device server operational plug in the 5V power supply
e connect the network cable to the RJ connector

e Execute the Configuration tool (there is nothing to install)

g5 TCConfig W1.04 - Configuration Program for TCPCome = B B

Devices Activiy

Device Type Frmware  MaL Address P Address Hems g,

TCPCony Vi.08 00-1ECO-B86-SB-FE  152.168.1.145 DEFALILTHAME

Frotacel

|

Test Connection
@ [am '

e Click to "Search"
e Select the TCPConv device of your choice and click to "Configuration"
e Enter the login credentials.

Name: admin

Password: by default this is blank

Version 5.9.0
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o Enter the appropriate IP settings for that device.

Configuration - lﬂﬂ
Netwer: | A5232 | UsE
Deervice hame
Hame:  DEFALILTHAME
IP Settings
] Usa DHCP
|
Address: 192 [=:] 1 145
Retwork Magk: 285 . 255 55 1}
Galeway. 152 . 188 1 254
Ganee

o Enter the USB settings.

Make sure to use a static IP. Don’t use DHCP.

[ Configuration
| | Metwor: | R5222| USE
| Communication Parameters )
| Baudraie: Local Por: 77
(ss00 =
Oughas. =
[ER— Femete IP Address:
Perly: 19188 . 1 5
[Nane =] Remole Pot: 11083
@ : ole :
1 - ~) Connect suiomaticaly and stay connected
@ Connect, f data is avalable
@ Connect on ary characier
Hird o USE VIDVPID # Conmect on char; 2
USE Veander I0: Send conrsdt char
{4 e cigie) 7] Diacornect on char: 3
USB Product 10 Send daconrec char
4 heox digis
¢ i) Digconnedt imeoud: 10 Secords
ok || conce

Remote IP Address: make sure to enter the e-FOLLOW Server IP-Address here.

e Click to OK to confirm the settings and to upload the configuration to the device server

e Click to "Restart". This will restart the device running the new configuration

Operator Manual
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12

e-FOLLOW reference

This chapter describes the sequence of menus, functions, parameters and it’s dependencies.

12.1

MANAGEMENT

The user menu contains all data and settings related to users. The e-FOLLOW database can hold
user data imported from the local domain (Active Directory) as well as 'internal' users (users that do
not have an AD-account)

12.1.1 User list

The user list table shows all users (domain & internal) stored in the e-FOLLOW database.

A & € Configuration help Logout
- FOLLOW
@ ADD SELECT FILTER: ON MANAGE MODIFY CSV IMPORT 2
EXPORT USERDATA [ ]
MANAGEMENT —
Q, search user... v lé’ Hans Jiirgen Test (h.test@control-systems.de) 1 =
Permissions D Artiom.Carabas @control-systems.de
Projects O CloudPrint Login name: h.test@control-systems.de
) cp@control-systems.de Logi . Microsoft Entra ID (Azure Active Directory)
Domains Gz amim gin type: (AzureAd)
I i mrmnd Actvated
ivated: [ ]
DEVICES O Denis Staritin
- deniz. staritin@control-systems. de Login-PIN:
Virtual Queues O Hans Jirgen Test .
Printers h_test@control-systems. de Aliases: HanslirgenTest
Hansjoerg Zucker
Toshiba O hore - zucker@c I-systems. d
Toshiba eSF O ?ﬂgﬂf‘f;;frgr . - ] -
ingo.pfei) control-systems. .
NetCardReader G Card IDs: 123445566
Mobile print D juergen_koehler@control-systems.de
Karin Zucker -
Load UP O Karin.Zucker@control-systems.de | [+l -
O Kersten Schmieder
REPORT keersten.schmieder@control-systems. de Advanced Settings
Ulrich Maier
Reports O dirich. maier @control-systems.de. User role
Accounting O Vlada Izotova Accounting
viada. izotova Econtrol-systems.de
JE—— EWB/Print settings
Projecits
General =
User portal & DEETETLE
User tools
Dashboard
Schedules
Rules
Reader profiles [« [<1 [>1 [»]
Page:

The List shows the users Username and Login name.

[1] On the right you see the user details sections to modify the
e User's Authentication settings

e Advanced settings
e User role
e Accounting settings
EWB/Print settinas
User’'s Projects?
Z

e Teamprint
[2] Above the list you find the options to
e Add internal users
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o Select users
e Setting filters for the user list
e Manage user accounts
¢ Modify user accounts
e CSV Import
o EXPORT Userdata
12.1.1.1 Search user
To search for a specific user e-FOLLOW provides a convenient search engine.
ADD SELECT FILTER: OFF
EXPORT USERDATA
Q search user... v u_ﬂ Alexander Hoffman
O Artiom Carabas Authentication
0 Administrator Login name:
Administrator Login type:
Enter any phrase into the search window. e-FOLLOW will query all relevant fields
- Alias
- Login Name
- Full Name
- Card- D
- PIN
for that phrase.
The search can be narrowed down by selecting a specific field to be searched.
ADD SELECT FILTER: OFF C5V IMPORT
EXPORT USERDATA
¥ 38 |’E\| Alexander Hoffmann (Alexander Hoffmann)
Alias Login name: Alexander Hoffmann
Login name
Login type: Domain (firma.intra)
Full name Activated: .
Card ID
. Login-PIN: 3870
Fin Aliases: AlexanderHoffmann
[+] [-1
Card IDs: [+1
Usethe 2. symbol to change the sort order of the search results.
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12.1.1.2 ADD (internal user)

Click to Add to adding a new internal user.
Login name, Username and password are mandatory.

If available, select a department the user is belonging to and

enter his/her email address and home directory.

when the user logs in and can be used according the email

o The user’s email address is registered to the Toshiba device

address settings.

12.1.1.3 SELECT (users)
Using this option will help you to select/unselect

multiple users.

[1] checking [ v ] will move the user to the

selected users box [2]

Clicking to x will unselect the user and remove him
from the selected user box

12.1.1.4 FILTER
The filter option allows setting a filter to the list of users by different criteria.

Filter all users according the following criteria:

General
Login type
User status
Aliases
Login-PIN
Accounting

Accounting mode
Balance
Low balance warning

User specific prices

Internal users only

Balance

= 5 €

Domain

Department

Card IDs

Limit

When a filter is active (set) this is

Version 5.9.0

ADD

[Cancel]

Login name pclarc *
Username Peter Clark *

(Fore- and surname)
Password LTTY TS *
Confirm password sessse *
Department -

Email address

Homedirectory

pclarc@domain.com

Cancel add
SELECT FILTER: ON MAMNAGE
¥ Selected users: [2]
Peber Clark

brothy Willams

ter Clark

Dorgthy Wiliams

indicated by a highlighted IgINI=z8el\} in the function bar.
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12.1.1.5 MANAGE

Use the manage function to disable/enable or delete a single or a number of selected users.

ADD SELECT FILTER: QFF
q Search user
.- T _ General
! Ei Peter Clark '
[pclark) ' Login dyp

Disable selected users

Enable selectad users

Delete selected users

Before the execution of a management function

you are requested to confirm this action.

12.1.1.6 MODIFY

oD

of 4 salacted

ogin name

Administrator

SELECT

FILTER: OFF

Disable selected users

Enable selected users

Delete selected users

Username

Delete selected users

ment
®

You have selected 2 users. Are you sure to delete them?

Cancel

The modify function allows a couple of modifications to the accounts of the selected users.

FILTER: ON

ADD SELECT MANAGE

MODIFY

CSV IMPORT

EXPORT USERDATA

Q search user.. v l‘% Selected users:

Ahmed Moller
Ahmed Moller

O * Andre Zimmer
Arne Keller

=k * Alexander Hofl

Alexander Hoffmann
Alexander Hoffmann

g 0O

Andre Zimmermann
Andre Zimmermann

<]

Andreas Fischer
Andreas Fischer

Andrej Fuchs
Andrej Fuchs

Ali Richter A

[l IS]g g

Change department
Change popup profile

Change accounting mode

Change balance

Change print settings

Change project settings

Set quotas

Change user roles

el

as

]

Change department

Assign a department to the selected user/s.

Operator Manual

Change department x

Change department for the selected user

Department name Logistics -
Cancel apply
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Change accounting mode
Select the accounting mode for the selected user/s.

Use this accounting mode for the selected user:

O o accounting
O Al activities are logged only

harge the user's balance

Attention :: zj::sard balance
l If you change the accounting mode to "Use quotas" you must
= . make sure that quotas are set correctly. Else the users may not et (D

perform any printouts or copies.

Increase the balance for the selected user

(p Set/Add/Charge Balance
Here you can modify the balance of the selected user/s. You can

e set the balance to a specific amount (current balances will be

replaced) by 1 GOl G0l (o (o €
e add an amount to the selected user accounts
e deduct an amount from the selected user accounts

) Set low balance limit
( The low balance limit is an amount of money a user must have at Set low balanca limit for the selected usar
minimum. If the current balance runs below this limit the user will not I e €

be allowed to print or to login to a device.

[Cancel]

(g Set balance warning limit
If the user’s balance runs below this limit he will be notified by
emall Set limit for the selected user

Limit for balance warning €  [ne warning]

[Cancel]

Make sure that the SMTP/E-Mail settings have been configured
correctly.
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Set user-specific prices
Here you can define prices for the selected users. These prices Set user-specific prices for the selected user
will replace the prices set for the Toshiba devices.

Price for one color page (small): €
Price for one color page (large): €
Price for one dual-color page (small): €
Price for one dual-color page (large): €
Price for one black & white page (small): €
Price for one black & white page (large): €
Price for one Erasable Blue page (small): €
Price for one Erasable Blue page (large): €
Price for one scan page in color: €
Price for one scan page in black & white: €
Clicking to [don’t use user-specific prices] will remove all user- T
specific prices from the selected user accounts.
[Cancel]

Change print settings for the selected user

Print all jobs immediately after login ("Quickprint”) ,VEX,

Change print settings Notify user # "QuickPrint” faled ~Ex
Here you can change the general print Keep print jobs after prrting for reprnt (Elx)
setting used on Toshiba devices for the B TR s G g s S CH
Selected users. Show print and keep button »Ex
Force duplex printing ,vﬂx,

. Enable duplex printing by default % B

-rhe Settlngs Can be Enable simplex printing by default ,VEX,
Force black & white printing |« B

o [ol¥l enabled, overwriting any settings B L L -“:"-
Force erassble blue printing ~Ex

done for departments or devices

Do not print if the device displays the warning "Low Paper”  [w [ x|

Print job list sorted by v

o« ~HEx unchanged. Settings will be taken
as defined by departments or devices

Show print job list immediately (Bl

Automatic deletion of jobs

At logout »Ex
o |~I2E disabled, overwriting any settings b B B
done for departments or devices B i 2 B seconds

Set project settings
Her you can change the project settings for the selected users.

Change project settings for the selected user

The settings can be

Enable project selection at device ~Elx
Projects are mandatory ,umx‘
° (~ [=1E Setting will be set to enabled Skip blank project list ~Ex
o B/ unchanged. Settings will be taken as defined previously Hovmensl e e B
o [¥I2E setting will be set to disabled e =
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Set quotas
Here you can set quotas for the selected users. If you do not wish
to use quotas for a certain function - e.g. faxing, scanning - you Set quotas for the selected user
can disable the use of quotas by clicking to [disable]. B
. . Total quota: disable 5000 Pages
The page quota field gets grayed out and the link changes to
[enable]_ Color quota:  [dissble] 350 Pages
Print quota: [dissbla] Pages
. i i i . Copy quota:  [dissbls] Pages
This will make the selected function 'unlimited'. Scan quots: Pages
Fax quota: Pages

Change user roles
Here you can set the user roles for the selected users. When Use user
role is enabled, the user is also allowed to log in the e-FOLLOW

Change user roles for the selected user

management. With the roles below you can manage the settings the Use user role ~Ex
user is able to modify. Cashier ~Ex
User list |~ Ex

. . . . User role manager |~ B

e [olx enabled, user is able to modify these kinds of settings — =
Permissions ,vax‘

o ~[EIx unchanged. e ~B8x
Domains |~ B

o |23 gisabled, user will not see these kinds of settings (default) e ':::‘
Toshiba P2 o E]

Toshiba eSF |~ B

NetCardReader 2 o ]

Mobile print ~Ex

Load UP |~ Bl

Reports ."Bx‘

Accounting [ o ]

General v Elx

User portal & User tools ~Ex

Encryption for records ,vﬂx‘

Dashboard ,vax‘

Schedules 2 - E]

Rules |~ B

Reader profiles ,vﬂx‘
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12.1.1.7 USER - CSV Import

User data can be easily added or modified via .csv file. This function allows to add new (internal) users
to the e-FOLLOW database and to modify or add data to existing user accounts.

ADD SELECT FILTER: OFF C5V IMPORT

CSV import file: C:\Program Files\e-FOLLOW \user_import.csv [1] I
Upload new CSV import file
'\
1
CSV import file syntasx: [2]

User name,Full name,Password,Pin,Alias,Card ID,Email Address,Department,HomeDirectory,Accounting type|
(Vald values for Accounting type: Mone, Protocol, Balance, Quota, QuotaAndBalance)

If the user already exists new values for Alias, Card ID and Email Address will be added.
All other values will be overwntten. In general, empty values from the CSV file are ignored.

=

Separator: Comma b [3]
Check during impaort, if pin, alias, card ID or e-mail address . 4
are already assigned to an existing user.: [ ]

Check dashboard for import errors.

[Cancel import] Start import

i T— — ——

g

[1] Import file:

Here you can upload a .csv file containing user data or you can replace the existing file, which is
show.

You can easily upload/replace the user_import.csv file by pressing the button Upload new CSV file.

[2] Syntax
Make sure the structure of the .csv file is correct. The first line will be imported too.

Valid values for Accounting type are

e None
e Protocol
e Quota

[3] Separators
Here you can define the field separators (comma, semicolon or tab stop).

[4] Check during import
Here you can define if all fields should be imported as they are or if pin, alias, card -id and e-mail
address should be only imported if not used by any existing user.

If the user already exists new values for Alias, Card ID and Email Address will be added.
All other values will be overwritten. In general, empty values from the CSV file are ignored.
All informations about import status and errors can be found in the dashboard.
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12.1.1.8 Export Userdata

All users can be exported to an HTML, PDF, or CSV file. To do this, select the desired columns and
click OK to start the export.

Some fields may contain multiple values, such as aliases, card IDs, or email addresses. With the
corresponding settings, you can choose whether to export only the first value or all values.

Select user data columns

Created % Username % Full name
[ uPN % Domain % Is activated
[ PIN % Alias ] Card-ID
E-mail % Department

[ Wnite all Aliases to the Alias field (else only the first Alias will be used)
[] Write all Card-IDs to the Card-ID field (else only the first Card-ID will be used)

[ write all E-mail addresses to the E-mail field (else only the first E-mail address will be used)

Select file type

@.htmi O, pdf O.esv

Version 5.9.0
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12.1.1.9 User details / Authentication

To view or modify the user details just click to the name of the desired user.

Q, search user... v |'E\| Hans Jiirgen Test (h.test@control-systems.de)

S EA I ERE S E N E S E

Authentication A~

CloudPrint Login name: h.test@control—svstems.dta1 ]

¢ I-syst . . ;
cp@control-systems.de Login type: Microsoft Entra ID (Azure Active Directory)
Denis Hannig d e [porapnd

denis. hannig@control-systems. de
’ Activated: 1
Denis Staritin L

denis.staritin@control-systams. de Login-PIN: ggi 31

Hans Jurgen Test :
h.test@control-systems.de Aliases: HansliirgenTest [4]

Hansjoerg Zucker
hansjoerg.zuckerEcontrol-systems.de

[+l I=1

Ingo Pfeiffer
ingo.pfeiffer@contral-systems.de

Ji Ka
juergen_koehler@control-systems.de

5
Card IDs: 123445556 151

Karin Zucker " L
Karin.Zucker@control-systems.de -

Lo
[ 5

[1]

[2]

[3]

[4]

[5]

user details

Login name: This is also known as 'User Principal Name' It needs to be entered when logging
in with username and password

Login type: Here you can see from which type of directory the user was imported and what its
name is.

Domain user’s passwords are always authenticated against the domain controller

use this switch to disable/enable the user account.

Login-PIN: If the login type "PIN Code" is enabled at the MFP, the user’s PIN can be
assigned here

Aliases: here you can enter additional login names for the user. This can be useful, if e.g. the
Login names are complex or very long. Aliases can also be used to map print jobs from other
environments (e.g. SAP), where they use different user names. Users may have multiple
(unlimited) aliases.

Card IDs: If the users are allowed to login by card the card IDs can be entered here. Users
may have multiple (unlimited) card IDs.

12.1.1.10 User Details / Advanced

Here you can define add advances user settings.
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Q. search user... v Hans Jiirgen Test (h.test@control-systems.de) =
Artiom Carabas Authentication s
Artiom.Carsbas@control-systems.de

. Advanced Settings ~
CloudPrint
cp@control-systems. de .
- - Ermail address: h.test@control-systems. de [1]
Denis Hannig
denis_hannig@control-systems. de
Denis Staritin [+] -1

O0O0OO0OO0OO0OO0OO0OO0OO0OOQ G.0D-= O

denis. staritin@centrol-systams. de

Hans Jiirgen Test

h.test@contral-systems.de [ 2 ]
. Department: Demo b

Hansjoerg Zucker

hansjoerg.zucker@control-systems. de

Homedirectory:
Ingo Pfeiffer
inga. pfeiffer@control-systems. de

Ji K& Popup profile: Confirmatien v | [31]

juergen_koehler@control-systems. de

Karin Zucker [ 4 ]

Karin. Zucker@control-systems. de || allow PIM login in Mobile App:

Kersten Schmieder ) o

kersten.schmieder@control-systems.de [Permissions]

Ulrich Maier

ulrich. maier@control-systems.de . [ 5 ]
Is a Multi-User for Chrome

Vlada Izotova

Extension:
viadz_izotovaEcontrol-systems. de

[1]

[2]

1K)

Email addresses: here you can enter one or more email-addresses for this user.

Multiple Email-addresses may be useful for Email-to-print when sending jobs from different
accounts.

Department/Home directory: select a department from the list the user is belonging to

By default, these values are synchronized from a directory service. If these items are not
available or in case of internal (hnon-domain) users you can add this here.

Popup profile: in case PopUps are required you can select the popup type for the
specific user. In case the Mandatory flag is enabled all jobs must be processed by the popup,
else they are refused by the server.

[4] If enabled the user can login to the mobile App by just entering his PIN.
[5] Shows if this is a Multi-User for the Chrome Extentsion
Version 5.9.0
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12.1.1.11 User Details / User role

e-FOLLOW.cloud provides a user role concept, allowing individual users to get access to certain
management options.

O

[ IS]y p[siy yisiy yISIy yisy yisin graiy Jsiy isip pjSiy g[iy R{Siy a[siy pjsiy yis)

Q Search user...

[«]1

A
ML E
Test_4999
45933, rest@control-systems.de

Test_5000
5000.test@control-systems.de

administrator
administrator
Christoph Meier
Christoph Meier

Denis Hannig
denis.hannig@control-systems. de

Denis Staritin
denis.staritin@control-systems. de
e-FOLLOW Chrome Client
fidendum @control-systems.de
fidendum@control-systems.de

Guest
guest

Ingo Pfeiffer

ingo._pfeiffer@control-systems.de

e
mfa2
mifz2@control-systems.de

mfa3
mifz2@control-systems. de

mfa
mfs@control-systems.de

053
os&

Ulrich Maier
wulrich.maier@control-systems.de

Vlada Izotova
viada.izotovaEcontrol-systems.de

[<1 [>1 [»1

Page: | 205 W

Ingo Pfeiffer (ingo.pfeiffer@control-systems.de)

Use user role

Select all

Select none

Cashier

User list

User role manager
Departments

Permissions

Projects

Domains

Virtual Queues

\irtual Queues - Print jobs
\irtual Queues - Change user
Printers

Toshiba

Toshiba eSF
NetCardReader

Mobile print

Load UP

Reports

Accounting

General

User portal & User tools

[1]
[2]

selected individually.

Use user role: If enabled the user can login to e-FOLLOW.cloud management

After login, the user can only see the options enabled for his role.

Here you can select the user’s access permissions. All e-FOLLOW menu items can be

FOLLOW
éﬁ" T Frensns

MANAGEMENT

User list

Logout

Configuration help
FILTER: ON
Q sea e v |2 Guest User |
= Fi guest])
0l
aa Charge the user's balance
j aa
L] aaa Current balance: so.00| €
O AlaxanderWagnar@control... Add balanca [+] Charga balanca [-]
Algamder. WagnenBoanored-spesr
Anonymous pring
j ananpmous
1 Derothy wiliams

12.1.1.11.1Cashier

Operator Manual
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The special cashier role is intended for users who shall only be able to modify the users balance or
quotas.

When you login as 'cashier' the access is limited to the balance/quota settings.

Q search user,,, T Peter Clark {pc)

0 G 2 -

Sashier
Charge the user's balance

Darathy Willams
O g

Current balance: 142 €

Add balance [4] Charge balance [=]

Click to Current balance to modify/set the balance to a new value (overwrite).

Add balance [ + ] and Charge balance [ -] will
allow the cashier to increase or decrease the user
balance by the desired amount.

Increase balance

Increase the balance for the selected user

by (21 [5] [20] [s0] [io0] | |e

O |

The modification of user quotas is performed accordingly.

O search user., T Dorothy Williams (dw)
cashier EErS
o caahiar
Dorathy Wilkams Use quotas @
dw
[ Pater Clark Tokal guota: o | 200 | Pages
e
Calar guata: [ & a0 | Pages
Print quota: fan]l| | Pages
Copy quota; [ :Paqas
Zcan guoka: Ll | Pages
Fax quota: [ | Pages

Version 5.9.0
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12.1.1.12 User Details / Accounting

Here you can define the acco

QU Search user, v Dorothy Williams (du)
aas Authentication -
! add

[} Administrator

Ligsr rode W

o Pater Clark . _ @ all activises are loggad only
- N BCHIEes & -
- = ! Charge the user's balance
A Uze guakss
EW S Print setting ) Uge guata and balanss -
Frojects w
Tomrnmnt [Cancel] | change -

Advanced Tediings . w

unting type of the user.

Change accountbing mode

Mo accounting

To select a new accounting type, click to [change] and select the desired accounting mode.

No accounting: nothing will be tracked and logged for this user

Only log activities: All ac

tivities (print, copy, scan, fax) are logged in the e-FOLLOW transaction

database. But the user is not restricted/limited.

Charge user balance: All ac

tivities (print, copy, scan, fax) are charged to the user’s balance

according the prices set.

Charge the user's balance  [changs]

Currant balance: 100,00 | €

Low balance limit for login: Q00| €
Raset rasarved balance]

Zend low balance waming:

Limit for low balance warning: €

Use user-specific prices for Toshiba devices: [

Price for ona black & white page (small): €
Price for one black & white page (large): C
Price for ana color page (small): €
Price for ane color page (large): £
Price for ane dual-color page (small): €
Price far ane dual-calor page (large): €

Current balance

Low balance limit for login

Send low balance warning

The actual user’s balance

If the user balance runs below this amount, he will not
be allowed to print and to login to Toshiba devices.

The user can be notified via email if his current

Limit for low balance warning balance runs below the limit for low balance warning

User-specific prices

Operator Manual

Here you can define a user-specific price table for
Toshiba devices. This will override the prices set for
the devices.
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[ Reset reserved balance ] e
When a user is logging in to a device his balance is Current balance: [ 100,00
transferred to this device. To avoid mis- or double use of
this balance it is blocked for further use on a second or
third device. [mnstrenarend Balanee]
If — for any reason — the remaining balance can’t be
transferred back to the server (e.g. in case of switching off the device while printing) the balance
keeps blocked. In such cases the administrator can Reset the user’s balance and make it back
available so the user can log in again to other devices.

Low balanca limit far login: 0,00

Accouwminag

Clicking to the [Reset reserved Charge the user’s balance _[<harge]
balance] link will show the device’s IP
address and the amount that is reserved.

Current balanca

Low balance limi

ClICkIng to [ Delete ] will reset the [Rasat rasan
reserved amount back to 0.

Ressrved balance found at thes= devices:

152,168.1,122 = 50,00 €

Send low balans [Cancel]

Delete |

Limat For low &

Use Quotas: The user account is limited by quotas.

Hans Jiirgen Test (h.test@control-systems.de)

Authentication

Advanced Settings

Accounting

Use quotas @ [change]

Total quota: ‘ 1000 | Pages
Color quota: ‘ 500 | Pages
Print quota: Pages
Copy quota: Pages
Scan quota: Pages
Fax quota: Pages

EWB/Print settings

Teamprint

Beside a total 'over all' quota you can define additional quotas for color usage, prints, copies, scans
and faxes.

Attention

Quotas can also be set for Departments and Devices. So it might happen that even if the user still has
e.g. color quota available he can’t do color prints or copies if the color quota of his department or the
color quota of the device is used up.

Quotas are only checked at user login at the MFP. They are not used to interupt jobs. Therefore it is
possible for users to have negative quotas.

Version 5.9.0
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Use quotas and user account balance:
This mode allows the parallel use of both, quotas and user’s account balances.

It is intended to give e.g. a periodical 'free quota' to students or staff. Jobs exceeding these free
quotas need to be paid by the users account balances.

The free quotas may be assigned automatically by scheduled task whereas account balances can be
added by users in self-service via Load.UP money loader or the user portal’s web-pay option.

Accounting ~
Important
It is important to know that quotas will Use quots and balance (3) [change]
always be used first.
Total quota: . 1000 | Pages
Current balance: 13.00 | €
Low balance limit for login: 0.00|€

[Resst raserved balance]
Send low balance warning:

Limit for low balance warning: 3

Use user-specific prices for Toshiba devices:
Price for one black & white page (small): £

Price for one black & white page (large): 3
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12.1.1.13 User details / EWB/Print settings

EWB/Print settings ~

Here you can define basic EWB and print settings

on
e-BRIDGE for this user.

Print all jobs immediatelly after

logging in (Quickprint):

Notify user if “QuickPrint” failed

Keep print jobs after printing for

reprint

Show “Keep print jobs” option in

job list

Show print and keep button

Force Duplex printing:

Enable duplex printing by default:

Enable simplex printing by
default:

Force black & white printing:

Enabled black & white printing by
default:

Version 5.9.0

Note: The priority of the print ssttings is User-» Department->Device

Print all jobs immediately after login ’3'

("QuickPrint")

Notify user if "QuickPrint” failed

Keep print jobs after printing for reprint
Show "Keep print jobs" option in job list .
Show print and keep button

Force duplex printing

Enable duplex printing by default
Enable simplex printing by default
Force black & white printing

Enable black & white printing by default
Force erasable blue printing ’\3/

Do not print if the device displays the
warning "Low Paper”

@

Print job list sorted by Date (new -= old) W

Show print job list immediately

Automatic deletion of jobs (This will activate single print)
At logout '5‘
Cancel running jobs

120

Delete on error after
seconds

If this function is enabled all print jobs of the user (also
TeamPrint jobs) will be sent to the device immediately after
login.

If there was an error while printing jobs immediately after
login the user will receive a notification by email or popup.

The checkbox “Keep job after printing” is checked by default.

Selects if the checkbox “Keep job after printing” is visible or
not.

Will enable an extra button with “print & keep” next to the
print button.

all printouts on e-BRIDGE devices will be converted to

duplex

In case the Force duplex is set to off, you can configure if
the Duplex setting is enabled by default.

In case the Force duplex is set to off, you can configure if
the Simplex setting is enabled by default.

all printouts will be done in B&W

In case the Force black & white printing is set to off, you can

confiure if the B&W setting is enabled by default.
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Force erasable blue printing: all printouts will be done in erasable blue (ECO device only)

Do not print on "Low Paper™: If enabled printing cannot be started if the device has low
paper or no paper warning

Print job list sorted by: Select the default sort order for the print job list

Show print job list immediately: if enabled, the welcome screen will be skipped

Automatic deletion of jobs (This will activate single print)

The Automatic deletion of pending jobs on Toshiba / Toshiba eSF devices settings defines the
treatment of jobs that have already been selected for printing in case of an error, user log out or
user login.

This will ensure that documents will only be retrieved by the authorized user.

At Logout As soon as the user is pressing the logout button, e-
FOLLOW removes all jobs form the device’s job list.

To prevent removing the current job list due to auto-logout it is recommended to set the Autoclear
function on the device to 'No limit'

Cancel running jobs If enabled the currently running job is stopped and removed

additionally. Else the running job will be finished.

Delete on error after .. This will delete the current job that caused an error (e.g.
paper jam) and the pending job list after xx seconds. If the
error gets fixed in between the xx seconds, the device will
continue to print and to process the user’s current job list.

single-print-mode. This means that a next job of a selected list of jobs will not be sent to the device

o Once one of the 'Automatic deletion of jobs' option is enabled, the printing system will change to
before the prior job has been completely finished.
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12.1.1.14 User details / Projects

Click to [+] to add one or multiple

-, ~

—

Asszigned projects:

projects to the list of user assigned Enable project selection @

projects. [0 78050/Villingen-Schwenn
Projects are mandatory .

Global project can’t be assigned to Skip blank project list

a user as they are available by

default. Allow manual entry of

project names

Allow manual entry of
sub-project names

Add manually entered
PTOJCULs T DT O CU Tt )

You can define the handling of Project Codes in e-FOLLOW.

Enable project selection. This enables the project selection for jobs on
e-BRIDGE devices (EWB client) for the current user.
Project are mandatory If enabled the selection of a project code is mandatory. Jobs

without a project code will be cancelled.

Skip blank project list If a user does not have any project codes assigned (and there
are no global projects available) the user will not be prompted
to select a project code when this option is enabled.

Allow manual entry of project In addition to select project codes from a list, the user can be
names allowed to manually enter a project code.
Allow manual entry of sub- ..same for sub-project codes.

project names

Add manually entered projects If enabled, the manually entered project code will be added to
to list the user’s project code list.

o Global projects (projects that are available to all users) cannot be added to the list.

Version 5.9.0
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12.1.1.15 User details / TeamPrint

Here you can allow this user to release jobs originally printed/owned by other users.

Q, search user... v l-; Hans Test (ht) =
a Hans Jirgen Test Authentication
h.test@control-systems.de
Advanced Settings
D HANNOVE_R$
I User role
O Hans Hartmann :
Hzns Hartmann Accounting
Hansjoerg Zucker EWB/rii a
D hansjoerg.zucker@control-systems. de [P SERTES
O Heiko Huber Projects
Heike Huber
. T# int
O Helge Kaiser Samen
Helge Kaizer The user has access to print jobs of following users, departments and [1]
Hendnk Schmid security groups
a Hendrik Schmid
- Users Departments
O }ernl:nng B:cker Andre Zimmermann
snning Becker Andreas Fischer
O Holger Walter
Holger Walter |I
O ,I;Ians Test [+]1 -1 [+]1 [-1
o Groups {(AD) Groups (Entra ID)
O Hansjérg Zucker control-systems.de
hz
O Ingo Pfeiffer
ingo.pfeiffer@control-systems.de
O Ingo Pfeiffer [+]1 [-1 [+] [-1
ip
a Ingo Weiss User can create jobs, which don't appear in teamprint r2'|
i

[1] Select individual users, departments, security groups or Entra ID groups.

[2] Privacy setting

This option allows the user to flag individual print jobs as 'private' jobs. These jobs will not be seen in
the print job list on the MFP or mobile device by any other users, even if they have been granted the

right to release his jobs.

A To flag print jobs being private the client PopUp must be executed on the users Workstation.

E Invoice-3324-03-2004. rtf

Imvoboe-3324-03-2014 stf
1 Pags

Hide popup farthe next b
[ | Hide popur for the nest

[] maike this fob peieate
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12.1.2 Departments

Departments are organizational units. Each user may belong to only one department. Usually the
association of users to departments is done in Active Directory.
When synchronizing the domain e-FOLLOW automatically imports all departments and the association

of users.

#

¢

Configuration help Logout

-~ ,
g - FOLLOW
-~ Profeusionsl

ADD [ 3 ]sgecT

MANAGEMENT
User list
Permissions
Projects

Domains

DEVICES

Virtual Queues
Printers
Toshiba
Toshiba eSF
MetCardReader
Maobile print
Load UP

REPORT
Reports

Accounting

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

Q, search department... [ 1|:!i‘\|
O C5V Import 10000
C5V Import

O Demo
Angelagt wihrend der Synchronisation

O Entwicklung
Angelegt wihrend der Synchronisation

Enable duplex printing by
default

Enable simplex printing by
default

Force black & white printing

Enable black & white printing
by default

[51]

O FHD-Mitarbeiter-SekretariatRe... ble bl
Angelagr wihrend der Synchronisation Fo_rctt_! erasable blue ®
) ) - printing
O FHD-Mitarbeiter-SekretariatSt..
Angelagt wihrend der Synchronisation Do not print if the device
Geschaftsfuhrung displays the warning "Low
O Angelegr wihrend der Synchronisation Paper
O GF
Angelagt wihrend der Synchranisation Use quotas ()
O Harc!ware__supp_orl i Use user role
Angelegt wahrend der Synchronisation
Logistics . .
D Angelagt wahrend der Synchronisation List of users: [ 2 ]
O Marketing & Kommunikation
Angelagt wihrend der Synchronisation [] Denis Staritin
O Marketing & Vertrieb
created during synchrenisation [J Ingo Pfeiffer
MArketing & Vetrieb
o Angalegr wihrend der Synchronisstion [0 Viada Izotova
[ e
rest
O Software-Freigabe
test vor Release
O Softwareentwicklung
Angelagt wihrend der Synchronisation
D Support
Angelegr wihrend der Synchronisation
[ Test_s0oo
created during synchronisation
[«] [<] 1 [»1

Page: | 4 +

[Permissions]

agbrwd =

List of departments
List of users belonging to the selected department
press ADD to manually add a department

press [+] to manually add users to the selected department

enable QuickPrint; enable/show keep print jobs; enable/force duplex printing; enable simplex

by default; enable/force black&white printing; force erasable blue printing; enable prevent
printing at low paper; set quotas and user roles for the selected department.

Version 5.9.0
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12.1.2.1 Use Quotas

Similar to user’s quotas you can define quotas for departments as well.

Beside a total 'over all' quota you can define additional quotas for color usage, prints, copies, scans

and faxes.
Q, search department... v |1'"_‘| Description: Angelegt wahrend der Synchron...  [change]
L CSV Import 10000 Force duplex printing
CSV Impart Enable duplex printing by
O Demo default
Angelegt wihrend der Synchronisation
- Enable simplex printing b
O Entwicklung default plexp aby
Angelegr wihrend der Symchronisation
O FHD-Mitarbeiter-SekretariatRe . Force black & white printing:
Angelegt wihrend der Synchronisation
Enable black & white printing
O FHD-Mitarbeiter-SekretanatSt... by default
Angelegt wihrend der Synchronisation
0 Geschaftsfihrung Force erasable blue ®@
Angelegr wihrend der Synchronisation printing:
GF Use quotas: (7)
I: Angelegt wihrend der Synchronisation g & .
O Hardwaresupport Total quota: Pages
Angelegr wihrend der Synchronisation
O Logistics Color quota: . 500 | Pages
Angelegt wihrend der Synchronisation .
. T Print quota: Pages
O Marketing & Kommunikation
Angelegt wihrend der Synchronisation Copy quota: Pages
O Marketing & Vertrieb
created during synchronisation Scan quota: Pages
MArketing & Vetrieb
O Angelegt wihrend der Synchronisation Fax quota: Fages
neu Use user role
o=
Attention

Quotas can also be set for Users and Devices. So it might occur that even if the Department still has
color quota available a user can’t do color prints or copies if his personal color quota or the color

quota of the device is used up.

Quotas are only checked at user login at the MFP. They are not used to interupt jobs. Therefore it is
possible for users to have negative quotas.

Operator Manual
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12.1.2.2 Use user role

e-FOLLOW user roles can also be assigned by department. This means that a specific role can easily
be assigned (or revoked) to all users belonging to the same department.

Q, search department... d |‘l jl I Use user role
() CSVImport 10000 Cashier
C5V Impert User list
O Demo
Angelegt wihrend der Synchronisation User role manager
Entwicklung
C s e Departments
O FHD-Mitarbeiter-SekretariatRe... Permissions
Angelagt wihrend der Synchronisation .
. . . Projects
O FHD-Mitarbeiter-SekretariatSt..
Angelegt wihrend der Synchronisation Domains
O Geschiftsfiihrung .
Angelagr wihrend der Synchronisation Virtual Queues

Use user role: If enabled, user roles get enabled for all users belonging to the selected department
and you now can assign the desired roles to all users.

Attention
Disabling a user role will revoke the role from all users of that department.

Version 5.9.0
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12.1.2.3 Search for departments

To search for a specific department e-FOLLOW provides a convenient search engine.

SELECT
|Q Search department... v ||[”_'| Description:
= T AT Force duplex printing
created during sync.ﬁmn.'safl'on Force black_ & '-’\‘HtE I
0 Abteilung Einkauf
created during synchronisation Force erasable blue
inting:
] AbteilungX)xxXx prng
creared during synchrenisation Use quotas: =)
AL
0 Buchhaltung
created during synchronisation Use user role

Enter any phrase into the search window. e-FOLLOW will query all relevant fields
- Name
- Description

for that phrase.

The search can be narrowed down by selecting a specific field to be searched or by departments that
are configured with Quota in use or with Quota disabled.

ADD SELECT
Q, search department... Description:
—-ALL-- Force duplex printing
MName Force black & white |
Description Force er.asab e blue Y
Quota in use printing: Use the 2+ symbol to change the sort order of
Quota disabled Use quatas: (3) the search results.
- Use user role
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12.1.3 Permissions

The concept of permissions in e-FOLLOW describes what functions & features users are allowed or
denied when printing to a direct queue or using a Toshiba e-BRIDGE X device.

m = C Configuration help Logout
- FOLLOW -
- Prefunsional e-BRIDGE Devices Toshiba eSF Printers [ 1 ]
Devices: Users: Applies to: device '192.168.1.103'
HANAGEMENT [ 2 ] [ 3 ] user "Andre Zimmermann' [ 4 ]
. All e-BRIDGE devi... All users
User list
Departments k:"‘f-; control-systems.de Copy funktions
e <
Projects Print jobs [w E x|
Domains Print management | E x|
Scan funktions
DEVICES RemoteScan/WSScan (Pull) [ B X/
Virtual Queues Print functions
Printers Internetfax sending («»Ex
Toshiba Fax transmission («»Ex
Toshiba esF Fax received («»Ex
Cutput settil
NetCardReader —
. . Color [w|
tobile print
Local share
Load UP Store to local storage | B x|
REPORT Store to USB device lvaJ
) R ¢ Remote
eports
i Send email l"ExJ
Accounting
Store to remote server l"ExJ
SETTINGS W5 Scan(Push) l"BxJ
General e-filing
User portal & e-filing access l"BxJ
User tools
Dashboard
Schedules [+1 -1 [Add users]
Rules [Add departments]
Reader profiles [Add AD security group]
[Add Entra ID group]
[-1

1. Permission settings are set for Toshiba / eSF devices or Printers.

2. Device list: First of all permissions are globally set for All devices/queues. By default all

features are 'allowed'. [ ]x]

To deny a feature change its status to 'denied' |«/cE

By pressing [ + ] you can add single Toshiba devices (or direct queues). By default
permissions are derived from the global settings for all devices.
This is indicated by the status |« [&] x|

3. The list of users shows whom the permissions are applied to. By default the settings are
applied to All users. Similar to the devices/queues you can add individual users,
departments, security groups and Entra ID groups by pressing the corresponding icon.

This allows to individually apply permissions for each combination of user, department, group
and devices or direct queues.

4. To adjust permissions e-FOLLOW offers a tri-state setting switch for each feature.
B0/ This feature is allowed
~Ex| The permission for this feature is passed through
~|oE This feature is denied

Version 5.9.0
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The Priority of permissions is organized hierarchically:

1. Toshiba device / direct queue

2. User

3. Department
4. Security Groups
5. Entra ID groups

12.1.4 Projects

In e-FOLLOW print and copy transactions can - in addition to user and departments - optionally be
assigned to a Project code. Projects can be used. e.g. to charge back cost to projects or clients. Each
project can have an unlimited number of sub-projects allowing the administrator to realize a fine
grained accounting structure.

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES

Virtual Queues
Printers
Toshiba
Toshiba eSF
NetCardReader
Mobile print
Load UP

REPORT
Reports

Accounting

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

03 € Configuration help Logout
ADD SELECT IMPORT
Q, search project... \lg| 01067
O 01067 Description: Dresden  [Change]
Dresden "
I Available for all users: .I
O 01069
Dresden
Subprojects:
O 01097
Dresden =
[0 55555
01099
U presden
01108
O presden
01109
O presden
01127
Ul Gzt
01129
O resden
01139
O Dresden ||
01156 [+
O presden
01157
O presden
01159
1| presien
01169
O presden
01187
U presden
01189
O presden
01217
O presden
01219
O presden

Page:

1

] [>]

e-FOLLOW knows two types of projects:

global projects

these projects (and sub-projects) are available to all users.

personal assigned projects
these projects must be assigned to specific users. Only the assignees are able to select these projects
and their sub-projects.

Each project code can be specified as a 'personal’ project or 'global’ project by enabling or disabling
the User assignment enabled option.

Operator Manual
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Projects can either be selected at the e-BRIDGE embedded client, the workstation client popup or the
mobile print release App.

12.1.4.1 Import Projects from .csv

ADD SELEC IMPORT

[l 1mpart file: CriProgram Files'e-FOLLOW project,_import.csv [1]
i _ e Profect Impart Fils
Structure of the C5V files [2]

project subproject.usemame

A [ T T T T O T CT T IR TR T TIET ST N T T (o
|| 'DROP_TABLE st the first line will delebe all projects and user assignments, [4]
Syntax for global projects:

LE-5
projectl.subprojectl

projectl subproject
project2
projectd subprojectl

Syntax for user assigned projectss
LE-5

projectl.subprojectl usernamel
projectl subprojectZ.usernamel

H  projectl. usermamel

projectl, usermame?

Descriptions for project and subproject can be added with brackets:
projectldescription L subprejeck{ description)

re information and scsoal

— - [3]
Ssparator; Cremmas w

- Bracksts for descriptions = Rownd brackets {Dhescripthan R

TSV Imgport of 13316 lines finishad at 16:02:14.

B | [Cancel import] Start import i

The list of projects, sub-projects and user assignment in e-FOLLOW can be imported via a .csv file.

[1] Import file:
The location and filename of the .csv file is fix. So please make sure the file is named
project_import.csv and located in the root of e-FOLLOW install path as indicated here.

You can easily upload / replace the project_import.csv file by pressing the button Upload new Project
Import File.

[2] Syntax
Make sure the structure / syntax of the .csv file is correct. Please refer to the examples for global and
user assigned projects.

Global: project-name
project-name, sub-project-name*

user assigned: project-name,,username
project-name,sub-project-name*,username

*) sub-project name is optional. Make sure, that in case of user assigned projects the username is
placed as third field.

Version 5.9.0
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[3] Separators
Here you can define the field separators (comma, semicolon or tab stop) and the type of brackets
containing the descriptions.

[4]'DROP_TABLE
If you add the expression ''DROP_TABLE' at the first line of the .csv file all project codes and user
assignments will be deleted before importing the data from .csv. Else new data will be appended.

12.1.5 Domains

e-FOLLOW supports the synchronization of users from the local Windows domain (Active directory).
Additionally, e-FOLLOW supports the synchronization via LDAP and Azure Active Directory (AAD). By
default, the domain is auto detected according the membership of the e-FOLLOW server.

s C Configuration help Logout
-FOLLOW |
- Profuusionsl
é/ SRl REMOVE MODIFY USER IMPORT
MANAGEMENT Active Directory
User list e crosoft Entra 1ID)
Departments rol-systems.de (testUM)
Permissions Microsoft Entra ID {Azure Active Directory)
. T - w=eh multiple domains) 2
Projects Default user
[_oomains (F ot eact o H comesny
. (if at least one group is set only users
Projects from that groups will be imported)
DEVICES [+] [-1

Virtual Queues Ignore disabled AD user accounts

®
Print
rinters ®

Ignore guest user accounts
Toshiba

Toshiba eSF

Replace internal users

Delete unknown users - else they
MetCardReader get deactivated @ .

Maobile print Generate random PIN

Load UP PIN length 5

Send PIN by email to user
REPORT Y

Reports
Accounting

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

Synchronization will be performed immediately by clicking to [ USER IMPORT ]
Users can also be synchronized automatically. Pease refer to the chapter Schedules.

ADD REMOVE MODIFY USER. IMPORT
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12.1.5.1 Domains - ADD Domain

Azure active directories. Clicking to [ ADD ] will allow entering the hostname/IP and credentials for an

e-FOLLOW Professional can synchronize users from multiple active directories, LDAP Servers or

additional Server.

Active Directory

Local domain
Hostname/IP Address | |=
Login name | | =
Password | | ®
[Cancel] add
LDAP

Name [ |+

Hostname/1P Address | |=

Port | 330 =

SsL

Base DN [ =

Example: DC=domain,DC=local

Admin DN | |x

Example: CN=admin,DC=domain,DC=local

Password | |=

[Cancel]

Active Directory: CN=Administrator,CN=Users,DC=domain,DC=local

add

o LDAP import can only be performed if the LDAP Server supports paged search.

Microsoft Entra ID (Azure Active Directory)

Add domain (Microsoft Entra ID (Azure Active Directory)) ®

Name

|
Tenant ID |
|

Client ID

Client Secret |

@Domain
(will be added to the username at printing at login if not present)

| @your-azure-ad-domain-name.com

User self-enrollment (3)

[Cancel]

add

A Attention

When 'Write new Cad-IDs to A.D.' is enabled, the user specified here must have write-permission.

Version 5.9.0
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12.1.5.2 Domain - REMOVE
This will allow to remove a domain from e-FOLLOW.
Attention

When removing a domain all users, user settings and the jobs pending for these users will be deleted
accordingly.
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12.1.5.3 Domains — User import

Here the synchronization options are configured.

csvs.local (Active Directory)

N | | :oe: cs-ded.csvs.local

Attribute names

Order (with multiple domains) 2
Default user
ou filter
. (if at least one QU is set only users
Projects from that OU will be imported)
[+] [-1
Security group filter
{if at least one group is set only users
from that groups will be imported)
[+] [-1
Ignore disabled AD user accounts O
Replace internal users I/\\>
Delete unknown users - else they O

get deactivated

Generate rand
PIN length

Send PIN by &

Order (with multiple
domains)

OU filter

Security group filter

o e-FOLLOW allows to deal

name. e.g. your domain structure contains sub-OUs "users" in each "branch"-OU like:
OU=users,OU=branch-north,DC=domain,DC=com
OU=users,OU=branch-south,DC=domain,DC=com
OU=users,OU=branch-west,DC=domain,DC=com

In this case you do not need to enter 3 filters but only

OU=users or

om PIN

mail to user

If there are several domains, the search order for users can be
set here.

This allows you to import users only from specific OUs. Enter any
part of the distiguishedName of the OUs you will like to import.
This will also import users of any sub-OUs of the selected OUs.

This allows you to import users only from specific security
groups. Enter any part of the distiguishedName of the security
groups you will like to import.

with filters containing only the relevant part of the OU/group

OU=users,OU=branch
to avoid to import users from the common OU "users"

Attention
Filtering for groups in add

Ignore disabled AD accounts

Replace internal users

Delete unknown users

Generate random PIN

PIN length

Send PIN by email to user

Version 5.9.0

itional (non-local) domains is not supported.

If enabled, accounts that are disabled in the domain will not be
imported to the e-FOLLOW database.

If enabled, internal users will be replaces by the domain users in
case of identical user names (Login name / samAccountName)

Domain users that are present in the e-FOLLOW database will be
removed if the corresponding account in Active Directory does
not exist anymore.

If enabled this will assign a random PIN to each user account
Defines the number of digits for new PINs

Each user will receive an email containing the new PIN
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12.1.5.4 Domains - Attribute names

The database fields in e-FOLLOW are retrieved from specific attributes in AD. By default, the attribute

names are set to common values. Here you can change/ add the attribute names holding the data for
the specific database fields.

AzureAd (Microsoft Entra ID)

User import
Name: Control Systems GmbH & Co. KG (e-F-App)
Attribute names / Test
To use the on-premises extension attributes, simply use extensionAttributel,
Default user extensionAttribute2, ... as the attribute name.
RRIEES Display name: displayMame
Alias: displayName
Limit and shorten alias to allowed
uotas ! !
Q characters for windows login: .
Remove existing aliases before
Import:
Email address: mail
Home directory: homeDirectory
Custom home directory 7
Will be used if no home directory \\csdaten‘\daten\user'::us

is found. Wildcards:

Department: department

Card ID: employeeld

Login-PIN: onPremisesSamAccounta
Company: companyName

Test
Username / ID:

Password (optional):

[Reset Entra ID Token]

To use the on-premises extension attributes, simply use extensionAttribute1, extensionAttribute2, ...
as the attribute name.

The Alias field is mandatory and essential for assigning print jobs. Therefore the Alias must be
changed to fit to the Windows login name (Limit and shorten alias to allowed characters for windows
login).

The 'custom home directory' can be used to define a user’'s homeDirectory even if it can’t be
retrieved from the directory service. Enter the SERVER & PATH and if required "::usermame" as a
wildcard for the user login name (sAMAccountName)

For Entra ID authentication, a token is used. If the Entra ID configuration changes (e.g., permissions),
you can press [Reset Entra ID Token] to obtain a new one.

You can also press [Check Entra ID Token] to view the assigned permissions and the token's
expiration time (the token is automatically renewed).
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12.1.5.5 Domains - Default user
Here yoq can define the csvs.local (Active Directory)
user settings for newly User import
. . Hostname: cs-dcl.csvs.local
imported users from this Attribute names
domain Activated ]
|
Projects Accounting Log ~
Popup profile Mone b
Print settings
Print all jobs
immediately after
login ("Quickprint”)
Motify user if
“QuickPrint" failed
|| Keep print jobs after
printing for reprint
Show "Ki int
jnbusls opfgﬁ %n;ob list .

Activated

Accounting

Popup profile
Print settings

EWB settings

Automatic deletion of jobs

Version 5.9.0

Show print and keep
button

Force duplex printing

Enable duplex
printing by default

Enable simplex
printing by default

Force mone printing

Enable black & white
printing by default

Force erasable @
blue

Do not print if the

When not enable new users are imported in 'deactivated' mode.
In this case they cannot print or login to any device.

Select the accounting mode for new users. Depending the
selected mode Balance setting or Quota setting are getting
active.

Select a popup profile for new users
Select the print settings for new users

Select if the print job list shall be shown immediately and the sort
order of the job list.

This defines the treatment of jobs that have already been
selected for printing in case of an error, user log out or user login.
This will ensure that documents will only be retrieved by the
authorized user
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The default user settings

for Projects are only
available in e-FOLLOW
Professional

The default user setting
for Balance is only
accessible in e-
FOLLOW Professional.

Make sure the
Accounting mode
'Balance' has been
selected for the Default
user.

csvs.local (Active Directory)
User import
Hostname: cs-dcl.csvs.local
Attribute names
Enable project selection
Default user

Projects are mandatory
Skip blank project list

Allow manual entry of project names

Balance
Allow manual entry of sub-project
names
Add manually entered projects to
project list
csvs.local (Active Directory)
User import

Hostname: cs-dcl.csvs.local
Attribute names
Current balance 0,00

Default user
Low balance limit for

login 0,00

Projects

Send low balance

Balance warning

Limit for low balance
warning

Use user-specific prices
for Toshiba devices

Price for one black &
|| white page (small)

Price for one black &
white page (large)

Price for one color
page (small)

Price for one color
page (large)

Price for one dual-
color page (small)

Price for one dual-
color page (large)

Price for one erasable
blue page {small}

Price for one erasable
blue page (large)

Price for one scan
page in color

In case your e-FOLLOW server is not a domain-member the domain can't be resolved automatically.
In this case you will see a message "No domains available".

Click to ADD and enter the hostname or IP address of the domain controller and the credentials of an
administrative user as described above.
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12.1.6 Domains — ADD Microsoft Entra ID (Azure Active Directory)

To synchronize your Microsoft Entra ID users with e-FOLLOW.cloud, you need to prepare one App at
your Entra ID.

Then you need your Tenant ID, the Application (client) ID and the Secret Key to create a Entra ID
domain at the management.

12.1.6.1 Create an application in Microsoft Entra ID (Azure Active Directory)

Start the Azure portal (https://portal.azure.com) and sign in with your Microsoft account and select
"Microsoft Entra ID" in Azure services

Select "App registration" on the left and then click on “New registration”

Home > Control Systems GmbH & Co. KG

g2z Control Systems GmbH & Co. KG | App registrations =

L LBl

New registration & Endpoints A Troubleshoot () Refresh 4 O

© Ovenview All applications ~ Owned applications  Deleted applications
IO Preview features —_—
O Start typing a display name or application (client) ID to filter theser...

A Diagnose and solve problems ‘ YPINg Py PP ( )
~ Manage

& Users o

0 applications found
&8 Groups

Display name T

85 External Identities Mo results.

, Roles and administrators

& Administrative units

> Delegated admin
partners

i Enterprise applications

LD Devices

i App registrations

(&) Identity Governance

Version 5.9.0
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Give a name, select a Supported Account Type and click "Register"”

Microsoft Azure £ search resources, services, and docs (G+/) v [ ? ingo.pfeiffer@control -
CONTROL SYSTEMS GMBH & CO.

Home > Control Systems GmbH & Co. KG | App registrations >

Register an application X

* Name

The user-facing display name for this application (this can be changed later).

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directory only (Control Systems GmbH & Co. KG only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra 1D tenant - Multitenant) and personal Microsoft accounts (2.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

we'll return the authentication respense to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios.

Select a platform e | | e.g. hitps://fexample.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies =

After creating the App you will find your Tenant ID and the Application (client) ID.

Home > Control Systems GmbH & Co. KG | App registrations >

g oe-F-App #

s« lj[ Delete @ Endpoints & Preview features

| B overview

~ Essentials
i Quickstart
. Display name t e-F-App
# Integration assistant
) I Application (client) ID : a i BT i 1 I
# Diagnose and solve problems Object ID . i
v Manage I Directory (tenant) ID : - I
= Branding & properties Supported account types : My organization only

3 Authentication
o Starting June 30th, 2020 we will no longer add any new features to Azure Acti
Certificates & secrats to Microsoft Authentication Library (MSAL) and Microscft Graph. Learn more

1l Token configuration

. Get Started Documentation
-9 API| permissions

& Expose an AP|
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Select "certificates and secrets" on the left and click on "New client secret"

Enter a Description and an expiration date

= Microsoft Azure A Search resources, serv,

Home > Control Systems GmbH & Co. KG | App registrations » e-F-App

e-F-App | Certificates & secrets =

|;J Searc | i

B overview
& Quickstart

# Integration assistant
Manage

&2 Branding & properties

—:’) Authentication

Certificates & secrets

Token configuration

S+ AP| permissions

..and click "Add"

fl_"‘ Got feedback?

Credentizls enable confidential applications to identify themselves to the ay
scheme). For a higher level of assurance, we recommend using a certificate

o Application registration certificates, secrets and federated credentials can

Certificates (0) Client secrets (5) Federated credentials (0)

A secret string that the application uses to prove its identity when request

Mew client secret

Copy the value of the client secret that you just added.

Attention

This is only shown once here. If you forget it, you can create another one

The Secret Key will expire after a certain time. Be sure to recreate it regulary or some feature of the
Microsoft Entra ID (Azure Active Directory) like synchronization will fail.

Select "API permissions” on the left
You must add the following rights

S Application-type API

Therefore click +Add a permission

Version 5.9.0
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= Microsoft Azure
Show portal menu

Home > Control Systems GmbH & Co. KG | App registrations » e-F-App

2 search resources, se

- e-F-App | APl permissions =

|/’3‘ Search | & O Refresh Q'j Got feedback?

B Overview

& Quickstart
o The "Admin censent required” column shows the default value for an of
& Integration assistant

Manage Configured permissions

= 2randing & properties Applications are author\zed_to Fal\ APIs when they are granted permissio
all the permissions the application needs. Learn more about permissions

—:’) Authentication

Add a permission |~ Grant admin consent for Cantrol Systems &

Certificates & secrets

1! Token configuration AP / Permissions name Type Description

o Micr Graph (8)
=+ AP| permissions Micrasoft Graph (3)

Then select "Microsoft Graph"

Microsoft Azure B search resources, services, and docs (G+/) 1 7 a ingo.pfeiffer@contro
CONTROL SYSTEMS GMBH

Home > Control Systems GmbH & Co. KG | App ©

Request API permissions
- e-F-App | APl permissiont

Select an API

|/’3 Search | « O we

Microsoft APls  APls my organization uses My APls
B Overview .

Commonly used Microsoft APIs
& Quickstart

#" Integration assistant Microsoft Graph

—
/ ‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mability = Security, and Windows 10,
Manage g ’ Access Microsoft Entra ID, Excel, Intune, Qutlook/Exchange, OneDrive, Onehlote, SharePaint, Planner. and more
...‘

Config through 3 single endpaint.

=
&= Branding & properties applica
D Authentication permis

Select 'Application permissions’

O Search resources, services, and docs (G+/) A 7 ingo.pfeiffer@control-
CONTROL SYSTEMS GMBH & C{

Home » Control Systems GmbH & Co. KG | App r Request API permissions N
—=- e-F-App | APl permission:

CAll APIs.
|p search ‘ « O @ Microsoft Graph

https://graph.microsoftcom/ Docs

S Overview What type of permissions does your application reguire?

& Quickstart
o Delegated permissions Application permissions

Your application needs to access the AP as the signed-in user. Your application runs as & background service ar dasman withoft
signed-in user,

}.' Integration assistant

o

Manage

Select the following API permissions
AccessReview.Read.All

Directory.Read.All

Group.Read.All

GroupMember.Read.All

User.Read.All

User.ReadBasic.All (Delegated Permissions)

ooOoODOO

Click "Add Permissions"
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rosoft Azure P Search resources, services, and docs (G+/) 7 7 ngo.pfeiffer@control
'CONTROL SYSTEMS GMEBH & C

Home » Control Systems GmbH & Co. KG | App r Request API permiSSiOnS X
- e-F-App | API permission:

Delegated permissions Application permissions
Vour application needs to access the APl as the signed-in user. Your application runs as a background service or dasman without 2
‘)’3 Search ‘ « Ow signed-in user.
i Overview
Select permissions expand all

& Quickstart

| P Start typing a permissien to filter these results

F'd Integration assistant

Permission Admin consent required
Manage Config
= Branding & properties Applica v AccessReview (1)
3 Authentication permiz . AccessReview Read.All @ .
¥ as
Read all access reviews
Certificates & secrets + A
- \:‘ AccessReview Readwrite.all O v
7 i es
Il Token configuration APL/ Manage all access reviews
= AP| permissions ~ Mit \:‘ AccessReview.Readwrite.Membership @ -
AL

& Expose an API IManage access reviews for group and app memberships

Microsoft Azure £ search resources, services, and docs (G+/)

Home > Control Systems GmbH & Co. KG | App registrations > e-F-App

=~ e-F-App | API permissions =

‘)’-7 Search | « O Refresh 9? Got feedback?

Overview

& Quickstart %
0 The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or
Fa Integration assistant app. This column may not reflect the value in your organization, or in organizations where this app will be used. Leam more

Manage . L.
Configured permissions

= .
B eranding & properties Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured

_:,) Authentication permissions should include all the permissions the application needs. Learn more about permissions and consent
Certificates & secrets = Add a permission ~ Grant admin consent for Contral Systems GmbH & Co. KG

m
|| Token canfiguration APl / Permissions name  Type Description Admin consent req...  Status

- API permissians ~ Microsoft Graph (8)

& Expose an AFI AccessReview.Read Al Application  Read all access reviews Yes @ Granted for Control Syst, »++
H App roles Directory Read All Application  Read directory data Yes @ Granted for Control Syst,, =+
k. Owners Directory ReadWrite Al Application  Read and write directory data Yes @ Granted for Control Syst, »++
. Roles and administrators Group Read.All Application  Read all groups Yes @ Granted for Control Syst,, =+
[ Menifest GroupMember.Read.Al Application Read all group memberships Yes @ Granted for Control Syst,, »=+
Support + Troubleshooting User Read Delegated  Sign in and read user profile No @ Granted for Control Syst, =+
&2 Troubleshooting User.Read All Application  Read all users' full profiles Yes @ Granted for Control Syst,, *=*
& New support request User ReadWrite All Application  Read and write all users’ full profiles Yes @ Granted for Control Syst, =+

If you are not an administrator, you must ask your administrator for consent. He must then go to this
page with his account and click on the button "grant administrator consent for YOUR.DOMAIN".

The status of all permissions should be green now.

Version 5.9.0
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Allow public client flows:

To enable login by username & password public client flow has to be enabled.

e

Home » Control Systems GmbH & Co. KG | App registrations > e-F-App

3 e-F-App | Authentication =

|f5 Search

‘:(

B overview
& Quickstart

;'.' Integration assistant

Manage

Branding & properties
3 Authentication

Certificates & secrets
Il Token configuration
-9 API permissions

@ Expose an API

App roles
& Owners
&, Roles and administrators

M Manifest

Support + Troubleshooting
&’ Troubleshooting

a‘ New support request

Rj Got feedback?

Platform configurations

Depending on the platform or device this application is targeting, additional configuration may be required such 2
redirect URIs, specific authentication settings, or fields specific ta the platform.

Add a platform

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directory only (Control Systems GmbH & Co. KG only - Single tenant)
O Acceunts in any organizational directory (&ny Microsoft Entra ID tenant - Multitenant)

Help me decide...

A\ Dueto temporary differences in supported functionality, we don’t recommend enabling personal Microsoft
accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest
editor. Learn more about these restrictions.

Advanced settings
Allow public client flows @

Enable the following mobile and desktop flows:

* App collects plaintext password (Resource Owner Password Credential Flow) Learn more
s Mo keyboard (Device Code Flow) Learn more{!
* S50 for domain-joined Windows (Windows Integrated Auth Flow) Learn more!

Microsoft Azure P Search resources, services, and docs (G+/)

This can also be enabled at the "Manifest" on the left

Home » Control Systems GmbH & Co. KG | App registrations » e-F-App
i e-F-App | Manifest  »
|)’3 Search ‘ « | Save I X Discard T Upload + Download Q? Got feedback?
Overview The editor below allows you to update this application by directly modifying its JSON representation.
. Microsoft Entra ID application manifest.
& Quickstart
# Integrati istant t g
7 Imegration assistan 2 "id": "f18c7566-7e@6-4819-0b11-36029a4dc36C",
3 "acceptMappedClaims”: null,
Manage a4 "accessTokenAcceptedversion”: null,
5 R
B eranding & properties =
- g seprop 6 "allowPublicClien true,
3 Authentication 7 T = = c-9aaa-d1al205c27d7",
8 “appRoles™: [],
Certificates & secrets 9 "oauth2AllowUrlPathMatching”: false,
. 18 “createdDateTime"”: "2022-83-087T14:46:897",
ill Token configuration “ P
11 description”: null,
9 API permissions 12 "certification”: null,
13 "disabledByMicrosoftStatus”: null,
@ Expose an AP 14 "grouptembershipClaims”: null,
15 "identifieruris": [
App roles P "
16 api://32a7ef@5-T480-4c6c-CGaaa-dlal295c27d7
A Owners 17 1.
18 "informationalUrls": {
&b Reles and administrators 19 "termsOfService”: null,
20 “support”: null,
21 privacy null,
kotiog. o1l

Operator Manual

Set "allowPublicClient" to 'true' and click save
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In case e-FOLLOW.cloud shall be allowed to write back Card-ID or PINs to the AAD you need to grant
write-permission to the registered App

Add a permission  ~ Grant admin consent for Control Systems GmbH & Co. KG

APl / Permissions name Type Description Admin consent requ... Status
~ Microsoft Graph (8) wee
AccessReview.ReadWrite A Application  Manage all access reviews Yes @ Granted for Control Syst,,. =*+
Directory.ReadWrite. A Application  Read and write directory data Yes @ Granted for Control Syst,, »+»
Group.ReadWrite.A Application  Read and write all groups Yes @ Granted for Control Syst,, ***
ber.ReadWrite.A Application  Read and write all group memberships Yes @ Granted for Control Syst,,, »e»
UserRead Delegated  Sign in and read user profile No @ Granted for Control Syt »+=
UserReadBasic A Delegated  Read all users' basic profiles No @ Granted for Control Syst,, =+
User.ReadWrite.Al Delegated  Read and write all users' full profiles Yes @ Granted for Control Syst,,, =**
User.Read\Write.Al Application  Read and write all users' full profiles Yes @ Granted for Control Syst,, *++

In order to get the permissions effective, it is recommended to create a new App and apply above
permissions instead of modifying an existing app.

Version 5.9.0
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12.1.6.2 Configuring e-FOLLOW domain Microsoft Entra ID (Azure Active Directory) synchronization

Click to ADD — Microsoft Entra ID (Azure Active Directory)

Name
Tenant ID
Client ID
Client Secret

@Domain

(will be added to the username at printing at login if not present)

User self-enrollment

Microsoft Login

@your-azure-ad-domain-name.com

Redirect URIs for Entra ID app, when User self-enrollment or Microsoft Login is used:

User portal:

Management:™®

https://192.168.1.35:11070/7page=self_enrollment_callback

http://localhost: 11080/7?page=microsoft_login_callback

* If S5L is not enabled, only http://localhost... can be used as the redirect URL.
In this case, the functionality can only be used directly on the server.

[Cancel]

Name Enter a name of your choice for the directory service

Tenant ID Enter the Directory (tenant) ID of your AAD

Client ID Enter the Application (client) ID of the service you just created

Client Secret Enter the Client Secret for the service you just created

@domain To simplify the login, this domain-addon will be added automatically to

the username at login, so the users do not necessarily need to enter their

full login name. E.g.: @control-systems.de

User self-enroliment

This option disables automatic synchronization with Microsoft Entra ID
(Azure Active Directory)
(Explained in chapter 0 Fehler! Ungiiltiger Eigenverweis auf

Textmarke.)

Microsoft Login

This option enables the Microsoft Login for this domain. As “Sign in with
Microsoft” button will be then available at the Management and User
Portal login page.

At SETTINGS - General and SETTINGS- User portal & User tools

you can choose to allow only Microsoft Login.

Redirect URI for User
portal

The Redirect URI for the login page of the User Portal. This URI will be
used for User self-enrollment and Microsoft Login.
Enter it at your Entra ID App - Manage > Authentication > Web

Redirect URIs. See screenshot below.

Redirect URI for

Management

The Redirect URI for the login page of the Management. This URI will be

used only for Microsoft Login.

Operator Manual
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Enter it at your Entra ID App > Manage > Authentication > Web

Redirect URIs. See screenshot below.

Redirect URIs example for User self-enroliment and Microsoft Login.

Microsoft Azure 2 Search resources, services, and docs (G+/) [

Home > Control Systems GmbH & Co. KG | App registrations > e-F-App

3 e-F-App | Authentication =

QOverview
& Quickstart Platform configurations
' Integration assistant Depending on the platform or device this application is targeting, additional configuration may be required such as

redirect URIs, specific authentication settings, or fields specific to the platform.
K Diagnose and solve problems
v

Manage Add a platform

= eranding & properties

23 Authentication Web Quickstart  Doecscf [il]

Certificates & secrets Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. The redirect
URI you send in the request to the login server should match one listed here. Also referred to as reply URLs. Learn more about Redirect URIs and their
restrictions!

1l Token configuration

-2 AP| permissions

& Expose an API https://192.168.1.35:11070/7page=self_enroliment_callback @

App roles http://localhost:11070/7page=self_enrollment_callback @

&8 Owners Add URI

b, Roles and administrators

Version 5.9.0
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(_g 12.1.7 Domains — ADD Microsoft Entra ID (Azure Active Directory) with User self -enroliment

If youneed a more secure and limited access to Microsoft Entra ID (Azure Active Directory) users then
use the User selt-enroliment feature.

There you also have to register an API for Microsoft Entra ID (Azure Active Directory) but without the
rights to read all user informations.

Because of this synchronization of all users is no longer possible. Users have to add themselves
manually at the e-FOLLOW user portal by entering their email address. Then they will be redirected to
the Microsoft login page.

(;..: 12.1.7.1 Create an application in Microsoft Entra ID (Azure Active Directory) with User self -enroliment

Start the Azure portal (https://portal.azure.com) and sign in with your Microsoft account and select
"Microsoft Entra ID" in Azure services

Select "App registration" on the left and then click on “New registration”

e e e

Home > Control Systems GmbH & Co. KG

gz Control Systems GmbH & Co. KG | App registrations =

L1
-
Microsoft Entra ID

New registration @ Endpoints ﬁ Troubleshooting 'C' Refrash & Download [E Preview

O overview

&2 Preview features
o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Libra

7 Diagnose and solve problems need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
Manage
All applications Owned applications Deleted applications
ah Users _—
& Groups

o If deleted for more than 30 days, app registrations cannot be restored and may be automatically permanent]
BB External Identities

ai» Roles and administrators

L Start typing a display name or application (client) 1D to filter these r... +v Add filters
& Administrative units
Delegated admin partners
# Enterprise applications 0 applications found
L Devicec Display name T
£ App registrations MNo results.

[&} |dentity Governance
£ Application proxy

E custom security attributes

Operator Manual Version 5.9.0
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Give a name and select a Supported Account Type.

Choose at Redirect URI “Web” and enter the URL, which is shown at SETTINGS > Domains>ADD or

MODIFY.

The redirect URIs can also be edited later in Azure Management Portal (Entra ID App - Manage >

Authentication > Web Redirect URIs)

If SSL (HTTPS) is not enabled, only http://localhost... can be used as the redirect URI. In this case, the

functionality can only be used directly on the server.

= Microsoft Azure 2 Search resources, services, a

Home > Control Systems GmbH & Co. KG | Overview >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

e-FOLLOW App "

Supported account types

Whe can use this application or access this API?
@ Accounts in this organizational directory only (Control Systems GmbH & Co. KG only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra 1D tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts anly

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios.

Web ~ | ‘ https://192.168.1.35:11070/?page=self_enrollment_callback ~

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

After creating the App you will find your Tenant ID and the Application (client) ID.

— Microsoft Azure

stems GmbH & Co. KG | App registrations

Home > Control

= e-F-App #

iy
| B overview
# Essentials
& Quickstart
Display name : e-F-App
#" Integration assistant —
Ia‘.ppl-calucn (client) ID 1 TelDd WO 1 I
A Diagnose and solve problems Object 1D

“ Manage y (tenant) 1D : : . I

B2 Branding & properties ported account types : M; anization only

3 Authentication
@ Starting June 30th, 2020 we will no longer add any new features to Azure Acti
Certificates & secrets to Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam more

I
Token configuration

. Get Started  Documentation
<= AP| permissions

&b Expose an AP|

Version 5.9.0
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Select "certificates and secrets" on the left and click on "New client secret"

Enter a Description and an expiration date

= Microsoft Azure A Search resources, serv,

Home > Control Systems GmbH & Co. KG | App registrations > e-F-App

e-F-App | Certificates & secrets =

|;’ Searc

| «

B overview
& Quickstart

# Integration assistant
Manage

&2 Branding & properties

—:’) Authentication

Certificates & secrets

Token configuration

S+ AP| permissions

..and click "Add"

fl_"‘ Got feedback?

Credentizls enable confidential applications to identify themselves to the ay
scheme). For a higher level of assurance, we recommend using a certificate

o Application registration certificates, secrets and federated credentials can

Certificates (0) Client secrets (5) Federated credentials (0)

A secret string that the application uses to prove its identity when request

Mew client secret

Copy the value of the client secret that you just added.

Attention

This is only shown once here. If you forget it, you can create another one

The Secret Key will expire after a certain time. Be sure to recreate it regulary or some feature of the
Microsoft Entra ID (Azure Active Directory) like synchronization will fail.

Operator Manual
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Permissions:

e Remove User.Read permission
e Add Delegated permissions:
& profile (View users’ basic profile)

& offline_access

Microsoft Azure

£ Search resources, services, and docs (G+/)

denis.stari

@control-s.
CONTROL SYSTEMS GMEH & CO.

Home > e-FOLLOW App

| F Search

|:<

B overview
&4 Quickstart
# Integration assistant

Manage

Branding & properties
Authentication
Certificates & secrets

Il Token configuration

API permissions

Expose an API

App roles

- e-FOLLOW App | API permissions = - X

O Refresh R'_f‘ Got feedback?

Configured permissions
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list

of configured permissions should include all the permissions the application needs. Learn more about permissions and consent

Add a permission  ~ Grant admin consent for Control Systems GmbH & Co. KG

API / Permissions n... Type Description Admin consent req...  Status
“~ Microsoft Graph (1) b
User.Read Delegated  Sign in and read user profile No B

Remove permission

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

Then click +Add a permission

Microsoft Azure A~ Search resources, services, and docs (G+/)

Home > Control Systems GmbH & Co. KG | App registrations » e-FOLLOW Self-Enroliment@VI

- e-FOLLOW Self-Enrollment@VI | AP| permissions =

| P Search

O Refresh R'j Got feedback?

|:<

B overview

& Quickstart

Manage

=
=

D

Authentication

# Integration assistant

Branding & properties

Certificates & secrets

Token configuration

o The "Admin consent required” column shows the default value for an ¢
your organization, or in organizations where this app will be used. Leas

Configured permissicns

Applications are authorized to call APIs when they are granted permissio
all the permissions the application needs. Learn more about permissions

Add a permission

APl / Permissions name

2= API permissions

Mo permissions added

Version 5.9.0
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Then select "Microsoft Graph"

£ search resources, services, and docs (G+/) & ingo.pfeiffer@contro
CONTROL SYSTEMS GMBH &

Home > Control Systems GmbH & Co. KG | App r Request API permissions

= e-F-App | APl permission:

Select an APl

|/7 Search | < O re

Microsoft APls ~ APls my organization uses My APls
B overview .
Commonly used Microsaft APls
Quickstart

o
7 Integration assistant /" Microsoft Graph
Manage :
Confic
= Branding & properties Applic:;
3 Authentication permis

And then select delegated permissions
Request APl permissions X

< All APIs
{E} Microsoft Graph

https://graph.microsoft.comy Docs

What type of permissions doas your application require?

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user, Your application runs as a background service or daemon without a
signed-in user,

e-FOLLOW.cloud will only see this information about users (see screenshot below)
https://graph.microsoft.com/oidc/userinfo

https://graph.microsoft.com/oidc/userinfo

Body

K-www-form-urlencoded binary GraphQL

"email”:

Operator Manual Version 5.9.0
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In Azure portal there is a possibility to track account logins.

Therefore click in your Microsoft Azure portal on Microsoft Entra ID > Enterprise applications.
Then select your created App in the list.
At Activity you can then see the Sign-in logs:

Microsoft Azure P Search resources, services, and docs (G+/)

Home » Control Systems GmbH & Co. KG | Enterprise applications > Enterprise applications | All applications > e-FOLLOW App

5) e-FOLLOW App | Sign-in logs =

Enterprise Application

s Overview

Deployment Plan

# Diagnose and solve problems

Manage

il Properties

£ Owners

&b, Roles and administrators
&8 Users and groups

D single sign-on

& Provisioning

E! Application proxy

C  self-service

Security
& Conditional Access
u Permissions

© Token encryption

Activity

I D sign-in logs

fil Usage & insights

B Audit logs

+ Download ~ @ Export Data Settings K Troubleshoot 'U Refresh Columns ﬁ? Got feedback?

o ‘Want to switch back to the default sign-ins experience? Click here to leave the preview. =

Date : Last 7 days Show dates as : Local Application contains 7¢3378a4-f80e-dacf-870c-0b6éd3fadb93e +v Add filters
User sign-ins (interactive)  User sign-ins (non-interactive) Service principal sign-ins Managed identity sign-ins
Date 4 RequestID T4 User T Application Ty Status IP address

9/6/2023, 1:25:49 PM db23ff1d-f588-42e3-baf5-f... Denis Staritin e-FOLLOW App Success 2.207.230.34

Version 5.9.0
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You can also filter users which can perform self-enroliment.
Therefore select Microsoft Entra ID > Enterprise applications.Then select your created App in the list.
Then select Conditional Access and create a new policy.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > e-F-App

@ e-F-App | Conditional Access

“ ~+ new policy |-+ Mew policy from templste T Upload policy file 2 what if =

Enterprise Application

i Overview

Deployment Plan What is Conditional Access?
# Diagnose and solve problems Conditional Access gives you the ability to enforce access requirements when specific conditions og
Learn more &
Manage
Il Properties Conditions Controls
&8 Owners When any user is outside the company network They're required to sign in with |
& Roles and administrators
When users in the '‘Managers’ group sign-in They are required be on an Intur
&% Users and groups
3 single sign-on Get Started

@ Provisioning

1. Create your first policy by clicking "+ Create new policy”
1 Application proxy 2, Specify policy Conditions and Contrals

3. When you are done, don't forget to Enable policy and Create
C  self-service

Interested in comman scenarios? &

Security

I ¥ Conditional Access I

Microsoft Azure B Search resources, services, and docs (G+/) 7 denis.staritin@4
CONTROL SYSTEMS ¢

Home > Control Systems GmbH & Co. KG | Enterprise applications > Enterprise applications | All applications » e-FOLLOW App | Conditional Access »

Block Login

Conditional Access policy

Caontrol access based on Conditional Access Control access based on who the policy will
policy to bring signals together, to make apply to, such as users and groups, workload
decisions, and enforce organizational policies. identities, directory roles, or external guests.
Learn more Learn more
*

Name Include  Exclude

Block Login \/|

O MNone

Assignments O Al users
Users (D @ Select users and groups

Specific users included [] Guest or external users ©
Target resources (D) [] birectory roles @

1 app included
PP Users and groups

Conditions ©

0 conditions selected Select

1 user

Access controls
- Test Deactivate ..
Grant (O test_deactivate@control-syste...

Block access

Session ©

0 contrals selected

Enable pelicy

(reortory @EEED oF )
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12.1.7.2 Configuring e-FOLLOW domain Microsoft Entra ID (Azure Active Directory) synchronization
with User self-enrollment

Click to ADD — Microsoft Entra ID (Azure Active Directory)

Name
Tenant ID
Client ID

Client Secret

@Domain

(will be added to the username at printing at login if not present)

@your-azure-ad-domain-name.com

User self-enrollment

°|

Microsoft Login

Redirect URIs for Entra ID app, when User self-enrcllment or Microsoft Login is used:

User portal:

Management:*

https://192.168.1.35:11070/?page=self_enrollment_callback

http://localhost:11080/?page=microsoft_login_callback

* If 5L is not enabled, only http://localhost... can be used as the redirect URL
In this case, the functionality can only be used directly on the server.

[Cancel]

Name Enter a name of your choice for the directory service

Tenant ID Enter the Tenant ID of your AAD

Client ID Enter the Client ID of the service you just created

Client Secret Enter the Client Secret for the service you just created

@domain To simplify the login, this domain-addon will be added automatically to

the username at login, so the users do not necessarily need to enter their

full login name. E.g.: @control-systems.de

User self-enrollment

Switch on User self-enroliment

Microsoft Login

This option enables the Microsoft Login for this domain. As “Sign in with
Microsoft” button will be then available at the Management and User
Portal login page.

At SETTINGS > General and SETTINGS-> User portal & User tools you

can choose to allow only Microsoft Login.

Redirect URI for User
portal

The Redirect URI for the login page of the User Portal. This URI will be
used for User self-enroliment and Microsoft Login.
Enter it at your Entra ID App > Manage - Authentication > Web

Redirect URIs. See screenshot below.

Redirect URI for

Management

The Redirect URI for the login page of the Management. This URI will be
used only for Microsoft Login.
Enter it at your Entra ID App > Manage - Authentication > Web

Redirect URIs. See screenshot below.

If SSL (HTTPS) is not enabled, only http://localhost... can be used as the redirect URI. In this case, the
functionality can only be used directly on the server.

Version 5.9.0
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Redirect URIs example for User self-enroliment and Microsoft Login.

e e

Home » Centrol Systems GmbH & Co. KG | App registrations > e-F-App

3 e-F-App | Authentication »#

B overview
& Quickstart

4 Integration assistant

-

# Diagnose and solve prablems

~ Manage

B2 Branding & properties

2 Authentication

Certificates & secrets

-2 AP| permissions

& Expose an API

App roles

&8 Owners

B

Token configuration

» Roles and administrators

,OT'] Got feedback?

Platform configurations

Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URIs, specific authentication settings, or fields specific to the platform.

Add a platform

Web Quickstart  Doecscf [il]
Redirect URIs
The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. The redirect

URI you send in the request to the login server should match one listed here. Also referred to as reply URLs. Learn more about Redirect URIs and their
restrictions '

https://192.168.1.35:11070/7page=self_enroliment_callback ]E
http://localhost:11070/? page=self_enrollment_callback ]E[
Add URI

Version 5.9.0
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12.1.7.3 Domain - REMOVE

This will allow to remove a domain from e-FOLLOW.cloud.

Attention

When removing a domain all users, user settings and the jobs pending for these users will be deleted

accordingly.

12.1.7.4 Domains — User import

Here the synchronization options are configured.

AzureAd (Microsoft Entra ID)

User impo
i — Mame: Control Systems GmbH & Co. KG (e-F-App)
Attribute names / Test
Order {with multiple domains) 1
Default user
Group filter All Company
. (if at least one group is set only users
Projects from that groups will be imported)
[+] [-1
Ignore disabled AD user accounts .
Quotas
Remove Card IDs from disabled user
accounts
Ignore guest user accounts .
Replace internal users
Delete unknown users - else they (% .
get deactivated -
|| Generate random PIN
PIN length 5

Send PIN by email to user

Group filter

Ignore disabled AD accounts
Remove Card IDs from
disabled user accounts
Ignore guest user accounts
Replace internal users
Delete unknown users
Generate random PIN

PIN length

Send PIN by email to user

Operator Manual

This allows you to import users
only from specific Groups. Click

to [*+] to select a Group from Add od
your AAD .

ditional filter: | All Company i

[Cancel]

If enabled, accounts that are disabled in the domain will not be
imported to the e-FOLLOW.cloud database.

If enabled, the assigned card ids of disabled users will be
removed.

If enabled, only 'Member' type user accounts will be
imported/synchronized to the e-FOLLOW.cloud database.

If enabled, internal users will be replaced by the domain users in
case of identical user names (Login name / UserPrinzipalName)

Domain users that are present in the e-FOLLOW.cloud database
will be removed if the corresponding account in Azure Active
Directory does not exist anymore.

If enabled this will assign a random PIN to each user account
Defines the number of digits for new PINs

Each user will receive an email containing the new PIN

Version 5.9.0
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12.1.7.5 Domains - Attribute names

The database fields in e-FOLLOW.cloud are retrieved from specific attributes in AAD. By default, the
attribute names are set to common values. Here you can change/ add the attribute names holding the
data for the specific database fields.

e-F-App (Microsoft Entra 1D)

User import

Mame: Control Systems GmbH & Co. KG (e-F-App)

Display name: displayName
Default user -

Alias: displayName

IR Limit and shorten alias to allowed ®

characters for windows login:

Remove existing aliases before

Import:

Email address: mail

Home directory: homeDirectory

Custom home directory (7

Will be used if no home directory =

s found. Wildcards:

Department: department
|| Card ID:

Login-PIN:

Test

Username / ID:

Password (optional):
[Test]

[Rest Entra ID Token]

[Check Entra ID Token]

The Alias field is mandatory and essential for assigning print jobs. Therefore the Alias must be
changed to fit to the Windows login name (Limit and shorten alias to allowed characters for windows
login).

The ‘custom home directory' can be used to define a user’'s homeDirectory even if it can’t be
retrieved from the directory service. Enter the SERVER & PATH and if required "::username" as a
wildcard for the user login name (sAMAccountName)

For Entra ID authentication, a token is used. If the Entra ID configuration changes (e.g., permissions),
you can press [Reset Entra ID Token] to obtain a new one.

You can also press [Check Entra ID Token] to view the assigned permissions and the token's
expiration time (the token is automatically renewed).

Version 5.9.0
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12.1.7.6 Domains - Default user

Here you can define the
user settings for newly
imported users from this

User import

Attribute names / Test

CSAAD (Microsoft Entra ID)

Mame: Control Systems GmbH & Co. KG (CSALD)

Activated

Accounting Quotas

Popup profile Mone
Print settings

Print all jobs

immediately after

login {"Quickprint™)

Notify user if
"QuickPrint" failed

Keep print jobs after
printing for reprint

Show "Keep print
jobs™ option in job list

Show print and keep
button

Force duplex printing

Enable duplex
printing by default

Enable simplex
printing by default

Force mono printing

Enable black & white
printing by default

Force erasable
blue

@

Do not print if the

New users can be imported in 'deactivated' mode. In this case
they cannot print or login to any device.

domain.
Projects
Quotas
Activated
Accounting

Popup profile
Print settings

EWB settings

Automatic deletion of jobs

Operator Manual

Select the accounting mode for new users. Depending the
selected mode Quota setting are getting active.

Select a popup profile for new users

Select the print settings for new users

Select if the print job list shall be shown immediately and the sort

order of the job list.

This defines the treatment of jobs that have already been

selected for printing in case of an error, user log out or user login.

This will ensure that documents will only be retrieved by the

authorized user.
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csvs.local (Active Directory)
User import
Select the default user . ostname: erdet coveoca
K A Attribute names
settings for Projects Enable project selection
P Projects are mandatory
Balance Allow manual entry of project names
Allow manual entry of sub-project
Quotas names
Add manually entered projects to
project list
The Default User — Quotas S mport Test (Azure Active Directory)
options only gets available if Name: conrol-systems.de (c-F-Ap)
the accounting mode for the =~ “toierems /Tt S pages
ldefau": Pser is set to Default user Color quota: L ] 500 | Pages
Quotas'. Projects Print quota: Pages
Balance Copy quota: Pages
Fax quota: Pages
Version 5.9.0
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12.2 DEVICES

The devices menu contains all data and settings related to printing hardware (Toshiba e-BRIDGE 3,
e-BRIDGE X , e-BRIDGE Next, e-BRIDGE eSF devices and printers), for NetCardReaders, and the
settings for mobile printing, mobile release and the load.UP money loader.

12.2.1 Virtual Queues

A virtual Queue in e-FOLLOW is used to receive print jobs from Client PCs or mobile devices and
store these jobs for a later release.

o There is No hardware (printer or MFP) assigned to a virtual queue.

e-FOLLOW can share virtual queues (Windows or IPP) to clients. If a client is printing to a virtual

queue
- The print jobs are held in e-FOLLOW internal spooling system
- The spool files are encrypted if sent via IPP
- Jobs can be released at any device (printer or MFP)

@ This icon indicates a virtual Windows queue in e-FOLLOW

r@ This icon indicates a virtual IPP queue in e-FOLLOW

A virtual Windows queue must be created using the regular Windows printer dialog.

kHJk 1% - ContrulPorel - Hor e = Devices and Privters. -
Addadevice  fdd & peinker
 Printers and Fames (3]

i
T B /,'
—
- = To— T 7,
=7 22 = B> (2=
Merossft S TOSHIBA e-STUDID  TOSHIER E-Suds OIS E-Shals TOSHIEA
Doocument. Wriker SRCLE TP I5h WP - STUCIOEIRFED L
T BStudd S56 5 State: &5 Shared Stabus: 0 document(s) in queue
L Modsl; TEISHIES Liivee sl P53

‘-ﬂ Category: Prinker

It is recommended to create the queue by (temporarily) using an IP address of an existing MFP that is
currently online. This will enable the Toshiba printer driver to add the JobEndInfo to the spool file.

Once created the IP address can be changed to any value (e.g. 0.0.0.0)

Operator Manual Version 5.9.0



(..J

page 116 e-FOLLOW
12.2.1.1 Adding virtual queues
To add a virtual queue, click to ADD and select the virtual queue type you wish to add.

o3 € Configuration help Logout

g - FDLL&L_N

REMOVE SELECT
=
MANAGEMENT Add windows queue sportvm01.firma.intra
User list Add IPP queue £8.1.35) ® [manage PrinterManager] [IPP Server Settings]
Departments
A Virtual queue Convert sett for i
permissions O, Search queus ... q [Convert settings for images]
. Auto-delete jobs that have not been printed | do not delete Vl
Projects #% VO Test
. O (4 Jabs) SELECT FILTER: OFF MODIFY
Domains
vQ_IPP
DEVICES
- FOLLOW - Q... 2 22.05.2024 05:54:32
Virtual Queues = Q- P
s *Unbenannt - ... ip 1 14.03.2024 14:04:41
Windows queue
Add queues ®

Select the queues you want to add to the list, so e-
FOLLOW can take control.

To add a virtual Windows queue, make sure this queue
already exists.

Select the queues to be added from the list

\\http://192.168.1.35:631\e-FOLLOW-IPP(ipp)
direkt.112

direkt.121

HP Universal Printing PCL 6

HP Universal Printing PCL 6 {v7.0.0)

HP Universal Printing PS

Oo0oDOoODOaOo

KONICA MINOLTA C5545eriesPCL

[ finelote for Windows 10
[Select all] [Cancel selection]

[Cancel] add

IPP queue
To add a virtual IPP queue simply enter a name for the

queue. The URL prefix is fix and cannot be changed.

Clicking to [ IPP URLs ] will show the IPP/IPPS URLs
for this virtual queue.

Queue name: | VIPP

[Cancel]

C51P2020.csvs. local cssuppoertvm01.firma.intra

CSIP2020.csvs.local (192.168.1.35) @

[manage PrinterManager]

Q Search queue ...

VQ Test
a (4 Jobs)

SELECT REFRESH: ON

[IPP Server Settings]
Virtual IPP queu [Comvert s=ttings for images]
Auto-delete jobs that have not been printed | after 30 days

FILTER: OFF

D 7% VQ IPP

vl

MODIFY

Version 5.9.0

Operator Manual



>

e-FOLLOW

page 117

Share the full URL to the users so they can create
an IPP port on their clients that points to this e-

FOLLOW Vil’tual |PP q ueue. Printing via IPPS requires a client certificate.

on the client PC. Else users cannot connect to the
URL.

Click on the link [IPP Server Settings] above to download the certificate.
It only needs to be installed once for all printers on this print server
{Trusted Root Certification Authorities for local computer)

AT E T http://192.168.1.35:631/VQ_IPP [copy url]

https://192.168.1.35:443/VQ_IPP [copy url]
http://CSIP2020:631/VQ_TPP [copy url]

Make sure the Internet printing client is installed https://CSIP2020:443/VQ_IPP

[copy url]

To perform printing via SSL the client PC (Windows only!) requires a certificate. The certificate can be

downloaded by the link: http://e-FOLLOW SERVER_IP:631/certificate
or clicking to [ IPP Server Settings ]

External hostname for IPP Server: CSIP2020
IPP Server Port: 631
IPPS Server Port: 443

Download client certificate for IPPS printing.
Install this certificate to the Trusted Root Certification Authorities for local computer
on all dient computers printing via IPPS to e-FOLLOW.

[1PPS certificate for internal IP address] https://192.168.1.35:443/certificate

[IPPS certificate for extamal hostname] https://CSIP2020:443/ certificate_external

If you added a rule to your firewall to make e-FOLLOW available from 'outside' enter its External
hostname for the IPP Server. A second certificate for external access will be generated and can be

downloaded via http://e-FOLLOW_SERVER IP:631/certificate_external or clicking
to [ IPP Server Settings ]

Operator Manual
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12.2.1.2 Virtual queue properties

Virtual queues in e-FOLLOW are used to perform 'pull printing' or 'secure print release'’. Being a
regular (shared) Windows queue, users can print to it as usual. But instead of forwarding the job to the
destination printer e-FOLLOW moves the jobs to an internal spooler and keeps the jobs until they are

e released by a user, or

e deleted due to a rule, by the user himself or by the administrator

CSIP2020.csvs.local (192.155.1.35) @

Q| search queve ... |Jl"|

@& VO Test
E t (4 Jobs)

The Auto-delete option will remove jobs that have not been

administrator.

| 2 peiial IEE gucuc

[manage PrinterManager]

[IPP Server Settings]

oo | H—'

Seccettiogs for ioagec)

Auto-delete jobs that have not been printed | after 30 days v

SELECT REFRESH: ON FILTER: OFF

The virtual queue view shows all jobs
that are currently spooled. Clicking to

the job’s row will show it’s details.

Document name
Job ID

User

Associated project
Paper-size

Pages

Monochrome / color
Copies

Color job

Duplex

File size

Application

PopUp state

Print Job Language (PIL)
Printer driver

Created by

released after the time defined by the

Microsoft Word - e-FOLLOW-Operator_Manual_EN_5.5.0.docx
NBUOD001

ip

a4
268

12 / 256

1

ves (AUTO)

yes (DuplexBook)
93.948.692 bytes
WINWORD.EXE

None

PCLXL

TOSHIBA Universal Printer 2

Windows Spooler

Sent from "\CSIP2020' on 30.11.2023 at 15:09:11

The REFRESH option will update the list every 10 seconds if enabled.

Use FILTER to only show jobs of one or multiple user/s.

Version 5.9.0
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12.2.1.3 Virtual Queue Convert settings for images

CSIP2020.csvs.local cssupportvm01 _firma.intra

CSIP2020.csvs.local (192.158.1.35) ®  [manage PrinterManager]

[IPP Server Settings]

Q Search queue ... Virtual queue [ [Convert settings for images]
Auto-delete jobs that have not been printe o not delete ~
O A V() Test
(4 Jobs) SELECT REFRESH: ON FILTER.: OFF MODIFY
O Convert settings for images

This default setting is only valid for images uploaded via User Portal, Email Print or Mobile Print. - EHERE

14:04:41
Settings for converting images to PDF print jobs 14:04:24
Standard paper size for converting images | Ad it | 14:04:12

Virtual Queues can be used to receive print jobs by User Portal, Email Print or Mobile Print. There the

user can upload images. These settings can be used to determine which paper format these images
will be printed on.
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General notes for Virtual Queues:

In case the PopUp status is different from 'None' or 'Closed' the job cannot be released because e-
FOLLOW is waiting for the client PopUp to be confirmed.

If you have selected one or multiple print job/s, the MODIFY option gets available. You can now
e move the selected jobs to another virtual queue
o Print on device (Toshiba / Toshiba eSF)
e change the user (job owner) for the selected print jobs
o delete the selected print jobs

o To Release a Job to a Toshiba eSF device 'direct print' must be enabled.

Attention

When creating a virtual queue make sure e :

that it's port does link to a physical device Basc | Frahing | Fapartandirg | image Gualt | ect [JETRY Fompies
(e-BRIDGE MFP) that is switched on and T — Cj— e
has connection to the network. M d — : ==
First install a default TCP-IP printer with an
actual Toshiba printer driver. Choose IP
addess: e-BRIDGE_device_IP

|} Tomer Save
|71 D2 nat Prirt Blank Pages
[7] Letterhead Print hMade

|| SNMP Communication I ShIME Settings

-f—zmmm—]

If you use the Toshiba Universal 2 driver it

is important that SNMP Communication is Luetarn Paper Shs '
disabled and that your e-FOLLOW server LN #“'"“"’”‘”““‘
is entered/selected as Server Name. .J"“ =haa Department Code
j Seftings.. ]
~Profile: i ol o
|Nane 2] Server Mame[Y): FOLLOW
[ Sae Puctile] | Celete Custern Settings File: [ impon Eaport
Restene Defaulis
Restore All Defaults Wesion Information
= A
' Attention
L If the IP address selected for the virtual queue is not an existing device IP the reading of JobInfo (page

count and page size) form PJL-header will fail.
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12.2.2 Printers

In the printers menu all none-Toshiba eBX / eSF device —i.e. printers - are managed. A printer in e-
FOLLOW means the physical printing HW. Client can send their print jobs via one (or more) shared
Windows print queues or an IPP URL.

ADD SELECT SNMP
C51P2020.csvs. local cssupportvm01.firma.intra
cssupportvm01.firma.intra (192.168.1.207) @  [manage PrinterManager] [IPP Server Settings]
Q search printer... Uz | Mode: [get] eharked ]
O e-STUDIO4485 Senal number: [get] [change]
(0 Jobs)
Name for reports: @ [change]
Description: [change]
Location: [change]
RAW printing support: [

Print via IPPS

Auto-detect IP address: o
IP address: 152.166.1.101

|| Black and white printer:

SNMP Enabled: [show SHMP values]

SNMP Accounting:

12.2.2.1 ADD printer (Windows spool)

Usua”y a WindOWS print server prOVideS one print Select the printers to be added from the list
queue per printer. To ease the creation process of
printer object in e-FOLLOW these queues can be
added as physical printers.

\\https://192.168.1.207:443\e-FOLLOW-IPP(upload)

\\https://192.168.1.31:8443\e-FOLLOW-IPP(tmp)

Clicking to ADD > Windows Printer will show all
queues that are seen by e-FOLLOW PrinterManagers. .

Select the queues that shall be imported as printers.

[ Microsoft Print to PDF

O
O
[J \'\https://192.168.1.55:443\e-FOLLOW-IPP({ebxDirect112)
[0 \https://192.168.1.55:443\e-FOLLOW-IPP(PO0OSI)

O

[ Micensaft ¥PS Dincument Writer
[Select all] [Cancel selection]

[ 1] Here you can retrieve [get] the printer's Model

and serial number and add [change] it’s description [Cancel] m
and location. These data will be added e.g. to the
reports or SQL-export.

[ 2 ] Connection type
Here you can define how e-FOLLOW is forwarding the print job to the printer.

RAW printing support:

By default, this option is enabled. If enabled, e-FOLLOW will pause the target queue, take over the
spool from Windows printing system and send the job directly to the printer on port 9100, without using
Windows print spooler.

This method is more robust than original Windows printing.

In case the printer does not support RAW-printing, (e.g. GDI, USB, or serial printer) this option must
be disabled
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Print via IPPs

By default, this option is disabled. If enabled, e-FOLLOW will pause the target queue, take over the
spool from Windows printing system and send the job directly to the printer using the Printer URL
specified here.

In case the printer does not support IPP-printing, (e.g. GDI, USB, or serial printer) this option must be
kept disabled.

Auto detect IP-address: Usually e-FOLLOW can determine automatically the printer’s IP address. In
case this is not possible you can enter the IP manually here.

Black and white printer: enable this option in case the device is a B&W only printer.

[ 1 SNMP accounting
Here you can enable / disable SNMP accounting for this printer. (see next chapter)

The price settings are only available in e-FOLLOW Professional.

By default all pages will be charged according the "unknown" size type. To add individual prices for
specific paper formats click to [ Add paper-size ] and select the desired size.
You now can enter specific prices for that paper size.

Duplex price is per page. E.g. 2 sides printed in duplex (on one sheet of paper) are accounted 2 x
duplex price

[Copy prices to all printers ] will copy the current price table to all printers in e-FOLLOW.

[Show print jobs] will show a window with all non-executable | [reme  Juser [vooun st [Tme |

jobs that are currently queued for this printer waiting for
release.

Reasons for staying here might be missing user-balance /
permission, or waiting for the client PopUp to be confirmed.

The [Permissions] link leads you directly to the permission
settings page.

Ramove

[Convert settings for images]

Printers can be used to receive print

jObS by User POfta'y Emall Print or This default setting is only valid for images uploaded via User Portal, Email Print or Mobile Print.
Mobile Print. There the user can upload
images. These settings can be used to
determine which paper format these
images will be printed on.

Settings for converting images to PDF print jobs

Standard paper size for converting images Ad ~

Version 5.9.0
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12.2.2.2 Add IPP printer

By adding an IPP printer users can send their print jobs to the e-FOLLOW built-in IPP Server.

Clicking to ADD —>IPP Printer will open a dialog

where you can enter the details of the new IPP ST
printer_ IPP Queue Name: | IPP_printer *
IPP-URL: https://192.168.1.55:443/IPP_printer
Output:

IPP Queue Name: Print via IPP @

This |§ the unique printer name to be shared to Bt vin RAW

the clients.

The full IPP URL is shown Printer IPP-URL: https://192.168.1.101:443/ipp =
Name for report: | Toshiba 448s £

IP-Address: Description: Room 103

This is the printer IP-address.
e-FOLLOW will send out the jobs received viait's

IPP Server by default to this IP-address to the “

RAW port (9100).

Print via IPP:
If supported by the printer, you can switch the outgoing connection to the printer from RAW to IPP.
When enabled you can enter the printer’s IPP-URL

Once the Printer is added to the printer list it is similar to the Windows printers described above.

ADD SELECT SNMP
C51P2020.csvs. local cssupportvm01.firma.intra
cssupportvm01.firma.intra (192.168.1.207) @  [manage PrinterManager] [IPP Server Settings]
Q search printer... ||. "| Model: [get] [cl'zr[51 ]
0 &-STUDID4485 Senal number: [get] [change]
(0 Jobs)
Name for reports: (3) [change]
Description: [chamge]
Location: [change]
RAW printing support: [ U
Print via IPPS
Auto-detect IP address: o
IP address: 152.166.1.101
Black and white printer:
SNMP Enabled: [show SHMP values]
SNMP Accounting:

[ 1] Here you can see the Direct IPP queue that clients can use to print to the e-FOLLOW IPP server.
You can retrieve [get] the printer's Model and serial number and add [change] it's description and
location. These data will be added e.g. to the reports or SQL-export.

[ 2 ] Here you can define how e-FOLLOW is forwarding the print job to the printer.

Print via IPPS: if switched off (default) e-FOLLOW is sending the print job via RAW directly to the
printer on port 9100.
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If enabled, you can enter the Printer IPP-URL so

e-FOLLOW will forward the spool files to the MFp P visiFes | @0
USing secure H'l—rPS protocol. Printar [PP-UIA hrrps:."_.'1'=.l?.l.|=.-ﬁ.].'.'.E:¢¢3_-'.=rir: [f=nt]

Press the [ test ] button to check you have entered the correct printer URL.

In case the device’s IPP Server is responding you will get a
SUCCESS message and the IPP version of your printer.

IPP version: 1.1

Connection Successful!

Else you will get the message that
there is no IPP server responding to
this URL.

There is no connection to this IPP Printer.

This may be caused by

- Your printer does not support IPP
- The URL is not correct

Auto detect IP-address: Usually e-FOLLOW can determine automatically the printer’s IP address. In
case this is not possible you can enter the IP manually here.

Black and white printer: enable this option in case the device is a B&W only printer.

[ 1SNMP accounting
Here you can enable / disable SNMP accounting for this printer. (see next chapter)
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12.2.2.3 SNMP accounting

To achieve an accurate accounting of printed pages e-FOLLOW can check the counters via SNMP
from the device’s counter MIB.

If SNMP accounting is enabled e-FOLLOW

automatically determines the IP address of the , )
. . IP address could not be detected automatically. Please enter it

printer. If, for any reason, the IP address is not | manually and enable SNMP again.

available a warning is shown.

OK

You can now enter the IP address manually by clicking to [ change ]. Now SNMP accounting can be
enabled.

By pressing [ show SNMP values ] you can check the current

counters read from the device MIB database. Type FS-20200
Model EYOCERA MITA PRINTING SYSTEM
Counter BW 83654

Counter Caolor --

Tota 835654
In case the values do not match the real counters of the -
printer the desired device may not be known by e-FOLLOW at
current. Therefore we would appreciate your assistance by | staus Running[2] 1dle[3]
running a MIB-browse with the MIBWalk.exe tool.

| Color

Deviee is ready.

[ Enable SNMP for all queues ]/ [ Disable SNMP for all queues ]
These quick links will enable or disable SNMP accounting for all direct queues.

To determine the MIB values for a specific printer run MIBWalk Vx.exe (that is not part of the
download package) and enter the IP address of the printer.

Make sure nobody is printing to this printer while running the walk. Press Start Walk to execute the
MIB-walk. The result will be stored in a file as indicated in Path of output file:

# MibWalk V1300 = =
CONTROL
- — SWSTEMS
A Compiee = MIB Walk
I |
Thank fou! | MFF Irfo:
| Piease send fie: | — [ ]
U sers'wm’ Deskd op ' Mib W alk File bd IF Address: 152 1681118
here: support@Eeontrol-systems de | po 1 k
K ou know any courter values. please let us know,
| Path of output file:
| [ | Save To:  Ci\sers'um'\Deskiop'\MibWakkFile bt
oK | o
= — Get value of OID:
oID:
Lag:
Stated MIE Walk for 192.166.1.118:161
Processng
Then open the printer's webpage and browse to the page Congieted succeesily. [ oo
showing its counter information. Make a screenshot of Franeain Oeerlop |

this page and send it together with the MibWalkFile.txt
as a .zip archive to support@control-systems.de.

Done
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(‘j 12.2.2.4 PP printing from Windows

IPP printing is a common way to securely transmit print jobs via the network. There are some
requirements to be met to allow SLL encrypted transmission of print jobs.

12.2.2.4.1 Printing to a virtual IPP queue [EJ Wndows Featurss

. . . Turn Windows features on or off L3
The client PC must meet the following prerequisites:

To turn a feature an, select its check box, To tum a feature off, clear its
check bex, A filled bea means that ealy pant of the feature is turmed on,

1. Internet printing client must be installed [4] |, Internet Infermation Serices Hostable Web Core -
@ ¥ . Media Featunes
w W ) Microsaft MET Framework 3.5.1
— - s St orer
1 I . Print and Docurment Senices
|£ k Intemet Prin‘ting Client |
=] LD Celal cand T
[¥1 Ji LPR Port Menitor
&) | Scan Menagerment
[ |, Windows Fax and Scan
¥ |, Remote Differential Compression

[71 1. RIP Listerer %

2. The e-FOLLOW Server certificate must be imported

Browse to "Opening cert.cer =
HTTP://e-FOLLOW_SERVER_IP:631/certificate Yeou have chazen to cpen:
gl cert.cer
Certficate [ which izt eer File (2.1 KB)

from: hrtp://192.168.1 35631
‘What shauld Firefax de with this file?

General | Detais | Cartification Path

@ Open with | Browse..
i Certificate Information 1 Cpen withy [Q
0 Save File
This CA Roat certificate s not trusted. To enable brust, 3 = .
install this certificate in the Trusted Root Certification [ Do this gutomatically for files like this frem new on,
Authorities store,
Ok [ Cancel ]
Isswed to:  192.155,1,35 Certificate = c

General | Datals | Certification Path
Tssued by= 197 166.1.35 |

Certificate Impedt Wizard 2 |
valid from 24/ 04/ 2019 to 21/ 04 2029 Certificate Stoee
Cerlificabe siores are system areas where cerlificates are kept.

Windaws can automaticaly select a certificate store, or you can specify a lecation for
dnatall Certificate...| | Issuer Statement the certificate,
Learn more abaout fertificates 70 Automaticaly s=bect the cartificabs ctore based on the typs of cartificabs

1@ Flace al certificates in the folowing store

Cox ] e
oK
Salect Cestificate Store (== [ orowse... |

Select the pertificate store you want to uss.

7 Persanal -
[£
Enterprie Trizt =
[nb=rmediate Certfication Autharities
| Aciree Directory Uiser Object
I Truched Buhlicharc
Ll 1l [

Leamn more A

[T show phvysical stores

(o ] [Ccomen |
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Install the certificate to the
Trusted root Authorities

You now can add the virtual IPP queue to your client by using the regular Add a printer dialog.

Select Add a network, wireless or Bluetooth printer and click to The printer that | want isn't
listed.

@ e Add Printer

Find a printer by name or TCP/IP address

=) Find 2 printer in the directory, based on location or feature

@ Select a shared printer by name

hitps//e-FOLLOW-SERNER Virtual-IPP-Quseue-Mame Erowise..,

Example: Vicomputernamelprintername or
hitpe/feomputemamefprinters printernarme’ peinker

) Add & printer vsing 8 TCP/TR address ar hostname b

Select a shared printer by name and enter the virtual IPP queue URL defined earlier.

&2 ]
Ko = Add Printer
Find a printer by name or TCP/P address
71 Find a printer in the dinectory, based on location or feature
r~
@ Select ashare s s Printer Installation |'E2 I}
hﬁp‘ﬂl: Copoestinn &o betne /M QI 1581 26000 | Bromse...
Example: | Add Printer Wizard ==
http:/cor
E ; Select the marafacturer and model of your prnter. K your priser cams with
1 &dd a printer] s eninetalation disk, click Have Disk I your penlers nol lsted, consul your
prirter documeniation far & compatible prnter,
Manufscturer = || Prirters =
Serty I TOSHIBA Uriversal Printer 2 Version: 7.123.3
ThinPrir I TOSHIBA Uriversal Panter 2 Vension: 7.197.4__
Select the printer driver. It is TOSHa @l 3
recommended to use hal | I | ;
Toshiba Universal Printer 2 or Gl Tha diveria diglalysipned. Hawe Disk...
. . . wll me by driver sgring is imposiant
Toshiba V4 Printer Driver
218 Cancel
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That’s it. When printing To e-FOLLOW select this new e-

FOLLOW-IPP printer.

Your jobs will be sent encrypted.

Iﬂ,ame: [vmipe:/192.168.1.35% FOLLOWFPign v | [ Frepemes.. |

Tyee:  TOSHIBA Universal Printer 2
Whers:  hitps:/#192 168.1 35/4pp

Comme || Prant o fle
Prik ange Cepees
@ A Numiser of copias: 1 H
(7 Pages  from: 1 o 1

| Calat
€ Selecton g2l yap Bl

If you use the Toshiba Universal 2 driver to avoid long waiting time when printing via IPP/S make sure
that SNMP communication is switched OFF. Else the client will try to get the printer status from e-
FOLLOW via SNMP. This will fail and printing will continue after a timeout of about 1 Minute.

' Basic_| Finshing | Paoer Handing | Image Guaty | Eiect [[EERY Tewplatea

Default Menu Setting:

Print Job: -
B rormal Frint ~([o (Easic—)
iy | Toner Save
[7] D mat Print Blank Pages

[ Letterfyead Print Made

> TopAccess

| SMMP Communicatian

I SNME Settings ]
1

Add Pringer.

J

" - »
| Custorn Paper Size
User narne (Alias):
.JJ1.2:3 gm_s ’
B Depanrmient Code:
I Settings... ]
.-Pruﬁle: | Hide Departrment Cade(Z)

[Nane m Server Mame(Y]: o EOLLOW
Sage Prafile | | Delete Custeen Settings File: [ imgont [ Eson
Restore Defaults
Restore All Defaults Vegsion Information
Lok J[ comet J[ oy [ b |
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12.2.3 Toshiba

This menu shows the list of all Toshiba devices (e-BRIDGE X and e-BRIDGE Next).

Add Toshiba devices here for secure print release or for pull printing from a central virtual queue and /
or if you want to track and control user activities for copying, scanning and faxing.

g - FULI.'.E.EM\I

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES
Virtual Queues
Printers
Toshiba eSF
MetCardReader
Mobile print
Load UP

REPORT
Reports

Accounting

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

#t € Configuration help Logout
SEARCH ADD SELECT MANAGE MODIFY
Q, search device... v l-‘g e-BRIDGE X mit Finisher IP (192.168.1.121) =
[0 192.168.1.103 General i~
e-BRIDGE N Entwicklung Fe.. (TOSHIBA e-
U e a 192.168.1.121 STUDIO2550C)
e-BRIDGE X mit Finisher IP License : ‘
o 192.168.1.12.
O &-BRIDGE X Kiiche Serial number: C7D205030 [changa] [get]
192.168.1.122 - ; .
Description: e-BRIDGE X mit Finis [change]
Name for reports: (7) Dev - e-STUDIO2550C [change]
Location: [change]
Sender email: [change]
Last login: 13.08.2021 15:24:33
Locked until: [unlock]
Last transaction: Never
Use S5L for ODCA:
QODCA port: 49625
ODCA SSL port: 49630
Overwrite 351 settings for
EWB:
Use 55L for EWB:
Virtual queues: eFV
POOS
POOSi
[+] [-1
Print via IPPS:
[Permissions] [Configure automatically] [Autoconfig settings]
[Check subscription addresses] [change credentials]
[«] [<] [+] [»]
Page: Direct print w
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12.2.3.1 ADD Toshiba device

To add a new e-BRIDGE X or e-BRIDGE Next device to the

list click to ADD . 1P address/hostname: -
Mame for report: &
Enter the IP add ress Of the deV|Ce Mame for reports has to be unigue.
The default port for ODCA usually does not need to be hanges, o 2l records forthe feports are slso
mOdIerd Offline:
ODCA port: 49629 | *
If enabled enter a unique Name forreport that will be used to 0DCA SSL port: 49630 =
identify the device in e-FOLLOW reports. Use SSL for ODCA:
Lagin name:
Attention L
Make sure that SSL port for ODCA is activated in case you TSR S R e
Ilke tO use SSL Configure automatically: .

[Autoconfig settings]

If the Login name and Password for the device administration Virtual queues:

have not been changed you can leave it blank.

Roles are required to control user permissions. They can be
imported automatically when registering. (only e-BRIDGE X)

[Select all] [Cancel selection]

Select a virtual queue(s) for pull printing. e pubic
Description:

Display mode_ (only e-

If you have changed the SNMP community of the device this BRIDGE Next): dark hd
can be modified accordingly.

If the auto configuration is enabled, e-FOLLOW will set all relevant configuration settings

LDAP directory

e Security settings

o EWB settings

e Home screen setting

e Roles

e LDAP mapping

e Auto change login user
o Enable guidance screen
e PIN code authentication

will be set automatically.

You may add a description for the new device (e.g. place of location).
Clicking to add will add the device to the list and perform the actions required.

Attention
Make sure the device is switched on and can be reached via the network. Else adding the device will
fail.

Version 5.9.0
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To achieve a most convenient setup of your site — e.g. before rollout of the MFPs — you can ADD
Toshiba devices in offline mode or copy a setup of an existing device.

IP address/hostname =
Offline
IP address/hostname: =
Name for reports =
, . MName for report: =
Name for reports has to be unigue.
With each change, all records for the reports are also changed. Name for reperts has to be unique.
With each change, all records for the reports are also
Description changed.
Offline: .
Once the device is online, a manual initialization should be executed.
[Cancel] (MANAGE > Initialize selected devices)

When the Offline switch is enabled, user roles and subscriptions will not be applied to the device.

Make sure to initialize these devices once they are installed and online.
(MANAGE -> Initialize selected devices)

When adding a Toshiba device the Model, serial 192.168.1.103 e )

number and location are retrieved automatically Lcense - ' ®

from the device. In addition you can enter a Serizl number: CNLHS9919  [change] [g=t]

description of the device. Description: change
Mame for reports: 73‘

These data can be modified by clicking to Location: Standort=Entwickiung Lehange]

[ change ] or updated by clicking to [ get ].

o The location is updated automatically every 5 minutes.
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12.2.3.2 SEARCH for Toshiba devices

e-FOLLOW provides a convenient
method to scan the network for finding
Toshiba devices and add them to the
management in one step.

1621681122

Toshiba MFPs will only be found if the
IPP / IPPS protocol is enabled.

IPP/IPPS = ON is the factory default.

TOSHIBA e-STUDIOZS15AC-13460241  hittps:/f152,168.1. 103443/ ippfprint

TOSHIBA e-STUDIO2SSSC-0TT04632 hittps:/f192.168.1.1

[Cancel]

Add |

Clicking to Add shows up the add-device window for multiple MFPs.

Attention
Make sure that SSL port for ODCA is activated in
case you like to use SSL.

If the Login name and Password for the device
administration have not been changed you can leave
it blank.

Roles are required to control user permissions. They
can be imported automatically when registering. (only
e-BRIDGE X & N)

Select a virtual queue(s) for pull printing.

If the auto configuration is enabled, e-FOLLOW wiill
set all relevant configuration settings

e LDAP directory

e  Security settings

o EWB settings

o Home screen setting

e Roles

e LDAP mapping

e Auto change login user
e Enable guidance screen
e PIN code authentication

will be set automatically.

Version 5.9.0

Found IP addresses (1):

192.168.1.122 TOSHIBA e-STUDIO2555C

Offline:
ODCA port: 49620 (=
ODCA SSL port: 49630 |*

Use 551 for ODCA:

Login name:

Password:

To us= the default values login dats can sty blank
Configure automatically: .

[Autoconfig settings]

Virtual queues:

cssupportvm01.firma.intra\TOSHIBA V4 Printe
CSIP2020.csvs.local\WQ Test

CSIP2020.csvs.local\WQ_IPP

[Select all] [Cancel selection]
SNMP community: public
Description:

Display mode (only e-

BRIDGE Next): dark ~

Operator Manual




e-FOLLOW page 133

2 devices will be added. More details at Dashboard.

———

Clicking to OK will add the selected devices to the list and start the auto configuration process for
these devices (if enabled).
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12.2.3.3 Edit Toshiba e-BRIDGE X/Next device

To edit the settings for a Toshiba device click to the corresponding row in the device list.

Q search device... v[(1%) (192.168.1.103)

A\ Low paper level for drawers: Large Capacity Feeder
(MR 192.168.1.103
[0 192.1s68.1.112 .
TOSHIBA e-
192.168.1.103 —ae
STUDIO2515AC)
[] mMFPO7486171 2

License : .
Serial number: CNLH5991% [change] [get]
Description: [change]
Name for reports: (3) [change]
Location: Standort=Entwicklung [change]
Last login: 25.01.2023 16:17:09
Locked until: [unlock]

|| Last transaction: 12.01.2023 11:45:21
Use S5L for ODCA:
ODCA port: 45625

ODCA S5L port: 49630

Overwrite S5L settings for
EWB: [1]

Use SSL for EWB:
—

Virtual queues: ipp

VQ Test
vQ e [2]
L] [_]
Print via IPPS: [31]
[Permissions] [Configura automatically] [Autoconfig settings]
[Check subscription addresses] [change credentials]

12.2.3.3.1 General Settings

The settings in the General-Tab allow modifying the description, the ODCA port, ODCA SLL usage
and the virtual queue settings. (e-BRIDGE X devices only)

[ 1] Overwrite SSL settings for EWB:

For some reasons it may be useful to run EWB for specific devices in SSL or non-SSL mode. E.g.
older models may have issues showing EWB screens properly if SSL is enabled. In these cases SSL
can be switched off for this individual machine.

By default 'Overwrite SSL settings for 1
EWB' is switched off and the setting from Application

>SETTINGS - General - Application -
iS Valid . Encrypt management and awb communication [
Dawnlaad eartifieata]  (F)

If enabled you can set Use SSL for EWB either switched ON or OFF for that specific MFP.

[add or customise language]

[ 2] Virtual queues:

Here you can add / remove virtual queues for that
device.

When a user is logging in to that MFP e-FOLLOW wiill
check these virtual queues for print jobs for that user
and add them to the print release list.

Version 5.9.0
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[ 3] PrintviaIPPS
By default, e-FOLLOW is sending the print jo

b / spoolfile directly to the MFP via RAW printing on port

9100. Alternatively, e-FOLLOW can send spool files SSL encrypted via IPPS.

If enabled, you can enter the Printer IPP-URL so
e-FOLLOW will forward the spool files to the

MFP using secure HTTPS protocol.

Print wia [PPS

Printar [PP-Ur

httpsz/f192.168.1.112:443/Frint [Emat]

Press the [ test ] button to check you have entered the correct printer URL.

In case the device’s IPP Server is responding you will get a SUCCESS

message and the IPP version of your printer.

Else you will get the message that
there is no IPP server responding to
this URL.

IPP version: 1.1

Connection Successful!

There is no connection to this IPP Printer.

In TopAccess you can find the URL under
= Admininistration

Dwvica Job Stalus. Loga User Management Administration My Acoount

setup

Setup
- Setup
- Print Services ==
- IPP Print

PP Print
Enable FP

*AlrPrint cannat work i this sefing is sefto Disable,

Forl0 Enatle

Enable S5L
3SL Port Number

Enable =

Enable =
631

hitgMFP 1160085563 VPrint
Enable +

443

MFPL1600855
Disable -

[Permissions]

This lead you to the permission settings page as described above. (see Permissions)

[Configure automatically]

This will automatically configure LDAP directory, security
settings, EWB settings and Home Screen settings. Roles
and LDAP mapping of the device will be replaced with the
default values.

Operator Manual

Automatically configure LDAP directory, security
settings, EWE settings and Home Screen settings.
Roles and LDAP mapping of the device will be
replaced with the default values.

[Autoconfig settings]
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Attention

Make sure to run configuration at least once for each device.

If not permissions cannot be applied to the device. By default, this is performed when adding a device
to the list.

[ Autoconfig settings ]
This link will lead you

tO the aUtO PIN Code Authentication .
Conflguratlon Settlngs Add e-FOLLOW icon on home screen ‘
page. Here you can _ . .
define the settin s fOI" Assign function key 1 with e-FOLLOW hd
the auto Conflg ugratlo n Assign function key 2 with Don't change A
Of e_BRlDGE X/Next Default screen after login EWB v
d eViceS . Auto clear time Don't change hd
Auta configuration Authentication failed print job/Raw Print Job Delete v

o Authentlcatlon by Card Authentication
username/password is

enabled by default.

Auto Change Login User

Enable Guidance Screen

Use EWE language settings

[Check subscription addresses]

A couple of events — like meter reporting to the server - need to be subscribed to the device. Here you
can check if the subscription addresses are set correctly. Clicking to the link will show the current
status of subscription addresses.

By default the server addresses are set automatically.

If not clicking to [Subscribe own address] will add Event messages will be sent to these addresses
the subscription of the required actions to the _
e-FOLLOW server address. pevice events

http://192.168.1.35:11081/0penPlatformNotificatfpn  [delete]
User events
http://192.168.1.35:11081/0OpenPlatformNotificatfpn  [delete]
workflow events

In case of other applications are running in parallel on http://192.168.1.35: 11081/OpenPlatformiotficatn  [delete]
' the device events can be subscribed to multiple _ )
. SeNerS . [Subscribe own address] [delete all]
To remove the subscription of an event from the m

device click to [delete] or [delete all]

Hint
o Checking the Last Login / Last transaction entries shows if the subscriptions are working properly.

Version 5.9.0
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12.2.3.3.2 Direct print

The direct print is option is intended to directly print from a client PC to a Toshiba e-BRIDGE X device.
Printout will be performed immediately if permission, balance or quotas are sufficient.

If Direct print is enabled, you can now add one or more shared Windows queues that allow
users/clients to directly print to this device. Click to [ + ] and select the desired queue(s).

In case of multiple PrinterManagers installed all available queues from all PrinterManagers are shown.

Associate the direct queue(s) to this device.

Dhrect guaues =

e-FOLLOW now can take care about settings, T
quotas and permissions even for direct printing

to the device Direct [PP Queus: [add]

Delate non-executabla print jobs: @7 (%)

Notify user:

Direct IPP queue

Direct print to a Toshiba device can also be performed via secure IPPS.

Direct print ~
Direct queues TOSHIBA_122 =
[+] [=]
[2]
[ 1 ] Direct IPP Queue: e Select monitor: | cswf.csws.local (127.0.0.1) E
Quewss name: T112
Delate pan-paacutahle nrink iaha:
[Cancel] add
| = 4

[ 1] Click to [ add ] to define a Direct IPP queue for this MFP.

[ 2] In case you have multiple PrinterManagers installed select the desired PrinterManager (Monitor)
that shall take care for this Direct IPP queue and the queue name.

e-FOLLOW will now create an URL for the Direct Dirext prirt @«
IPP queue. Using this URL, clients can print Direct E8¥ queus -
securely to this MFP. :
EBX IFF Queue: htps/f192,.168.1. 217443/ T1132 [ramowva]

Pls. refer to chapter |PP printing to fulfill the
client requirements.

If the job can’t be printed due missing Non-executable print jobs @
credentials or a technical issue you can Delets menecidable prnt ) Gte N
_demde \_Nhether to delete the job or move move to this queus: [P005 =
it to a virtual queue for a late release.
Notify user: )

If enabled the Notify user option will send
an email in case of the job has been deleted or moved.
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12.2.3.3.3 Prices

can be set according the paper size (large / small - e.g. A3/ A4,A5) and the color (full color, dual-color

Here you can set the prices for the selected device e-FOLLOW is charging to the user balance. Prices
and black & white).

Q search device... v|(15 (192.168.1.103) =
A\ Low paper level for drawers: Large Capacity Feeder
e
[J mMFPo7486171 Prices ~
One black & white page (small): 0,10 €
One black & white page (large): 0,20 €
One color page (small): 040(€
One color page (large): 0,80 €
0One dual-color page (small): 0,40 €
One dual-color page (large): 0,80 €
|| One erasable blue page {small): 0,10 €
One erasable blue page (large): 0,20(€
One scan page in color: 0,00 €
One scan page in black & white: 0,00 €

o The prices are common for print and copy.

12.2.3.3.4 Quotas

e-FOLLOW allows to control the usage of devices by setting quotas for color, prints, copies, scans and
faxes.
To enable device quotas, check the "Use quotas" button.

You now can individually enable the different quotas and enter the appropriate page numbers. Quotas
that are unchecked allow unlimited use.

Q search device... | (15 (192.168.1.103) =
M\ Low paper level for drawers: Large Capacity Feeder
(MR 192.168.1.103

General
152.168.1.112
D A Direct print

[0 mMFP07486171

| |

Quotas

Use quotas @

Total quota: ‘ 1000 | Pages

Color quota: ® 150 | Pages

Print quota: Pages
|| Copy quota: Pages

Scan quota: Pages

Fax quota: Pages

|

Card login

I Attention

Version 5.9.0
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Quotas can also be set for Departments and Users. So it might happen that even if the user still has
e.g. color quota available he can’t do color prints or copies if the color quota of his department or the
color quota of the device is used up.

Quotas are only checked at user login at the MFP. They are not used to interupt jobs. Therefore it is
possible for users to have negative quotas.

12.2.3.3.5 Card login

Here you can modify the settings et Rttt ~
that are related to card reader
usage. Card reader profile Reverse W

Allow card self assignment .
Card reader proﬁle' Show unknown card IDs on the pane .
reader profiles are used to convert Allow card self assignment after login @
the strings read from a card. Shaw BIN field first

Reader Profiles can be created in
-> SETTINGS -> Reader profiles

Show unknown card IDs on panel:
this defines if the IDs of unknown cards are shown in clear on the device panel.

Allow card self-association:
if enabled this function will allow users to assign unknown card IDs to their account by entering their
user credentials (username & password)

Allow card self-association after login
This will enable the option to self-associate a card from the Selection screen or print job list after the
user has logged in.

Show PIN filed first

If enabled the user will be prompted with the PIN-Authentication first (instead of username &
password) when associating a new card to his account.
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12.2.3.3.6 EWB and SNMP settings

settings for EWB appearance,
refresh time and SNMP settings. Display mode (only e-BRIDGE Next) bright w

Refresh EWE display every (ms) 3000

SMHMP settings for device status requests

SMMP port 161
SMNMP-timeout (ms) 5000
SMNMP community public

SMMPv3 settings

Use SNMPV3 ]
SNMPv3 username user

Context MFP

Authentication protocol HMAC-MDS5 W
Authentication password e
Privacy protoco CBC-DES w
Privacy password FEEREE SRR EEEEEEEERE S

[Test SNMPw2 settings]

Display mode

For e-BRIDGE Next device the display mode of the e-FOLLOW application can be switched between
dark-mode (default) and bright-mode.

FOLLOW : bright-mode

Welcome Ulrich Maier! Total: €0.00
Balance: €13.97

Document name & | Date & | User Pages Cost | Details

Microsoft Word - e-FOLLOW-Operator_Manu- 2022-02-08 um 2 |€0.00 j

*Unbenannt - Editor 2022-01-25, um 1 |€0.00 j

FOLLOW . T -

e Ulrich Maier! Total: €0.00

dark-mode

Select all Delete

Elrd =3 [=las |=lask Document name £ Date < User |Pages| Cost | Det

Microsoft Word - e-FOLLOW-Operator_Manu-  10:42:56 2 €0.00 I

*Unbenannt - Ec 1 i

Delete Print all

Version 5.9.0
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SNMP settings for device status requests

SNMP is used to retrieve and update various device status information, such as paper drawer levels,
toner levels, and operational states.

It is also used to query additional details like the device model name or whether the device supports
color printing.

General SNMP parameters such as SNMP port, SNMP timeout, and SNMP community can be
configured here.

SNMPvV3 settings

For secure and encrypted communication, SNMPv3 can be enabled.

Ensure that all parameters — including SNMPv3 username, Context, Authentication protocol,
Authentication password, Privacy protocol, and Privacy password — match the configuration

defined in TopAccess.

For Toshiba MFPs, the Context value is fixed to MFP.

With Test SNMPv3 settings, you can verify your configuration.
If successful, the test result should display correct device information such as the model name and
status.

Type TOSHIBA E-STUDIDZ2550C
Model TOSHIBA E-STUDIDZ2550C

SNMP type TOSHIBA

Status Running[2] Idle[3]

Device is ready.

[Cancel] Ok
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12.2.3.3.7 Print settings

The settings in this section will have impact on the handling and release of print jobs.

If this function is enabled all print jobs of
the user (also TeamPrint jobs) will be sent

Mote: The priority of the print settings is User->Department->Device

to the device immediately after login. Print all jobs immediately after login ("QuickPrint”) (7)
. Motify user if "QuickPrint” failed

Attention _ _

Users are not able to individually select Keep print jobs after printing for reprint

jobs for printing when QuickPrint is Show "Keep print jobs™ option in job list (]

enabled. Show print and keep button .
Force duplex printing .
Enable duplex printing by default

Notify user if QuickPrint fails: Enable simplex printing by default

In case one or more jobs could not be _ )

. . L Force black & white printing

printed — e.g. due to missing permission,

balance or quota — the user will be notified Enable black & white printing by default

by email. Hide color jobs if no color rights
Show staple (Top left, 2 staples left). (Is set automatically) .

Keep print jobs after printing for

reprint:

If enabled print jobs will not be deleted after printing. They will be kept in the virtual queue so they can
be reprinted at a later time.

Show "Keep print jobs" option in job list:
If this optionis enabled, the user can select for each job if it shall be kept for reprinting or immediately
deleted after printing. A flag in the job list is accessible for each job.

Show print and keep button

If this option is enabled an additional button will be shown below the print job list.
Releasing jobs by pressing this button will force the keep job for reprint option — independent of the
individual print job settings.

Force duplex printing / black & white printing / erasable blue printing:
These options allow the administrator to force printing of each job in duplex and/or black & white /
erasable blue.

Attention
If enabled it is impossible for users to print documents in simplex mode or in color on this device.

Enable duplex / simplex / black & white printing by default

In case the Force duplex, Force black & white is set to off, you can configure if as default these
settings (duplex, simplex, b&w / erasable blue) are enabled when the user is logging in.

In contrast to the "Force" -settings, these can be changed by the users.

Show staple
When the device is equipped with a staple unit, stapling options (top left & 2 staples left) are added to
the job details settings in EWB.

This is only an information and cannot be switched on/off.
If none of the options is selected in job details, the original stapling settings as set via printer driver are
valid.
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Hide co

lor jobs if no color rights

If enabled, color jobs will not appear in the job list if the user has no permission to print color on this
device. Else color jobs will be printed in BW.

12.2.3.3.8 Consumables

Here you can see the status of the device’s toner and paper level.

Last update: 26.10,2015 10:41:20

Toner levels
Yellow [ | 1007
magents (N 100%
Cyan 100% Consumabiles
Black _ 1008% Last update: 13.11.2015 13:57:09
Paper drawers Toner levels
prawer 1 [ | 25% Yallow | 7a%
Drawer 2 | | z5% Megenta (U | 7o
Drawer 3 | | 25% Cyan B |7
oraver 4 ([ 100 Black L
Paper drawers
Drawer 1 [ | 259
Drrawer 2 -—l 50%%:

12.2.3.4 MANAGE Toshiba devices
When selecting one or multiple Toshiba devices the MANAGE option gets available.

SEARCH ADD SELECT m MODIFY
Q, search device... ¥ 1‘5 Apply license to selected devices
0] 192.168.1.103 Delete selected devices
107.168.1.112 A Subscribe selected devices

Automatically configure selected devices

Initialize selected devices

MFP07486171

You now have the possibility to
- apply aclient license to the selected devices
- remove the selected devices from the list
- subscribe the selected devices
- Automatically configure selected devices
- Initialize the selected devices

Important
Initialization must be performed before use of the devices in case the devices have been added
offline.
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12.2.3.5 MODIFY Toshiba devices

When selecting one or multiple Toshiba devices the MODIFY option gets available. These options are
very helpful to perform modifications for multiple devices in one single step.

SELECT

MAMNAGE

Change queues

You now have the possibility
to assign virtual queues to the
selected devices or to remove
all assigned virtual queues
from the selected devices.

alE
192.168.1.103
e-BRIDGE N Entwicklung Fe...

192.168.1.112

e-BRIDGE X mit Finisher IP
192.168.1.121

e-BRIDGE X Kiiche
192 168.1.122

O

[< [ < |

Assign virtual queues
This option allows assigning one or multiple virtual
queue/s to the selected Toshiba devices in one step.

Attention
this action will replace existing assignments of virtual
queues.

Remove assigned virtual queues
This option will remove all assigned
virtual queues from the selected
Toshiba devices.

Attention

Selected devic Change queues

Set prices
% e-BRIDGE

S ot

< e-BrIDGe| —et quotas
Change card settings

Change EWB and SNMP settings

Change print settings

Set virtual queues for 2 selected devices
(Existing assignments will be replaced)

cssuppeortvm01.firma.intra\TOSHIBA V4 Printer
CSIP2020.csvs.local\wiQ Test

C5IP2020.csvs.local\wQ_IPP

[Select all] [Cancal selection]

[Cancel]

Are you sure to remove the assignment of virtual queues from 2 selected devices?

Cancell
Cancel]

remove

Make sure to assign at least one virtual queue to each Toshiba device. Else it will not be possible to

release print jobs.
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Set prices
Here you can set the prices for the selected Toshiba devices.

Set quotas

Here you can set quotas for the selected Toshiba devices. If you
do not wish to use quotas for a certain function - e.g. faxing,
scanning - you can disable the use of quotas by clicking to
[disable].

This will make the selected function 'unlimited'.

Operator Manual

Set prices L3

Set prices for 2 selected deivices

One black & white page (small): | 0,05| €
One black & white page (large): | 0,10| £
One dual-color page (small): | 0,15| £
One dual-color page (large): | 0,30| €
One color page (small): | 0,15| €
One color page (large): | 0,30| €
One erasable blue page (small): | 0,01 | £
One erasable blue page (large): | 0,02 | €
One scan page in color: | 0,01 | €
One scan page in black & white: | 0,[]]| €

Set quotas

Set quotas for 2 selected devices

Total quota: [disable] | | Pages
Color quota: [disable] | 1000| Pages
Print quota: [disable] | | Pages
Copy quota: [diszble] | | Pages
Scan quota: [disabla] |—| Pages
Fax quota: [disable] |—| Pages
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Modify settings
This is a powerful method to change the settings for multiple

You have quick access to all settings as per individual device Change settings for 2 selected devices
° Card |ogin Settings Card reader profile | do not change Vl
o EWB and SNMP setti ngs Enable card self assignment | do not change + |
° Pl'i I'It Setti I‘Igs Show unknown card IDs on panel |W|

Generally, the pull downs offer three options:
o do not change - the current status keeps valid
e enable - enables the function
o disable - disables the function

Change settings for 2 selected devices
Print all jobs immediately after login ("QuickPrint™) ‘ do not change V|
Notify user if "QuickPrint” failed ‘ do not change |
Keep print jobs after printing for reprint ‘ do not change V|
Change settings for 2 selected devices Show "Keep print jobs” option in job list ‘ do net change V|
Show print and keep button ‘ do not change Vl
Display mode (only e-BRIDGE Mext) | do not change V| ——
Force duplex printing ‘ do not change V|
Refresh EWB display every (ms) | | —
Enable duplex printing by default ‘ do not change V|
SNMP port | |
Enable simplex printing by default ‘ do not change Vl
SNMP timeout (ms) | |
Force black & white printing ‘ do not change + |
SNMP community | |
N Enable black & white printing by default ‘ do not change “ |
SNMPv3 settings _—
Use SNMPv3 | do not change vl Hide color jobs if no color rights ‘ do not change v |
SNMPY3 username | |
C 1
—-— | | et
Authentication protocol | do not change V|
Authentication password | |
Privacy protocol | do not change V|
Privacy password | |
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12.2.4 Toshiba eSF

This menu shows the list of all Toshiba eSF.

Add Toshiba eSF devices here for secure print release or for pull printing from a central virtual queue
and / or if you want to track and control user activities for copying, scanning and faxing.

Load UP

REPORT
Reports

Accounting

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

[»1

/.j L2 € Configuration help Logout
-FOLLOW
Profuusianal
@ SEARCH ADD SELECT MANAGE MODIFY
MANAGEMENT Q, search device.. v/ (15 (192.168.1.101) =
User list pE— n
eral
Permissions 192.168.1.101 (TOSHIBA e-STUDIO4485)
Projects License : )
Domains Serial number: 7017821101YKD [change]
Description: [change]
DEVICES
Mame for ®

. . £SF4485 [change]
Virtual Queues reports:
Printers Location: Control Systems dev [change]
Toshiba Sender email: [change]
Toshiba eSF App version: 2.49
NetCardReader Last login: 30.03.2023 15:09:09
Mobile print Locked until: [unlock]

Last transaction:

Virtual gqueues:

Print via IPPS:

Anonymous print:

28.03.2023 10:57:38

‘\https://192.168.1.55:443\e-FOLLOW-IPP{upl

Y\https: /192,168, 1.55:443\e-FOLLOW-IPP(POI
I
efv

[+] [-1

[Permissions]

Direct print

Prices v

[1nstall app] [Supported paper size]

12.2.4.1 ADD Toshiba eSF device

To add a new Toshiba eSF device to the list click to

ADD .

Enter the IP address of the device.

Select a virtual queue for pull printing.

If you have changed the SNMP community of the

device this can be modified accordingly.

You may add a description for the new device (e.g.

place of location).

Clicking to add will add the device to the list and

perform the actions required.

Operator Manual

Add a new Toshiba eSF device

1P address/hostname: | |*
Mame for report: |
Mame for reports has to be unique.

With each change, all records for the reports are also
changed.

Offline:
\irtual queues:

cssupportvm01 . firma.intra\ipp

CSIP2020. csvs. local\WiQ Test

CSIP2020.csvs. local\WQ_IPP

[Select all) [Cancel selection)

SMNMP community: |public

Description: |

add

Version 5.9.0



page 148 e-FOLLOW

12.2.4.2 SEARCH for Toshiba eSF devices

e-FOLLOW provides a convenient method to scan the network for finding Toshiba eSF devices and
add them to the management in one step.

I N T
192.168.1.101 TOSHIBA e-STUDIO4485 https://192.168.1.101:443/ipp/print
Toshiba eSF devices will only be
found if the IPP / IPPS protocol is
enabled.
o IPP/IPPS = ON is the factory
default.
[Cancel] Add

Version 5.9.0
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Clicking to Add shows up the add-device window for multiple MFPs.

Select a virtual queue(s) for pull printing.

If the [ install app ] option is enabled e-FOLLOW will push

the embedded client to all selected devices.

Found IP addresses (1):

192.168.1.101 TOSHIBA e-STUDIO4485
Attention

The eSF SDK currently does not allow the server to
configure it’s IP address to the installed application.
Therefore, this has to be done manually. Offline:

Virtual queues:

Therefore for each device:

. , . \/ pportvmO01.fi .intra\TOSHIBA V4 Print
open the device’s Webpage and find

Apps 2> e-FOLLOW > Conﬂgure CSIP2020.csvs.local\VQ_IPP
[Select all] [Cancel selaction]
Enter the e-FOLLOW Server IP Address and port (default e T —— oubic

11084)

Description:

1 devices will be added. More details at Dashboard.
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12.2.4.3 Edit Toshiba eSF device

To edit the settings for a Toshiba eSF device click to the corresponding row in the device list.

Q, search device.. v IFI (ET0021B7E7BFC6) =
0 e
ETO021B7EFBFCG (TOSHIBA e-STUDIO4485)
License :
Resolved IP address: 192.168.1.101 [resolve]
Serial number: F017821101YKD [change]
Description: [change]
Name for reports: @ 7017821101YKD [change]
P Py 4
bder email: [change] [ 1 ]
N =
|| Last login: 22.03.2023 18:37:14
Locked until: [unlock]
Last transaction: 22.03.2023 18:37:54
Virtual queues: VQ Test
vQ_IPp
[2
[+] [-1 ]
Print via IPPS: 5
Printer IPP-URL: https://192.166.1.101:443/ipp/pri [test] [ 3 ]
Anonymous print: .
41
T T T r

12.2.4.3.1 General Settings

The settings in the General-Tab allow modifying the description, the ODCA port, ODCA SLL usage
and the virtual queue settings. (e-BRIDGE X devices only)

[ 1] Sender email:
Here you can define a sender email-address for this device. If left blank the current user’s email
address will be set as from-address.

[ 2] Virtual queues:
Here you can add / remove virtual queues for that device.

[31 Print via IPPS: if switched off (default) e-FOLLOW is sending the print job via RAW directly to
the printer on port 9100.

If enabled you can enter the Printer IPP-URL so . _
e-FOLLOW will forward the spool files to the Frmt im RS ©
MFP USing secure H'I—I'PS protocol. Printar IPP-LIA https:/f192.168.1.112:44 3 Frint [Emant]

Press the [ test ] button to check you have entered the correct printer URL.

In case the device’s IPP Server is responding you will get a SUCCESS message PP version: 11
and the IPP version of your printer. Connection Successful!
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Else you will get the message that there is no IPP
server respond lng to this URL. There is no connaction to this IPP Printer.

QK

[ 4 ] Anonymous print:

This option allows printing of jobs that do not have a
PJL header referring to the job owner. The printer will see this job as 'anonymous' and therefore
cannot be accounted for the real job owner. By default, e-FOLLOW will deny printing these kind of
jobs.

Attention
If you allow Anonymous print the jobs will not be accounted / charged to a user.

[Permissions]
This leads you to the permission settings page as described above. (see Permissions)

[Install app]

This will automatically install the eSF application to the
Toshiba eSF device.

x Please wait...

I FFEFSE S
Device successfully initialized

—

Attention
The eSF SDK currently does not allow the server to configure it’s IP address to the installed
application. Therefore, this has to be done manually.

Open the device’s Webpage and find Apps 2 e-FOLLOW - Configure

TOSHIBA e-STUDIO448S
IP Address : 192.168.1.101

Contact Name :
Location : asdasdasdasd

Status : Sleep
Messages : Beta application Debug Application installed (Meore...)
Ce=m
Apps
Select Option Apps
Status = Launch Apps
Settings
Device System Info Service Info
Print Shows memry, thread, and Shows delailed information about
Faper persisient storage nformation thee services that applications
Copy and aligws the JWI's garoage have regisiered
Fax COIIECtor to be run.
E-mail
{88 rive
MNetwork/Ports
Security
Repaorls =
Address Book # Installed Apps
Shortcuts ¢ App Framework Configuration
‘ Setup = Application Settings Example
[ ope | * BETA -Detu Aplkaton
Site Map ¥ Card Copy
= Display Custc
[# e-FOLLOW
Description &-FOLLOW Toshiba App
Varsion 62.0

Wendor name Control Systems GmbH

Enter the e-FOLLOW Server IP Address and port (default 11084)

12.2.4.3.2 Direct print
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The direct print is option is intended to directly print from a client PC to a Toshiba eSF device. Printout
will be performed immediately if permission, balance or quotas are sufficient.

If Direct print is enabled, you can now add one or more shared Windows queues that allow
users/clients to directly print to this device. Click to [ + ] and select the desired queue(s).

In case of multiple PrinterManagers installed all available queues from all PrinterManagers are shown.
Depending the number of remote PM and network quality this may take some time.

Associate the direct queue(s) to this
device.

Cirect gueuss

[+ 01

e-FOLLOW now may take care about
settings, quotas and permissions even for
direct printing to the device.

Curect IPP Queue:  hilpes/V 192,168,135 443/ 4465

Dalete non-axecutable print jobs: @ (&

Blotfy user:

Important
If direct print mode is enabled the zero-stop functionality is no longer supported.
So it is strongly recommended to disable direct print if users are charged by balance or quota.

Direct IPP queue

Direct print to a Toshiba device can also be performed via secure IPPS.

Diract print

Direct quewes -

[:??rel: TFF Cuiaides

[ ] Delete non-executable print jobs: @ -’j_:;
Select moniter: | peounter.csvs.local (127.0.0.1) E
Matily usar:

Queue nama: | 4465] |

[Cancel] [ add |

[ 1] Click to [ add ] to define a Direct IPP queue for this MFP.

[ 2] In case you have multiple PrinterManagers installed select the desired PrinterManager (Server)
that shall take care for this Direct IPP queue and enter the queue name.
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e-FOLLOW will now create an URL for the Direct Direct print &)

IPP queue. Using this URL clients can print Direct EBX queue -

securely to this MFP. -|
[+ (-]

EBX IPP Queue: hikps: /192, 168.1,217:443/T112 [remeve]

o Pls. refer to chapter IPP printing to fulfill the client requirements.

If the job can’t be printed due missing Non-axecutable print jobs @
credentials or a technical issue you can Dreletz non-executable print jobs: (17
decide whether to delete the job or move it move b quevs: [F005 =
to a virtual queue for a late release. )
Motify user: @)

If enabled the Notify user option will send
an email in case of the job has been deleted or moved.

12.2.4.3.3 Prices

Here you can set the prices for the selected device e-FOLLOW is charging to the user balance. Prices
can be set according the paper size (large / small - e.g. A3/ A4,A5) and the color (full color, dual-color
and black & white).

Q search device.. v l’;’ (ETD021B7E7BFC6) =

= )
Prices ”~

ane black & white page (small): 0,10 €

One black & white page (large): 0,10/ €

One dual-color page (small): 1,00/ €

One dual-color page (large): 1,00 €

One color page (small): 1,00 €

One color page (large): 1,00 €

ane scan page in color: 0,00 €

|| One scan page in black & white: 0,00 €

o The prices are common for print and copy.
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12.2.4.3.4 Quotas

e-FOLLOW allows to control the usage of devices by setting quotas for color, prints, copies, scans and

faxes.
To enable device quotas, check the "Use quotas" button.

Q, search device.. v (ET0021B7E7BFC6) =
[ [E—

Direct print v
Prices v
Quotas ~

Use quotas @ ‘

Total quota: @ 1000 | Pages

Color quota: ‘ 150 | Pages

Print quota: Pages
Copy quota: Pages
|| Scan quota: Pages

Fax quota: Fages

You now can individually enable the different quotas and enter the appropriate page numbers. Quotas
that are unchecked allow unlimited use.

Attention
Quotas can also be set for Departments and Users. So it might happen that even if the user still has
e.g. color quota available he can’t do color prints or copies if the color quota of his department or the

color quota of the device is used up.

Quotas are only checked at user login at the MFP. They are not used to interupt jobs. Therefore it is
possible for users to have negative quotas.
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12.2.4.3.5 Card login

Here you can modify the settings that are related to card reader usage.

Card reader profile: Card login A
reader profiles are used to convert the strings

read from a card. Reader Profiles can be Card reader profle Reverse v

created in Allow card self assignment .

-> SETTINGS -> Reader profiles Show unknown card IDs on the pane @]
Show PIN field first

Allow card self-association Card login sound ®

if enabled this function will allow users to assign
unknown card IDs to their account by entering
their

user credentials (e.g. username & password)

Show unknown card IDs in the panel
If enabled the card ID of a new unknown card is show in clear on the panel during the card self-
association process. Else the card IDs are starred out.

Show PIN filed first
If enabled the user will be prompted with the PIN-Authentication first (instead of username &
password) when associating a new card to his account.

Card login sound
Here you can enable or disable the sound that plays during card login.
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12.2.4.3.6 Guest login

e-FOLLOW allows users that do not have an account to use the eSF devices. Therefore, a special
Guest Login can be enabled.
Guest fogin ~

Enable guest login: here you can eneable / disable

Enable guest login:

the gUeSt Iogin Option User for guest login: Administrator [change]
Guest screen first:
Guest button text: Guest [change]
User for guest login: select a user that is used [Copy settings to all printers]

when a guest is logging in.
To assign transaction and apply permission or quotas a specific user must be selected as ‘guest user'.

It is recommended to create an internal user (e.g. ‘guest’) that is used when logging in as guest. If
required, you can assign individual guest users to each eSF device.

Guest screen first: if enabled a large ‘guest button’ is B2 .roLiow
shown at the login screen.

If users need/want to login to their account they simply
swipe their card or press “LOGIN” to switch to the login
screen,

Free Access
B3 eroLLow
Guest button text. here you can modify the
text for the guest button (e.g. Free Access)

Free Access

ID/Pass
[ Copy settings to all printers ]
Pressing this link will copy the current guest LOGIN
login settings to all Toshiba eSF devices.

12.2.4.3.7 Print settings

The settings in this section will have impact on the

handllng and release of pnnt JobS Mote: The priority of the print settings is User-=Department->Davice
Print all jobs immediately after login ("QuickPrint™) @

Motify user if "QuickPrint” failed

QuickPrint. Skip blank joblist
If this function is enabled all print jobs of the user (also Keep print jobs after printing for reprint
TeamPrint jobs) will be sent to the device immediately Show eep print Jobs” option in b It ®
after |Og |n Force duplex printing

Enable duplex printing by default
Attention Enable simplex printing by default

Force black & white printing

Users are not able to individually select jobs for printing
when QuickPrint is enabled.

Enable black & white printing by default

Hide color jobs if no color rights

Notify user if QuickPrint fails:
In case one or more jobs could not be printed — e.g. due to missing permission, balance or quota — the
user will be notified by email.

Skip blank job list

If enabled, the joblist will not be shown after login if there are not print jobs pending on the server. The
user will be directly lead to the device home screen instead.

Keep print jobs after printing for reprint:
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If enabled print jobs will not be deleted after printing. They will be kept in the virtual queue so they can
be reprinted at a later time.

Show "Keep print jobs" option in job list:
If this option is enabled, the user can select for each job if it shall be kept for reprinting or immediately
deleted after printing. A flag in the job list is accessible for each job.

Force duplex printing / black & white printing:
These options allow the administrator to force printing of each job in duplex and/or black & white /
erasable blue.

Attention
If enabled it is impossible for users to print documents in simplex mode or in color on this device.

Enable duplex / simplex / black & white printing by default

In case the Force duplex, Force black & white is set to off, you can configure if as default these
settings (duplex, simplex, b&w / erasable blue) are enabled when the user is logging in.

In contrast to the "Force" -settings, these can be changed by the users.

Hide color jobs if no color rights
If enabled, color jobs will not appear in the job list if the user has no permission to print color on this
device. Else color jobs will be printed in BW.
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12.2.4.3.8 SNMP Settings

SNMP is used to retrieve and update various device status information, such as paper drawer levels,
toner levels, and operational states.
It is also used to query additional details, such as the device model name.

General SNMP parameters such as SNMP port, SNMP timeout, and SNMP community can be
configured here.

SNMP settings A

SNMP settings for device status requests

SNMP port 161
SHMP-timeout (ms) 5000
SNMP community public

SNMPv3 settings

Use SNMPv3 aP
SMMPv3 username user

Context MFP

Authentication protocol HMAC-MDS  w
Authentication password e
Privacy protocol CBC-DES A4
Privacy password e

[Test SNMPv3 settings]

SNMPvV3 settings
For secure and encrypted communication, SNMPv3 can be enabled.

Ensure that all parameters — including SNMPv3 username, Context, Authentication protocol,
Authentication password, Privacy protocol, and Privacy password — match the configuration of
the device.

With Test SNMPv3 settings, you can verify your configuration.
If successful, the test result should display correct device information such as the model name and
status.

Type TOSHIBA E-STUDIO4485 7017821101YKD MXTGM.240.246
Model TOSHIBA E-STUDIO448S VERSION MXTGM.240.246 KERNEL 5.15.58-YOCTO-STANDARD ALL-N-1

SNMP type TOSHIBA_ESF_BW

Status Running[2] Idle[3]

Device is ready.
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12.2.4.3.9 Consumables

Here you can see the status of the device’s toner and consumables level.

Last update: 31.10.2025 14:08:41

Black - | 48%:
Maintenance Kit _ 100%%
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12.2.4.4 MANAGE Toshiba eSF devices

When selecting one or multiple Toshiba devices the

Delete salacted dewices

‘ Apply license ko selected devices

CS testdevice i

152, 168.1,404
& 192.168.1.102 @

— esF123
E] ISz 156.1.023 0

You now have the possibility to

e5F123

1592.168.1.102

- apply aclient license to the selected devices
- remove the selected devices from the list

12.2.4.5 MODIFY Toshiba eSF devices

When selecting one or multiple
Toshiba devices the MODIFY
option gets available. These

options are very helpful to perform
modifications for multiple devices in

one single step.

Change queues

You now have the possibility to
assign virtual queues to the
selected devices or to remove all

MANAGE option gets available.

SEARCH ADD SELECT MANAGE
Q search device \ Ill i\l Selected devicy
ET0021B7E7BFCG < ET0021B7|

assigned virtual queues from the selected devices.

Assign virtual queues

This option allows assigning one or multiple virtual queue/s to the

selected Toshiba devices in one step.

Attention

Set virtual queueus for 2selected devices

Changes queues

Set prices

Change card settings
Change print settings

Change SNMP se

ttings

(Existing assignments will be replaced)

[ undefined\virtual Queue

DEV8_SS0.firma.intra\Virtual Queue

this action will replace existing assignments of virtual queues.

Remove assigned virtual queues

This option will remove all assigned virtual
queues from the selected Toshiba devices.

Version 5.9.0

Select alll [Cancel selection]
Cancel]

assign

Are you sure to remove the assignment of virtual queues from 2 selected devices?

Cancel]

remove
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Attention
Make sure to assign at least one virtual queue to each Toshiba device. Else it will not be possible to
release print jobs.

Set prices Setk prices for 3 selected deivices
Here you can set the prices for the selected Toshiba devices.
dne color page [small}: 0,1%| €
Qna color page (larga) 0,2% ©
One dual-calar page (small) 0,10 €
One dusl-calar page (large): 0,15 €
ane black & white page (small): 0,05 ©
One black & white pags (lare): 0,08 &
One erasshble blue page (small): 0,02 €
ane erasable blue page (large): 0,08 ¢
ane scan page in color: 0,0F £
One scan page in black B white: 0,02 €
Cancel] sSdve
>
Set quotas
Here you can set quotas for the selected Toshiba devices. If you
do not wish to use quotas for a certain function - e.g. faxing, SEECTED (57 & S EH R CRTEEE
scanning - you can disable the use of quotas by clicking to )
[disable]. | Total quota:  [enable] Pages
| Color guota: [disable] 5000| Pages
This will make the selected function 'unlimited'. Print quata:  [=nable] Pages
| Copy quota: [ensble] Pages
Scan guota: [enzble] Pages
Fax quota: [enable] Pages
[Don’t use quotas
[Cancell | save
>

Modify settings
This is a powerful method to change the settings for multiple
Toshiba devices.

Change settings for the selected device

You have quick access to all settings as per individual device

Card reader profile do not change
° Card Iogin SettlngS Show PIN field first do not change v
] Pri nt Settings Enable card self assignment do not change +
L] SNMP Settings Show unknown card IDs on panel | do not change
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Generally, the pull downs offer three options:
e do not change - the current status keeps
valid
enable - enables the function
disable - disables the function

Change settings for the selected device

Print all jobs immediately after login ("QuickPrint™) | do not change
Motify user if "QuickPrint” failed do not change v
Skip blank joblist do not change v
Change settings for the selected device
Keep print jobs after printing for reprint do not change
SNMP port Show "Keep print jobs" option in job list do not change +
SNMP timeout (ms) Force duplex printing do not change
SNMP community Enable duplex printing by default do not change v
SNMPv3 settings Enable simplex printing by default do not change W
MPV. v
22 E do not change Force black & white printing do not change v
SNMPv3 username .
Enable black & white printing by default do not change v
Context . .
Hide color jobs if no color rights do not change
Authentication protocol do not change v
Authentication password [Cancel] “
Privacy protocol do not change A il

Privacy password

12.2.4.6 Updating eSF — App

By default, the e-FOLLOW installer package contains the latest eSF-App.

The current version of the installed App is shown on the login screen.

Once the App is installed on a device it automatically updates itself if a newer version is available on
e-FOLLOW server.

Else click to [ Install app ] in the device’s general settings.

o Version 5.9.0
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To guarantee unrestricted functionality it is mandatory that the latest eSF App version is installed on
the devices. If a deprecated version of the e-FOLLOW eSF App is installed on the MFP the users are
not allowed to login.

A corresponding message is shown on the device when trying to login.

ER e-FoLLow

LOGIMN

Event Log

info i i | Errar )

Device warnings Device with [P (192.168.1.101) has cutdated app version., =
Plegse update it manually.

FIRO LGP LRI Y Sy nchronization was suecessful, Newly created or updated

In the e-FOLLOW Event Log you will also find a corresponding Warning.
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12.2.5 NetCardReader

e-FOLLOW supports the usage of networked card readers (NetCardReader) to release print jobs from
a virtual queue to a printer.

03 ¢ Configuration help Logout

D)

- FOLLOW
2,

Profassional

ADD REMOVE

MANAGEMEN iption: Lexmark 736 [change]
1ANAGEMENT T T Description: xXmar [change]

veerter Card reader profile: default "
Departments 192.168.1.141

Permissions
. POO5
Projects POOSI

Domains
Virtual queues:
DEVICES

Virtual Queues

ool

Printers

Toshiba Target printer: PO02-1 b
Toshiba eSF

NetCardReader

Mobile print ||

Load UP

REPORT
Reports

Accounting

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

A NetCardReader has no physical connection to the printer it is attached to. Therefore, they need to
be 'connected’ logically. (see Configure TCPConv)

Click to [+] to add a new NetCardReader.
Enter it’s IP address and a description (e.g. the printer name it is IP: |
attached tO) Description:

Cancel Add

Card reader profile:
Select a card reader profile if necessary.

Virtual queues:
Add one (or multiple) virtual queue to check for jobs of the user swiping his card.

Target printer:
Select a printer the jobs shall be sent to.
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Important
Make sure the target printer is compatible to the driver applied to the virtual queues.

12.2.6 Mobile print

e-FOLLOW allows users to send documents for printing via email from any (mobile) device. Most
common office file formats, images and PDF are supported.

An advanced print release App (iOS & Android) is available for print release via the user’s mobile
phone or tablet. The mobile App can also be used to upload documents from you Android or iOS
device to an e-FOLLOW queue.

12.2.6.1 Mobile print release

Print jobs held in a virtual queue can also be released to any direct queue or Toshiba direct queue
by using the e-FOLLOW mobile App.

Similar to the NetCardReaders a device identifier or a QR-code are used to logically link the printer so
e-FOLLOW knows at which device the user currently is in front of.

O3 € Configuration help Logout

)

»-FOLLOW |

g g wwinnal
&/ ADD REMOVE UTILITY
MANAGEMENT | wabite retease .

User list Device identification:

Permissions

Name: Hallway

POO5
POO5I
Projects

Domains
Virtual queues:

DEVICES
Virtual Queues [+] [-]

Printers Target printer: TO4485 v
Toshiba

Toshiba eSF E E

NetCardReader ._:rn_
Mobile print QR code: I L

Load UP E
-

REPORT

Reports

Accounting

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

Click to [ADD] to add a new Device identification.
Enter it’s IP address and a description (e.g. the printer name it is
attached to). Name: |

Cancel Add
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Virtual queues:
Add one (or multiple) virtual queue to check for jobs of the user is selecting this device identifier.

Target printer:
Select a printer the jobs shall be sent to.
Attention

Make sure the target printer is compatible to the driver selected for the virtual queues.

Use the UTILITY menu to generate a [ .html ] or [ .pdf ] document containing the QR-codes
generated by e-FOLLOW. These

labels can be attached to the O of240| EEsE
appropriate printer to easily be #_ -
identified by the e-FOLLOW app. O =] 5]

-~ wr

HP U - Room 123 HP U - Room 421 Samsung - Room 213

12.2.6.2 E-Mail printing

E-mail printing is very convenient way to send documents for printing as almost every device with an
internet or WLAN connection is capable to send out emails.

/ﬂ & € Configuration help Logout
- FOLLOW ( I
- Brofnusianal
ADD REMOVE
MANAGEMENT Mail printing
User list h.test_exchange (ex.control-systems.de) [change]
gmail_imap
Departments Enabled
Permissions gmail_pop3 Protocol Exchange v
Projects
h.test_exchange {ex.control-system... User h.test
Domains
. Password sessssssennsene
h.test_imap (ex.control-systems.de)
DEVICES URL https://ex.control-systems.de/EWS/Exchange. as
. h.test_pop3 (ex.control-systems.de
Virtual Queues —pop3 ( U ) Domain name
(FQDN) csvs.local
Printers public_imap {Strato)
Toshiba [Test]
) public_pop3 (Strata)
Toshiba eSF
\ S5 /1 - 443\a- \W-IPPI.
MetCardReader test Print to queue \\httos://152.168.1.55: 443 \e-FOLLOW I[PP'_‘UDIU.ad)
change]
Mobile print
Min. size for sk
Load UP || images
Max. mail size 20 |MB
REPORT
validation token
Reports @
. Additionally print
Accounting mail text
I E-mail Notification
SETTINGS
G l Send PIN with
snera notification
User portal &
User tools
Anonymous printing
Dashboard
Enabled
Schedules
Rules

Reader profiles

Therefore, e-FOLLOW can constantly check one or more email accounts of different type (IMAP,
POP3 or Exchange).
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e-FOLLOW separates the attachments and processes them into a print job. All common file formats

are supported.

PDF
Words:
Cells:
Slides:
Images:

PDF

DOC, DOCX, XML, RTF, HTML, XHTML, MHTML, ODT, XPS, SWF, TXT, EPUB
XLS, XLSX, XLSM, XLSB, ODS, CSV

PPT, POT, PPS, PPTX, POTX, PPSX, ODP, PPTM

GIF, JPG, JPEG, PNG, TIFF, TIF, BMP, EMF, EXIF, ICO, ICON, WMF

If Anonymous mode is disabled e-FOLLOW accepts only emails from known senders. So the sender’s
email address must be identical to one of the email addresses stored in the user database.
If a sender address is unknown the email will not be processed and deleted.

Click to ADD to add a new email account to be monitored by e-

FOLLOW.

Enter a name for this account and d select the account type (IMAP,

POP3, Exchange or Office 365).

Name:

[Cancel]
Depending the account type you need to enter the account credentials:
gmail  [change]
(ot | I
gmail_pop3 Protoco MAP [1 ]
h.test User cs.test@amail.com
- Password sransesssnnsane
print
Hostname imap.gmail.com
public
Port 993
swi Use 551 .
[Tes
Print to queue VQ Test  [change] 2 ]
Min. size for images 5 L.El
Max. mail size 20 | MB
Validation token ()
Additionally print mail text .
E-miail Notification
Send PIN with notification
Anonymous printing
Enabled

[1]- IMAP/POP3

User
Password
Hostname
Port

Use SSL

Operator Manual

Enter the username for this email account

Enter the password to login to the account

Protocol:

POP3

Exchange
Office 365

Enter the hostname or IP address of the email server
Port number of the server (the default values for IMAP and POP3

usually work fine)

Enable to connect via secure SSL connection
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[ 3]- Exchange

The settings for an exchange account are different from the above.

Exchange [change] 3
S | b [31]
gmal Protoco Exchange
gmail_pop3 User user
- Password
URL https://exchange_server/ews/exchange.asmx
print
Demain name (FQDN) domain.name
public [Test]
User Enter the username for this email account
Password Enter the password to login to the account
URL Enter the correct URL for the web access of your Exchange server
Domain Enter the name of your exchange’s domain

To determine the correct URL for the Exchange Web Service (EWS) of your server you may logon
to your exchange server and enter below power-shell command.

Get-WebServicesVirtualDirectory |Select name, *url* | fl

[ 2] - The following settings determine the processing and routing of the mails.

Print to queue This is the queue the processed document will be sent to. By
default the (first) virtual queue is pre-selected

Min. size for images This value avoids print out of small images like logos or icons

Max. mail size As processing of jobs needs some resources the size of emails
can be limited.

Validation token This is a security feature to avoid SPAM. If you enter any string
here all emails” subject must begin with this string.

Additionally print text If enabled not only the attachment will be processed but also the

email (body) itself.

E-Mail notification If enabled the sender will receive a confirmation email with the

status of the transmitted job.

Send PIN with notification If enabled the mail sent will contain the user’s login PIN

o Changing the output queue from a virtual queue to a direct queue will lead to an immediate printout of
the documents.
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12.2.6.3 Office 365 (modern Auth.)

e-FOLLOW.cloud supports fetching mails from an Office365 account. The high Office365 security
level (modern Auth.) requires some additional configuration.

0365  [change]

Exchange

Enabled
gmail Protocol Office 365
gmail_pop3 Tenant ID [11

Client ID/App ID
h.test eR r21

User [ 3 ]
print Mailbox URI https://outleck.office365.com/EWS/Exchange. a:
public [Test]

[ 1] Finding the Tenant-ID

Start the Azure portal and login with an Administrator account. Then select Azure Active Directory in
Azure services.

e e e e

Home >

0 control-systems.de | Overview
Azure Active Directory
“ |- Add ~~ i Manage tenants [T What's new [ Preview features 07 Got feedback?

O Overview

— Overview Monitaring Tutorials
B8 Preview features =

A Diagnose and solve problems

Manage

Basic information
ah Users
& Groups soniroleyctameds Users 19
RE External Identities Tenant ID Lok, [ | Groups 5
abs Roles and administrators o

Primary domain control-systems.de Applications 6
& Administrative units
) i License Azure AD Frae Devices 18
&8 Enterprise applications
Cl Devices Alerts
B App registrations
{8} Identity Governance A Upcoming TLS 1.0, 1.1 and 3DES deprecation

Please enable support for TLS 1.2 on

Applieation proxy clients{applications/platform] to avaid any service
impact.

Learn more [

4 Licenses

You will find your Tenant-ID in the basic information of your AAD service.
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[2] Client ID/App ID

As Office365 does not allow direct access to a user mailbox, a specific client application needs to be
defined granting the required permissions.

Create an application in Azure Active Directory

Start the Azure portal (https://portal.azure.com) and sign in with your Microsoft account and select
"Azure Active Directory" in Azure services

Select "App registration" on the left

2 Search resources, services, and docs (G+/)

Home

0 control-systems.de | Overview

Azure Active Directory

“ |- Add ~ &5 Managetenants [7] What's new [5 Preview features 07 Got feedback?

@ Overview
= b ~ Overview  Monitoring  Tutorials
K3 Preview features =
. Diagnose and solve problems -

A = our tena
Manage

Basic information
& Users
& Groups Name Users 19
BE External Identities Tenant ID Groups 5
ais Roles and administrators R R

Primary domain control-systems.de Applications 6
& Administrative units
. License Azure AD Free 16
B Enterprise applications
Alerts
B App registrations
TET [dentity Governance A Upcoming TLS 1.0, 1.1 and 3DES deprecation

Please enable support for TLS 1.2 on

Application proxy clients{applications/platform) to avaid any service
impact.

Learn more 3@

a Licenses

Click on "New registration"

= i An Search rescurces, services, and docs (G+/] : 7  ulichmaier@control-sy...
- i ‘ : CONTROL SYSTEMS DE (CONTR.. {

s > control-systems.de

control-systems.de | App registrations %

Azure Active Directory

+ New registration Endpaints /? Troubleshooting () Refresh & Download

@ Starting June 30th, 2020 e Directory Authentication Library (ADAL) We will continue to provide technical support and security updates but we will no &
problems longer provide feat: rosoft Authentication Library (MSAL) ans
Manage
’ All zpplications  Owned applications  Deleted 2pplications
& Users —
& Groups 0 Start typing a display name to filter these results Application (client) ID starts with X 5 Add filters.
8L External Identities
1 applications found
Display name 1 Application (client) ID Createdon 1y Certificates & secrets

n testUM 16642402-f097-4492-b7bb-57eb87612283 1/11/2022 @ Current

&) Identity Governance

B Application prory

4 Licenses

b Azure AD Cannect
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Give a name, select a Supported Account Type and click "Register"”

control

Register an application

* Name

The user-facing display name for this applicaticn (¢

n be changed later)

Supported account types

Wheo can use this application or access this API2

(®) Accounts in this organizational directory only (control-systems.de only - Single tenant)
QO Accountsinar
O Accounts inany o

(O Personal Microsoft accounts only

ganizational directs

< AD directory - Mulitenant)
‘ganizational directory (Any Az

¢ AD directory - Multitenant) and personal Micros

ftaccounts (e.g. Skype, Xbox)

Redirect URI (optional)

We'll retumn the suthentication respor
changed later, but a value is required

is UR after successfully authenticating the user. Providing this now is optional and it can be
ost authentication sesnarios.

] [ca e -

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding fror

gree to the M

m Policies o7

Copy the Application (client) ID, you'll need and enter it to the mobile print account configuration [ 2 ].

« [il Delete @ Endpoints

Breview features
B Overview

@ Got. secona? e wou loveyour fescback on Microsot identiy plator (previousy Azure AD fo ceveloper)
Quickstart

A’ Integration assistant

~ Essentials

Manage

Client credentials

I Redirect URIs

ion (clien) ID f05-f400-4cfic-Oaza-d1a12e
> Ty A O e

Directory (tenant) ID 013eb572-6228-4228-28c2-#41 BT

B Brending & properties

D Authen

Application ID URI

Managed applica

Supported account types

o AP permissions (O e s e S T e S S e AT S e s

@ Expose an API

riing June 30th, 2020 we will no
no longer provide feature updat

ger add any new features to Azure Active Directory A
. Applications will need to be upgraded to Micresoft Authentication Library (MSAL) and

x

inue to provide technical support and security updates but we

& Owners

&, Roles and administrators GetStarted  Documentation

B Manifest

Support ~ Troubleshooting Build your application with the Microsoft identity platform
£ Troubleshooting

The Micrasoft identity platform is
- standards-based authenti
& New support request

in authentication service, open-source libraries, and appl
olutions, access and protect APls, and add sign

ication management tool
your users and cust

You can creste madem,
7

Select "API permissions” on the left
You must add the following permission

& EWS.AccessAsUser. All
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Therefore click +Add a permission

control-

ystems.de

e-F-App

- e-F-App | API permissions =

Overvigw

Quickstart

stant

7 Integration
Manage
Branding & properties
D Authentication

Certificates & secrets

Y Got feedback?

@ The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app, This column may not refiect the value in your crganization, or in

organizations where this 2pp wil be uses

o

Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process, The list of configured permissions should include

é

API permissions

& Owners

4. Foles and ach

B Manifest

Support + Troubleshooting

& Troubleshoating

New support request

strators

Then select "Microsoft Graph"

W Overview

Quickstart

# Integration a
Manage

Branding & properties

2D Authenticat

Certificates & secrets

il Token configuration

o APl permissions

@ Expose an API

& Owners

&. Roles and administrators

I Manifest

Support + Troubleshooting

& Troubleshaoting

& New support request

control-systems.de

e-F-App

e-F-App | APl permissions =

Lihe permiecions th lication needs. Learn more al permissions and
. permission Grant admin consent for control-systems.de
Type Description Admin consent requ... Status
v Microsoft Graph (1
Delegated  Sign inand read user profile Ne
To view and manage permissions and user consent, terprise applicat
Request APl permissions
Select an API
() Refresl & G d 2
() Refresh | & Got feedback Microsoft APIs  APIs my organization uses My APIs

@ The Acmin consent required™ calumn shews the default value for an organiza
organizations where this app will be useel. Learn more

Configured permissions

Applications are authorized to call APls when they are granted permissions by v
all the permissions the applicatio o s and ¢

B missio

+ Add apermission /' Grant admin consent for control-systems.de

API/ Permissions name Type Description

 Microsoft Graph (1

Delegated  Sign in and read user profi

To view and manage permissions and user consent, try plications.

Select "Delegated permissions'

I8 Overview

Quickstart

7 Integration assistant
Manage

B Branding & properties
D Authentication
Certificates & secrets

| Token configuration

b

API permissions

@ Expose an API

& Owners

&, Roles and administrator

B hdanitect

Commonly used Microsoft APls

-
‘g’ AD, Excel, Intune,

mount of d:

out

ok/Exchange, OneDrive, OneNote, Sh:

Office 365, &

Azure Communication
Services

[

by Mierosoft Teams

B2 reure vata Lake

() Aaure maps

Crazte location-aw

web and mobile

L) Azure Cosmas

l:‘ Azure DevOps

Integrate with Az.
DevOps server

() Azure Rights Management

l&. Sservices

Allow valigated users to read and w

A7 Got feedback?

@ The “Admin consent required” column sh
organizations where this 2pp will be us:

the default value for an organizz
ore

Configured permissions

Request API permissions

Microsoft Graph

httpsi//graphmicrosoft.com/ Docs

Delegated permissions

Your application nesds to access the AP a5

Applications are authorized to call APs when they are granted permissions by ¢
all the permissions the application needs. Leam more about permissions and c¢

t Add apermission ~/ Grant admin consent for control-systems.de

AP / Permissions name Type Description
~ Microsoft Grap
User.Read Delegated ~ Sign in and read user profi

To view and manage permissions and user consent, try

Search/Select the following API permission
& EWS.AccessAsUser. All

Version 5.9.0

Fast NoSQL database with open APIS

-
DB { Aaure Data Explorer

Perfom ad-hoc queries on
datato bu
complex analytics soiu

O Azure Key Vault

Manage your key vaults
Keys, secrets, and certfic
your Key Vauits

Ops and Azure

A\, Aaure service Management

Programmatic access to much of

Application permissions
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Click "Add Permissions"

T e

Harr H &

=~ 0365 | API permissions  # - X

 This column may not refiect

Manage

Branding &

dmins as part of the consent process. The list of configured permission: d include

me GmbH & Co. KG

t for Control Sy

b Add a permission  ~ Grant admin

AP { Permissions name Type Diescription Admin consent requ... Status

= API permissions

(=Y pase an AP
Brpasea Mo © Granted for

sUser.Al Delegated  Access mailboxes a5 th

If you are not an administrator, you must ask your administrator for consent. He must then go to this
page with his account and click on the button "grant administrator consent for YOUR.DOMAIN".

The status of all permissions should be green now.

Select "Manifest" on the left

icrosoft Azu P Search resources, services, and docs (G+/ ulrich.maier@s
Microsoft Azure d CONTROL-SYSTEMS DE (CONTR

App

e-F-App | Manifest # x

Discard T Upload feedback?

B Overview

modifying its JSON rej ntation. For more details, see: U the Azure Act

Quickstart
R 1k
tegration assis 2 "id -4819-9b11-36d28a4dc36c",
3 null,
Manage a edversion”: null,
B Branding & properties ®
8 4
D Authentication 7 aas-d1a1295¢27d7",
B
Certificates & secrets 5 false,
0 . 10 3-27T14:46:092",
Il Token configuration
g 11
5 AP permis: 12
12 null,
@ Expose an AP 14
. 15
e 16
& Owners 17
18
13
20 “marketing”: null
21
22
Support + Troubleshooting 23
24
&2 Troubleshooting s
& New support request 26
27
28 "osuthzallowldTokenInplicitFlow": false,

Set "allowPublicClient" to 'true' and click save
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The Manifest setting can also be modified via:
= Authentication
= Advanced Settings
= Allow public client flows..

= Microsoft Azure £ Search resources, services, and docs (G+)

Home > Control Sys

KG > 0385

) 0365 | Authentication

[ 2 Sean

B Overview

& Quickstart

#" Integration assistant
Manage

EX Branding & properties

-3 Authentication

Certificates & secrets

| Tokan configuration

& APl permissions

< Expose an AFI

B Approles

B Owners

il Roles and administrators

HE Manifest

A7 Got feedback?
Hlatrorm connguratons

Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URls, specific authentication settings, or fields specific to the platform.

+ Add a platferm

Supported account types

Wha can use this appheation or access this ABIY

counis in this organizational direct: 3 only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

Help me decide

A Dut to temporary differences in supported functionality, we don't recemmend enabiing persanal MicrasaRt
accounts for an existing registration. If you nead 1o anable personal accounts, you €an 6o 5o using the manifest
edtor. Learn more about these restrictions.

I Advanced settings I

Suppaort + Troubdesh,
A2 Troublechaating

& MNew support request

Allow public client flows

Enable the fallowing mobile and dasktep flows:

+ App collects plaintext password (Resource Owner Password Credential Flow] Leam mo
* Mo keyboard [Device Code F

* 550 for domain-joined Windows (Windows Integrated Auth Flaw) Lear more)

w) Leam: my

[ 3] User Account & Mailbox URI

User
Password
Mailbox URI

Exchange
gmail
gmail_pop3

h.test

Enter the username for this O365 email account

Enter the password to login to the account

https://outlook.office365.com/EWS/Exchange.asmx

0365  [change]

Enabled

Protocol Office 365 v
Tenant 1D

Client ID/App ID

User

print

public

Mailbox URI https://outlook.office365.com/EWS/Exchange. as

[Test]

Make sure the Email-Account is licensed

Version 5.9.0
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12.2.6.4 Anonymous printing

By default, e-FOLLOW discards emails from unknown senders.
To allow emails from anonymous users being sent to this email account, e-FOLLOW offers two
different methods of handling emails from unknown senders.

Use a common user account

All emails from unknown senders will be assigned to a specific account.

ADD REMOVE

Q guest
Available users: Selected users:
Guest < guest

[Reset] )

(I

Anonymous printing

Enabled

Use existing user account

°8 §

Account for printing guest  [change]

If the jobs will be held in a virtual queue, print jobs from anonymous senders need to be assigned to a
user account for a later release.

o It is recommended to create a specific account foranonymous guest prints. This allows to disclose it’s
login credentials / PIN to guests and set a (daily?) limit to it.

Of course any other user account can be selected as well.
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Create new user account

This option will create a new 'internal' user account for each email received from an unknown sender.

Create new user (7) .
PIM Length 4
Accounting type Quotas ¥
Total quota 100 | Pages
Delete users automatically .

after 1| days 0| hours

The account name (login name) and full name will be set to the email address.
The account password and login PIN will be generated by e-FOLLOW according the PIN length
setting.

You can also define the accounting mode for these new accounts and a limit (balance or total quota)
This might be useful to avoid unlimited use of your printers for guests.

The user will be informed about the creation of his new account be email.

Notification

von e-FOLLOW

Botrgff Tickets 1234 [ 1]

E-mail was successiully received from your E-Mail address: u Aom
and is assigned to your new account: uli m

It will be processed immediately and sent to this virtual gueus: PO0E

The following PIM is assigned to your account for print release: 7745

Sent by Toshiba o-FOLLOW

Here the user can find his
e Username/login: email address
e Password / Login PIN: randomly created by e-FOLLOW
e Queue / Printer to where the job will be processed.

[1]1tis recommended to secure the email account for anonymous users by using a validation token.
This will ensure that e-FOLLOW will only accept emails when the subject contains this token.

Vakdation token 1234

PR TR T | AL T Y
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To avoid uncontrolled number of 'anonymous' user accounts an expiry period can be defined for these
accounts. Once expired the account

and pending print jobs will be
deleted automatically.

12.2.7 Load.UP

Delete users automatically

after

0| hours

Load.UP is no longer available (end of life).

e-FOLLOW provides two methods for self-service account recharge.

e Online Payment (see chap 12.4.2.1.10 Braintree)
e Money loader — Load.UP
For the installation and commissioning of load.UP refer to the manual that comes with the device. This
chapter describes the integration of load.UP into e-FOLLOW.

~)

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES
Virtual Queues
Printers
Toshiba
Toshiba eSF
NetCardReader
Mobile print

REPORT
Reports

Accounting

SETTINGS
General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

B

Configuration help

Logout

> FOLLOW

Profossional

ADD REMOVE COLLECTOR

192.168.1.119

Load UP

Device ID:
Activated:

Card reader profile:

Custom Welcome:
Use PIN by default:
Cardreader Enabled:
Dispenser Activated:
Card price:

Maximum allowed value:

0366

[change]

default

1.00

5.00

Load.UP usually will self-register to e-FOLLOW after powering on.

o Make sure the correct network settings and e-FOLLOW server IP-address are applied to Load.UP.

Operator Manual
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Device ID

Activated
Card reader profile

Dispenser Activated

Card reader enabled

Use PIN by default

12.2.7.1 Edit Headers

By default part of the Load.UP MAC address will be entered here. You can
modify the device description — this will also be printed on the receipt.

Here the Load.UP can be enabled / disabled — e.g. if a service is required
Select a card reader profile if necessary

If your Load.UP is equipped with a card dispenser unit this can be
enabled/disabled here.

If required the card reader can be enabled / disabled
Login can be performed by username & password or PIN (if enabled, login

by card is always possible in parallel) Select which login type is shown
first.

Load.UP is equipped with a ticket-printer to print a receipt for the customer after each charging
transaction. The basic content of the receipt like account balance, money inserted, etc. are fix.

Nevertheless, you can design the header and footer of the printout according your requirements.

Therefore, you can edit up to 8 lines of
text for the header and up to 3 lines of To rermove string from receipt, type @ in text input
text for the footer area of the receipt.

Headar Stnng L: | MYTOWH Universdy

Haader String 21 | FrEvrieessedebieaes

Headar String 3: | This is & recaipt for buying prints and
Header String 4: | copigs at Matown university,

Headar String 51

Header String 6:

Header String 7:

Header String &:

Footer String 1: Thank you for your purchase!

Footer String 2:

Footer String 3: | see us on www . mytawn-university edu

[Cancal] Add

12.2.7.2 Collector credentials

Load.UP provides a sales statistic that will allow the (financial) administrator to monitor sales and
turnover of each load.UP terminal.
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To get access to the Load.UP administration you will

need to log on with specific Collector Credentials. Here

you can determine the collector’s username and

password. —

Password:

[Czncal] Add
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12.2.7.3 Collecting cash

Once you enter the collector credentials load.UP will disconnect from e-FOLLOW and you can get

access to the load.UP menu.

Press once to each corner of the touchscreen.

You will be prompted to enter the login PIN. By default
this is: 12345

You now have access to the Parameters Menu.

[ 1] Press to 'Meters' to show the current statistics of
load.UP

[ 2] Then press 'Print' to get a receipt of the current
meters. The receipt will contain two sections.

e Resettable meters

e Permanent meters

[ 3] If the printout is OK you can clear the
resettable meters by pressing Clear.

You can now collect the money and close the door.
[ 4 ] Press 'Exit' to leave the Meters Menu.

[ 5] Then press Exit to leave the Parameters Menu.

Load will now automatically reconnect to e-FOLLOW.

Version 5.9.0

® &

Warte auf Netzwerkkommunikation...

&

www.control-systems.de

Link1l: @ Link2: @

@ line: @

Warte auf Netzwerkkommunikation...
Passwort eingeben

i85
!Lﬁ

Wivw.cunuui-sySiens.de

_BAns

Online: Linkl: @ Link2: @
Parameters Menu
[5
Card :
Network Readorc About Exit
System Display Reboot
U | rest
Locale Meters
Cpmponents
Meters
Bills: 25,00€ 545,00 €
Coins: 0,00 € 26,93 €
Credit Card: 0,00 € 0,00 €
Change Paid: 0,00 € 000€
VAT: DE5€ 0,88 €
Cards Sold: 0 0
[4] [2] [31]
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Operator Manual




e-FOLLOW page 181

12.3 REPORT

e-FOLLOW provides a numerous amount of standard reports. By simply selecting the desired report
and it’s parameters the Operator has quick access to all transaction data stored in the e-FOLLOW
database.

12.3.1 Reports

This menu contains the powerful built in report generator. e-FOLLOW offers a row of predefined report
templates for user-, department- and printer-based reports [1].

ﬂ % € Configuration help Logout
- FOLLOW
é 2 _~ Brofmusional
I‘-1.-1.NAGEMIENT UseEreTorts [ 1 ] Description [ 4 ]
User list Summary of the users activities
Permissions Details
Projects by printer - summary
Domains ) . Sort by
by printer - details - |F‘|
DEVICES by project - summary
. Filter
Virtual Queues by project - details period al [ 3 ]
erio
Printers :
. by jeb type - summary Department MNone
Toshiba
. by job e - details [ch 1 [reset
Toshiba eSF v Job typ [changs] [reset]
MetCardReader by color usage - summary
[ 51
Maobile print by color usage - details | R |
Create now:
Load UP
Department reports [-htmi] [.pdf] [.csv]
REPORT -
Print ris
ALl Enter password if encryption is enabled
Accounting Bajectenuats Password1
Protocol reports Password2
SETTINGS
General Eco report
P [ 7 ] Report history
User portal & [ 6 ]
User tools Balance report [ 8 ] Auto-delete reports | after 7 days v [Delete all]
Dashboard
|| ctondte | e | eortinr | owniond |
Schedules
User reports
Rules —
@ 08 e 0% Summary [View] [Downlaad]

Reader profiles Html

[2] The ADD — REMOVE — COPY options allow to manage customized Reports.

Filter
by user - details

Perind Last menth: 01.04.2015 - 30.04.2015
Audd report template »® by department - summary Department Logistics

by department - details [change] [remet]
Enter a name for the new template by project - summary

by project - details

Template name by jeb type - summary Enter a name for the new template

Detailed I_l by jab type - details

Templats name

by color usage - summa

[Cancel] | add by color usage - details

[Cancel]

Project reports

You can ADD a new template and configure it’s settings or COPY the current 'active' template with all
it’s settings into a customized report template.
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[ 3 ]Filter

When you have selected the

template you can specify the (Pasiod == remplate
time period for the report, N T
specific users, Departments, Printer; device =
printers, projects etc. to filter Project

the data for the report. —

You can also filter on paper —

size (e.g. only jobs that

contain A3) or on color-

/duplex-usage, or job type.

5 User nams

[ user login

Columns allows to select / deselect

the data/columns that are taken to

create the reports.

[ 4] Grouped by / Sort order

[] Sending hest

[ Frinter

[ Docurnent narme

[ Sub-project

5 Total pages

[ Color pages

5 Job details

[ Domuin

[ Departmant

[ Usar Email

[ Job type

[ Project

& Cest

[ Black B white

& Erasable blua

[ Recording time

According the selected template data can be grouped and the sort field and order can be selected.
Click to T2 to select the sort order ascending or descending.

[ 5] Create now:

Confirm the template you have selected by clicking to one if the [ .html ] [ .pdf ] or [ .csv] buttons.

The report will be generated according your selection, filters, etc.

Grouped by Department and User name.

Period from 01.10.2013 to 31.10.2013. Created on 31.10.2013

Department User Job T Total Biaes Color Job Recording
L name type name pages iR pages details time.

Department: ‘Financial Accounting and Auditing’ - Dorothy Williams

Reports can also be exported to a PDF file by clicking to [ .pdf] or to

clicking to [ .csv ].

Version 5.9.0

Financial Accounting Dorothy 24.10.2013
and Auditing williams 192.168.1.102 Copy N N o Lxad 16:30:52
Financial Accounting Dorothy . 24.10.2013
and Auditing williams 192.168.1.102 Copy 3 2 o 3xhd; 16:43:52

4 4 o

Department: "Marketing' - Peter Clark

Peter 24.10.2013
Marketing i 192.168.1.102 Copy 5 5 0 5xA4; P

5 5 o

9 9 0

a comma separated file by
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In case usernames / document names are encrypted, you'll need to enter the _
passwords (1 + 2) to create the reports decrypted. Else the report will replace e 1o
usernames and document names with the phrase 'encryped’.

nter passward if cneryption is enabled

Passwordl |(sssssssssssssns

Grouped by Department.
. Passwardz
Pericd from 12.02.2018 to 13

Black
oo cover - —
Cost B Job details
-ME“ -m e
Dupartmont; support
Support J— 21 erint ancryptad a0 ' : o 5 [ 12022030
Support encryptod 21 Pt encryptad a0 B : o 5 2ot 12032030
Support crcrvpred  asofesiaze  pene ancrypted .02 . \ o . T 120220
nnnnnnnnnnnnnnnnn ool cn 2 orint ammrintas a9 2 o ErrYn 12.03.2018

[ 6 ] Report history
Here you can view an overview of the latest reports that have been generated or are currently being

generated. The Report filter provides more details and helps you find the correct report if you've tried
multiple filters.
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12.3.1.1 [ 7] eco reports

e-FOLLOW is not just tracking the number of pages printed, but also the sheets of paper that have
been saved due to jobs not being printed or converted to duplex.

Reasons for 'saved' paper may be:

Job deleted by user User don’t need the job anymore and deletes it from the job list at
the MFP
Job deleted by system Job is timed out and automatically deleted from the virtual queue
Job deleted by rule The job is deleted due to a rule set in e-FOLLOW — e.g. no jobs >
100 pages on this device..
Job converted to duplex Jobs that are converted to duplex by a rule or policy will save 50% of
the sheets
Additionally e-FOLLOW is also User reports [hangal
tracking the number of sheets of Eeeartnan: aRs S
paper that have been recycled e bodf]  Losel
(erased) for re-use by e- Protocol Feperts Total Garview
STUDIO3508LP/4508LP/5008 tustom reports
devices. fea rports ‘

Gl
m Het Printed (8]

PERER Recycled (10)

Outpart details

The report gives a brief overview of
the pages printed, not printed,
converted to duplex and recycled.

Printad BYW (4]

Printed Color (3]

Erazsble Blue (&)

Het Printed (&)

Converted to duplex (3)

By clicking to the [.pdf] link a PDF file is generated containing the detailed eco -statistics and graphs.

Version 5.9.0
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Eco report
Perigd from 01,07 2017 to 90,08 2047, Created on 0707 2047, kel @ueraicw
Fnted (75
25
MHat Prink Wb
1 56% m fot Prinkedt L5
3 12% Becycled (10F
Print a 32%
Ot delaiks
— 10 32%
| i A ] 19% Frinied mw (14}
ot Erirs a % EETO  srnted Solor (3D
ug 0 % Erasable Blue (5)
- 3 %
- Mot Printed (&)
. 10 2%
& 19% Conerted W duplax (3)
Total d
Wiood: 0,102 kg = 0,000 Tree(s)
S |water 1,260 L
Electriciy: 0.324 kKWh = 0,181 kg CO2

Besides the paper saving it also shows the savings for wood, water, electricity and CO2.

The calculation is based on below parameters and can easily be adjusted in SETTINGS > General
- Expert Settings in terms the basic input values are different in your region.

Expert settings

DirectPrintingCheckDeviceErrorCodas ()
DirectPrintingCheckDaviceSnmp (falsa)
EbxLargeFormats (AZ, Tabloid, AnsiC,AnsiD, AnsiE)

EbeeonlbyPrintDirectly {false)

A, Tablaid, AngiC,AnsiD,An

=

EbxSessionLifatimeHours (48) 43
EbxSessianTimeout { 3800000) 300000
EcoValusElectricity {0,054) 0,054
EcovaluakGo2 (0,0055) Q.58
EcovaluaWater (0,21) Q2,21
Ecovalua'Wood {0,017} a,017

name default description

EcoValueWood 0,017 Kg wood used to produce 1 sheet of paper (80g/sq.m. - size A4)
EcoValueWater 0,21 liter of water used to produce 1 sheet of paper (80g/sq.m. - size A4)
EcoValueElectricity 0,054 Kw/h electricity used to produce 1 sheet of paper (80g/sq.m. - size A4)
EcoValueKGC02 0,0059 Kg CO; emitted to produce 1 sheet of paper (80g/sq.m. - size A4)

Operator Manual
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12.3.1.2 [ 8] Balance Report

The balance report is a special report showing the user’s balance / quota status at the time the report
is created.

Balance report

Summary report. Created on 07.11.2019.

Low Total Color Print Copy
e e ST 0 e 0 W e 2
0.00 NfA NfA Nia Nfa N NfA

m’l’i:r:“; Softwaresuppart 15.00
Petar Clark softwaresupport Hia Nia 10000 500 unlimited unlimited unlimited 5
peter test 4 e‘::g':;':m protocol HA A WA /A, /A /A Nia

The balance report can also be exported to a PDF file by clicking to [ .pdf ] or to a comma separated
file by clicking to [ .csv ].

Setting the 'period’ filter has NO effect
as the report shows the balance / quotas R
at the time when the report is created. Department & -

From

Template

Printer/device )
To

Priject

Format

Job type

Calor usage

Duple
W " ]
[Cancel] Save
The balance report can also be Task type: SRepart crentian”
SChedLllled - . Send report to all users @) @
When 'Send report to all users' is
enabled each user receives an Recipient e-mail ddress | ooy @
individual report containing his current
balance / quota status. Report: Balance - surmmary ¥ | [show report]
File type ) odF O csv

Version 5.9.0

Operator Manual




e-FOLLOW

page 187

12.3.2 Accounting

. The accounting report shows a list of all transactions according the change of user balances.

22.06.2017 22:08:37 Ulrich Heaer
23./06,2017 12:17:20 Artiorn Carabas
23006 2017 12:18:20 Artiorn Carabas
25.06,200F 12:119:20 Artiorn Carabas
2606 2007 171 E1:51 hans test
26J06.2017 17:22:28 hans test
27.06,2007 13146152 Artiorn Carabas
27.006.201F 15: 35:50 hans test
30.06.2017 15:05:25 Ulrich Maier

QE07.200T 11;36:48 ufmmekgm = et

BB EwdEEw

FILTEE: Oh EXPORT AS PDF EXPORT AS C5Y

S0.00 €

45.00 £

S0.00 €

S5.00 £

50.00 €

0.00 €

.00

1.M€

0.00 €

Q.00 €

5100 £

50.00 €

55.00 €

60.00 £

5%5.00 €T

134 £

55,00 €

£.34 £

1000 £

10.00 €

£ Page 1 of 1 #10 transactions in total

1.00€ Braintres
5.00€ Schadular
5.00 € Scheduler
5.00€ Schadular
5.00 € Braintree
154 € Operatar

55.00 € Cperabor

5.00 € Braintres

i0.00 £ Load UP

10,00 € Braintres

Each line shows:

o the type of transaction

set balance to an amount (replacing the current user balance)

add balance, by load.UP or scheduler

charge balance

User was deleted

add balance by Credit Card transaction

add balance by PayPal transaction

D geasas

Buy a new card

the user’s balance before the transaction
the user’s balance after the transaction
amount of the transaction

the operator performing the transaction

By clicking to the [ Column filter ] link you can
select/deselect the columns that will be seen in
the Accounting report.

These will also be used forthe Export to PDF or
CSV.

Operator Manual

[new |

005¢€

004 €

Ao ueme o USET ) Deepartmeent
=

[ Domain B Tme  [Egoid

Version 5.9.0



page 188

e-FOLLOW

You can filter the data included by selecting one or

multiple users, departments and the period.

Click to [+] to add users / departments

E Setfilteroptions
Filter all transactions according below criteria

Period

97102015 [ 07.11. 2015

FILTER: OFF EXPORT AS PDF EXPORT AS CSV activity.menu.export. balance ¢
= Page 1 of 237 =23648 transa
Transactipn Hme = | sar ! v 1 - \mount =

Operal

User
i+

Diepartment
+1
User Roles

+ -

Oparator

+1

Activity type

o November 2019

Mo Tu We Th Fr S5a Su

Operat
29.10.2 +1 Faypal g
29.10. -
29.10.3 o

Click to EXPORT AS PDF or EXPORT AS CSV to save the current list in the selected format.

Version 5.9.0
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In the settings section you have access to all global configuration settings in e-FOLLOW.
/.j £ € Configuration help Logout
g - FOLLOW
Server Database
[Backup database] [Restore database]
MANAGEMENT
User list Database backup path C:\Program Files\e-FOLLOW\db\backup
Departments - i
P Eﬁr:ro::afer Transactions from database | ,0.- 45 55 [remove]
Permissions ’
. licati:
Projects Application Services
Domains Server Hostname / IP address 152.168.1.55 [change]
Auto configuration
External server Hostname / IP address [change]
DEVICES
. Web (http) port [11080] 11080 [change]
Virtual Queues Data protection
N DataManager port [11030] 11030 [change]
Printers
Toshiba Mabile service port [11082] 11082 [change] ‘
Toshiba eSF Card server port [11083] 11033 [change] [ ]
NetCardReader &SF service port [11084] 11084 [change] D
Mabile print Popup server port [11090] 11090 [change] L)
Load UP SNMP trap port [162] 182 [change]
REFORT Directory service
Reports Name [e-FOLLOW] e-Follow.55 @
Accounting Search base [de=e-follow] dc=e-follow
SETTINGS User name [uid=admin,dc=e-follow] uid=admin, dc=e-follow
Port [11389] 11389 [change]
User portal & SSL-Port [11635] 11636 [change]

User tools
Dashboard
Schedules
Rules

Reader profiles

12.4.1

General

Here you find all configurations related to the application itself.

12.4.1.1.1 Database Backup & Restore

The Database settings allow to perform database maintenance tasks like Backup and Restore of the

e-FOLLOW Database or remove old transaction records that are not needed anymore.

Database

[Backup database]

Database backup path

Remove User-Transactions from database

older than: 2023-06-23

[Restore database]

C:\Programme'e-FOLLOW\db\backup',

[remave]

Database backup path

Here you can define the path to where the backup files are stored.

In case the path leads to another host or volume make sure the link to this path persists.

Operator Manual
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[ Backup database ]

Will create a backup archive. By default, the filename
is e-follow_TIMESTAMP. You can modify the filename

before executing the backup.

[Restore database]

Before restoring a backup make sure that the files
required are located in

c:\Program Files\e-FOLLOW\db\backup\

Select the backup to be restored and klick to OK.

Backup database

Please select a name for the database backup.

Filename: | e-follow_2023-06-23-15-19 |

Restore database »®

Please select the restore backup.

Hint:

In this process, all unsaved data will be lost. To prevent data loss be sure
that you don’t need the current content or create a database backup.

For restore an external e-FOLLOW-Backup, please copy the required Files
(*.archive and *.reg) into the following directory and reopen this window.

Restore path:
C:\workspace_vs\Projects\e-FOLLOW\Setup\InstallData\db\backup',

File: | 1_2018-11-28-17-00 (191,05 K8) v |

e-FOLLOW will now replace the current database by the backup.

Remove records older than:

This allows to clean up your transaction
database by removing records 'older than...'

Database
[Backup datzbasz] [Restore database]
Database backup path | C:\workspace_vs\Projects\e-FOLLOW\! |
;Rﬁir:rorﬁagfer-ﬁansamons from database |2023-06-23{ I [remd
) 0 June 2023 (]

Services
Server Hostname / IP address Mo Tu We Th Fr Sa Su
External server Hostname / IP address 1 2 3 4
Web (http) port [11080] 5 6 7 8 9 10 11
DataManager port [11030] 12 13 14 15 16 17 18

; 19 20 211 12 24 25
Mobile service port [11082]

26 27 28 29 30

Card server port [11083] L ./

It is recommended to perform a backup of the data before removing them from the database.

Once the deletion is executed the data are gone.

Remove old records

Are you sure you want to remove records?

In this process, all unsaved data will be lost.

To prevent data loss be sure that you don't need the current content or create a database backup.

Version 5.9.0
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Depending the number of records that will be deleted the execution of this task may take some
seconds or even minutes. When finished a message showing the number of records deleted is shown.

12.4.1.2 Services

e-FOLLOW auto detects the server IP address. In case your server has multiple network adaptors you
can change its IP address by clicking to Services—>Server Hostname /IP address [change].

In case you make e-FOLLOW reachable from external - e.g. by port forwarding — enter the External

server Hostname / IP-address here by clicking to [change].

In case you need to change the default ports for e-FOLLOW Web access or DataManager you have
access to these by clicking to [change].

12.4.1.2.1 Changing e-FOLLOW server IP

In case you need to change your e-FOLLOW
server’s IP address this will have some
consequence on your current setup.

Enter the new server IP address

IP address

After changing, note the following:

= All certificates are regenerated and have to be redistributed.

& The auto configuration must be done again for all Toshiba
devices,

+ The Server IP Address has to be adjusted at all Toshiba e5F
davice.

+ The DataManager service has to be restarted.

[Cancel] Save

Restart Services
After clicking to 'save' the DataManager service needs to be restarted. This will force an update of the
e-FOLLOW settings and the generation of new client-, user portal- and IPPS client certificates.

Certificates

If you have switched e- Application Administrator user name: "Operator” [Change password]
FOLLOW to encrypted Language English v
Management and EWB (ace or customize lanuage]

communication the new Encrypt management and ewb [Download

certificates have to be communication cortfeate] @

distributed to all clients that
have access to e-FOLLOW Management and Toshiba MFPs.

If required, the client
certificate for users

Userportal [+] [-1

accessing the User Portal Connection
needs to be replaced as Port [11070] 11070 [change]
well. Dokt @

Session timeout 30 minutes -

Operator Manual Version 5.9.0



page 192 e-FOLLOW

All (Windows) clients printing via IPPS to e-FOLLOW need to add the new [ client certificate for
IPPS ] to their trusted Root Certifiaces.

User list cssupportvm01.firma.intra (192.168,1.207) @  [manage PrinterManager]
Departments
Permissions
Projects
Domains External hostname for IPP Server:
IPP Server Port: 631
DEVICES

. IPPS Server Port: 443
Virtual Queues

Download client certificate for IPPS printing.

Install this certificate to the Trusted Root Certification Authorities for local computer

Toshiba on all client computers printing via IPPS to e-FOLLOW.
Toshiba eSF
MetCardReader I [1PPS certificats for internal IP address] I https://192.168.1.207:443 certificate 5631
Makbile print
y -

Device configuration

All Toshiba MPFs need to be reconfigured to deploy the new Server IP. It is recommended to use the
e-FOLLOW [ auto configuration ] function.

This can be done in Batch-Mode (= select all devices > MANAGE -> Automatically configure
selected devices)

, e-FOLLOW
For all eSF devices the server IP Address needs to be e
updated. Therefore login to each device and select I=—I
> Apps = e-FOLLOW - Configure denvaritgiddrass 192.168.1.55 )
Server Port 11084

12.4.1.2.2 External server IP-Address

In order to reach e-FOLLOW services
- Management
- User Portal
- Mobile App
- PP

form external clients (e.g. via the WWW) you need to enter the external IP or URL, according your
firewall settings and rules.

e-FOLLOW will generate an additional SSL-certificate that needs to be installed on the external
clients.

o Make sure to use the correct URL and certificates when reaching out for e-FOLLOW from external.

Version 5.9.0
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12.4.1.2.3 Directory service

The Directory service settings are required to setup the Toshiba directory service settings in
TopAccess.

Directory service

Mame [e-FOLLOW] e-FOLLOW

Search base [dc=e-follow] dc=e-follow

User name [uid=admin,dc=e-follow] uid=admin,dc=e-follow

Port [11389] 11389 [change] ®
SSL-Fort [11636] 11636 [change] (]

Attention

It is strongly recommended to run the Auto configuration for each device. This will setup and configure
the required directory services. Keep in mind to update the device registration settings via TopAccess
in case of you have made any modifications here.

Both ports standard and SLL are required by e-FOLLOW. Disabling one of them should only be done
on request of a Toshiba technician.
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12.4.1.3 License Information

Under the license tab you will find the current license status of your e-FOLLOW server.

/‘_1 03 ¢ Configuration help Logout
-FOLLOW | -
- Profossional
g e-FOLLOW Professional [1] Toshiba devices [2]
MANAGEMENT Currert version: 550 192.168.1.103
User list :‘ri.‘;::':l‘:ﬁon Current date: 17.11.2023 192,168.1.112/e-BRIDGE N Entwicklung F...
Departments Installation date: 03.09.2014 o
192.168.1.121/e-BRIDGE X mit Finisher IP
Permissions Status: licensed
) o 192.168.1.122/e-BRIDGE X Kiiche
Projects Registration key: 4NZ-SN3U-3FL
Domains
Auto configuration Toshiba Total 5
licenses:
DEVICES X
. assigned / s/0
Virtual Queues available: !
Print.ers Et:jlslégnt queue unlimited J| Toshiba esF
Toshiba ————
Toshiba esF Maintenance until the end anur{ZBZq e
MetCardReader
. . [nevs registration key]
Mobile print
Load UP
REPORT
Reports
Accounting
SETTINGS
User portal &
User tools
Dashboard
Schedules
Rules
Reader profiles
[ 1] License Status
License type e-FOLLOW Essentials or Professional
Current version e-FOLLOW version that is currently installed
Current date Current system date of your server
Installation date Date when e-FOLLOW has been installed the first time on this
server
Status License status - this can be TRIAL, licensed or DEMO. In case of

TRIAL the remaining number of trial days will be shown

Registration key Current registration key in use of the e-FOLLOW license

Toshiba total licenses Number of supported Toshiba devices / embedded clients

Assigned / available Number of Toshiba licenses in use (assigned to a device) and
available

Total print queue licenses | Number of supported direct queues and Toshiba direct queues

Maintenance until... Maintenance period. While maintenance is valid e-FOLLOW can be

updated to the latest version.

Version 5.9.0
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[ 2] Toshiba devices / Toshiba eSF devices

This list shows the list of your Toshiba devices. You easily can assign/remove a Toshiba device client
license to/from a device by checking / un-checking it. The number of licenses assigned/available will
change accordingly.

Licenses are not fixed to Toshiba or eSF. They can be mixed / interchanged.

[ 3] [new registration key]
Use this link to enter a registration key. Entering a registration key will apply a new license to your
system or update your current license - e.g. to add additional Toshiba licenses or renew maintenance.

Registration key: | 123-4567-830

Licensing info @

Enter the registration key and press button.

As the registration key needs to be verified against the license server it is recommended that your
e-FOLLOW server has internet connection - at least for the duration of the registration process.

Else you need to perform the offline licensing process by clicking to the [License offline] link.

Download the Server-ID file generated by your
e-FOLLOW server by clicking to the link [Download the server-ID file].

To perform the offline licensing please download the server-ID file and send it to your reseller. You will then receive a license file.

Download the server-ID file

THEN send the server-ID file e-follow.token TOGETHER with the registration key you already
obtained to your reseller.

You will then receive a license file. By clicking on | upload license file| you can upload it.

To enable the license, select the license file here. Then press OK to confirm and upload the file to the server:

| Datei auswahlen | Keine ausgewahit

Cancell - L
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12.4.1.4 Application

The application tab allows changing some basic configuration.

Bt ¢ Configuration help Logout
= FOLLOW
- Profussional
Log file [Open in new tab] wnload current]
VENT Log file IppServer s tab] [Download current]

User list General

Departments Mew GUI (frameless design)

Permissions

) Administrator user name: "Operator” [Change password
Projects
. Lan e E h hd
Domains anguag nals
[add or customise language]
DEVICES

. Encrypt management and ewb =

Virtual Queues communication e

Printers

Microsoft Login
Toshiba ) )
. Domains with Microsoft Login enabled: e-F-App
Toshiba eSF
Only Operator and Microsoft Login is

NetCardReader e .

allowed .

Login

Mmobile print
Load UP

Add new doemain users to database

automatically .

Check user in domain at every login
Reports
Accounting Synchronise department on user login

Ignore MFA for Microsoft Entra ID (Azure

Active Directory) .

Card assign

User portal &

Card self assignment overwrites existing
User tools Card IDs
Dashboard Write new assigned Card IDs to Active
Schedules Directory/LDAP
Rules

Reader profiles

12.4.1.4.1 Logfile b
CIICklng tO [ShOW] W|” Open a new © (0 hitps/f192.166.1,55:11080/Tpage=setting
window.

This gives a live view to the content of
e-FOLLOW Log file.

Use the pause/play button to stop /
start the live viewing.

The [ Open in new tab ] and
[ Download current ] options will

allow to open or download the current
log files.
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12.4.1.4.2 General

New GUI (frameless design)

Here you can switch the GUI of the e-FOLLOW management between framed and framless design.

'Operator’' password
Click to [Change password] to change the password for the user 'Operator'. Enter the current and the

new password.

12.4.1.4.3 Language

Select the language from the pull-down.

e-FOLLOW is designed to support up to 36 languages. Use the link [add or customize language] to
modify the text or add new language.

To add or customize a language, a2 language file must be created.
This language file can then be downloaded, edited and uploaded again.

1. Select language | norsk - Nerwegian

2. Download language file:

lang_en.txt

lang_no.txt

3. Upload edited language file

[delate]

[delete]

Create new language file

Steps to create a new language file:

Operator Manual

Select your prefered language and click on [Create new language file]

Then you can download the language file template and modify it. Make sure to
remove the leading #-signs — else the modified string will not get effective.

#HH O\t
#H# O \b
#H#E \n
#HE A\r
#HHOAT

### The

#event.
#event.
#event.

Haowvant

Datei Bearbeiten
### Norwegian
##H If you want to change a message remove # at the start of the line.
### Please use backslash to escape a special character:

mj lang_no.txt - Editor

Insert
Insert
Insert
Insert
Insert

number between brackets (if set) represents the max. possible length of

a

a
a
a
a

Format Ansicht Hilfe

tab in the text at this point.

backspace in the text

at this point.

newline in the text at this point.
carriage return in the text at this point.
formfeed in the text at this point.

###F EVENT LOGGER ##

cardserver.start.failed=Starting card server failed. {0}

card_server.unknown=Can't find NetCardReader with ip address {8} in data
card_server.unknown.user=NetCardReader ({8}). Couldn't find user for car

rand caryan Aarintino=llcan "f0l*

Zeile 1, Spalte 1

Tnmmad in kv rand  J11 Hnhe wi11 ha nala

100%  Windows (CRLF)

UTF-8 mit BOM

Finally click on [Upload edited language file] and upload your new language file.
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12.4.1.4.4 Encrypt management and ewb communication

If enabled the http communication to e-FOLLOW Management and the device’s EWB will be

encrypted by using HTTPS.

To avoid SSL WamiI'IQS, it is recommended to add the The webserver for Management and EWB will now be switched to

e-FOLLOW certificate to the clients trusted root A

This webpage will then be reloaded with the new URL (https://...).

certificates and to the MFPs CA-certificates (DER).

At all Toshiba devices the certificate has to installed as CA

certificate (DER).

The URL of the EWB has to be changed to HTTPS as well. Also the

new URL has to be registered as server.

Make sure to run the [ auto configuration ] for all
Toshiba devices running in SSL mode. Else you
manually need to modify the EWB-settings on all
devices to HTTPS://server-IP:11080/ewb

[Cancel]

You will find the certificate in \Program Files\e-FOLLOW\etc\htmI\e-FOLLOW:-ssl.cer

12.4.1.4.5 Microsoft Login

Domains with Microsoft Login enabled
Here all Entra ID domains are listed, where Microsoft Login is enabled.

Only Operator and Microsoft Login is allowed

If this option is active, the Username at the login is fixed to the Operator and can not be changed.

D)

- FOLLOW
(&

‘ - ~ cloud

Username:

Password:
m Sign in with Microsoft

12.4.1.4.6 Login settings

Add new domain users to database automatically

If enabled, users will be added immediately to the e-FOLLOW user database after successful
authentication when printing or logging on to a Toshiba device. Else, new users will only be added

while synchronizing.

Version 5.9.0

Operator Manual


https://server-ip:11080/ewb

e-FOLLOW page 199

Check user in domain at every login
If enabled and loginis performed by card or PIN, e-FOLLOW checks if the user is still available/valid in
the domain.

Synchronize department on user login
If enabled e-FOLLOW will check the user’s department at each login. In case the user’s department
has changed it will be updated immediately in the e-FOLLOW database.

Ignore MFA for Azure Active Directory

If enabled Multi Factory Authentication will ignored for Azure Active Directory. Else you have to add
your public IP address range of your e-FOLLOW server to the trusted Ips at your Azure Active
Directory (Microsoft Azure - Azure Active Directory > Security - Conditional Access - Named
locations = Configure multifactor authentication trusted IPs > Skip multi-factor authentication for
requests from federated users on my intranet).

12.4.1.4.7 Card assign

Card self-association overwrites existing Card Ids
If enabled the user can associate a new card ID to his account. Any existing ID will be replaced by the
new card ID.

Attention

In case 'Write new Card-IDs to A.D'. is enabled, e-FOLLOW will not only replace existing Card-IDs in
its own database, but also in the user’s account in the directory service (A.D.).

Write new Card-IDs to A.D.

If enabled, e-FOLLOW can write new card ID’s that are self-assigned by users back to the user’s
account in the directory service.

This presupposes following conditions
e The attribute for Card-ID is specified in domain settings
o The user specified in domain settings has the permission to write
e The user’s Card-ID is not set in directory service (is blank)
or

o the Above parameter "Card self-association overwrites existing Card IDs" must be
switched ON.

Write Card-IDs now to the directories

Card assign

Card self assignment overwrites existing ('\
Card ID=

Write new assigned Card IDs to Active ('\
Directory/LDAP

Clicking to this link/button will immediately start writing the current card-IDs to the corresponding
directory services of each user.

Make sure writing card-IDs to directories is enabled.

12.4.1.4.8 PIN
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Write generated Pin to Active Directory/LDAP
Here you can define that if a new PIN is generated for a user (by Import, Synch., UserPortal or
Administrator), the PIN is written to the directory service attribute defined in ‘domains’.

When writing the generated Pin to Active Directory/LDAP, overwrite existing pin
If enabled, e-FOLLOW will overwrite an existing PIN in the corresponding attribute when a new PIN is
generated. Else an existing PIN in the directory service will be kept unchanged.

Attention
In case overwriting is disabled, the user’s PIN in e-FOLLOW and the PIN stored in the directory
service may not match.

Write PIN now to the directories

Pin

Write generated Pin to Active Directory/LDAP O
When writing the generated Pin to Active

Directory/LDAP, overwrite existing pin

Write Pin now to the

directaries

Clicking to this link/button will immediately start writing the current PIN to the corresponding directory
services of each user.

Make sure writing PINS to directories is enabled.

12.4.1.4.9 Print

Add PrinterManager automatically
If enabled the PrinterManager of a secondary e-FOLLOW print server will be automatically registered
and supported.

Allow unknown users to print

IF enabled, users that do not exist in the domain or in the e-FOLLOW database can print anyway.
Send notifications by e-mail

If enabled user notifications are sent via e-mail to the users.

PJL user name has priority

This will force e-FOLLOW to check the print job’s PJL header to extract the username (or alias) to
map the job to the correct user account. This may be helpful if the printer is mapped under a different
username or in SAP environments.

Show printed jobs which are waiting for accounting in the virtual queue job list

(these jobs are displayed in blue)

If enabled jobs that are already printed will stay visible in the virtual queue list until e-FOLLOW
receives the accounting information from the MFP

Don't create preview of print jobs
If enabled the preview images of the print jobs will not be created and cannot be viewed on the MFP
panel or in Mobile App.

Prevent users to enable QuickPrint
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If enabled the checkboxes “Print all jobs immediately after logging in.” at Toshiba EWB screen and
“Print all jobs immediately after login ("Quickprint")“ at UserPortal > ACCOUNT-> Settings screen will
not be available for users.

12.4.1.4.10Notifications

Send Notifications by email
if enabled e-FOLLOW will send notifications to users via email.

Show notifications by PopUp
if enabled e-FOLLOW will send notifications to users via client- /web-PopUp.

12.4.1.4.11 Toshiba

Default display mode for new devices (only e-BRIDGE Next)
Here you can select the default display mode for new devices.

Keep foreign Subscribes for Toshiba devices
If enabled all subscribes of other 3™ party applications will be kept in addition to the e-FOLLOW
subscription. Else the foreign subscribes will be replaced by the e-FOLLOW address.

User for accounting of system jobs / User for accounting of incoming faxes

Usually these types of jobs cannot be associated to a specific user and therefore do not appear in any
reports.

If required, create an internal "system" user for assigning these job types.

Detect user from "Printope" print jobs and do accounting
In case the user is unknown (e.g. by an internal device error) the job will be printed as user 'Printope’.
If 'Detect user..." is enabled these jobs can be accounted properly if the job’s ID is known.

Ping device before ODCA requests
If enabled e-FOLLOW sends a ping prior to every ODCA request to make sure the device is online
and able to reply. Else a 1-minute timeout will be effective in case the device is not reachable.

ODCA ping timeout
If ODCA ping is enabled, you can define the timeout for the ping in ms.

12.4.1.4.12 Printer driver

For an easy way of deploying printers to user’s client-PCs, e-FOLLOW can provide IPP-printers and -
printer installer packages. Beside the certificate and ports, the packages contain a printer driver that
will be used on the user’s clients.

By default, Toshiba Universal 2 and Toshiba V4 printer driver are coming with e-FOLLOW.

Nevertheless, you can manage the drivers by uploading other drivers or delete unused drivers.
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Printer Drivers

TOSHIBA VW4 Printer Driver w10.70 x64
TOSHIBA W4 Printer Driver w10.70 x32
TOSHIBA Universal Printer Driver 2 w7.222 x84
TOSHIBA Universal Printer Driver 2 w7.222 x32
TOSHIBA Universal Printer Driver 2 w7.222 x32
TOSHIBA Universal Printer Driver 2 w7.222 x84

(SNMP disabled)
(SNMP disabled)

[+] [=1

This is the list of drivers currently available on e-FOLLOW. You can easily upload additional drivers by

pressing [ + ].

Select the .zip file that contains the driver files, .inf file.

Choose printer driver and enter its name. If it there is already one with the same name, it will be replaced.

Name

Zip-archive with driver files (.inf-file should be in the root)

Toshiba Generic 2,13.1.0 PCLS

Datei auswahlen | Toshiba Generic 2.13.1.0 PCLS.zip

[Cancel]

upload

By default the driver name is identical to the name of the .zip archive. But you can edit this to any
other name that seems more convenient.

Press

to add the driver to the list. The driver can now be assigned to virtual queues and will
be used to create IPPinstaller packages.

Assigning the driver to virtual queues for building IPP-Installer packages will be done in the section
>SETTINGS - General > UserPortal
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12.4.1.4.13 Mobile App

Allow PIN login
If enabled the option to login to the mobile app by using only the user’s PIN is generally enabled. A
switch to enable PIN login will appear on the mobile app login screen.

10:30 ol T 10:30 wl F -

FOLLOW FOLLOW
g E)

PIN en @)

User PIN Numiser
Password

Remember credentials Remember credentials

Login Log in

Change server

This feature then can be set individually for each user.

12.4.1.4.14 Reports

By default, the identification of devices and printers in reports is the IP-address for eBridge and eSF
devices, the Windows queue name for printers and the IPP queue name for IPP printers.

Especially the IP address is not very meaningful.

This function now allows to define device- and printer-names that will be used for creating reports.

Reports

In the records for the reports, use "Name for
reports’ instead of the IP address of the .
Toshiba and Toshiba eSF devices

In the records for the reports, use 'Name for
reports’ of the printer instead the queue P
name

2
[ ] Unda changes to al

recoros
[ 1] When enabled, a new field will appear in Description: Devl Lchange)
the devices and printers general settings that Mame for reparts: (3} Sales - =-5TUDIOZ000AC [change]
allows you to give a name to the device or Cocation: [change]

printer.

Attention: the names for reporting must be unique.

[ 2] These two links will perform a modification to all transaction records in the database. Depending
the number of records this may take some time. All recent values are saved, so the changes to the

records can be reverted by clicking to “Undo changes...”
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12.4.1.4.15 Other settings

Reset all Microsoft Entra ID (Azure Active Directory) tokens

Certain changes to Azure Active Directory will not take effect until a new token is issued. By default,
tokens are automatically regenerated after 60 minutes. With the manual deletion of the token, you no
longer have to wait for it.

Also reduce Total Quota for scan and fax jobs

By default (enabled) e-FOLLOW will reduce the total quota for scan and fax jobs. In case the total
quota shall stay untouched for these types of jobs it can be switched off here. (Scan- and Fax-quotas
will still be reduced)

Custom Home Directory

Here you can enter / define the user’'s HomeDirectory. If — for example - scans shall be stored in a
folder like \\server\userData\scans\USERNAME you can enter the path here. The wildcard
':username’ will replace the actual user name logged in at the MFP.

In any case this Custom HomeDirectory will be used — even if it has been imported from A.D., LDAP
or it has been entered manually.

Web session timeout
The operator will be auto logged out after this time of inactivity.

Log level

Here you can define the level of details stored in the e-FOLLOW log file.
- Verbose: log will contain detailed information
- Error: only errors will be logged

Log Filter

Here expressions can be entered to filter the log content.

A separate log file e-FOLLOW-DATE filter.log will be created containing only messages matching the
filter.

Active DB log (service must be restarted)
If enabled, e-FOLLOW will create separate log file showing all database communication.

This should only be enabled on request by support, as DB logs may get very large.

Max. DB cache (service must be restarted)
By default the database (Mongo DB) is configured to use 50% of the system memory (RAM) as cache
(Setting = Automatic). It is possible to reduce the RAM used by Mongo DB to a lower level.
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12.4.1.5 Use Radius Authentication

e-FOLLOW supports user authentication against a RADIUS server.

RADIUS authentication typically is used in environments where several domains or authentication
servers shall be merged to one single point of authentication.

If enabled in General — Application the RADIUS authentication options get available.

Use RADIUS Authentication

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES

Virtual Queues
Printers
Toshiba
Toshiba eSF
MetCardReader
Makbile print
Load UP

REPORT
Reports

Accounting

SETTINGS

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

Configuration help Logout

g - FQLI...EL\I’

Application

Auto configuration

Data protection

SMTP [/ E-mail

RADIUS Server

Use RADIUS Authentication

1P address of primary server
1P address of secondary server
Authentication Port [1812]
Shared Secret

Attribute (NAS Identifier)

[test RADIUS Login]

Convert all domain names in RADIUS name

[Add Domain alias]

192.168.1.142

1812

LoginMame

Please request your administrator to obtain the details for the configuration of the RADIUS
authentication service.
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12.4.1.6 Auto configuration

The Auto configuration tab shows the global setting when registering the application to
e-BRIDGE X/Next devices.

m # € Configuration help Logout
- FOLLOW
- Profuusional
PIN Code Authentication .
L Minimum PIN Code Length 2
MANAGEMENT
User list Add e-FOLLOW icon on home screen (0]
Departments Assign function key 1 with e-FOLLOW b
Permissions ) )
) Assign function key 2 with Don't change b
Projects
Domains Default screen after login EWB hd
Auto configuration Auto clear time Don't change ~
DEVICES
) Authentication failed print job/Raw Print Job Delete hd
Virtual Queues
Printers Enable Home Directory .
Toshiba
Toshiba eSF Card Authentication
MetCardReader Auto Change Login User .
Mobile print Enable Guidance Screen .
Load UP
Use EWB language settings
REPORT
Reports
Accounting
SETTINGS
User portal &
User tools
Dashboard
Schedules
Rules
Reader profiles

PIN code authentication
If enabled the login method PIN Code Authentication will be enabled. The user then has the choice to
login via username & password or PIN.

Minimum PIN Code Length
The minimum length for a valid PIN code.

Add e-FOLLOW icon on home screen
By default, e-FOLLOW is registering itself to the device home screen. If this is not desired the
registration can be prevented by disabling this flag.

Once the e-FOLLOW application is registered it will not be removed automatically by disabling this
flag.

Assign function key 1 / 2 with...
Here you can define the functions to be assigned to function hard keys 1 and 2

Default screen after login

Here you can define the screen that is shown after a successful user login. By default, EWB (e-
FOLLOW) is selected.

Auto clear time
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When a user performs no more activity at the device it is resetting / logging out the user automatically
after the auto clear time [seconds],
Special values are:

No limit: Users will not be logged out automatically

Don’t change: the current device setting will not be changed

In case the security setting "Automatic deletion of jobs — at logout' is enabled it is recommended to
set the Auto clear time to No Limit. This will avoid an unwanted logout and stopping of printout.

Authentication failed print job/Raw Print Job
This parameter defines the behavior of the MFP forjobs that are unauthenticated. (e.g. directly sent by
unknown user)

Delete: the job will be refused and deleted

Print: Job will be allowed and printed

Enable Home Directory
Here you can enabled the Home Directory settings. Keep it disabled if you don’'t use a Home Directory
and you don’t want to have the warning message at the MFP display after login.

Auto change login user

If enabled subsequent user can login by swiping his card, even if the device is still enabled by another
user. In this case the current user will be logged out and the subsequent user will be logged in
automatically.

Enable guidance screen
If enabled, the device’s login screen will show a user guidance screen 'how to login'.

Use EWB language settings
If enabled the language used for EWB screens will be selected according the device settings. Else the
e-FOLLOW language settings will be used.
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12.4.1.7 Data protection

e-FOLLOW provides some unique functions to ensure a maximum level of data protection and privacy
of user data.

& € Configuration help Logout

D)

> FOLLOW

Profassional

Data protection and privacy settings

MANAGEMENT 3
Don't record document names
User list
Don't record user names
Departments
- Encrypt document names in records
Permissions e
Projects Encrypt user names in records

Domains Password1 for decryption: [Change password]

Auto configuration Password2 for decryption: [Change password]
DEVICES
. Lock device

Virtual Queues Data protection

. Mumber of attempts 3
Printers
Toshiba
Toshiba esF

MetCardReader

Lock time {in minutes) 1

Mobile print
Load UP

REPORT
Reports

Accounting

SETTINGS

General

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

Don’t record document names
If enabled the document names will not be recorded in the transaction database.

Don’t record usernames

If enabled the usernames will not be recorded in the transaction database

Encrypt document names in records

If enabled, the document names will be stored encrypted in the transaction database
Encrypt user names in records

If enabled, the user names will be stored encrypted in the transaction database
Password1 for decryption:

Password 1 for the decryption of document names and user names when creating reports.

Password2 for decryption:
Password 2 for the decryption of document names and user names when creating reports.

Version 5.9.0
Operator Manual



e-FOLLOW page 209

Password 2 may be left blank.

The usage of two passwords allows performing a 2 factor authentication for the decryption of user
names and document names.

Lock device

This will enable a security option against trying out credentials. If a user enters multiple invalid user

credentials (username, username & password, PIN) reaching the Number of attempts, the device
gets locked for the Lock time.

FOLLOW

e-FOLLOW

Device is locked.

Due to wrong logon attempts, this device will be locked for 0 min 52 s

Device is locked for next
3:03 minute(s)

Locking of a device is also indicated in the device’s General settings.

192.1668.1.101 [TOSHIBEA e-STUDIOH485)

Licanze: L&

Serial number: FO17821101Y¥D [change]
Drescription: [ehange]
Location: Caontrol Systems dav [change]
App version 1.3.0

] oot e i, =N D L e T- T~ =TT

Lochked until 18.09.2019 09:43:32 [unlock]

B -5 -yt Tl e e

You can unlock the device before the Lock time exceeds by pressing the [ unlock ] button.
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12.4.1.8 Custom formats

e-FOLLOW allows to customize the time and currency formats to your specific requirements.

D)

- FOLLOW
2

Profossional

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES

Virtual Queues
Printers
Toshiba
Toshiba eSF
NetCardReader
Mobile print
Load UP

REPORT
Reports

Accounting

SETTINGS

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

B L

Configuration help

Logout

Auto configuration

Custom formats

Date/Time Pattern

Date dd.MM.yyyy

Time HH:mm:ss
Currency

Prices/cost in currency format

Currency symbol £
Decimal symbaol B b

Digits after decimal 2 b

Value Added Tax
Value in %
Report delimiter

Csv report delimiter ; ~

Preview

17.11.2023

12:55:10

Positive format
Megative format

Preview (positive)

Preview (negative)

Template

dd.MM.yyyy ~

HH:mm:ss {24h) +

€1.1

-€1.1

-
w

£€1234.56

-€1234.56

19.00

Date & Time

The Date/Time Pattern allows to specify your individual appearance of date and time inside
e-FOLLOW and the reports. The most common patterns are available from the Template pull-down.

Currency

Currency settings can also be customized to your individual requirements.

Prices/cost in currency format
If enabled all prices and cost inside e-FOLLOW will be shown in currency format. (decimals &

currency symbol).

You can define the currency symbol, decimal symbol, the number of decimals and the format for

positive and negative values.

Value Added Tax (VAT)

Here you can enter the amount of VAT that is valid for your region. This is mainly important in case
users can recharge their account balance via load.UP money loader.

The receipt printed after recharge operation will then contain the correct amount of VAT included.

Report delimiter
Here you can select the field delimiter that shall be used for the .csv export of reports.
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12.4.1.9 SMTP / E-mail
This section allows you to configure the emails sent by the e-FOLLOW server.

Logout

FOLLOW
&

MANAGEMENT

User list
Departments
Permissions
Projects

Domains

DEVICES

Virtual Queues
Printers
Toshiba
Toshiba eSF
MetCardReader
Mmobile print
Load UP

REPORT

Reports

Accounting

SETTINGS

User portal &
User tools

Dashboard
Schedules
Rules

Reader profiles

Application

Auto configuration

Data protection

SMTP / E-mail

Authentication type
SMTP settings

Hostname / IP
address:

SMTP port:
S55L

SMTP authentication

E-mail settings
Admin e-mail:

Sender Email (From):

Subject:
Signature:

default e-mail address
domain:

If the user doesn't have an e-mail address, it will be created from login name and this domain.

E-Mail Template-Editor

E-Mail Template:

um@control-systems.de

h.test@control-systems.de

Notification

Sent by Toshiba e-FOLLOW

SMTP (Username an

mail.control-systems.de

[test the SMTP and e-mail settings]

25

12.4.1.9.1 Authentication type SMTP

Configure the hostname or IP address of your SMTP server.
If you enable SSL/TLS, the specified hostname must match the hostname on the SMTP server’s
certificate.

When enabling SSL/TLS, note that only STARTTLS (explicit TLS) is supported — typically on port

587.

If SMTP authentication is required, enter the credentials of an account that is authorized to send
emails through this server.
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12.4.1.9.2 Authentication type OAuth 2.0 / App only (Office 365)

OAuth Setup

1. Create an OAuth Application

o Register a new application.

o Add permission

= In the Azure portal, choose the APl Permissions
= Select Add permission.
= Select the APIs my organization uses tab and search for "Office 365 Exchange

Online".

= Click Application permissions.
= For SMTP access, choose the SMTP.SendAsApp permission
= Get tenant admin consent

N SMTP (1)

SMTP.SendAsApp (@)

Yes

Application access for sending emails via SMTP AUTH

> Tasks

2. Create a Client Secret

#< Diagnose and solve problems

“ Manage

= Branding & properties

3 Authentication (Preview)
Certificates & secrets

11! Token configuration

2~ API permissions

& Expose an AP

App roles

At Owners

o Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0} Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as applicatio
password.

New client secret
Description Expires Value © Secret ID

Password uploaded on M... 1/24/2026 g 88135404-f122-4b3a-83.. [

3. Register service principals in Exchange

You must register your Entra application's service principal in Exchange via Exchange
Online PowerShell. This registration is enabled by the New-ServicePrincipal cmdlet.

To use the New-ServicePrincipal cmdlet, install ExchangeOnlineManagement and connect to
your tenant as shown in the following snippet:

Install-Module -Name ExchangeOnlineManagement
Import-module ExchangeOnlineManagement
Connect-ExchangeOnline -Organization <tenantld>

If you still get an error running the New-ServicePrincipal cmdlet after you perform these steps,
it's likely because the user doesn't have enough permissions in Exchange online to perform

the operation.
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Registration of an Microsoft Entra application's service principal in Exchange is shown in the
following example:

New-ServicePrincipal -Appld <APPLICATION_ID> -Objectld <OBJECT _ID> [-Organization
<ORGANIZATION_ID>]

The OBJECT _ID is the Object ID from the Overview page of the Enterprise Application node
(Azure Portal) forthe application registration. It is not the Object ID from the Overview page of
the App Registrations node. Using the incorrect Object ID will cause an authentication failure.

The following screenshot shows an example that finds the correct Object ID.

— Microsoft Azure P Search resources, services, and docs (G+/) I T Copilot B 1’ s e &

e E prise applications

o
EEEEntﬂnrise applications | All applications v

{ New application () Refresh & Download (Export) @ rreview info Columns 3] Preview features A7 Got feedback?

View, filter, and search applici
“ Manage

The list of applications that ar

i ANl applications

] Application type == Enterprise Applications Application ID starts with < ¥ add filters

1 application found

Mame T.  ObjectID Application 1D Homepage URL Created on T4 Certificate

B App launchers D ] |
- Cu 4 >

authentication

The tenant admin can now add the specific mailboxes in the tenant that will be allowed to be
accessed by your application. This configuration is done with the Add-MailboxPermission
cmdlet.

The following example shows how to give your application's service principal access to one
mailbox:

Add-MailboxPermission -ldentity "john.smith@contoso.com" -User
<SERVICE_PRINCIPAL_ID> -AccessRights FullAccess

If you're trying to use Client Credential Grant Flow with SendAs, you need to grant SendAs
permissions to the sender: Add-RecipientPermission (ExchangePowerShell).

Add-RecipientPermission -ldentity "no-reply@contoso.com” -Trustee "mailer@contoso.com” -
AccessRights SendAs

no-reply@contoso.com — the address you want to appear in the From field
mailer@contoso.com — the user you're authenticating as (using the token)

SendAs — this means the email will look like it's really from no-reply, and the recipient won’t
see the real sender (mailer)

4. Collect Required Information

O O O O

Tenant ID

Client ID

Client Secret

User email (the mailbox to authenticate)
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Client Credentials

Tenant ID: OO OO0
Application (client) ID: <xxxxxxxxxxxxxxxxxxxxxﬂ|
Client Secret: A —
Authentication Email: some.email@control-syste

Authentication email is used to authenticate with the SMTP server via OAuth.
Sender email (From) can either match the Authentication Email or be different if SendAs permission
is configured.

Links:
https://learn.microsoft.com/en-us/exchange/client-developer/legacy-protocols/how-to-authenticate-an-
imap-pop-smtp-application-by-using-oauth

https://learn.microsoft.com/en-us/powershell/module/exchangepowershell/add -
recipientpermission?view=exchange-ps

12.4.1.9.3 E-mail settings

In case SMTP authentication is required, enter the credentials of an account that is allowed to send
emails via this server.

Use the E-mail settings to enter a From address: a Subject: an a signature.

Enter an Admin e-mail address that will receive administrator notifications e.g. in case of
Maintenance is going to expire

The default E-mail address domain will be used if the user has no e-mail address assigned.

e-FOLLOW will then try to send notifications to ‘username'@'default_E-mail_address_domain’

[test the SMTP and e-mail settings]
Enter the sender and recipient and press

test e-mail. e-FOLLOW embedded will try Recipient address me@domain.de
to send a test email. Example text

This is a test e-mail.

[Cancel] -hi In-
Check the in-box of the recipient to make sure,

settings are correct.
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12.4.1.10 Sending mails via Microsoft 365

You can use Microsoft 365 as an SMTP server to send out mails to users.

Login to Microsoft 365 admin center and select Active Users.

Microsoft 365 admin center

B>

oo

el

Benutzer ~

| Aktive Benutzer
—

Gastbenutzer

Geléschte Benutzer

% Teams und Gruppen ~
B Aorechnung ~
£ Setup

- Alle anzeigen

2 Suchen

Start > Aktive Benutzer

Aktive Benutzer

Empfohlene Aktionen (1)

A, Benutzer hinzufigen [E Benutzervorlagen

O anzeiganame 1

O o ard

O s i3)
O A s

O CloudPrint

0O <o e

#L Mehrere Benutzer hinzufigen  -+-

cp@cantrolsystems.de
TSR

It is recommended to add a specific user that is used for authenticating against MS365.

) Dunkler Modus

T Fiter

A Durchsuchen der

Liste der akti...

Lizenzen

antrosystemsde.onmicee Nicht lizenzient

SRR rolsystemsd  Nicht lizenziert
somwol-systens.de Micrasoft Teams Exploratary
Microsoft Teams Exploratory

SRR T systemse.or - Nicht lizenziert

2 Spalten auswahie

Add a new user for your domain.

o It will take some minutes to create the user’s mailbox.

Open the user settings and change to E-Mail — manage e-Mail apps.

Aktive Benutzer

Empfohlene Aktionen (1)

A, Benutzer hinzufiigen [ Mehrstufige Authentifizierung () Aktualisieren

]
(]

Anzeigename |
no reply

Q

no reply_2

Benutzername

noreply@control-systems.de

na_reply@centrolsystemsde anm

no reply_2

4 Kennwort zuriicksetzen (%)

Foto dndern

Anmeldung sperren

Konto Gerite Lizenzen und Al

E-Mail

OneDr

Mailbox storage
[

Learn more about mailbox storage quotas

Postfachberechtigungen

“Lesen und Verwalten®-Berechtigungen

Alle Ap

E-Mail-Apps verwalten

E-Mail

5 zulassig

0% (9.764KB/50GB)

In globaler

la

Sichtbarkeit von globalen Adresslisten

Keine

9

E-Mail-Weiterleitung verwalten
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Make sure ‘authenticated SMTP’ is
checked. <« x

E-Mail-Apps verwalten

Wiahlen Sie die Apps. in denen no reply_2 auf Microsoft 365 E-Mail zugreifen kann.

Outlook im Web

Outlook Desktop (MAPI)
Exchange-Webdienste
Mobil (Exchange ActiveSync)

B e

g

Authentifiziertas SMTP

You can now enter/edit the SMTP settings in e-FOLLOW

Hostname smtp.office365.com
SMTP Port 587
SSL ON

SMTP authentication enter the username & password

SMTFP scttings

Hostname / IF address: smip.office365.com

SMTP port: SB7
S5L ]
SMTFP authenbcation [charge credentals] -,

E-mail zetting=

Adrmin e-mail:

From address: na_reply @ controlsystemsde. onmicroseft. com
Subject: Motification from e-FOLLOW. doud

Signature: Sent by Toshiba e-FOLLOW

default e-mail address domain: @control-systems. de

Tf the yser dossn't have an e-mail sddress, it will be created from login name and this domain,

[b=st the SMTR and &-mail settings]

E-Mail Template-Editor

E-Mail Template: -- bl

Attention
Make sure the ‘From address’ is identical to the user credentials for logging in to MS365.

Version 5.9.0
Operator Manual



e-FOLLOW

page 217

12.4.1.11 E-Mail Template-Editor

e-FOLLOW provides a convenient e-mail template editor that allows you to modify the e-mail content

sent out to the users according your specific requirements.

Select the desired Template from the list.

E-Mail Template-Editor

[test the SMTP and e-mail s=ttings]

E-Mail Template: -

SMTP / E-mail

[ 1 User sync:
[ 1 Userportal:
[ 1 Userportal:
[ 1 Userportal:
[ 1 Mail print:
[ 1 Mail print:
[ 1 Mail print:
[ 1 Mail print:
[ 1 Mail print:
[ 1 Mail print:
[1
[1
[1
[1
[1
[1
[1
[1
[1

Mail print:
Mail print:
Mail print:
Mail print:
Mail print:
Mail print:
Mail print:
Mail print:
Mail print:

PIN Notification

Complete registration

Changed user for job

Reset password

Mail too large

Validation Token is missing in Subject

Mail received and moved to queue

Mail received and sent to printer

Mail received and moved to virtual queue

Mail received and sent to Toshiba device

Mail received and sent to Toshiba-eSF device

Mail received and moved to queue {existing account)

Mail received and sent to printer {existing account)

Mail received and moved to virtual queue (existing account)
Mail received and sent to Toshiba device (existing account)
Mail received and sent to Toshiba-eSF device (existing account)
Mail received and moved to queue {new account + PIN)

Mail received and sent to printer (new account + PIN)

Mail received and moved to virtual queue {new account + PIN)

You can now edit the default email
content by using placeholders, images,
links etc.

[ 1] Placeholders

here you find the
placeholders/variables that can be
used for this template.

[ 2 ] Delete template

This will delete the current content of
the template and the default content
will be used.

[ 3]1Enable/Disable template
If enabled the modified template will be
used. Enabled templates are indicated

by [*].
Else the default content will be used.

Operator Manual

E-Mail Template-Editor

Placeholder: [1]
sourrent_date = Current Date {"dd. MMBM wyyy™)
sicurrent_time = Current Time {"T°)
susername_default = Login name of the recerver
sfullname = First and last name of the recewer
filename = Filename/s

A B U/ A-~-8 E = =~ H- o &
i
Hello =tullname: default.

et gl 1ah - Elename defaul’ has kesn mavsd |2 gesus - quewsnams St
iy can reiease this b Dy eanng o any dedes and selnc ing lob Tom De aonk ok s
Thae iy will udomalizally be deiebed afer 72 hows

TOSHIBA

15 ug at vesw bos hibatec-igis com

[ 2 ] [Delete lel!lplu'::I[EnuLllu temmiplate] [ 3

[Cancel]

Save
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12.4.1.12 Expert settings

This menu lists all advanced parameters of the e-FOLLOW system.

ATTENTION!

These parameters MUST only be modified under the control of software support / development.
Any change may lead to malfunction or make your site not working anymore.

Warranty may end at this point.

/.j & € Configuration help Logout
- FOLLOW
é E —~ Brofassional
Expert settings. Change of values at your own risk!
The default value is always in parentheses.
MANAGEMENT
. DataManager CSIP2020.csvs.local (127.0.0.1) A4
User list
Departments
L. AdminName (Operator) Operator
Permissions
. lication Redi i
Projects Appl AllowRedirectToDirectOrEbx (false)
Domains AutoConfigExtralLogging (false)
Auto configuration AzureAdExtralogging (false)
DEVICES AzureAdGraphApiMaxResults (339) 595
Virtual Queues i
e AT RO BalanceOverhead (0) 0
Printers
B CardserverTimeout (1500) 1500
Toshiba
Toshiba esF ChromeExtensionld (fjpnapffembidnjnpnicglbfadococcp) fjpnapffembidnjnpnicglbfa:
MetCardReader ChromeGetPagesCountOnClient (true) ‘
Mokbile print ChromeGetPagesCountOnClientMaxChunkSize (104857600) 104857600
Load UP
Expert settings ChromeMultiUsersSuffixLength (4) 6
DbWatchdog (false)
REPORT
Debugldap (false:
Reports gLdap (false)
Accounting DebuglLdapssl (false)
DebugOutputManagement (false)
SETTINGS DebugOutputManagementTimeout (300000) 300000
DebugPrintPreview (false)
User portal & DebugPrintSelect (false)
User tools <
Dashboard DebugProcessWorkflows (false)
schedules DefaultLanguageEnglish (false)
Rules DefaultPaperFormat (A4) Ad4
Reader profiles DeleteMotificationsAfterHours (1) 1
DirectPrintingCheckDeviceErrorCodes ()
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12.4.2 User portal & User tools

12.4.2.1 User Portal

e-FOLLOW provides an enhanced user portal. This allows users to maintain their account, upload
documents or add/buy balance. Here you have access to the settings that are related to the
e-FOLLOW user portal.

18 ¢ Configuration help Logout

MANAGEMENT
User list
Departments
Permissions
Projects

Domains

DEVICES

Virtual Queues
Printers
Toshiba
Toshiba eSF
MetCardReader
Mobile print
Load UP

REPORT
Reports

Accounting

SETTINGS

General

Dashboard
Schedules
Rules

Reader profiles

FOLLOW

User portal &
User tools

User portal

User portal settings

Use User portal

Mew GUI (frameless design)
Address

Allow file upload

Upload queues:

Connection

Port [11070]
Use SSL

Session timeout

PIN self assignment
Allow PIN self assignment

PIN length

IPP queues

Show personalized IPP-Printers

Show details of queues

Installation helper as

Ipplnstaller.exe with integrated

configuration

Installation helper as ZIP
archive

Installation helper as MSI
installer

Installation helper silent mode

Default printer driver

Frimber deivine fnr norkimolar

direkt TOSHIBA.103

11070

[Davmload
certificate] @

http://192.168.1.35:11070

[+] [-1

[change]

30 minutes v

" @

TOSHIBA V4 Printer Driver v10.70 x ¥

Use User portal

This will enable/disable the general availability of the portal to the users

New GUI (frameless design)
Here you can enable / disable the framless design for the UserPortal.

Address

Here you will find the link to the UserPortal. This can be forwarded to all users. In case you have
specified an external server Hostname or IP address, this will be used here.

Allow file upload

IF enabled the upload option gets available for the users.

Upload queues

Add one (or multiple) upload queues the users can

select as destination. This can be virtual queues (for a

later release) or direct queues (for instant print job

release)

Operator Manual
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12.4.2.1.1 Connection

Port

Defines the port number to access the portal. By default, the port number is 11070

To select another port number click to [ change ] and enter a port number that is available on your
computer.

Use SSL

For security reasons the communication can be encrypted by using SSL.

To avoid an SSL warning on the client PCs a certificate can be installed. Right-Click to

[ Download certificate ] to download the certificate. You can now add it to the trusted root
certificates on all client PCs (e.g. via group policy).

Session Timeout

This defines the time after a user session is close automatically when there is no activity.

12.4.2.1.2 PIN self-assignment

Allow PIN self-assignment
If enabled the option to self-assign a PIN is available to the users.

PIN length
Defines the number of digits for the new PINs

Due to security reasons (trying/finding other user’s PINs) the user cannot select a new PIN by himself.
Instead the system will randomly create an available new PIN.

Version 5.9.0
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12.4.2.1.3 IPP queues

Show personalized IPP-Printers
This option enables the download for personalized IPP-Installer package that contains the certificate,
the personalized URL and the driver files.

Show details
If enabled the option to display the personalized URL and the download link for the certificate is
offered.

Installation helper as Ippinstaller.exe with integrated configuration
If enabled the button with Ippinstaller.exe (preconfigured) will be show. When this executable is
started it will automatically download all necessary files and install the IPP printer.

Installation helper as ZIP archive
If enabled the button with Archive (.zip) will be show. This archive will contain all necessary files to
install the IPP printer.

Installation helper as MSI installer
If enabled the button with Windows Installer (.msi) will be show. This installer contains all necessary
files and will install the IPP printer. When the user uninstalls it, also the IPP printer will be uninstalled.

Installation helper silent mode
This option will turn on silent mode for all installation helpers.

Default Printer driver

Here you can select the default printer driver that will be chosen for building the Ipplnstaller packages.

Show details of queues

Installation helper as
Ipplnstaller.exe with integrated
configuration

Installation helper as ZIP
archive

Auto configuration

Installation helper as MSI
installer

Installation helper silent mode

Default printer driver TOSHIBA V4 Printer Driver v10.70 x +

Printer driver for particular
queLe

Select IPP queues: VQ _IPP

[Use default printer driver] A

To assign a different driver to an IPP queue, simply select the queue in the list and assign the
Printer driver for particular queue

Select IPP queues
Click to [+ ] to add IPP queues that shall be published as personalized IPP-Installer packages via the
user portal.

IPP-URL to be shown in the Userportal
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As each printer may have an internal and external URL you can use this option to define which
Downloads of installer packages are offered to users via Userportal.

e Only internal URL: package for clients located inside the local network

e Only external URL: package for clients located outside the local network

e Orboth

The option'Install Printers' is added to the menue of the user portal showing the download buttons for
the Ipplinstaller package/s.

@ Type Name Installer S8 Details

Ingo Pfeiffer
— Ippinstaller.exe Archive Windows
b4 vQ_IPP (preconfigured) (-zip) Installer Show details
PRINT {msi)
History
Print jobs
Upload Use personalized URLs below to add IPP printers to your system.

TEELE For Windows: add the certificate to your client's Trusted Root Certificates.

Install Printers
Name Vg _IPP

ACCOUNT

Settings Printer URL https://192.168.1.35:443/VQ_IPP/HGwm( ‘ @

Balance

Permissions Certificate https://192.168.1.35:443 /certificate [

Logout

In Details the user has access to the URLs of the printers extended by an individual user-token. You
can copy this URL and enter it into the URL filed when adding the printer to your computer.

This might be necessary in case the Operating system or printer driver does not add the user
information to the print jobs. (e.g. Chromebooks)

Depending on the operating system the URL can simply be copied and pasted or needs to be entered
as required by the OS (e.g. Chrome)

On windows clients the certificate needs to be added to the trusted root certificates. Ipplinstaller will do
this automatically.
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12.4.2.1.4 Include printer properties template with IppInstaller package

This is a powerful method of configuring the capabilities and equipment of a virtual IPP queue.

o This works only for Toshiba V4 printer driver!

Click to [ change ] to start the procedure for creating a printer property template.

How to export printer's properties

Setup printer's properties. Enter printer's name in the field below. Copy the resulting command and execute it in powershell.

$(Get-PrinterProperty -Printername " Printer's Name [' -Propertyname "ToshibaPrinterProperties”).value » printer_properties.txt
[copy to clipboard]

Upload printer’s properties file

Dalei auswahlen | Keine ausgewshlt

Download current printer’s properties template file

[Download]

Delete current printer’s properties template file

[Dalet=]

Close

On your workstation install a printer using the Toshiba V4 driver and modify it’s configuration. All the
settings stored at Device Settings will be included to the property file.

& IntuneDistribut Print Preferences

< g Quality Watermark  Overlay Others About

ds

L Preview

Device Settings

Z Toshiba Device Console - IntuneDistribut *

Device Drawer  Custom Paper Size SNMP Accoun > Q

Model Selection Drawers

Universal W Drawer 1,2 & LCF

I

. Toner Save
External LCF

. Do not Print Blank Pages

External LCF v

SNMP Communication in Printing
Automatic Duplexing Unit

Installed

I

Finisher
Update Automatically

Update Now

Saddle Stitch Finisher (2 Trays & 1Fi

Hole Punch Unit

I

2/3 Holes

Inserter Unit

Restore Defaults Cancel

I

Not Installed

Harddisk

I

Installed

Restore Defaults
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Then enter the printer name into the corresponding filed in the Manage printer properties template
dialogue.This will generate the PS command line. Copy the PS command line to clipboard, run Power
Shell and execute the command.

How to export printer's properties

Setup printer's properties. Enter printer's name in the field below. Copy the resulting command and execute it in powershell.

${cet-PrinterProperty -Printeriams IPr’:er: Name 'I -PropertyMame "ToshibaPrinterProperties”).Value > printer_properties.txt

[copy to clipboard]

This will now generate the file printer_properties.txt.

You can now upload this file to e-FOLLOW

How to export printer's properties
Setup printer's properties. Enter printer's name in the field below. Copy the resulting command and execute it in powershel

${Get-PrinterProperty -Printerdame ") Pnnter's Name I' -PropertyMame "ToshibaPrinterProperties™).value >

[copy to clipboard]

Upload printer's properties file

| Datei auswahlen | Keine ausgewshlt

Download current printer's properties template file

[Download]

Delete current printer's properties template file

[Delets]

Include certificate of IPP server
This option should be enabled for automatically adding the server certificate to the installer package.

Include personalized token in URL
Use this option to add a user-specific token to the IPP-printer URLs.

o It should only be disabled if multiple users are using the same PC and if you can make sure that the
username of the currently logged in user is added correctly to the print job PJL-header.

Version 5.9.0
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() 12.4.2.1.5 Microsoft Login

Domains with Microsoft Login enabled
Here all Entra ID domains are listed, where Microsoft Login is enabled.

Only Microsoft Login is allowed
If this option is active, the input fields for username and password are not longer available at the User
Portal login screen.

- FoLLow #me
~ . cloud

[Create account] [ Remember login m Sign in with Microsoft
lersion: P
Version: 5.8.0 ﬁh_, EMN |-

12.4.2.1.6 Self-assignment / registration

Allow self-registration
If enabled users can self-register an g
internal account to e-FOLLOW. An

appropriate link will be shown on the
User Portal login page. o

Allow E-Mail self-assignment
If enabled the users may add additional E-Mails to their account. This will allow the user to send print
jobs by from other mail accounts.

Allow Alias self-assignment
If enabled the users may add additional Aliases to their account. This will allow the user to send print
jobs under another user context (e.g. from SAP)

Self assignment
Accounting-Mode

. Allow self-registrat

Here you can define the =~~~ 7" ¥ "=a=r=nen ®
accounting mode for Allow email self assignment
users, that have self- Allow alias self assignment
registered to e- ) ) oo »
FOLLOW. Accounting uotas

Allow to change password for

internal users .

Allow password reset for
internal users

Validity time of the password
reset email (in minutes)

1]
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Allow password reset for internal users
If enabled internal users will see a [Forgot Password?] link in case the password they entered was
wrong.

An email to reset the password is sent to the user. The reset Link in this mail must be used before the
Validity time of the password reset time expires.
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12.4.2.1.7 Temporary instant print (TIP)

Temporary instant print is intended to temporarily forward jobs that are sent to a virtual queue directly
to a Toshiba/eSF output device.

When enabled users will Temporary Tnstant Print (TIP)
get allowed to assign a
Toshiba/eSF from the
list of TIP-enabled
devices to a virtual o
gueue. R Bev_1

]

Notify user if

Temporary Instant G
Print faiIS For TIP selectable duration in the Userparta rr1—: D
If enabled, users will get 240 in
a notification / -email if

direct print to the

selected device cannot be performed.

Delete non-executable print jobs
In case direct printing cannot be performed the print job can be deleted or it will remain in the original
virtual queue for a later manual release.

Select TIP-devices
Here you can add Toshiba / Toshiba eSF devices that shall be selectable by users for routing jobs
from a virtual queue.

At least one device must be added to the list so that users can redirect their jobs from a virtual queue
to this device to be instantly printed.

Select TIP-Virtual queues

Here you can add the virtual queues that will be available for the users to apply TIP-devices in the
user portal.

At least one virtual queue must be added to the list so that users can define then redirection for this
(these) queue(s).

For TIP selectable duration in the UserPortal
Here you can define the durations the Userportal will offer to the users.
Click to [+] to add a new duration item.

Duration in minubes:
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e-FOLLOW

e
-+ FOLLDW

®

e A

PRINT
Histary
Upload
instant print
PP Printers

ACCOUNT
Settings
Ealance
Fermissions

Logout

Here yau can configure the aulput davice on which print jobs shall be printed immediately when you sent them to a

virtual quewe,
Attention!

For the slected duration printouts to this virtual queves are not available for Followie' printing,

ToE TP _UETE = O TH DT TLE T P TCE == 0 T

[11]

Cueuenamse

eFv
PODE

PODSE

[2]

Output device

main device | (192.168.1.122)

[3]

Duration

30 Min.

30 Min.

30 Min.

Remaining

29 Min.

[ 1] This is the list of all virtual queues in e-FOLLOW.

[ 2] Select a target device that is enabled for TIP

[ 3] Select the duration for how long TIP shall be effective

TIP for a virtual queue will automatically be disabled after the duration time has expired.

Attention

Jobs that are sent to a TIP-enabled virtual queue will be directly forwarded to the selected device.

Attention

Make sure 'Anonymous print' is enabled for Toshiba eSF devices that are made available for
Temporary Instant Print.
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12.4.2.1.8 Print Job List

This option will enable/disable the print job list in the user portal.

, g |
Currently the user will have the :
option to preview the job, to @
delete the job or to reassign it R st il
to another user. e
Lot Coples: 1
. . [ pmeia ] T
(more options will follow) s !
I , o S, [—
Preview is only available for i :ﬂ
non-IPP jobs. S o

|

fenlf==]

Allow users to reassign their jobs to other users
If enabled users will see the option to change the ownership of their own jobs in the print job list.

rotow
.TO gs_s,lgr] a job to another user the o
recipient' needs to allow that users
can assign jobs to him. Emal address R ———, :
If disabled he will not be selectable R
for other users. o ter s cam s el et b to - |
:fzrripurazy
1PP Printers
Ibl;:lw:ma(iau
FPopup
i |
Permissiens
Logout

Once a job has been assigned to another user the 'original' user has no access to this job anymore.

12.4.2.1.9 Show permissions menu -

This option will enable / disable the user’s permission
table in the UserPortal
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12.4.2.1.10Braintree

e-FOLLOW supports recharging user accounts by Braintree s web payment service.
(www.braintreepayments.com)

Braintree is an advanced online payment service that is available in 40+ providing payment methods
like PayPal, Venmo, Apple Pay, Android Pay, Bitcoin, Credit/Debit Cards depending your
country/region.

See chapter 16 Braintree Account for further information on how to sign up to the payment service.

Once you successfully sign up for Braintree you can start the configuration.

Deposit balance with Braintree
This will generally switch on the payment gateway and make it available to users inside the user
portal.

Users that have an accounting mode different from 'charge user balance' will not see the payment
gateway.

Sandbox mode

For testing purposes Braintree offers a special Sandbox account type. An explicit registration for a
Sandbox account is required.

When you enter the credentials (Keys) for the real account, Sandbox mode must be switched off.

Merchant ID / Public Key / Private Key
Here you need to enter the Keys provided via the Braintree dashboard (API Keys - see chapter 11)

Merchantld | -—-merchant 1D ---—-

Publickey | --- public key -----

QK

Privatekey private key

[Cancel) 0K

Deposit values
Here you can enter a list of values the users can select for recharging their account.

Bramtres

el

Sandbox moda [ &

Marchantid changa

Publickey [changa]

Privatakey [charge]

Diaposit values: 2,50 =
5,00

Version 5.9.0
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12.4.2.1.11 PayPal

e-FOLLOW supports recharging user accounts by PayPal’s web payment service. (www.paypal.com)
Paypal is an advanced online payment service that is available in 40+ countries providing payment
methods like PayPal, Venmo, Apple Pay, Android Pay, Credit/Debit Cards depending your
country/region.

See chapter 17 PayPal Account for further information on how to sign up to the payment service.

Once you successfully sign up for PayPal you can start the configuration.

Deposit balance with PayPal
This will generally switch on the payment gateway and make it available to users inside the user
portal.

Users that have an accounting mode different from 'charge user balance' will not see the payment
gateway.

Sandbox mode

For testing purposes PayPal offers a special Sandbox account type. An explicit registration for a
Sandbox account is required.

When you enter the credentials (Keys) for the real account, Sandbox mode must be switched off.

Client ID / Client Secret
Here you need to enter the Keys provided via the PayPal account.

ClientID | Acr, “rRL”

i
&

Client Secret | EOg__ -HPT beiliy

[Cancel] [Cancel]

Currency
Here you need to select the currency of your PayPal account.

Attention!
Selecting the wrong currency may lead to additional fees for converting currencies.

Deposit values
Here you can enter a list of values the users can select for recharging their account.

PayPal
Deposit balance with PayPal
Sandbox mode C:

ient 1D [change]

e ]

ient secrat
Currency EUR b

Deposit values: 5,00
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12.4.2.2 PopUp settings

/_.j %t € Configuration help Logout
= FOLLOW ¢
o Profassianal
Popup activated for User portal .
MANAGEMENT Assi t of PopUp by (AND operation):
User list Popup Username .
Departments Hostname or IP address .
Permissions
) Unknown users
Projects
. Unknown users's profile Mone A
Domains
Create unknown users automatically, when they log in by PopUp for
R — the first time
DEVICES
Virtual Queues Allow unknown users to assign their jobs with PopUp .
Printers (
Download:
Toshiba &-FOLLOW PopUp.exe (version: 2.6.1)
Toshiba eSF &-FOLLOW PopUp Configuration
(from version 2.6.0 this configuration will automatically be integrated into to file e-FOLLOW
NetCardReader PopUp.exe. For more configuration options, see the documentation.)
Mobile print ;
Configuration:
Load UP -ip=192.168.1.55 -port=11050
REPORT
Reports
Accounting
SETTINGS
General
User portal &
User tools
Dashboard
Schedules
Rules
Reader profiles

Popup actived for Userportal
If enabled the Web-PopUp is generally enabled. Else — despite the user settings - no notifications will
be sent via Web-PopUp.

12.4.2.2.1 Assignment of PopUp by (AND opertation):

Username: If multiple users are sending print jobs from the same host/IP (e.g. Terminal server) the
"sender" can additionally be identified by the username.

Hostname or IP address

By default, e-FOLLOW will identify the origin of the print jobs by the workstation name (hostname) or
it's IP address if the hostname can’t be resolved.

Make sure the PopUp is installed and running on the client PCs else users will not be able to release
their jobs.

In case the Web-PopUp is used by clients make sure the Hosthame or IP address option is enabled.
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12.4.2.2.2 Unknown users
Here you can define the behaviour of PopUp if a job from an unknown user is received by e-FOLLOW

Unknown users’ profile
Here you can define what type of PopUp shall be used for unknown users.

Create unknown users automatically when they login by PopUp for the first time
If enabled an unknown user that authenticates himself via e-FOLLOW PopUp will be automatically

added to the e-FOLLOW database.

Allow unknown users to assign their jobs with PopUp

If enabled unknown users can assign their jobs to an existing account.

Make sure to select PopUp-profile Userame or Username & Password

Download

At the download section you can download the e-FOLLOW PopUp.exe with integrated configuration.

You can also see and modify the configuration. Every time when you download e-FOLLOW
PopUp.exe the current configuration will be integrated.
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12.4.2.3 Ipplnstaller

Here you can generated preconfigured Ipplnstallers for all Virtual queues.

- ’ #® € Logout
«FOLLOW
cloud . -
é/ To build Microseft Intune app see Operator Manual's chapter Roll out IPP printer with Intune.
For manual creation of IppInstaller see Operator Manual's chapter Manual creation of IPP
Printer-Installer.
MANAGEMENT
n Download:
User list Ipplnstaller.zip (version: 2.0.2)
Departments
Permissions IppInstaller Configure and download queue specific IPP-Printers
Projects
J e I ==
Domains
Installer type EXE with configuration  +
DEVICES .
Install mode Silent hd
Virtual Queues
. e- _ :
Toshiba T Printer driver UP2 w64 hd [Download]
Toshiba eSF Printer properties MNo W
Mobile print User (for personalized [change]
installer) =
REPORT
Reports Installer type EXE with configuration  w
Install mode Silent hd
SETTINGS
General ipp_cs._test Printer driver TOSHIBA V4 Printer Drive v [Dawnload]
User portal & Printer properties Mo
User tools
User (for personalized [change]
Dashboard installer) R
Schedules
Rules Installer type EXE with configuration +
Reader profiles Install mode Silent i
.......... Printer driver TOSHTRA V4 Printer Drive % -

Installation type EXE with configuration

If selected Ipplinstaller.exe with included configuration (metadata info of the file) can be downloaded.
When this executable is started it will automatically download all necessary files and install the IPP
printer.

Installation helper as ZIP archive
If selected a Archive (.zip) can be downloaded. This archive will contain all necessary files to install

the IPP printer.

Installation helper as MSI installer
If selected a Windows Installer (.msi) can be downloaded. This installer contains all necessary files
and will install the IPP printer. When the user uninstalls it, also the IPP printer will be uninstalled.

Installation helper silent mode
This option will turn on silent mode for all installation helpers.

Printer driver
Here you can select the default printer driver that will be chosen for building the Ippinstaller packages.

Printer properties

Here you can select if the printer properties file should be included to the Ipplinstaller package. More
informations about the printer properties can be found here:

12.4.2.1.4 Include printer properties template with IpplInstaller package

User (for personalized installer)

If a user is selected, a personalized Ipplnstaller package for this user can be downloaded. In this case
the IPP Url will contain informations about the user. When the field is empty the Ippinstaller package
with default IPP Url can be downloaded.
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It is also possible to create an Ipplinstaller package mHere you will find an Ipplinstaller ZIP archive to
create your own installer.

Download:
IppInstaller.zip {version: 2.0.0)

More informations about the Ippinstaller can be found in this chapter:
14 IPP Printer-Installer
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12.4.2.4 Chrome Extension

With the e-FOLLOW Print Chrome Extension you can easily distribute e-FOLLOW queue to users
which are using Google Chrome browser or working on a Chrome Book.

It can be retrieved from the Chrome Web Store or directly from this URL:
https://chromewebstore.google.com/detail/e-follow-print/fijpnapffembidnjnpnicglbfadococcp
Or click on the link at SETTINGS > User portal & User tools>Chrome Extension.

£~ chrome web store Q, Erweiterungen und Designs suchen
Discover Erweiterungen Designs
.
- e-FOLLOW Print
Erweiterung Workflow & Planung 7 Nutzer

After installing the extension it will show it’s options dialog. When you are using it outside a Google
Workspace or the admin hasn’t set the policy for the extension you have to enter the UID (for e-
FOLLOW.cloud) or Hostname (for e-FOLLOW).

At the Main page of the extension you can access you PIN-Code for login at Toshiba devices.

* (e O % (e ©
| _—

vi.a.e

(e FOLLOW Print Options C  e-FOLLOW Print "1

@googlemail.com

UID/Hostname [192.168.1.35:11080
| Submit | - PIN-Code for login at Toshiba devices **E @ -

Options

Send notifications?

a

Reload extension (can fix some issues) | Reload |

Main page

The e-FOLLOW queues then will be shown additional to the other available printers when the user
selects a printer.
e-FOLLOW Print - ipp  Print on virtwal queue e-FOLLOW Print (“'

e-FOLLOW Print - chrome_ipp  Print on virtual queue e-FOLLOW Brint

r
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Configuration:

03 € Configuration help Logout

FOLLOW
&

URL to e-FOLLOW Print Extension:
https://chrome.google.com/webstore/detail/fjpnapffembidnjnpnicglbfadococcp

MANAGEMENT
C - i Gooal
User list without gle Workspace
1. Install the extension
Departments 2. Enter next value to "UID/Hostname" field:
Permissions IppInstaller 192.168.1.35:11888 [copy]
Projects
X Configuration for Google Workspace
Domains Chrome Extension o .
1. Sign in to your Google Workspace Admin Censole
2. From the Admin console Home page, go to Devices > Chrome
DEVICES 3. Click Apps & extension, then Users & browsers
4, If the extension e-FOLLOW Print is not installed, then install it

Virtual Queues Extension ID:
fipnapffembidnjnpnicglbfadococcp [copy]

Printers
Toshiba Choose e-FOLLOW Print extension
. The following permissions must be allowed: "Identity”, "Notifications", "Printers”, "Storage”,

Toshiba e5F "Web requests”
7. Enter this JSON string as policy:

ou

MetCardReader
. . Policy for extension:
Mobile print
{"token":{"value":"59452b8b-f443 4566 -35a3- [copy]
Load UP 34827a2637Fa"}, "hostname" : o fil
{"value":"192.168.1.35"}, "secured” :{"value":false},"port": [save to file]
{"value":11858}} [save as registry valua]
REPORT
Reports i . . .
; IPP-Queues, which will be installed as printers:
Accounting
SETTINGS [+ -1
General Default color mode: Black and White hd

User portal &
Default duplex mode: Baok v

Additional print settings and restrictions are available in Google

Dashboard

Workspace: Google Workspace
Schedules

Default paper format: A4 ~
Rules

Reader profiles
Create users automatically from Google Workspace as internal

user:

Configuration without Google Workspace
First the users have to install the extension and then they have to enter the shown value at

UID/Hostname at the Options screen of the Chrome Extension.
Adminstrators in a Window Domain can also deploy the registry value from the ,Policy for extension®

to the users. Then they don't have to enter UID/Hostname at the Options screen of the Chrome
Extension.
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Configuration for Google Workspace

When the users are organized in a Google Workspace the e-FOLLOW Print Chrome Extension can be
installed and configured automatically.

When you want to distribute the Extension to the users for your Google Workspace you need to
execute the following steps.

Login to you Google Workspace Admin Console and go to Devices >Chrome—>Apps &
extensions—>Users and Browsers

= o Admin Q, Search for users, groups or settings

Devices » Chrome > Apps & extensions
PINNED

Printers

Apps & Extensions

Print servers

AR A <

Qverview

Iil Home

EE Dashboard

Users v

» & Directory Organizational Units A

+~ [0 Devices )
Search for organizational units

Overview
+ Control Systems
= Chrome

Setup guide

Devices

Managed browsers

Settings

Apps & extensions

Connectors

Printers

s Donosrio
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Then search for the Extension in the Google Web Store by name ,e-FOLLOW Print®

oradd it by ID: fjpnapffembidnjnpnicglbfadococcp

Add Chrome app or extension by ID

Chrome apps and extensions can also be added by specifying the ID. If it is outside the
Chrome Web Store, you must also specify the URL where the extension is hosted

Extension ID

fjpnapffembidnjnpnicglbfadococcp

From the Chrome Web Store ¥

CANCEL SAVE

Add Chrame app or extension by ID
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After adding the e-FOLLOW Print extension click on Customize permissions for this app/extension

= o Admin Q,  Search for users, groups or settings a 8 ®

Devices » Chrome > Apps & extensions
PINNED

Printers =1 Overview Users & browsers Kiosks Requests

Apps & Extensions

Print servers ‘;L\ Play Store Chrome ADDITIONAL e-FOLLOW Print i‘ ] P4
Allow all Web Store * SETTINGS
Overview N apps, Allow all
Users v admin apps, Installation policy
(@ Home manages admin
o= Groups v blocklist manages Force install + pin to browser toolbar v
=m0 Dashboard blocklist Locally added
-] i Qrganizational Units ~
» = Directory g + Search or add a filter
+ OO Devices ) Version pinning
Search for organizational units o Installation ¢
Thi ing is not ted for this Ch
Overview EVGTSIDH pinning is not supported for this rome app or
~ Control Systems . extension
() e-FOLLOW Print Force insta
~ Chrome =" @ fipnapffembidnjnpnicglbfadococcp
Chrome Web Store options
Setup guide
Include in Chrome Web Store collection ]
Devices Inherited from Google default

Managed browsers
Permissions and URL access

Settings

C i issions for this app. ion v CUSTOMIZE

ADns &

Then select ,If the extension uses a permission that is not selected, block users from installing or
using it.“ and check Identity, Storage, Web requests, Notifications and Printers.

If the extension uses one of the selected permissions, block users from installing or using it.

If the extension uses a permission that is not selected, block users from installing or using it.

O alarms [0 Audio capture [ certificate provider [] Clipboard read O clipboard write [0 context menus
O cookies [ Desktop capture [ Document scan [ Eenterprise device [ Experimental aAPIs  [] Fullscreen apps
attributes
[ Filebrowser handler [] File system [ File system provider [] HID [ override fullscreen  [] Detectidle
escape

Identity D Google Cloud D Geo location D Media galleries D Native messaging D Captive portal

Messaging authenticator

—

O Power Notifications Printers O serial O setproxy O Pplatform keys
Storage Sync file system CPU metadata [ Memory metadata  [] Metworkmetadata [] Display metadata

a
a

O

Storage metadata Text to speech Unlimited storage UsB Video capture VPN provider

O o 0O

Web requests Block web requests

DONE
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Then select the extension e-FOLLOW Print and set the Installation policy (e.g.: Force install + pin to
browser toolbar). Also set the Policy for the extension with the JSON value from the e-FOLLOW

management.

The token from the Policy will e-FOLLOW allow to detect, if the user is from the Google Workspace or
not. The uid is used to select the correct e-FOLLOW.cloud instance.

Overview

Play Store Chrome Web Store
Block all apps, admin manages allowlist

+ Search or add a filter

App Installation policy

() e-FOLLOW Print
© fipnapffembidnjnpnicglbfadococcp

Operator Manual

Allow all apps, admin manages blocklist

Force install + pin to browser toolbar

Users & browsers

a ADDITIONAL SETTINGS

Version pinning

Kiosks Requests

e-FOLLOW Print B A X

Installation policy

Force install + pin to browser toclbar +

Locally added

Version pinning

The version pinning is not supported for this Chrome app or extension

Chrome Web Store options

Include in Chrome Web Store collection
Inherited from Geogle default

Permissions and URL access
Customize permissions for this app/extension « CUSTOMIZE

Blocked hosts

One per line. Maximum of 100 URLs

Allowed hosts

One per line; allowed hosts override blocked hosts. Maximum of 100 URLS

Locally applied w

Policy for extensions

{"uid"{"Value""cs-ds00.test"}, token"{"Value™"16e2b24c-
dlad-4db1-a020-ebdcfe51d43e"}}
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e-FOLLOW Management Settings:

IPP-Queue, which will be installed

as printers

Select here the queues, which should appear as printers in Google Chrome.

Default color mode

Choose here if ,Color* or ,Black and White* should be the default color mode.

Default duplex mode

Choose here the default duplex mode for printing.

Additional print settings and restrictions are available in Google Workspace
If you are using the Google Workspace you can set here additional settings and restrictions. For
example you can here restrict color printing or restrict duplex mode. Just click on the setting to change

it.
= o Admin Q_  Search for users, groups or settings 0 E @ i o
Devices » Chrome > Settings
EE User & browser settings Device settings Managed guest session settings
° Settings
Category: "Printing" + Searchor add a filter CLEAR FILTERS YD Recent changes
Lo
Organizational Units ~
B G printing  (7)
e Search for organizational units ) ) )
Setting Configuration Inheritance Supported on
ih ~ Control Systems
Printing Enable printing Google default O & & s
B8
. Allow using print
Print preview Google default J
@ P preview 9 S
Deprgcaled privet D|§ab|e Qe;recated Google default ] @
[a) printing privet printing
Print preview default 4 sub settings Google default Ooe
Allow to add new
Printer management A_CM users toadd new Google default ]
printers
Default color printin
P g Color Google default |
mode
Restrict col inti D t restrict col
estrict color printing Qn.o restrict color Google default |
mode printing made
Default page sides One-sided Google default ]
Do not restrict duplex
Restrict page sides l Google default |
printing mode

Default paper format
Default paper format for the printers

Create users automatically from Google Workspace as internal user
Create users automatically from outside Google Workspace as internal user
Here you can allow or deny the automatical user creation for Google Workspace users or users

outside the Google Workspace.

At the Default user settings or Default user settings outside Google Workspace you can set the default

values for new users.

For more details about the default user values see:

12.1.5.5 Domains - Default user
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Delete users automatically:
Additionally you can setup that users will be automatically deleted, when they have no print jobs in a
virtual queue.

Delete users automatically even if they have jobs:
Use this setting ff the users should be deleted even when they still have jobs in a virtual queue.

If the Google e-mail address of the user is not know at e-FOLLOW, printing with the Chrome
Extension is not possible. Therefore the users autocreation has to be enabled or a user with
the Google e-mail address as login name or e-mail address must already exist in e-FOLLOW.

Multi-Users
Here you can set up users, which are usually used by many individuals like ,guest or student®.

When you now login with a Multi-User account on new Chromebook or Chrome browser a copy of the
original Multi-User will be created. The copy of the Multi-User account will have ,_xxxxx“ added to the
login name, where xxxxx“ stands for random characters. Also the copied user will get a new random
PIN.

At the user list these users are shown in this way:

sy

- FOLLOW
é - ~ Profossianal ADD SELECT FILTER: OFF CSV IMPORT

EXPORT USERDATA

-_ _Emi_i_- < mult vidz

multi@control-syst dev (multi@control-syst; dev_r7I855) copy of
multi@control-systems.dev (multi@control-systems.dev)
art r
Departments m systems.dev
Permissions o st
Projects ogin name: multi@control-systems.dev_r71855
Domains multi@control-syster Password:
=l nulti@control-systems dev_=n237g . :
Login type: Chrome Extension (Internal Multi-User)
Activated: [ ]
Virtual Queues
: Login-PIN: 611649
Toshiba
Aliases: —es [#]

Toshiha eSF

When you delete the original Multi-User account also the copied Multi-User accounts will be
deleted.

PIN length:
Set here the length of the PIN fir copied Multi-Users.

Account jobs of the copied Multi-Users to the Multi-User template account:
Use this setting if the job accounting should be assigned to the Multi-User template instead of the
Mulit-User copy.

Delete users automatically:
Additionally you can setup that Multi-Users copies will be automatically deleted, when they have no
print jobs in a virtual queue.

Delete users automatically even if they have jobs:

Use this setting ff the Multi-Users copies should be deleted even when they still have jobs in a virtual
queue.
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12.4.3 Dashboard

The e-FOLLOW Dashboard is the central point of information.

12.4.3.1 Event Log

The Event Log shows the current status of activities by showing a list of messages.

&= € Configuration help Logout

Event Log

MANAGEMENT
User list

Device warnings

Departments
Permissions
Projects

Domains

DEVICES

Virtual Queues
Printers
Toshiba
Toshiba eSF
NetCardReader
Mobile print
Load UP

REPORT
Reports

Accounting

SETTINGS
General
Schedules
Rules

Reader profiles

)
g - FOLLOW [

Info .

manually.
21.06.2023 18:29:56
21.06.2023 18:29:56

21.06.2023 18:29:55

100000 of 100316

21.06.2022 18:20:55

100000 of 100316

21.06.2023 13:29:49

21.06.2023 18:29:49

21.06.2023 18:29:13

manually.

Auto-delete old event logs | after 1 week v

Warning

. Error -

Device 'ETO021B7E7BFCS’ has outdated app version. Please update it

Device 'ETO021B7ETBFCS” has outdated app version. Please update it

Device 'ETO021B7E7BFCS" has outdated app version. Please update it

Device 'ETO021B7E7BFCS” has outdated app version. Please update it

Device 'ETO021B7ETBFCS” has outdated app version. Please update it

Device 'ETO021B7E7BFCS’ has outdated app version. Please update it

Copying process finished (printer-name for report -= report records)
Copying process finished (device-name for report -= report records)

Copying process (printer-name for report -> report records). Record

Copying process (device-name for report -> report records). Record

Copying process started (printer-name for report -= report records)
Copying process started {device-name for report -> report records)

Device 'ETO021B7E7BFCS" has outdated app version. Please update it

[Refresh: Off] [remove all logs]

Use the buttons on the top of the list to filter the list by message types [info], [warning] or [error].

If [Refresh:On] is active, the list will be auto-updated by new events.

[Clear log] will clear the current list.

The folder \Program Files\e-FOLLOW\log\ contains daily log files "DataManager_DATE.log" and
"PrinterManager_DATE.log" that might be requested by the support in case of an issue.
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12.4.3.2 Device Warnings

Here an overview of the devices that at current are unavailable (offline) or that show any errors or

warnings.

# <

Configuration help

Logout

g - FOLI:E.‘:._V

MANAGEMENT
User list

Device warnings

Departments
Permissions
Projects

Domains

DEVICES

Virtual Queues
Printers
Toshiba
Toshiba esF
NetCardReader
Mobile print
Load UP

REPORT
Reports

Accounting

SETTINGS
General

User portal &
User tools

Schedules
Rules

Reader profiles

ET0O021B7E7BFCE o

Mot initialized

192.168.1.112

Offline (last online: -)

192.168.1.103 o

Empty drawers:

Large Capacity Feeder (left)
Low paper level for drawers:
Drawer 1,Large Capacity Feeder
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Clicking to one device will directly switch to the corresponding device showing more details regarding
the warning/errors.

‘Q Search device...

v | (MFPO7486171)

[0 192.168.1.103

[0 192.168.1.112

(Ml MFPO7486171

® Empty drawers: Drawer 1, Drawer 2, Large Capacity Feeder (left)

General v
-
Prices w
Last update: 23.06.2023 16:42:03
|| Toner levels
vellow [ | 78%
Magenta _:l 829
Cyan | | 75%

- e

Paper drawers

Drawer 1 | | 0%
Drawer 2 [ | 0%
Large Capacity Feeder - | 25%
Large Capacity Feeder (left) | | 0%

[«] [<] [>1 [»1
Page:
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12.4.4 Schedules

A lot of tasks In e-FOLLOW can be performed automatically. e-FOLLOW provides a powerful
schedule tool for defining and planning the execution of these tasks.

m = ¢ Configuration help Logout
- FOLLOW
-~ Profossional
ADD REMOVE
MANAGEMENT e Balance [ 2 ]
User list
Departments ProjektImport Description: [change]
Permissions ek Activated:
Projects Mext run: 23.06.2023 18 v |:| 00 v
Domains

Repeat every:

DEVICES [ years [ months | days | hours | minutes |
Virtual Queues 0 ] 1] 1 0
Printers
Toshiba
Toshiba esF Task type: "Balance change” [ 3 ]

Ignore missed tasks: .

MetCardReader
Add balance [+] ~ 10,00 |€
Mobile print
Load UP || O For all users

® For users from list and all users from these departments:

REPOR
t: Abteilung Einkauf
Reports

Accounting

SETTINGS

General

User portal &
User tools

Dashboard

Rules

[+1 -1 [+1 -1

Reader profiles

[1] Task list
The task list can hold an unlimited number of scheduled tasks. Click to ADD to create a new task or
click to DELETE to remove an existing task from the list.

When adding a new task, you need to enter a task name and the type of the task. It is also
recommended to enter a short description.

Enter a name and choose the type for the task
[2] Schedule Task name =
The schedule section defines when a task is executed. Description
Select the date and time for the next (fist) execution. Then —
. i Task type Synchronization A

select the repetition options. Synchronization

Report creation

Export transactions to SQL

Balance change

Project import
[3] Task details Database backup

A . . . User quota change

This section describes the details of the scheduled task. Department quota change

Device gquota change

Remove Card Ids
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12.4.4.1 Synchronization

This will automatically synchronize the e-FOLLOW Task type: "Synchronization”

user database and the domain. ) _
Domain: SE:; _m:jh‘ main CS_AAD

You can select if new users shall be added and/or P ®

what data shall be updated if they have changed in

the domaln Generate random PIN for new users

’ PIN length 3
d d br il

If new users are added to the database a random e s

Login PIN can be created and sent to the new Synchronize user’s alias @

users email address. Remove spaces from alias ®
Remove existing aliases before
Import
Synchronize user's display name .
synchronize user's e-mail address .
synchronize user's home directory .
Synchronize user's department .
Synchronize user's card 1D
Synchronize user's login-PIN .

12.4.4.2 Report creation

This task will automatically create a Yask typa: "Raport creation™

report and send it as an attachment

V|a e_ma|| Recipient e-mail address  dwilemsSdomain com [shaw detailz]

Here you can select the type of the Report: Depariment - eremary v [showrepor]

report that shall be scheduled. Select = arved| oy Dopamert v 1

the sorting order and the file type.

File type

If you like to automatically receive
reports like "last month device

& pdf D esv

[creass filbers]

summary"” or "Ytd total of department X" it is recommended to create a custom report first and have

this scheduled here.

Version 5.9.0

Operator Manual



e-FOLLOW page 249

12.4.4.3 Export transactions to MS SQL

This task will export the transaction data
(user’s copy-, print-, scan- and fax- #al
activities) to an external SQL database.

Degscription: [shangs]
Aotivated: I__.
. Hext : 10.03.201L7F 15 |=|: | 17 | =
[ 1] Enter the database details and et n : =] [=]
credentials. Fepeat svery:

If allowed by SQL Server, you can also
use Windows Authentication.

[y | manthis [ dayes [ hours | minates
o a 0 1 a

[Exmeubs naw ]

[ Execute now ] will run the task

immediately. Task type: "Export transactions te SQL"
Hastname 1P 192.166.1.224 [ 1 ]
Fort 1433
. . Windows Authentication
Use the [ Test connection ] link to
check if e-FOLLOW can establish a isername e
connect to the selected SQL-database. Fassword R —
Dastabase tamipdb 'E
Scheama

[Test conmection]

Tahls e-FOLLOW _records [ 2 ]
[2] The table e-FOLLOW_records will Lermabs fable]
be created by clicking to the Last export 10.03.2017 1510721
[ Create table ] link. Rasat last axport]
If the table already exists
it will be deleted
(d ropped) and created DOrop table 'e-FOLLOW _records” and creats new tabls?

new.

This must b= done be=fors the first run, f table wasn't already crested by snother e-FOLLOW server.

[Cancel] (o)

e-FOLLOW remembers the records already exported to the MS SQL database. In case you need to
export again all data — e.g. after recreating the table — you can reset the last export by clicking to
[ Reset last export ]

In addition to the default reports the device’s serial number, Model, Location and description are
exported to the SQL database.

I At current no other SQL databases than MS SQL are supported.
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12.4.4.4 Project Import

This task will automatically import the list of projects, sub-projects and user assignment into e-
FOLLOW via a .csv file.

[1] Import file: importpeojects

The location and filename of the .csv

file is fix. So please make sure the file Beacnption:  frhange]

is named project_import.csv and Aetivated: a

located in the root of e-FOLLOW install Mlest run: 23.07.2018 | |15 ¥z 00 ¥
path as indicated here. Repeat svery:

| veare | monthe | ey | boun | mintes |
a 0 o 1 o

Task bype: "Project imporl”™

Impart file: C:'Program Files'e-FOLLOW\project_import.csv [1]
Struchure of the CSV file: [2]
project subpraedt, wiarmame

Subproject and username are opbional, Username must alweays be in third place,

IDROP_TABLE 2t the first line will delete all projects and user ass gnmer‘.s.[4]

=F o prye
2.q.
project] subprojectl
project] subproject2
project2

project3 subprojectl

Syntax for user assigned projects:
E.Q.

projectl subprojectl, usernamel
projectl = pr':_‘.:ct!.u:rnamel
project?, usernamel

project], username?

Descriptions for project and subproject can be added with brackets:
project1(description], subproject{description]

Far more mfsemation and examples see documenalics.

[3]

Separator: Comma ¥

Brackets for descriptions | Round brackets (Desoription) 7

[2] Syntax
Make sure the structure / syntax of the .csv file is correct. Please refer to the examples for global and
user assigned projects.

Global: project-name
project-name, sub-project-name*

user assigned: project-name,,username
project-name,sub-project-name*,username

*) sub-project name is optional. Make sure, that in case of user assigned projects the username is
placed as third field.

[3] Separators
Here you can define the field separators (comma, semicolon or tab stop) and the type of brackets
containing the descriptions.

[4] 'DROP_TABLE
If you add the expression ''DROP_TABLE' at the first line of the .csv file all project codes and user
assignments will be deleted before importing the data from .csv. Else the data will be appended.

Version 5.9.0
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12.4.4.5 Database backup

This task will automatically create a backup

of the e-FOLLOW database and registry
settings.

The number of backup files defines how
many backups will be stored. If the

maximum number of backups is reached,
the oldest backup will be replaced by the

newest one.

The backups will be stored in
C:\Program Files\e-
FOLLOW\db\backup\schedules\

12.4.4.6 Change balance

This task will automatically modify the
balance (money) of the user's accounts.

Enter the amount of money and select if
this amount shall be added to, deducted
from the user balance or if the balance
shall be set to this amount.

Then select if this task shall be applied
to all users or to individual users and/or
departments.

If you enable the switch Ignore missed
tasks e-FOLLOW will not retry to
execute tasks that could not be run at
the scheduled time due to any reason.

Task type: "Database backup creation™

Plumber of backup Ffiles: (i

Hinvt:

The number of baclup files indicates how many database back

backup folder, Once the number of max. backups is reached th

replaced by the neweat backup file

Scheduled database backups are stored in the directory
CrYProgram Files\e-FOLLOW db\backuphschedules’,

Far restanng a backup please go ko 'SETTINGS -= 'General’ -= '

'Restore database’.

Ignare missed tasks: ol e

ips will be kept in the
e aldest backup will be

zarver and Select

Task type: “Balance change™

Add balarca [+] - 500 £
For all users
9 For wsers fram lisk end all users from these degartments:
§ A
[F oorcthy williams ]l Logistics
[ Peter Clark

12.4.4.7 Change quota (user, department, device)

This task will automatically add or set
quotas. Depending the task type quotas
will be set for users, departments or
e-BRIDGE X devices.

Select the type of quota (total, color,
copy, print, fax, etc.), if it shall be set to
an amount of pages or added to the
current quota and finally the amount of
pages.

Then select if this task shall be applied
to all users or to individual users /
departments / devices.

lgnors missad tasks: el -

Task ype: "Quola change™

Add colorounta - 500 Pages

& Faor all usars

D For uzers from fist:

If you enable the switch Ignore missed tasks e-FOLLOW will not retry to execute tasks that could not
be run at the scheduled time due to any reason.
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12.4.4.8 Remove Card IDs

This task will remove the association of
card IDs to user accounts. This may
make sense if a set of 'one day' cards is
emitted to users that have forgotten their
personal card or if cards are replaced
every X months/years.

Select if all card ID associations shall be
removed or if only the card IDs from the
below list shall be removed.

Use [+] and [-] to add orremove
card IDs to / from the list.

Version 5.9.0

DellDs

Description: [change]

Activated: [ &

Mext run: 29.01.2019 | | 00 [=]:] 00 [=]

Repeat every:
o a 1 a o

[Exmcute now]

Ignore mizead tasks: [ o

Task type: "Remove Card Ids”

© Remove all card Tds
@ Card 1ds from list:
F756e3da

Sb31c0Fs

Jlac3Ef?
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12.4.5 Rules

e-FOLLOW provides a very convenient and powerful tool to apply rules for routing and converting of

print jobs.
/‘-ﬁ = ¢ Configuration help Logout
- FOLLOW
- Protossional —
ADD ACTIVATED: ON FINALIZE CHANGES ()
MANAGEMENT Q search... IEI force B&W  [chang=]
User list B o . part
Permissions Action: Convert to blackdwhite [change]
Projects Notification: )
Domains
Applies to:
DEVICES
Virtual Queues Users: Departments:
Printers -- ALL -- ALL -
Toshiba
Toshiba eSF
NetCardReader [+1 [-1 [+1 [-1
Mobile print ||
Load UP Queues/Printers: Security groups:
- ALL -- ALL -
REPORT
Reports
Accounting
+1 [l [+] [-1
SETTINGS
General Entra ID groups:
User portal & control-systems.de
User tools
Dashboard
Schedules 1 =
Reader profiles Page:
. [Switch to editor]
This enables you to setup a very sophisticated rule based print management system.
Based on several conditions
Conditions
Document name | Contains..
Ends with..
Starts with Application OUTLOOK.EXE
Document name
Pages # Greater than.. Pages#
Less than.. File size
File size Greater than.. Paper format
m Color print
Less than.. Duplex
Paper format Unknown, A3, A4, A5, ... ”’t
Color print Y/N
Duplex Y/N
Printer language | Unknown, Postscript, PCL
Sending host [client IP / hostname ]
Application Application name (Check
Print job details in Virtual
Queue for exact application
name)
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A specific action can be executed.

If the condition was met, following action will be invoked for the job:

Actions

Delete -

Convert to Black & White
Duplex
B&W + Duplex

Move to queue

[virtual queue]

Change user

[ username ]

Black & White

You can define as many rules as you like. Use the arrows behind the rule

name to change the order of execution.

If enabled a Notification is sent to the user if the
job has been processed / modified due to this

rule.

For each rule you can define if it is a 'general'
rule or if It shall apply to specific users,

departments, groups or queues.

Attention

ADD ACTIVA

fomce BW ¥ A

m—

Motification: (0]
Applies to:
Users: Departments:
ALL -- ALL
[+] [-1 [+] [-1
Queues/Printers: Security groups:
ALL -- - ALL

Entra ID groups:

control-systems.de

The 'Convert to..' actions can only be applied to Direct Queues for Toshiba / Toshiba eSF devices.
Trying to apply them to 'Printers’ will have no effect.
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To not disturb current printing of users you can switch off the
e-FOLLOW rule system by clicking to the ACTIVATED button.

Once it's Off you can ADD FINALIZE CHANGES
add or modify rules . -
without taking effect on Q search... U2 forcemaw rchance)
current printing. 0 v 4| Condition: Document name starf®  fchange]
Action: Convert to black@white  [change]
Notification: (0]
Applies to:
Users: Departments:
ALL — ALL
[+] [-1 [+] [-1
|| Queues/Printers: Security groups:
ALL - ALL
[+] [-1 [+] [-1
Entra ID groups:
control-systems.de
[+] [-1

When you have done any modifications on rules the FINALIZE CHANGES status changes to
FINALIZE CHAMGES | )

Clicking to FINALIZE CHAMGES | ) will generate the script and save it to the database.

The FINALIZE CHANGES status is changing to i\fj .

e-FOLLOW is using the Python script language. By clicking to the [ Switch to editor ] link on the
bottom you have direct access to the script editor.

Attention

any changes done inside the editor may lead to malfunction of the rules system. This editor is
intended for administrators only being very familiar with the Python syntax.
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ACTIVATED: OFF SAVE SCRIPT

Python script:

# coding=UTF-8
def runScript(job):

#Rule 1: +100 - VQ
if job.Pages > 100:
job.MoveTo("54412f2b2a%c330ee01fadfa")

#Rule 2: eml to BW

if ".eml" in job.Documentiame lower() and job.QueueName in ["Toshiba.alt3"]:
job.ConvertToBW()

return job

o Make sure to activate the rules system by clicking to the ACTIVATED button before leaving this page.
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12.4.6 Reader Profiles

Card reader profiles are used to modify the string read by a card reader.

D)

MANAGEMENT
User list
Departments
Permissions
Projects

Domains
DEVICES

Printers
Toshiba
Toshiba eSF

Mobile print
Load UP

REPORT
Reports

Accounting

SETTINGS
General

User portal &
User tools

Dashboard
Schedules

Rules

- FOLLOW
2.

Profossional

Virtual Queues

MNetCardReader

Reader profiles

Eod ¢ Configuration help Logout
ADD REMOVE
Reverse
Skip at front 0 12345678%0
skip at end 0 12345678590
Characters to use 3 12345678
Revert byte-by-byte ® 78563412

Convert

Format

78363412

78363412

Default profile for new devices

This can be required if the UIDs of your cards are already stored in active directory. Depending how
the IDs are read by the reader the IDs might need to be converted or reversed so they match.

To add a new profile click to [ + ].
You can enter a test string to directly check the impact of the current settings to the string.

You can use the Test string field to insert data and check if the conversion is working properly
according the data that are required.
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13 IPP printing

e-FOLLOW offers a variety of scenarios for printing via secure IPP to multiple print servers from inside
an organization or from external via Internet. Therefore e-FOLLOW provides two main services

DataManager a unigue service for each organization / site

PrinterManager a queue- and printer monitoring service that can be installed on multiple Print
Servers of an organization. A stable network connection to the DataManager is
mandatory.

13.1 'Standard’' printing to e-FOLLOW Server

This is the most common setup. The e-FOLLOW PrinterManager is installed on the main server where

the DataManager is hosted.

iy
rouow

DataManager

e
Cert B

https//e-FOLLOW:443/Q PrinterManager

Clients, printing to a queue hosted on the local PrinterManager must use the queue’s internal URL.

Click to [ IPP URLs] and
select / copy the URL —
either IPP or IPPS - of
the desired queue.

Version 5.9.0

CSIP2020.csvs.local {192,168.1.35) ®  [manage PrinterManager] [IPP Server Settings]

Q, Search queue ... I Virtual IPP queue  [IPP URLs) I .
Auto-delete jobs that have not been printed | after
oz -
|:| C‘i} (3 Jobs) SELECT REFRESH: ON FILTER: OFF
#% VQ_IPP
O | [rome = fuser o

IPP URLs for selected queue

Printing via IPPS requires a client certificate.

Click on the link [IPP Server Settings] above to download the certificate.
It only needs to be installed once for all printers on this print server
(Trusted Root Certification Authorities for local computer)

http://192.168.1.35:631/VQ_IPP [copy url]

G S CEATNE  hitps://192.168.1.35:443/VQ_IPP [copy url]

(AR E LRIl http://CSIP2020:631/VQ_IPP [copy url]

https://CSIP2020:443/VQ_IPP [copy url]
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In case IPPS shall be used on a Windows client, the appropriate certificate for that PrinterManager
needs to be installed on the client.

CSIP2020.csvs.local (192,1565.1.35) ®  [manage PrinterManager] [IPP Server Settings]
Change |PP Settings ®
External hostname for IPP Server: | cs1Pz020 |
IPP Server Port: | 631 |
IPPS Server Port: | 443 |

Download client certificate for IPPS printing.
Install this certificate to the Trusted Root Certification Authorities for local computer
on all dient computers printing via IPPS to e-FOLLOW.,

[IPES certificate for internal IP address] https://192.168.1.35: 443/ certificate

[1PPS certificate for external hostname] https://CSIP2020:443/ certificate_external

Click to [IPP Server Settings]. Here you can download the certificate for the PrinterManager.

L~

o You can also use the URL http://e-FOLLOW_Server IP:631/certificate to download the certificate.
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13.2 Internal printing to a remote Print Server

In case an organization runs multiple Print Servers the e-FOLLOW PrinterManager Service can be
installed on each server as a Remote PrinterManager.

Remote Site

Cert_remote

———————————rer— Remote
https/fremote_IP:443/Q PrinterManager

In e-FOLLOW Management each PrinterManager has its own tab.

[1] this is the local PrinterManager tab
[ 2] this is the (first) Remote PrinterManager tab.

Clients, printing to a queue hosted on the Remote PrinterManager must use the queue’s internal URL.

[ 1 ] CSIP2020.csvs.local cssupportvm(1.firma.intra [ h ]
cssupportvm01.firma.intra (192.1658.1.207) @  [manage PrinterManager] [IPP:
Q, Search queue ... virtual IPP queue [1pp URLs] [ 3]

=L e Ly ) o | R R s gL

0 -
IPP URLs for selected queue 2

Printing via IPPS requires a client certificate.

Click on the link [IPP Server Settings] above to download the certificate.
It only needs to be installed once for all printers on this print server
(Trusted Root Certification Authorities for local computer)

ST B L NT M  http://192.168.1.207:631/ipp [copy wrl]

S B LRI https:/f192.168.1.207:443/ipp [copy url]

[ 3] Click to [ IPP URLs] and select / copy the URL — either IPP or IPPS — of the desired queue.
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In case IPPS shall be used on a Windows client, the appropriate certificate for that PrinterManager
needs to be installed on the client.

cssupportvm01.firma.intra (152.168.1.207)®  [manage PrinterManager] [IPP Server Settin)

External hostname for IPP Server: |

IPP Server Port: | 631 |

IPPS Server Port: | 443 |

Download client certificate for IPPS printing.
Install this certificate to the Trusted Root Certification Authorities for local computer
on all dient computers printing via IPPS to e-FOLLOW.

[IPPS certificate for internal IP address] https://192.168.1.207:443/certificate

Click to [IPP Server Settings]. Here you can download the certificate for the PrinterManager.

o You can also use the URL http://Remote_Server |P:631/certificate to download the certificate.

Operator Manual
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13.3 Printing to e-FOLLOW from external (via internet)

For this setup you need to make sure that your e-FOLLOW has an correct DNS setting so it can be
resolved from any client connected to the internet.
Make sure your firewall is setup correctly to forward all requests on port 443 to your e-FOLLOW

server.

-

[ 1] Click to [IPP Server Settings] to enter the external hostname [ 2 ] for the e-FOLLOW Server.

CSIP2020.csvs.local (192.165.1.35) @ [manage P'intsrr-‘lanaglr]

- ;1%
[IPP Server Setfings

External hostname for IPP Server: CSIP2020 [2]
IPP Server Port: 631
IPPS Server Port: 443

Download client certificate for IPPS printing.

Install this certificate to the Trusted Root Certification Authorities for local computer

on all dient computers printing via IPPS to e-FOLLOW.,

[IPES certificate for internal IP address] httgs:f/lgg.lﬁ&l .35:443/certificate
[1PPS certificate for external hostname] https://CSIP2020:443/ certificate_external [ 3 ]

This will generate a second IPPS certificate for the external hostname of that PrinterManager [ 3 ].

Now you can download the certificate for the PrinterManager.

You can also use the URL http://e-FOLLOW_SERVER [P:631/certificate_external to download the

certificate.
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Clients, printing from external via the internet to a queue hosted on the PrinterManager must use the
queue’s external URL.

[1]Click to [ IPP

URLS] and select / CSIP2020.csvs.local {192.168.1.35) ®  [manage PrinterManager] [IPP Server Settings]
TI;JFF’))(I):TSI}’JSRI: ;felﬂ"eer Q, scarch queue . |5) | virtual 1PP queue (1o Ui [1]

o BUtC OCIElE JoDs et nave not peen prmted | after

0 e e
ecee | o I T C—
select external IPPS (1 Jobs)

desired queue.

URL to connect from IPP URLs for selected queue
an 'outside’ client
Cco mputer. Printing via IPPS requires a client certificate.

Click on the link [IPP Server Settings] above to download the certificate.
It only needs to be installed once for all printers on this print server
(Trusted Root Certification Authorities for local computer)

http://192.168.1.35:631/VQ_IPP [copy url]
OISR LT hitps://192.168.1.35:443/VQ PP [copy wrl]

is strongly http://CSIP2020:631/VQ_IPP [copy url 2 ]

recommended to use

IPPS on port 443 https://CSIP2020:443/VQ_IPP [copy url]
instead of

unencrypted IPP port
631 ——

For security reason it
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14 IPP Printer-Installer

From the UserPortal users have access to the Installer-packages of IPP queues.

- FOLLOW
e " cloud

@ Type Name Installer &8 Details

Ingo Pfeiffer

. Ippinstaller.exe Archive Windows
:!: e-follow.cloud (preconfigured) (.zip) Installer Show details

PRINT

(.msi)

History
Print jobs
Upload
TOOLS
ACCOUNT
Settings
Permissions.

Logout

o Any kind of IppInstaller must be run as administrator.

14.1 Ipplnstaller.exe (preconfigured)

After executing Ippinstaller.exe (preconfigured) it will download all necessary files to a directory with

the same name as the executable. Also a log file is generated, which can be sent to the support in
case of problems.

¥ = | Downlaads
m Start Freigeben Ansicht
« = + 4 ¥ > DieserPC > Downloads

~

Name Anderungsdatum Tp Groke

3t Schnellzugriff

I Desktop + ~ Heute (3)

3 Downloads . @ Ippinstaller_ingo pfeiffer@control-systems.de IPP-Queue TOSHIBA V4 Printer Driver v10.70xbd. o 15.06.2023 18:00 LOG-Datei 1KB

Dok " + % Ipplnstaller_ingo.pfeiffer@control-systems.de_IPP-Queue_TOSHIBA V4 Printer Driver v10.70x64.exe  15.06.2023 18:00 Anwendung 100 KB
ckumente

= Ipplnstaller_ingo.pfeiffer@control-systems.de_IPP-Queue_TOSHIBA V4 Printer Driver v10.70 x64 15.06.2023 18:09 Dateicrdner

&=L Bilder b4

€ e-FOLLOW IPP Printer Installer v2.0.1 X

Printer name [P

IPP server URL: https://ipp-cstest test efollow cloud:443/1P
Printer driver [TOSHIBA V4 Printer |
Install certificate

Install printer driver e-FOLLOW IPP Printer Installer v2.0.1 >

Install Print

o Printer with name “IPP-Queue” already exists.

Please choose another printer name.
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It will also check if the printer name already exists and will force the user to user another printer name.
14.2 lpplnstaller ZIP archive

The Ipplinstaller ZIP archive contains all files which are needed. The configuration is included as the
file config.cfg. The user has to extract the ZIP archive and run the Ipplinstaller.exe.

Mame GroBe Gepackte GroBe
di 38873729 18932419

@/ config.cfg 165 170

[&]IppInstaller.exe 101 376 36485
PP

@printer_pmpemes.mt 14270 2990

The Ipplinstaller is the same as mentioned above. It will also check for existing printer name and will
also write a log file.

14.3 Ipplinstaller MSI installer

The MSI installer will install the Ippinstaller to the desired location and will then execute the same
Ipplnstaller as mentioned abve.

ﬁ e-FOLLOW IPP Printer installer (e-follow.cloud) Setup — x
~ ) Wel to i COLLAIAL TOD Dt
()- FOLLOW in 45 e-FOLLOW IPP Printer installer (e-follow.cloud) Setup — *
Destination Folder %
(Click Next to install to the default folder or dick Chanae to choose anather, 2" F O -=OW
The
(e ®
Ca -
Install e-FOLLOW IPP Printer installer P =
fter
& |
Printer name: ‘IPP-Queue |
|C:\Prngram Files (x86)\e-FOLLOW Tf
IPP server URL: https://ipp-csdest test efollow cloud:443/1P
Change...
Prirter driver: [TOSHIBA V4 Printer |
Install certficate
Install printer driver
Install Printer

Back [ Finish ™ Cance

After the installation it can be uninstalled with the windows control panel. While uninstallation also the
IPP printer will be removed.

0]

— “ 4 [ » Systemsteuerung » Alle Systemsteuerungselemente > Programme und Features w & Programme und Features durchsuchen

Startseite der Systemsteuerun . . .
4 d Programm deinstallieren oder andern

Installierte Updates anzeigen

E; Windows-Features aktivieren
oder deaktivieren

Wahlen Sie ein Programm aus der Liste aus, und klicken Sie auf "Deinstallieren”, “Andern” oder "Reparieren”, um es zu deinstallieren.

Programm vom MNetzwerk Organisieren ¥ Deinstallieren  Andern

installieren =
Mame Herausgeber Installiert am  Grafie Version
€ e-FOLLOW IPP Printer installer (IPP-Queue) Control Systerns GmbH & Co.KG 15.06.2023 167MB 201
€ e-FOLLOW IPP Printer installer (e-follow.cloud) Control Systerns GmbH & Co.KG 15.06.2023 16,7MB 2.0
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15 Manual creation of IPP Printer-Installer

Beside of the autogenerated Ipplinstaller packages from the user-portal it is also possible to create an
installer ZIP-archive manually. The package can be downloaded from the > SETTINGS —> General
- Instructions & Configuration page.

—

Instructions &
Configuration Instruction to set up Toshiba eSF devices

Instruction to set up Toshiba e-BRIDGE Next devices

Windows FopUp

IppInstaller

Download:
IppInstaller.zip {version: 2.0.1)

Ipplnstaller.exe must be executed as Administrator € &-FOLLOW PP Printer Installer v2.0.1 x

There is also a silent version of Ipplinstaller, Prnter name: Lr oo

Ip p Instal |eI‘SI|ent exe. IPP server LURL: https:/fipp-ca4est test efollow cloud:443/1P
Printer driver: [TOSHIBA V4 Printer |

Install certificate
Install printer driver

Before executing Ipplnstaller it needs to be customized foryour Instal Prirter
specific needs.

IPP Installer consists of these components.

Mame Typ Komprimierte GroBe
driver Dateiordner
@ config.cfg Configuration-Cuelldatei 1KE
[5] Ipplnstaller.exe Anwendung 33 KB
[5] IpplnstallerSilent.exe Anwendung 33 KB
(@ ReadMe.bct TKT-Datei 1KEB
IpplInstaller.exe the installer program

IppinstallerSilent.exe The same installer program but with build in silent parameter
config.cfg the configuration file for IppInstaller

driver Subdirectory holding the printer driver for the IPP/IPPS Queue

This allows you to create individual IppInstaller-packages, suitable for your current requirements.

e.g.
e packages for each IPP/IPPS queue
e packages for IPP/IPPS queues to be installed on PCs running inside your local network

e packages for IPP/IPPS queues to be installed on PCs running outside your local network

Version 5.9.0
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15.1 Ipplnstaller config.cfg

Ipplnstaller can get its configuration from command line parameters or config.cfg. If you download
Ipplnstaller from the user-portal the configuration is included to the .exe file.

The configuration from config.cfg has priority over the included to .exe file configuration. And
configuration by command line parameters has priority over config.cfg.

E.g. the config.cfg file for IppInstaller can look like this:

| config.cfyg - Editer — O *

Datei Bearbeiten Format  Ansicht  Hilfe
server=https://
name=e-follow.cloud
Horceinstalldriver
readonlyserver
lang=en

Parameters (for command line and config.cfg):

debug This will add more detailed information to the installer-log. It can
be disabled by # or by removing it from the config.cfg file.

server= * This defines the full URL of the IPP/IPPS printer to be installed.
Make sure to enter the correct URL.

name= shown name of the printer

silent If enabled the installer will run in silent mode. It can be disabled

by # or by removing it from the config.cfg file.

forcecertificate If there is an .cer file in the certificate directory it will be forced to
be installed. Not needed for e-FOLLOW.cloud

forceinstalldriver If there is an driver in the driver directory it will be forced to be
installed.

download_driver= Download driver as ZIP archive from the given URL. The ZIP

archive will be extracted at the start of Ipplinstaller.exe.
download_cert= Download certificate from the given URL.

download_printer_properties= Download printer properties file from the give URL. Explanation
to get this file can be found at the e-FOLLOW.cloud
Management-> Settings> General->User Portal

readonlyserver IPP Server URL is read only

readonlyname Printer name is read only

lang= Lanuage of IPP Installer. Currently available: de en
uninstall Uninstall Ippinstaller

uninstallall Uninstall Ippinstaller and remove printer

*) Make sure to use the correct URL.

[ 1] Select the IPP printer / virtual queue of your choice
[ 2] Click to 'Virtual IPP queue — IPP URLs'

[ 3] Copy the URL — external IPPS
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MANAGEMENT efollow-vm-dev (172.16.0.4)  [manage PrinterManager] [IPP Server Settings]
User list ) )
Q, search queue ... @ Virtual IPP queue  [IPD UAL=] [ 2 ] J
Departments fobeodesceche Home i i after 3 hours v
Permissions O virtualg SELECT FITER: OFF  MODIFY
Projects L (o
J o BB Im_-_
Domains (3 Jobs)
Testseite 1 1/13/2022 7:19:12 ..
DE\)’ICES LI LI — An 447 Ann CLan.As
[ 1 ] < T IPP URLs for selected queue ®
Tooioe Printing via IPPS requires a client certificate.
: Click on the link [IPP Server Settings] above to download the certificate.
Toshiba eSF ) h inioE
It only needs to be installed once for all printers on this print server
MetCardReader {Trusted Root Certification Authorities for local computer)
Maobile print
https://efollow-dev.germanywestcentral.cloudapp.azure.com: 443/ test [copy m!]3 ]

15.2 Ipplnstaller — driver

Ipplnstaller allows you to install any driver of your choice.

Copy the full content of the driver package to the driver folder.

Make sure the driver’s
the ..\driver folder

.Inf file is located in the root of

+ Ipplnstaller > driver v B 2
. -
Marne Ande
=4 esfbu.cat 05.02.
esfEu.dll 05.02.
[ esféu.gpd 05.02.
£ eSféuint 05.02.
£ esféuini 05.02.
[ esféu.ver 05.02.
[7] esféuxml 05.02.
esfeuaddprinter.dll 05.02.
i esfeuaddprinter.zip 05.02.
[ atffihaca dll 05 7

If there is a ZIP archive with the name driver.zip in the Ipp Installer root directory at start it will be

extracted to the folder \driver.

You can also specifiy one URL with downloaddriver= where driver.zip can be downloaded.

Version 5.9.0
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15.3 Ipplnstaller — certificate

e-FOLLOW IPP-Server supports both SSL and non-SSL protocol on default port 443 (SSL) and 631
(non-SSL). If required the ports can be modified

CSIP2020.csvs.local (192.165.1.35) ®  [manage PrinterManager] [IPP Server Settings] [ 2 ]
External hostname for IPP Server: CSIP2020
IPP Server Port: 631
IPPS Server Port: 443

Download client certificate for IPPS printing.
Install this certificate to the Trusted Root Certification Authorities for local computer
on all client computers printing via IPPS to e-FOLLOW.,

[IPES certificate for internal IP address] https://192.168.1.35:443/certificate [ 3 ]

[IPPS certificate for external hostname] https://CSIP2020:443/ certificate_external

[ 1] Select the desired PrinterManager

[ 2] Change the desired port settings if required

Attention

Some operating systems (e.g. Mac OS) require the default ports

[ 3 ]1download the certificate and copy it to the certificate folder.

Make sure to select the correct certificate

e Use [ IPPS certificate for internal IP address ] for installing IPPS queues on client PCs inside
your network (local)

o Use [ IPPS certificate for external hostname ] forinstalling IPPS queues on client PCs outside
your network.

Attention

When running IpplinstallerSilent.exe , the certificate in ..\certificate\ will NOT be added to the system.
Make sure to add the correct driver to ..\driver\ and the settings for server= and name= are correct.
You can also run IppinstallerSilent with server= and name= as start parameters. E.g.

IpplinstallerSilent.exe server=https://printserver02.local:443/VirtualQueue name=VQps02
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15.4 Roll out IPP printer with group policy

In case you like to roll out an IPP/IPPS queue to clients via policy it is recommended to

e roll out the certificate to client’s Trusted Root Certification Authorities
e place the Ipplinstaller-package on a Server that all clients have access to
create a .batch file executing IppinstallerSilent.exe
Add the batch to clients GPO startup script

Version 5.9.0

Operator Manual



e-FOLLOW

page 271

16

Braintree Account

To accept payment via Braintree online payment service you need to sign up. This chapter illustrates a
typical Braintree Account sign up procedure and can be used as an example for setting up your own
account for use with e-FOLLOW.

16.1

Braintree sign up

This example shows a typical sign up procedure. The actual sign up details may vary depending on
your country.

Enter all required information and confirm by clicking "Agree & Create Account".

Open the Braintree website on https://www.braintreepaments.com
Select your country on the bottom of the site
Click "Sign Up"

Hi, nice to meet you.

Signup for Braintree and start accepting cards and PayPal in minutes. If you

already have an account, log in.

¥Your Email Address

exampla@email .com

Your Password

Create a password

Where Is ¥Your Business Located? w
Garmany

What I!':I.I.I'rﬂ"l'lC'sl' [+[+] '!Irﬂl.'l want o gﬂt Fﬂ'lﬂ an?

Select one...

By creating an account you agree 1o the Payment Services Agregment, Privacy

Policy and the applicable Bank Agreement

B Agree & Create Account

Operator Manual
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Welcome to Braintree!

This is your production-ready Braintree Control Panel. Here you'll be able to manage

customers, payment methods, and see your total sales volume.

Click next and continue to setup the account.

Our support team

Customer happiness is our #1 priority. In the unlikely event that we need to contactyou, a

phone number is our favorite alternative to email. We promise that we won't spam you.

Your Phone Number

441234567850

Enter your contact phone number and click Next.

o You should have the following details on hand before starting this step
e Contact Name and Address Details

e Business Name and Address (the Business in this case is the entity accepting payments for
e-FOLLOW).
e Banking Details (example: IBAN)

All Set!

Go ahead and start processing! Once you complete your account and get approved, we will

automatically disburse your funds inte your bank account.

Take me to my Dashboard

Proceed by clicking "Complete your account now"

Version 5.9.0
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First Step: Owner Information

Enter the owner

. N Full Name

information.
First Name Last Name
Phone Required Birthdate
Phone Number yyyy-mm-dd

Where do you live?

Country

Home Address

Start typing your address

Next Step: Business

Second Step: Your Business

. Industry Business Type
Enter your business
. Select one... - Select one... -
details...
Business Name Legal Name
ExampleCo Example Co Enterprises, Itd
Business Phone Registration Number Website
+441234567890 Business Number (optional) http://example.com
Business Description
What service do you provide? Who are your customers?
Business Address
Start typing business address
Third Step: Processing Information
Enter some

information regarding
transactions sizes. Do you offer subscriptions?
e'FOLLOW doeS nOt Annual Sales Average Transaction Largest Transaction
support subscription
payments, so keep
this to No.

£ 50,000 £/10 £/100

Next Step: Delivery
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Delivery Details
Enter the delivery
details. Note that When do you charge? When do you Deliver?
e-FOLLOW is a pre- Select ane... *  Selectone... -
payment service.

Banking Information

Enter your banking
details and click to
"Finish Account" |

IBAN

Sort Code

During completion you will be directed to the dashboard. You are requested to confirm your email
address.

Check your inbox and confirm the account.
Your account is now ready to accept payments.

16.2 Braintree Dashboard

The Braintree dashboard is your account management interface covering all actions from transaction
reporting to refunds and other policies. A full description of the account management functions is far
beyond the scope of this document, however user guides and help topics are available from the
Braintree support site.

General Support https://support.braintreepayments.com

Overviews https://articles.braintreepayments.com/get-started/explore

Control Panel https://articles.braintreepayments.com/control-panel/basics/overview
Refunds https://articles.braintreepayments.com/control-panel/transactions/refunds-

voids-credits

16.3 PCI Compliance

Although Braintree securely stores and processes card data, you will still need to complete an annual
Self-Assessment Questionnaire (SAQ) in order to be PCI compliant. The Braintree accounts team will
contact the account holder within 30 days of signing up with Braintree. More details on this procedure
are described here
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https://articles.braintreepayments.com/reference/security/pci-compliance

16.4 API Keys
The API Keys related to your account must be placed into the e-FOLLOW configuration.

In the dashboard top menu navigate to Account->API| Keys

qts Help Account

My user
APl Keys

Logout

Copy the values for

e Public Key
e Private Key
e Merchant ID

And insert them into the appropriate fields in e-FOLLOW configuration of the Braintree service.

Braintras

Depaosit balance with
Braintree

Es"n’&:ux mdda -.' h]

Merchantld shange]
Publickey (shangs]

Privatekey chama]

Depasit valses: 1,00
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17 PayPal Account
There are a few steps to go to obtain your PayPal Client-ID and Client-Secret.

Step 1: First of all, visit Paypal Developer Network, and on the screen that appears, Login to the
dashboard.

T -

Dei AP Tooki z T PayPalcom Somrch
PayPal e !

Lo n ta Duphboand

B You will tlart Eo w e some ipgrades to the PayPal devoloper experionde in the oomeng montbo, Learn mote bete.

Build Modern Commerce with PayPal

Developer tools and resources to integrate PayPal Commerce Platform.
Learn more about our mission to improve the PayPal developer experience. v

@ developer.paypal.com/home
PEFPEYP ( Log in to Dashboard )

k|

After successful log-in, you will be able to access the dashboard. Click on Create App button.

Pﬂ'y’p'l:ﬂ Docs  APis Tooli  Sups

art  PayPal.com

— My apps & credentials
My Appi & Credentish My Adgount

REST AP apps '

aunt

chcking Create App. PayPal Commerce Platform for Business uiers can get started guickly b

the Default Application credentials va test PayPal REST AP ir

App name Actions I
Default Application SySDEm @enerated, no altons available

LIVDICHAD AD] S
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Step 2: Here is “Application details”, enter the name of your Application and click Create
App Button.

PayPal oot AP Tosh  Seppert  PrpPuleom
Create New App

Cii CTITE 0" M 00, MIT g i)

Apploation Drtaly

ApD Ma App Hama
Enter-Your App Name here Enter Your App Name here
hpp Typs
® Machand - Azoect oar—a=in 40 § TH0 (1
Plantform - *
Sandbox Business Account

‘ Siribairn Buriinais Acoount ‘

Step 3: Make needful changes and save the settings. You will get the Client ID, Sandbox account
details, and Secret Key on the next page.

Hulp < Vishakhs

APy Teals Suppart PayPal.com Search

DASHBOARD . XYZOG

My Apps & Credentlals

My Account

SANDECK AP CREDENTIALS

Landbox account

Client ID

Secret

Show

Step 4: Set App return URL (live) as plugin redirect page URL of your store. In case you are using our
Social login module (PrestaShop, OpenCart, or Magento) with SEO Friendly URL for your store, then
use this for redirect URL — http://www.yourstore.com/module/socialloginizer/paypal

Otherwise, use this —
http://www.yourstore.com/index.php?fc=module&module=socialloginizer&controller=paypal

On this page itself, you will get the Client Id and Client Secret in LIVE APl CREDENTIALS section.

However, you cannot use them until you complete step 5.
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Social Loginizer zandbox TR
Apo display name:  Social Lognizer &

LIVE APl CREDENTIALS

Q Pleaga note that not all features are avallables for Iwa. Faaturas avallable tor lfee fransactons are leted in your sccaunt allglbility.

PayPal account: 1§ ieali]
Live endpoint: apipaypal.com

Credenlial Pairs

Client ID: AYIDMRAG 1 enS1 LbGGEhEcERIIMKA2CYG3COASRILCIGqpRoDgXWXNKDENshG)

Secrel: EChmMBiCFBCeHzZ XNNGevwzBSIDI-EKTH_PomPulPel HT -FGuAUullmsnVkL

LIVE WEBHOOKS

\With wabhaoke, your app can ba notified whean cartain evante accur. You can creata upto 10 webhoaks at a ime. Laarn more about lstening
to webhooks in our webhooks documantation.

Webhaok Webhook ID Events tracked

This app kas no webhooks at the moment.

LIVE APP SETTINGS

Return URL - Where w=ars will be redirected afler lee ransactons,

ity e .ol

App leature oplions

(] Accepl payments Accopt ong-tme and subscriplion payments from PayPal memiers using PavPal and dirgct credit card
pracessing. Advanced oolions

B inwoicing Issus invoices for payments owad, manage partial balances dug, and aneole custom net payment tarms.

[ Payouts Send batch payments to multipls PayPal accounts at once. ¥ou can vary the amount by recipient and select § you'd like it
delivered by phene numiber or emai.

[ PayPal Here Process swipedicard-presant card transactions.

@ LogInwith PayPal Identity servica that enables your custamars ta lag In with ther PayPal lagin. Advancad oatans
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Step 5: Make sure that the live APIs are selected in LIVE APP SETTINGS tab completely as shown
below:

LIVE APP SETTINGS

Retumn URL - Where users will be redirected after live iransacions.

App teature options

Accept payments Accepd one-ime and subscription paymenis from PayPal members using PayPal and direct credit card
pracessing. Advanced options

El Inveicing Issus invoices Tar payments owed, manage parlial balances dies, and enable ceslom nel payment lerms.,

B Payouts Send baich payments to mulliple PayPal accounts at ence. You can vary the amount by recipient and select if you'd lise it
dalivared by phone number cr email.

] PayPal Here Frocess swipedicand-presen cand Iransactions
E Log In with PayPal Idenlily service hal enables your custemers 1o lag in wilh their PayPal login, Hide

Infarmation requested from customars
Salect ecope attrisutes for OpenlD connect (Cluth) profocal. You are requesting your customears be share this data with you.

[ Basic authenlicalion
Mo information is requested from customars. Only a unique identifier (PPID) 5 provided o you.

B Perzonal Intormation Hide

I Full name B Date of birth 3 Age range

Bddirags Infarmation Hide

[l Email address Sireet address 3 City
B State B Couniry B g code
[ Phone

Account Information Hide

I Account status (varifiad) Account type 3 Account creation date

B Time zone B Locale @ Language

Links shown on customer consent page

Privacy palicy LIAL

Liser agreement LIFEL

Add customer suppart amail 1D
Preview the customer consenl page
Additional PayPal permissions

Uza Seamless Checkaut

After your customers lagin wih PayPal, they don need io log in again al checkout [within an haur)

ED Allow the customers who havan't yet confirmed their email address with PayPal, ko log in to your app.
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Step 6: Now when you have correctly selected the live APIs, you can use the client secret and client
ID to let your customers log in to your store using their PayPal account.

Just copy and paste these API details in specified fields of your social login module and save the
configuration.

You are ready to accept PayPal social login on your store. In case you are using our Social Loginizer
module (PrestaShop, OpenCart, or Magento) then the interface to enter the PayPal AP details will
look something like this.

Paypal Settings

k here to get Paypal client id and client secret

Enable/Disable: @ m

*Paypal Client 1 @ | e 4 KHyBbZACQR Z6|

. .
Paypal Client Secret: @ | 5 1. UGSNGWeEPINWB1 FZ

Version 5.9.0
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18 Printing from Mac
e-FOLLOW can not only receive print jobs from Windows clients but also from Mac (or Linux)
To print to a virtual queue configure your Mac as follows.

Visit http://business.toshiba.com/support/index.jsp to download an appropriate driver for your MFP.

o0 ‘ TOSHIBA ¢-STUDIO Color MFP” installieren a
) ) ) ) ) TOSHIBA Willkermmen bei: TOSHIBA e-STUDIO Color MFP
Follow the installation instructions of the driver _ o )
o Einfithrung 5!u wardan durch alle Scl:lrms_guiul\r!. dig fir die Installation
package... = dieser Software erforderlich sind,
Lzenz
I Zidlolume
| auswihlen
Instaliationsiyp
Installation
Zusammentassung
I=-s1unio
Fartfahran
Add and Configure New Printer h S L Rrucherd Scsmer
Open ‘System Preferences’ — ‘Print & Fax’
- 192.168.1.227 S
> Lx_g.mo - - — DirnucherWarteliste &ffnen
~ * iraistiv - - Optionan & Flllstdnde .

Saraurg CLX-3300 5.
- ® Offine

Art: ASpemeiner estfeript-Dracker
Status: ieaictv

Diesan Dinscker im

e Tekbon Systemenstitong fregases _

]
Klick ‘+’ Sign to add a new printer et arkirackan [ Zuatzt ermanctes Srucir 3
Standard-Paplerformat: | DIN A3 B
[ ] Y . B Hinzufligen
Select type ‘IP’ from the menu across g @ -
the top, then fill in following options Sundald 1P Rindows AL
Address: IP-address of your
o-FOLLOW server | Adresse: 1921881225
Hosirame oder Adresse glitg und vellstindig,
Protocol: ‘Line Printer Daemon — |_Protokoll: _Line Printer Dagmon - LPD E
LPD’ (default) Warteliste:  printZme

Queue name: enter the exact queue
name of the virtual printer

Mame: | @-FOLLOW print2mae

Standort: |vir1:|.|'aIIE| Queue [
Yerwendan: Allgemeiner PostScript-Crucker B
Hinzufiigen
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Printer driver: here you can select the
driver software as installed above.

‘Warteliste: |printZme
Filr Standerdwartaliato bitte leer lasson

Mama: e-FOLLOW print2me

Standort: | virtuelle Queus
Verwandan: | Allgemeiner PostScript-Drucker

Select the driver software and klick to
OK.

Hinzufigen

Druckersoftware

EY
NS SGATIOIY JTIS ST Fa
Somsung SCX-5835_5935X Series
Samsung SCX-8545X Serios P5
Samsung SCX-8x22 Series PS
Samsung SCX-6x45 Series PS
Sameung SCX-8x55 Series PS
Samsung SCX-BxEEX Series PS
Samsung SCX-8030 8040 Series PS
Samsung SCX-8123 8128 Series PS5
Samsung SF-TE0 Series

TOSHIBA ColorMFP I
Zebra CPCL Label Printer
Takes LA Labkal Meinbae

Abbrechen

Now your Mac is ready to print to e-FOLLOW.
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18.1 IPP printing from MAC
e-FOLLOW.cloud can not only receive print jobs from Windows clients but also from Mac and Linux.
To print to a virtual queue configure your Mac as follows.

Visit http://business.toshiba.com/support/index.jsp to download an appropriate driver for your MFP.

) % ,TOSHIBA e-STUDIC Color MFP* installieren a
Follow the installation instructions of the driver | Ve Willkommen bei: TOSHIBA ¢-STUDIO Color MFP
pac kag e... o 3::;:;?:;; :m:ﬂ; ?Ir:hm ﬂ;;.mm. dio fir die Instaliation
Lizenz
| Ziglwolyme
| auswihlen

inatallathonstyo

nstaliation

Zusamimenfassng

I=-stupio

Fartfahren

Add and Configure New Printer Traem T e
Open ‘System Preferences’ — ‘Print & Fax’

192,160.1,222

— Dnschor-Warteliste Sffnen ..

Optionan & Fullstinds ..

Art: Agemsieer PostScripl-Cracker
Statuss ingicthy

Diersen Drnacker im

al i f B Systemeinstetung _Fregases” _

Klick ‘+’ Sign to add a new printer N2 —

Standaridncken: | Zuletrt verwendeter Orucker [

Standwre-Paplerformat: | DIN A4

Customize the view of the "Add" dialog to access the "Advanced" entry. Right-click on the toolbar and
enter "Customize toolbar..."

- =
9\ @ - O + Icon and Text

Icon Only
Text Only

Use Small Size
Address:

Enter hostnal  CuStomize Toolbar... I

(3

Protocol:  Internet Printing Brotocol - PP

Queue:

Name:
Location:

Use:
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Drag the Advanced button to the

toolbar. J ' 9‘ @ w

Drag your favorite items into the toglbar...
= " ~ 1
- @ 8 M ]
... or drag the default set into the toolbar.

= @ w

Then click to the "advanced"

option
Show | Iconand Text < Use small size Done
Type Name Printer URL () Copy

N & ... et e e et =ty cloud: 44 B
History ® Add D

[ ]
Pintirs | S @ w A
N

Upload Default P Windows Advanced Search

Type: select Internet

Printing Protocol . C‘:nﬁrmal"on I Type: | Internet Printing Protocol (https) =
(https) Popup Device: | Another Device H_
ACCOUN URL: | https:/fipp . ‘e-follow.cloud:443}9-follow.clo{
URL entel’ the URL Settings RBEC...CYLMhro3GX254V3a7w
for the virtual queue Logaut
copied from —4 L
Management or
UserPortal. —_— Name: | e-follow.cloud _
Location:
Name: ..the printer Use: TOSHIBA ColorMFP w

Use: select the printer
driver previously
installed.

Add

Click Add to finish the installation of the virtual queue on your MAC.
19 Printing from Chromebooks

These steps are not needed any more when the e-FOLLOW Chrome Extension is used. See:
12.4.2.4 Chrome Extension

e-FOLLOW can not only receive print jobs from Windows clients but also from Chromebooks.
The challenge for printing from Chrome to e-FOLLOW server is the personalization of print jobs

(assign a printjob to its owner). By default, all jobs are sent "anonymous".

e-FOLLOW can cover this by providing individual IPP URLs for each user. Once enabled in
-> SETTINGS-> General - Userportal >

T L2 L2

l Show parsonalized IPP-URLs o
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the Install Printers tab appears in the user portal.

— s nc
Q-FOLLOW

@ Type Name Installer 5% Details
Ingo Pfeiffer
Ippinstaller.exe Archive Windows
x vQ_Ipp (preconfigured) (-zip) Installer Show details

PRINT (-msi)

History Details x

Print jobs

Upload Use personalized URLs below to add IPP printers to your system.
RIS For Windows: add the certificate to your client's Trusted Root Certificates.

Install Printers

Mame VQ_IPP

ACCOUNT

Balance

Permissions Certificate https://192.168.1.35:443/certificate £

Logout

Here you will find the list of available IPP virtual queues and IPP printer queues followed by their
personalized URLs.

To add a personalized queue to your Chromebook follow the steps as described below.

Personalized URLs may not only be used on Chrome but also on any other client that can print using
the IPP protocol.
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Change to the Printers section of Chrome Settings and click to Add Printer.

= Seftings

0, Ssarch printers

(_

Sal up or manage CUPS printers. Leam maone m

Printers

Add a nearby printer

Unknown

unknown

TOSHIBA TOSHIBA e-5TUDIOATER

TOSHIBA TOSHIBA e-STUDIOA4ES

TOSHIBA e-5TUDID3510c Serles PS5

Unknown

Ricoh Aficio MP 9000 - CUPS+GEutanprint v5.2.9 Simplified

KOMICA MINOLTA C5545eriesPS(P)

Genaric PCL &/PCL XL Printer - CUPS+Gutenprint v5.2.9 Simplifiad

Generic PogtScript Printer

LSWEW CUPS+Gutenprint v5.2.9 Simplifiad

Add Manually

Cancel Add

Then Select Add Manually

Add a printer manually
Attention tame

The URL shown in User portal cannot be e-FOLLOW virtual
entered in one step / filed.

Adldr ens

It has to be entered splitted in fre-fretdsT—p| 19218813

Name: any printer name of your choice el
Intemet Printing Protocol (HTTRS) i
Address: Server IP o

| virtual VEMDBZw-eYo2Am1UkNROIgGY

Protocol: select HTTPS

Add Mearby Printers Caneel m
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Queue: printer name + token

Use personalized URLs below to add IPP printers §o your system.
For Windows: add the certifig Wﬁnt'z cates
Mame VO_IPP
) ey
Printer URL
Advanced printer eonfiguration
‘r . . I -A e-FOLLOW virtual could not be configured sutomatically. Please specify advanced
Certificate https://192.168.1.35:443/certificate [ i —
Marufaotures
Toshiba
Madal
Or speeily pout printer PPD Laara mare
Click to Add LR -
Then select the manufacturer & model or select
an appropriate printer PPD file.
Cancel Add

Clicking to Add will finish the printer setup.

Settings
¥ Hetwork & Printers QU Search printers
%  Bluetesth

Set up or manage CUPS printers. Leam mare Add Printer
0 connected devices * e : -
’ Media Plugins e-FOLLOW wvirtwal H

Now the printer is available for printing from Chrome to e-FOLLOW and jobs will be assigned to your
user name.
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20 eSF Scan-to-Folder setup
Toshiba eSF devices come with a convenient Scanning-App called 'Scan Center’

This chapter describes the relevant settings for Scan Center Scanner App so users can easily scan to
their HomeDirectory folder defined in A.D. or another LDAP-Server.

Open the device’s website and run the Scan Center Configuration.

Scan Center
Shorteut

i e

Metwork Folder
In Network Folder: e

[([{[[J QMM Create Nework Folde

Create Metwork Folder
Name and Location

1;'|.'7'l::'.‘-' user to edit on printar control panel.

| Show netwark path

Display Hame * SEMQM}'HDME |
. Comain imay. domain| ]
Enter the Display Name N _ :
for this target and your -enmeeen e EIEREY
local domain. Falder Address * Wihamedir 2l 1
. .JUI-.H T T |: c.
The Folder Address is =

%homedir%

=] Allow user to edit authenlicalion opbons on prinler contrel panal

Authentication Options Aslk for user name and password | = |

[ asvanced Options

Authentication Options

Ask for user name and password: if the users login to e-FOLLOW by e.g. PIN or Card this option
will request the user’s credentials when scanning.

Use static username and password: this option allows to define a 'global user'. Make sure that this
user has write permission to all user’s HomeDirectories.
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After launching the Scan Center App
select Network Folder.

Select the ScantMyHome target

If required, the user gets prompted to
enter his credentials

Operator Manual

Scan Center Scan

"\ Scan Settings 300 dpi, 1-sided

MNetwork Folder
= E-mail Mane

Printer Nane

L MNetwork Folder

(4 Create Network Folder

[+ Scan2MyHome

LogIn
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21 Advanced Settings

21.1 HID Omnikey 5427 CK configuration

HID provides documentation for their readers that describes how to configure KBW mode. See
Chapters 2 and 3 in this document.

https://www.hidglobal.com/documents/omnikey-5x27ck-keyboard-wedge-configuration-user-quide

Keyboard mode configuration of this reader is complex and requires "boot interface" device

keyboard mode option enabled as well as [ENTER] post keystroke for each supported card type to
work properly with our printers.

o No extra apps or drivers are needed.

e 1) Enable Keyboard Wedge and Boot Interface

Keyboard

i General i CardData | Card Data
Config Selection Manipulation

Keyboard Wedge Enable |~/

QOutput Type |keyboard Wad ge

Boot Interface /|

e 2) Configure all card types that are needed and set the Poststroke to [ENTER]

Keyboard r Reader | Host System
Wedge Information Interfaces Consoles

" General i Card Data Card Data
Config Selection Manipulation

Card Type |MIFARE Classic [~ ]

Enable MIFARE Classic Lx,__,f' Card In Event Keystrokes [_ED_ZZZ]

Data Field Prestrokes Key %’;’; Sector Block Offset Length Poststrokes
2 CSN Lij'. [ENTER]
% PACS | |
Version 5.9.0
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e 3) Configure Card Data Manipulation also for each type:

Keyboard " Reader | Y Host | g Y System
Wedge Information Interfaces Consoles

" General | CardData [RERE
Config Selection Manipulation
Card Type MIFARE Classic PACS Leading Byte | | Hex Output Case Lower
Datafield Filtering Format Reverse Padding

CSN v Char0  Direction|leading v | [#Ex [~] = v/ || Char0  Direction|Leading | v | Length 0
PACS ||| Char 0  Direction[Leading [+ ] [#Ex [~] || || Char0  Direction|Leading [ v | Length 0

e 4) To disable annoying Beeper go to Card Data Selection and remove content of Card In
Event Keystrokes field.

Keybeoard " Reader | Y Host Y Y System
Wedge Information Config Interfaces Consoles

" General R Card Data
Config Selection Manipulation

Card Type |MIFARE Classic E3
Sets the Card Type
Enable MIFARE Classic l\_(] Card In Event Keystrokes [_LED_BUZZ] i
Data Field Prestrokes Key 1';?; Sector Block Offset Length Poststrokes
(Y] CSN l\_(J’ [ENTER]
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21.2 Toshiba eSF Admin access

In some cases, it may be necessary to locally log in to the device — e.g. for local device administrator.

Select Option i
Therefore, a local user need to = Securty
. . Status Login Methods
be created via the device web Settings
interface. Device Public
Print
Paper
Copy
Fax
E-rmail
ETP Local Accounts
USB Dnive
Securit
Reports [Manage GroypsParmissions
Address Book
Shortcuts is
Bookmark Setup fault Browser Login { Change }
Apps Default Contrel Panel Login Method { Change )
Site Map
PIM Accounts
1 Account

Network Accounts

By assigning it to a specific Settings > Securtly > User NameBassword Accounts
group you can define the Edit User Name/Password Account
permissions and functions the
User Information m
user has access to.
Mama user
oo Hame S —————
E-mail
Password LTI TTY
Confirm Password ITTTTITTIT]
Permission Groups
| admia
":” ._=.||.-.r.'
So alocal user can be
. Y ' . ro el
Administrator or 'Guest' being
allowed to do BW copies only.
| Save | Reset

To log in as local user/administrator
press the user icon and enter the
credentials.

User Name/Password

If the login was successful press the
home icon to access the device
menu.

User Name

ord

Cancel
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22 Appendix A — SQL structure for e-FOLLOW_records table
_id GUID (not null)
type STRING (not null)
username STRING (not null)
userfullname STRING
department STRING
domainname STRING
device STRING
device_type STRING
sending_host STRING
doc_name STRING
job_id STRING
submission_time DATETIME
finish_time DATETIME
workflow_id STRING
project STRING
subproject STRING
cost INTEGER
has_color BOOLEAN
accounted INTEGER
pages INTEGER
scan_pages INTEGER
fax_pages INTEGER
created DATETIME
Unknown_color_duplex INTEGER
Unknown_color_simplex INTEGER
Unknown_bw_duplex INTEGER
Unknown_bw_simplex INTEGER
A3_color_duplex INTEGER
A3_color_simplex INTEGER
A3_bw_duplex INTEGER
A3_bw_simplex INTEGER
A4_color_duplex INTEGER
A4_color_simplex INTEGER
A4 _bw_duplex INTEGER
A4_bw_simplex INTEGER
A5_color_duplex INTEGER
A5_color_simplex INTEGER
A5_bw_duplex INTEGER
A5_bw_simplex INTEGER
A6_color_duplex INTEGER
A6_color_simplex INTEGER
A6_bw_duplex INTEGER
A6_bw_simplex INTEGER
B4_color_duplex INTEGER
B4 _color_simplex INTEGER
B4_bw_duplex INTEGER
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B4_bw_simplex INTEGER
B5_color_duplex INTEGER
B5_color_simplex INTEGER
B5_bw_duplex INTEGER
B5_bw_simplex INTEGER
Postcard_color_duplex INTEGER
Postcard_color_simplex INTEGER
Postcard_bw_duplex INTEGER
Postcard_bw_simplex INTEGER
Invoice_color_duplex INTEGER
Invoice_color_simplex INTEGER
Invoice_bw_duplex INTEGER
Invoice_bw_simplex INTEGER
Executive_color_duplex INTEGER
Executive_color_simplex INTEGER
Executive_bw_duplex INTEGER
Executive_bw_simplex INTEGER
Legal_color_duplex INTEGER
Legal_color_simplex INTEGER
Legal_bw_duplex INTEGER
Legal_bw_simplex INTEGER
Letter_color_duplex INTEGER
Letter_color_simplex INTEGER
Letter_bw_duplex INTEGER
Letter_bw_simplex INTEGER
Tabloid_color_duplex INTEGER
Tabloid_color_simplex INTEGER
Tabloid_bw_duplex INTEGER
Tabloid_bw_simplex INTEGER
AnsiC_color_duplex INTEGER
AnsiC_color_simplex INTEGER
AnsiC_bw_duplex INTEGER
AnsiC_bw_simplex INTEGER
AnsiD_color_duplex INTEGER
AnsiD_color_simplex INTEGER
AnsiD_bw_duplex INTEGER
AnsiD_bw_simplex INTEGER
AnsiE_color_duplex INTEGER
AnsiE_color_simplex INTEGER
AnsiE_bw_duplex INTEGER
AnsiE_bw_simplex INTEGER
model NVARCHAR(1024)
serial NVARCHAR(1024)
location NVARCHAR(1024)
description NVARCHAR(1024)
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